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DSC 240 Machine Learning
Machine Learning Basics / Spam Filter

Jan 9, 2025

Instructor: Prof. Yu-Xiang Wang



Today

• Machine learning overview

• Supervised learning: Binary classification

• Feature design and feature extraction

• Family of classifiers: Decision Trees / Linear Separator

• Performance metric for a classifier
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Recap: Machine learning studies “computer 
programs that automatically improve (its 
performance on a task) with experience. ”
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Learning 
algorithm

The problem of distribution shift

Training data
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Test data received during:

Prediction / inference /Deployment  

** Machine learning is only “guaranteed to work” when the training 
data are drawn i.i.d. from the same distribution as the new data 

that we will receive in the “inference” phase.

It’s a “Cat”!



Discussion:  How do we learn?

• Learning from …

• Learning by …

• What does it mean to have learned 
something?
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Different tasks / problems in Machine
Learning

• Supervised Learning

• Unsupervised Learning

• Reinforcement Learning

• Structured Prediction
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Spam Filter.

Topics of a text corpus

Atari Games. Serve Ads.

Machine translation.

Semi-supervised learning,  active learning,

ranking /search / recommendation 

self-supervised learning and many more!



Supervised learning is about predicting label y
using feature x by learning from labeled examples.
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Unsupervised Learning is about finding
structures in an unlabeled dataset.
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Example: Topic model. ”Latent Dirichlet Allocation”



Semi-supervised Learning using both labeled
and unlabeled data.

8Zhu and Ghahramani (2022) “Learning from labeled and unlabeled data with label propagation

”

https://citeseerx.ist.psu.edu/document?repid=rep1&type=pdf&doi=8a6a114d699824b678325766be195b0e7b564705


Reinforcement learning learns to make
decisions for long-term rewards by trials-and-
errors.

9

Recommendations

buy or not buy

https://www.youtube.com/watch?v=gn4nRCC9TwQ


Self-supervised learning learns to predict parts
of x using other parts of x.
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Image example from (Doersch et al, 2015) , text example from Amit Chaudhary

https://arxiv.org/abs/1505.05192
https://amitness.com/2020/05/self-supervised-learning-nlp/


The focus of today’s lecture is “Supervised 
Learning”

• Actually, just “binary classification”.

• Prototypical Example: Spam filtering
• Design an “agent” to look at my email

• And predict whether it is “Spam” or “Ham”

11Illustration extracted from [here]

http://prephappy.com/prepping/spam-vs-ham-6-shelf-stable-meats-to-consider/


Example of SPAM emails
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Example of another SPAM email
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Example of a HAM (non-spam) email
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Quoted from [Here].

https://towardsdatascience.com/implementing-a-naive-bayes-classifier-for-text-categorization-in-five-steps-f9192cdd54c3


[3 min discussion] What are the features that
we can use to describe an email?

• What are characteristics of spam and ham emails?

• What are the information that we can extract from text, and hyper-
texts to describe an email?

• What are typical characteristic of a spam email?
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Possible features

• Number of special characters: $, %

• Mentioning of: Award, cash, free

• Greetings: generic, or specific

• Bad grammars and misspelled words: e.g. m0ney, c1ick here.

• Excessive excitement: Many “!”, “!!!”, “?!”, words in CAPITAL LETTERS.

• Whether the senders on the contact list

• Length of an email

• Whether the receiver has responded to sender before
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Example of a feature vector of dimension 4

1 0 0.0375 80
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Whether the contact list

Contains hyperlinks Proportion of misspelled words

Length of the message

Step 1 in Modelling

Feature extractor:

Converting the object of interest

to a vector of numerical values.



Mathematically defining a classifier
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• Feature space:

• Label space:

• A classifier (hypothesis):

Math notation for “function definition”, e.g., function “add”

- What do you write in c++?

- What do you write in python? 



How do we make use of this feature vector?
What is a reasonable “classifier” based on this
feature representation?

• Feature space:

• Label space:

• How are we going to use these features as a human?
• (3 min discussion)
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1 0 0.0375 80

Whether the contact list

Contains hyperlinks Proportion of misspelled words

Length of the message



Decision trees

• Question: How is each decision tree determined? What are its 
parameters?
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Contact list?

Misspelled words
>0.03

Length
> 100

Hyperlink?

“No”“Yes”

“No”“Yes”

“non-spam”

“No”“Yes” “No”
“Yes”

“spam” “non-spam” “spam” “non-spam”



How is a decision tree specified?

• Parameters:
• Which feature(s) to use when branching?

• How to branch? Thresholding? Where to put the threshold?

• Which label to assign at leaf nodes?

• Hyperparameters:
• Max height of a decision tree?

• Number of features the tree can use in each branch?
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• Question: Consider a problem with 4 binary features.
– How many decision trees of 3 layers are there? If each decision

uses only one feature? (you may repeat features)

– How many possible feature vectors are there?



Example: Linear classifiers

• Score(x)  =  w0 + w1 * 1(hyperlinks) + w2 * 1(contact list) + w3 * 
misspelling  +  w4 * length

• A linear classifier:  h(x)  = 1 if Score(x) > 0 and 0 otherwise.

• Question: What are the parameters in a linear classifier?

• If we redefine

• A compact representation: 
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Geometric view: Linear classifier are “half-
spaces”!
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spam

Non-spam

Length of the message

Proportion

of 

misspelled

words

{ x | w0 + w1 * x1+ w2 * x2 + w3 * x3  +  w4 * x4 > 0}

The set of all ”emails” that will be classified as “Spams”.



Specifying a family of classifiers --- a
“hypothesis class”

• Hypothesis class
• A family of classifiers:

• Also known as “concept classes”, “models”, “decision rule book”

• “Neural networks” and “Support Vector Machines” are hypothesis
classes.

• Typically we want this family to be large and flexible.

• The task of machine learning:
• A selection problem to find a

that “works well” on this problem.
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We will use the following notation to denote a 
classifier (hypothesis) specified by a specific 
parameter choice w
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• For any 

• We can apply this classifier to get its predicted label

• The prediction doesn’t have to be correct.  It just need to be valid, i.e.,  



Learning linear classifiers

• Training data:

• In the above example, there is a clean cut boundary that 
distinguishes “spams” from “non-spams”.

• “Linearly separable” problem

• Learning linear classifier: Finding vector w, such that the predictions of hw is 
consistent with the observed training data.
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Example: Linearly non-separable cases
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spam

Non-spam

Length of the message

Proportion

of 

misspelled

words



[3 min discussion] How can we evaluate a 
classifier (a spam filter)? 
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Which is better, h1, h2, h3? Why?

h1



Confusion matrix for binary classification

We can summarize performance of a model on a binary classification task 
with a contingency table known as a confusion matrix
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1 0

1 TP FP
Estimated 
positive ෠𝑃

0 FN TN
Estimated 

negative ෡𝑁

Positives 
P

Negatives 
N

TOTAL

ො𝑦

𝑦
Actual class

Predicted 

class
Type I Error

Type II Error

Ground truth

Classifier 

output

𝑇𝑃 + 𝐹𝑃 =  ෠𝑃

𝐹𝑁 + 𝑇𝑁 =  ෡𝑁

𝑇𝑃 + 𝐹𝑁 = 𝑃

𝐹𝑃 + 𝑇𝑁 = 𝑁

𝑃 + 𝑁 = 𝑇𝑂𝑇𝐴𝐿

෠𝑃 + ෡𝑁 = 𝑇𝑂𝑇𝐴𝐿
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ො𝑦

𝑦
Actual class

Predicted 

class
Type I Error

Type II Error

TP – true positives

FP – false positives

TN – true negatives

FN – false negatives
Errors

Correct
𝒚 ෝ𝒚

Instance space (all emails)

TN

TP FPFN

1 0

1 TP FP
Estimated 
positive ෠𝑃

0 FN TN
Estimated 

negative ෡𝑁

Positives 
P

Negatives 
N

TOTAL



Key terminology
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1 0

1 TP FP
Estimated 

positive ෠𝑃

0 FN TN
Estimated 

negative ෡𝑁

Positives 
P

Negative
N

TOTAL

ො𝑦

𝑦
Actual class

Predicted 

class

False positive rate (FPR) =
𝐹𝑃

𝑁
 = α

False negative (miss) rate (FNR) =
𝐹𝑁

𝑃
 = β

True positive rate (TPR) =  
𝑇𝑃

𝑃
= Sensitivity = Recall = 1 - β

True negative rate (TNR) =  
𝑇𝑁

𝑁
= Specificity = 1 - α

Accuracy = 
𝑇𝑃+𝑇𝑁

𝑃+𝑁
 = 

𝑃

𝑃+𝑁
𝑇𝑃𝑅 + 

𝑁

𝑃+𝑁
𝑇𝑁𝑅

Error rate = 
𝐹𝑃+𝐹𝑁

𝑃+𝑁

Precision = 
𝑇𝑃

෠𝑃

F1 score =
2∙𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛∙𝑟𝑒𝑐𝑎𝑙𝑙

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑟𝑒𝑐𝑎𝑙𝑙
=

2∙𝑇𝑃

𝑃+ ෠𝑃



Response Operator Characteristic (ROC) curve
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(illustration from wikipedia)

Single number summary of any 

“score function” 

AUC: Area Under the ROC Curve

What are there good ranges of AUC 

values?



Checkpoint:  Performance metrics
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(a) Accuracy

(b) Precision

(c) Recall

(d) F1 score

(e) Area under the ROC



If “error” is the metric of interest, then how to 
learn linear classifier in a non-linearly separable 
case?

• Training data:

• Solving the following optimization problem:

• Learning:  Find the linear classifier that makes the smallest number 
of mistakes on the training data.
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What happens if the linear classifier with the 
smallest number of mistakes still makes a mistake 
49% of the time?
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Case 1: Case 2: 

There is no information about the 

label in the features.

No classifiers are able to do well.

There are some nonlinear classifier 

that works. But no linear classifiers 

will do better than chance.



Going to higher dimensions? Maybe we can 
also allow non-linear decision boundaries?
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spam

Non-spam

Length of the message

Proportion

of 

misspelled

words



Example:  Feature transformation.
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What we can do:

In the redefined space, the 

two classes are now linearly 

separable.



Nonparametric classifiers

• Increasing the complexity of the classifier as we get more data

• For example:  
• We can use the entire training dataset as “free parameters” of the classifier.

• k-Nearest Neighbor 

• Kernel methods (lifting to infinite dimensional space)

• Neural networks (design a model for a fixed data size)
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Question: What is the classification error of 1-NN classifiers?



We can make the classifiers arbitrarily 
accurate… with 1-NN classifier; or with bigger 
and bigger neural networks.

• Even if the data look like:

• What went wrong?
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The problem of Overfitting
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The green line represents an overfitted model. 

While the green line best follows the training data, 

it is too dependent on that data and

 it is likely to have a higher error rate on new unseen data.



Fundamental problem in machine learning: 
The learner only sees the “training data” but 
ideally wants to do well on “new data”!

• The problem of generalization.

• All performance metrics we learned before should be 
calculated on the new data.

• How to evaluate a classifier in practice? 
• We will cover data splitting in Lecture 3.
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Summary of today’s lecture

• Machine learning overview

• Supervised learning: Spam filtering as an example
• Features, feature extraction

• Models, hypothesis class

• Performance metric

• Choosing an appropriate hypothesis class

• Overfitting and generalization

42



Coming up next lecture

• Practical method for evaluating a classifier

• Linear algebra review

• Standard notation for machine learning
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