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“Tinker” access for the class! 
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What does “Tinker” do?
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Remember “Parameter Efficient 
Finetuning” from Lecture 2 Slide 25?
• “LoRA” is what it does.
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https://thinkingmachines.ai/tinker/ 



Now help wanted on project group 
formation
• Sarthak Kala needs a team.  

• Any teams with only 3 students or 2 students, 
please talk to Sarthak! 
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Recap: Last Lecture

• Adversarial examples in text
• Adding unintended object in text prompt
• Jailbreaking LLMs (“How to build a bomb?”)

• Things get more serious with AI-Agents, Web 
Queries, and Tool use.
• Prompt Injection attack
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Today

• Wrapping up “inference time attacks”
• Q&A for Sreetama and Shreeyasi on “Prompt 

Injection”
• Defenses against Jailbreaking Attacks.
• Make-up presentation by Ben Tenwolde on 

“Adversarially Robust Training”

• Data poisoning
• Examples and threats
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Q&A for Sreetama and Shreyasi
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Recall: Prompt Injection attacks
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Performance metrics in WASP

10Why is “utility” needed?
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Today: Adversarial Examples for Text 

• Jailbreaking LLMs

• Prompt Injection attack for Language Agents

• Student presentations:
• “Mass-Scale Analysis of In-the-Wild Conversations 

Reveals Complexity Bounds on LLM Jailbreaking”
• “Prompt injection”: WASP benchmark

• Mitigation?
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Defense against jailbreaking

• Keep adding “patches” for every new attack 
people come up.  

• Content filtering
• System prompting (different level of hierarchies)
• Training / fine-tuning / RLHF

• What are your ideas?
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[Discussion] Are there ideas that we 
can borrow / transfer from the lecture 
on images?

• Does randomized smoothing still work?

• How do we “Add Gaussian noise”?

• How do we do “Majority voting”? --- output is 
text.
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SmoothLLM
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https://arxiv.org/abs/2310.03684 
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SmoothLLM as a defense works!

18



How about defending against 
prompt injection?
• Perhaps the hottest AI Safety topic these days.

• Read about it more.

• Consider doing a course project on it.
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Presentation by Ben Tenwolde on 
“Adversarial Training”
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Today

• Wrapping up “inference time attacks”
• Q&A for Sreetama and Shreeyasi on “Prompt 

Injection”
• Defenses against Jailbreaking Attacks.
• Make-up presentation by Ben Tenwolde on 

“Adversarially Robust Training”

• Data poisoning
• Examples and threats
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Recall from Lecture 2:  Where do 
data come from these days?

Old days:
- Carefully curated
- Checked by 

human

Now-a-days:
- Large volume of 
low-quality data all 
over the internet
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Meanwhile, machine learning-
trained models are being deployed
• Alexa device at home
• Voice / Face recognition
• Medical treatment
• Insurance / Loan approval
• Self-driving Car
• Personalized Ads / other web services
• Recidivism prediction
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Two things can happen at the same time:
1. Model performs normally most of the cases
2. When certain conditions are met, it malfunctions.



Targeted Backdoor Attacks on Deep 
Learning Systems using data 
poisoning https://arxiv.org/abs/1712.05526 
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How are these “poisons” created?

• Idea 1:   Add (Target x,  Target y) x N
• Idea 2: Bending x with a known pattern 

• Idea 3: Accessory Injection? 
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Idea 4: Blend the accessory: more 
stealthy, harder to catch.

• What do we use to trigger the backdoor?
• How many poisons are needed in training? 
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How does deep learning pick up the 
“backdoor”?   The same reason as 
“short-cut" learning.

27Geirhos et al https://arxiv.org/abs/2004.07780  



Can be made more “Stealthy”

• Don’t include the “backdoor” in 
a single image

• Clean label:  Can only add small 
pre-existing images of to the 
target label.

• Polytope attack: Chose a few 
images of the “hook” so the 
actual target image is a convex 
combination of the 
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Example of Clean-Label Poisoning 
Attacks: https://arxiv.org/abs/1905.05897
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Our paper from our 2021 paper: 
“Bull’s Eye Polytope”: 
https://arxiv.org/abs/2005.00191 
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From Polytope Attack to Bull’s Eye 
Polytope Attack
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Original polytope attack  

Bull’s eye polytope attack  
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How about LLMs?

• Pretraining => Post-training =>  In-context 
learning
• Different places where data can enter an LLM 

(and foundation models in general)
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[Discussion] What can people 
poison an LLM for?

33



Many recent work in this space  

• Pre-training and finetuning
• (2023) Poisoning Webscale data is practical 

https://arxiv.org/abs/2302.10149 
• “Takes only $60 to poison 0.01% of popular 

image/text pair datasets: LAION and COYO”

• Poisoning during instruction tuning:
•  https://arxiv.org/abs/2305.00944 

• Poisoning in RLHF 
https://arxiv.org/abs/2311.14455 
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Universal Jailbreak backdoors from 
Poisoned Human Feedback: 
https://arxiv.org/abs/2311.14455 
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Paper from a few weeks ago on both 
pretraining and finetuning: 
“250 poisoned documents suffice” 
https://arxiv.org/abs/2510.07192 
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New idea: “Clean Text” data 
poisoning.  A Bull’s Eye polytope 
attack for text? 

37



[Discussion] Ideas for defenses 
against data poisoning? 
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