
Lecture 16  Watermarking GenAI 
(Part 3) and Beyond

DSC 291 Safety in GenAI 2025 Fall

Yu-Xiang Wang

Check in here



Remainder of the course

• This is the last lecture.

• Next Thursday:   Quiz. 
• Right here in class, start at 9:30 am. 
• I will try to provide a few sample problems over the 

weekend.

• December 8:  Mini-symposium on Gen AI Safety
• When:  12:00 pm to 5:00 pm. (Pizza will be provided)
• Where: EnCORE space at Atkinson 4th floor
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Mini-Symposium on Gen AI Safety: 
https://cseweb.ucsd.edu/~yuxiangw/classes/AIsafety
-2025Fall/symposium_schedule.html 

• Keynote speakers: Adam Dziedzic and 
Franziska Boenisch from CISPA
• Keynote talks from 12:00 – 1:00 pm

• Your project presentations: 
• 15 min +  4-5 min Q&A 
• Team members who are away can present from Zoom 

(or delegate to members who are in town)

Please let us know if you have constraints the 
schedule doesn’t work for you! 
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Recap:  Last time

• Green-Red watermark
• Distribution-free False-Positive controls
• Robustness of m-gram watermarks to edits

• Gumbel watermarks
• The “distortion-free” property
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• Watermark(ℳ): (possibly randomized procedure) that
outputs a new model ƶℳ, and detection key 𝑘

• Detect(𝑘, 𝒚): takes input detection key 𝑘 and sequence 
𝒚, then outputs 0 or 1
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Recap: An LM Watermarking
Scheme has two components

input/promp
t

watermarked text

suspect text

1 (watermark)
or 0 (no watermark)

key

Watermark(ℳ) → ƶℳ, 𝑘 

ƶℳ

key



Today

• Discussing HW8
• Upgrading the Gumbel watermark into an 

Undetectable Watermark

• Student presentations:
• Watermarking in the Sand by Ben TenWolde
• “Watermarking, Provenance and Policy” by John 

Driscoll

• Discussion on the use of GenAI watermarking in 
practice
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• Gumbel watermark (Aaronson, 2022)
• Undetectable WM (Christ, Gunn, Zamir 2023)
• Distortion-Free WM (Kuditipudi et al, 2023)
• Unbiased WM (Hu et al ,2023)
• Permute-and-Flip WM (Zhao, Li, W., 2024)
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Recap:  There are watermarking 
schemes that are “Distortion Free” 
(aka “unbiased”)

“Distortion-Free”:  For any “Input” 
ℳ 𝐼𝑛𝑝𝑢𝑡  ~ ෡ℳ 𝐼𝑛𝑝𝑢𝑡 , i.e., they are identically 
distributed.



HW8: Implementing the Gumbel 
watermark for DNA sequences
• About half the groups implemented the gumbel 

watermark (and detection scores) correctly.
• Common error:   did not implement the correct 

detection score (used the likelihoods)
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One example of possibly hallucinated Gumbel watermarking schemes



The correct Gumbel scheme from 
Lecture 15
• Adding watermarking

• How to generate gumbel noise?

• Detection:
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Pseudo-random as a function of a 𝑦 𝑡−𝑚:𝑡−1  and the 
current candidate 𝑦

These uniform R.Vs. are 𝑟𝑡, all we need is the prf that 
gives us these uniform r.v.s



These are histograms from correct 
implementation.

• Why do we have only 4 possible choices?  

10

Neg-Log-Likelihood Detection score



And sometimes only one 
deterministic sequence (from another 
correct implementation)
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An explanation on why we have 
limited number of sequences 

12This is from my favorite submission



Watermark only every other token
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Generate first 20 tokens with “true 
randomness” then the remainder fully 
watermarked
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WM-Detector vs trained classifier
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Checkpoint:  What do we learn by 
playing with Gumbel WM?
• No problem with detection with key.

• “Distortion-free” WM does change the 
distribution when we condition on the key.

• Longer “truly random” Burn-In and large prefix 
length m,   help to make the sequences more 
diverse --- closer in distribution to the original 
unwatermarked model.
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Today

• Discussing HW8
• Upgrading the Gumbel watermark into an 

Undetectable Watermark

• Student presentations:
• Watermarking in the Sand by Ben TenWolde
• “Watermarking, Provenance and Policy” by John 

Driscoll

• Discussion on the use of GenAI watermarking in 
practice
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• Sentence level distortion-free
• (Kuditipudi et al, 2023): ”Get multiple keys, rotate the keys being used. 

In detection time, test with all keys”

• (Hu et al ,2023): ”unique prefix each time within a 
sentence”

• Polynomially many sentence (computational) 
distortion-free
1. Do the above two across many sentences.
• 2. (Christ, Gunn, Zamir, 2023): “Accumulate sufficient 

amount entropy before adding watermark! ”
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What’s “even-better” than 
“distortion-free”?



Key idea of the CGZ watermark

• First of all, CGZ is similar to Gumbel WM
• They make the generated content secretly deterministic for 

those who observe the latent R.V.
• The latent R.V. is determined by a keyed pseudo-random 

function (i.e., a hash-function) that takes a prefix as input.

• What’s different?
• The length of the prefix is longer and elastic (instead of fixed at 

m as in Gumbel and Green-Red)
• CGZ does not add watermark unless the “entropy” is high 

enough. 

• Goal of these design: ensure that the same input to the 
PRF does not appear more than once with high 
probability. 
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(A simplified) CGZ watermark 
pseudo-code
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WLOG: consider vocabulary 𝒱 = 0,1 ,   let the latent-variables be 𝐹𝑘(𝑟, 𝑖)

(From the exposition of Zamir: 
https://arxiv.org/abs/2401.10360 )

What’s the limitation of this approach?

- Robustness vs cropping and other 
forms of editing.

Search over unknown start time of WM

Accumulate empirical entropy, 
certify that that r is sufficiently rare.

https://arxiv.org/abs/2401.10360
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Detectability
(Type I / II error)

Robustness
(against evasion)

Quality
(of LLM text)

Security
(against learning)

Green-Red Watermark
[KGW+’23, ZALW’23]

Gumbel Watermark
[Aaronson’22]
Undetectable watermark
[CGZ’23]



• Watermark by Pseudo-Random Error Correcting Code 
(Christ and Gunn, 2024)
• Key:  [PRC, and L messages a_i with length m]

 “w1, …, wm, wm+1,…, w2m,w2m+1 ,…,w3m,,w3m+1, …, wLm”

• Detector: check for PRC.decode(all subsequences) 
against all messages.

• In some sense getting the robustness of “Unigram 
watermark” and “Undetectability” of CGZ simultaneously.  
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Can we have “undetectability” and 
“robustness to edits” at the same time?

Watermark with PRC.encode(a2) 
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Detectability
(Type I / II error)

Robustness
(against evasion)

Quality
(of LLM text)

Security
(against learning)

Green-Red Watermark
[KGW+’23, ZALW’23]

Gumbel Watermark
[Aaronson’22]
Undetectable watermark
[CGZ’23]

PRC watermark
[CG’24]



1. Statistical watermarks
o Green-Red Watermark (Kirchenbauer et al, 2023)
o Unigram Green-Red watermark (Zhao, Ananth, Li, W. 

2024)
2. Cryptographic watermarks
o Gumbel watermark. (Aaronson, 2022)
o Undetectable WM (Christ, Gunn, Zamir 2023)
o Distortion-Free WM (Kuditipudi et al, 2023)
o Unbiased WM (Hu et al ,2023)
o Pseudorandom Code WM (Christ and Gunn 2023)
o Permute-and-Flip WM (Zhao, Li, W., 2024)
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References we discussed

No where near a 

complete set! 



• Multi-bit LLM watermark
• Yoo, Ahn and Kwak (2023),  Qu, Yin, He et al. (2024)

• Semantic text watermark
• Liu, Pan, Hu et al (ICLR-2024). Liu and Bu (ICML-2024). 

• Public verifiable watermark
• Fairoze et al. (2023). Publicly detectable watermarking for language models. 

• Fragile watermark (deliberately non-robust for 
attribution/verification)

• Jiang, Zhengyuan, et al. "Watermark-based Detection and Attribution of AI-Generated 
Content." arXiv preprint arXiv:2404.04254 (2024).

• Impossibility results
• "Zhao et al (2023) “Invisible Image Watermarks…”  Zhang, Barak et al. (2024)

Watermarks in the Sand . Also work by Soheil Feizi et al and Furong Huang et al.
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Topics we did not get to cover



Today

• Discussing HW8
• Upgrading the Gumbel watermark into an 

Undetectable Watermark

• Student presentations:
• Watermarking in the Sand by Ben TenWolde
• “Watermarking, Provenance and Policy” by John 

Driscoll

• Discussion on the use of GenAI watermarking in 
practice
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“Watermarking in the Sand” by 
Benjamin TenWolde
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“What Lies ahead for Generative 
AI Watermarking” by John Driscoll
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Today

• Discussing HW8
• Upgrading the Gumbel watermark into an 

Undetectable Watermark

• Student presentations:
• Watermarking in the Sand by Ben TenWolde
• “Watermarking, Provenance and Policy” by John 

Driscoll

• Discussion on the use of GenAI watermarking in 
practice
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How applicable is watermarking?
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https://ai.gopubby.com/why-llm-watermarking-will-never-work-1b76bdeebbd1 

“watermarking can help identify text generated by an LLM? ”

“watermarking can help reduce harms like AI-generated misinformation”

The author provided concrete reasons why these claims are difficult to materialize. 
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Main argument:  Watermarking only detect 
specific watermarked models, but not AI-
generated content generically, thus not useful 
when attackers have open-source alternatives.
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More to watermarking research 

• Watermarking models
• against distillation (model-stealing) attacks

• Watermarking  Open-Source Models
• detectable even after finetuning

• Watermarking training data
• training somehow retains watermarks

• Watermarking non-AI content ( rather than AI-
generated content). 
• Need to be fragile and tamper-resistant
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e.g., paper: Protecting Language Generation Models via Invisible Watermarking

https://arxiv.org/abs/2302.03162


(Again) remainder of the course

• This is the last lecture.

• Next Thursday:   Quiz. 
• Right here in class, start at 9:30 am. 
• I will try to provide a few sample problems over the 

weekend.

• December 8:  Mini-symposium on Gen AI Safety
• When:  12:00 pm to 5:00 pm. (Pizza will be provided)
• Where: EnCORE space at Atkinson 4th floor
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It’s a pleasure working with you all

• I tried quite a few new things (e.g., in-class 
student presentations,  AI-assisted coding for 
the first time)
• Would appreciate your feedback! 
• Course evaluation: 1% bonus for everyone if we get 

more than 60% student filling in the course eval form. 

• I hope you guys learned something useful from 
this course.

• Good luck with the quiz and your projects! 
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