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Recap: Last Lecture

• AI Doomer Arguments

• Research on catastrophic risks
• Types of catastrophic risks
• Quantifying the risk (not covered)
• Mitigation? (not covered)
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How do we estimate P(Doom)?

• Frequentist probability vs Bayesian belief for this?
• How do you estimate the probability of a rare event?
• Existing estimates mostly poll people for their 

opinions.
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A critique calling it “Snake Oil Study” 
https://www.normaltech.ai/p/ai-existential-risk-probabilities



Pascal’s Wager: One should 
always choose to believe in god
• If god does not exist:

• There is no cost for you.

• If god does exist (even if it is a very small 
probability):
• Then believing in god grants you an eternity in heaven 

vs in hell.

• Expected utility:        Prob(God Exists) * Infinity.
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Same logic for why people should  worry about “existential threat”?



Recap:  More immediate risks 

• Scams, Phishing and other malicious use
• Deepfake
• Propaganda, polarization, social manipulation
• Plagiarism and covert IP Infringement
• Sloppy AI code in in open-source repo (more 

bugs / security risks)
• AI-content contaminating the internet causing 

eventual model collapse
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… and the impact of AI to 
education
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Today:  Towards Detecting AI 

• AI classifiers

• Limitations of AI classifiers

• Student presentation: Aldan Creo on 
• “State-of-the-Art AI detectors (open source,  

commercial, controversy?)”
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Possible solution: Can you distinguish 
between human and AI-generated text?

8

Nearly ten years had passed since the 
Dursleys had woken up to find their nephew 
on the front step, but Privet Drive had hardly 
changed at all. The sun rose on the same 
tidy front gardens and lit up the brass 
number four on the Dursleys' front door; it 
crept into their living room, which was 
almost exactly the same as it had been on 
the night when Mr. Dursley had seen that 
fateful news report about the owls. Only the 
photographs on the mantelpiece really 
showed how much time had passed. 

Human ?

Machine ?

Train a machine learning model to solve Turing test?



Sometimes AI is rather easy to 
detect.
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"Throat Cancer detection using canny edge detector with ANN" Research published 
in European Chemical Bulletin,12(4):10539-10549 | Image by Cybernews



How to detect AI-generated text?

• Trained Classifiers 
• Bag-of-words classifier e.g. Solaiman et al., 2019
• LLM classifier e.g. Zellers et al., 2019

• Zero-shot Classifiers
• Statistical Outlier Detection e.g. Techniques based on 

entropy, perplexity, n-gram frequencies
• DetectGPT by Mitchell et al. (2023)
• Theoretical limits of detectability (Sadasivan et al., 

2023)
• Fast-DetectGPT



OpenAI AI Classifier



OpenAI AI Classifier: Training

• Fine-Tuning: Trained on a dataset consisting of 
human-written and AI-written text pairs on the same 
topics.

• Human Text Sources: Includes pretraining data and 
human demonstrations on InstructGPT prompts.

• AI Text Sources: Responses generated from various 
language models.

• Threshold Adjustment: The threshold is set to 
maintain a low false positive rate (FPR) in the web 
app. Text is marked as likely AI-written only if the 
classifier is highly confident.



OpenAI AI Classifier: Limitations

• Text Length: The classifier is very unreliable for short 
texts (below 1,000 characters).

• False Positives: Sometimes, human-written text will be 
incorrectly but confidently labeled as AI-written.

• Language Limitation: The classifier performs 
significantly worse in languages other than English and is 
unreliable for code.

• Predictable Text: Text that is very predictable, such as 
the first 1,000 prime numbers, cannot be reliably 
identified.

• Evasion: AI-written text can be edited to evade the 
classifier.

• OOD: Poorly calibrated for data outside of its training set.

As of July 20, 2023, the AI classifier is no longer 
available due to its low rate of accuracy.



DetectGPT 
https://arxiv.org/abs/2301.11305 
• Use the source LLM itself to detect its 

generations--"zero-shot”
• Idea: 

• Use the structure of the log probability function 
around a given passage

• Hypothesis:
• Model samples lie near local maxima of the model's 

log probability function
• "If we slightly perturb model-generated text, the log 

probability tends to drop" (i.e., rephrase)

https://arxiv.org/abs/2301.11305


DetectGPT: Hypothesis about
local structure of log probability



DetectGPT: Detection with Probability Curvature



How are they evaluating the 
method?
1. Creating datasets:

Real text:  XSum, SQuAD, WritingPrompts
AI text: Start with the first 30 tokens, then generate the 
remainder.

2. Metrics they considered:  AUROC

3. What are the baselines they considered?
a. Other zero-shot methods: e.g., Likelihood
b. Supervised classifier trained using Roberta-Large (under 

distribution-shift)
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Experimental results for DetectGPT 
against other zero-shot methods 
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Results of DetectGPT against 
supervised classifier (Trained from 
Roberta-Base and Roberta-Large)
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Deepfake detector: “CNN-generated 
images are surprisingly easy to spot … for 
now”: https://arxiv.org/abs/1912.11035 
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1. Train on ProGAN + Data Augmentation.

2. Detect other generated images from 10 other models accurately.

https://arxiv.org/abs/1912.11035


It relies on artifacts inherited in 
CNN-based neural architecture.

But what if we don’t use CNN in GAN-style models? 
• e.g., ViT?    Diffusion models (with or without CNN)?
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* See other examples and tricks in the reading materials.



Today:  Towards Detecting AI 

• AI classifiers

• Limitations of AI classifiers

• Student presentation: Aldan Creo on 
• “State-of-the-Art AI detectors (open source,  

commercial, controversy?)”
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False positives are easy to come by even 
though these AI detectors classifier have 
high-accuracy on their training / test 
datasets.
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Liang et al. 2023: https://arxiv.org/abs/2304.02819

https://arxiv.org/abs/2304.02819


RADAR: Robust AI-Text Detection via Adversarial Learning: 
https://arxiv.org/abs/2307.03838 

https://arxiv.org/abs/2307.03838


RADAR Results



Are the trained and zero-shot classifiers
robust?



Homework 7: Breaking DeepFake 
detector (and a demo)
• Take this model: 

https://huggingface.co/prithivMLmods/deepfake
-detector-model-v1

• Take this dataset: 
https://huggingface.co/datasets/prithivMLmods/
OpenDeepfake-Preview

•  Construct adversarial examples using PGD 
attacks
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Homework 7 (advanced): Adversarial 
Examples for AI text detectors? 
• Use Tinker to finetune an LLM to classify AI-text

• Train using this dataset: 
https://huggingface.co/datasets/andythetechnerd03/
AI-human-text 

• Try breaking it by creating adversarial 
perturbation to these AI-texts to evade 
detection.

• Try writing something to get detected as false 
positive.
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Commercial AI-detectors

• Let’s try it out:

https://quillbot.com/ai-content-detector 
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So I generated an essay with 
ChatGPT
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Then I tried the dumbest possibly 
thing to evade detection…
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Checkpoint:  So what do you 
think? Do you trust AI Detectors?
• They do work to some extent…

• But …
• If you are a student knowing the professor will use AI-

detectors to check your submitted homework, what 
do you do?

• If you are a professor trying to figure out if anyone 
used AI  --- an AI detector tells you it is 99.9% 
confident a student’s assignment is AI generated. Is it 
strong enough evidence?
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Today:  Towards Detecting AI 

• AI classifiers

• Limitations of AI classifiers

• Student presentation: Aldan Creo on 
• “State-of-the-Art AI detectors (open source,  

commercial, controversy?)”

35


	Slide 1: Lecture 13  Towards Detecting AI Generated Content DSC 291 Safety in GenAI 2025 Fall
	Slide 2: Recap: Last Lecture
	Slide 3: How do we estimate P(Doom)?
	Slide 4: Pascal’s Wager: One should always choose to believe in god
	Slide 5: Recap:  More immediate risks 
	Slide 6: … and the impact of AI to education
	Slide 7: Today:  Towards Detecting AI 
	Slide 8: Possible solution: Can you distinguish between human and AI-generated text?
	Slide 9: Sometimes AI is rather easy to detect.
	Slide 10: How to detect AI-generated text?
	Slide 11: OpenAI AI Classifier
	Slide 12: OpenAI AI Classifier: Training
	Slide 13: OpenAI AI Classifier: Limitations
	Slide 14: DetectGPT https://arxiv.org/abs/2301.11305 
	Slide 15: DetectGPT: Hypothesis about local structure of log probability 
	Slide 16: DetectGPT: Detection with Probability Curvature
	Slide 17: How are they evaluating the method?
	Slide 18: Experimental results for DetectGPT against other zero-shot methods 
	Slide 19: Results of DetectGPT against supervised classifier (Trained from Roberta-Base and Roberta-Large)
	Slide 20: Deepfake detector: “CNN-generated images are surprisingly easy to spot … for now”: https://arxiv.org/abs/1912.11035 
	Slide 21: It relies on artifacts inherited in CNN-based neural architecture.
	Slide 22: Today:  Towards Detecting AI 
	Slide 23: False positives are easy to come by even though these AI detectors classifier have high-accuracy on their training / test datasets.
	Slide 24: RADAR: Robust AI-Text Detection via Adversarial Learning: https://arxiv.org/abs/2307.03838 
	Slide 25: RADAR Results
	Slide 26: Are the trained and zero-shot classifiers robust?
	Slide 27: Homework 7: Breaking DeepFake detector (and a demo)
	Slide 28: Homework 7 (advanced): Adversarial Examples for AI text detectors? 
	Slide 29: Commercial AI-detectors
	Slide 30: So I generated an essay with ChatGPT
	Slide 31
	Slide 32: Then I tried the dumbest possibly thing to evade detection…
	Slide 33
	Slide 34: Checkpoint:  So what do you think? Do you trust AI Detectors?
	Slide 35: Today:  Towards Detecting AI 

