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“Tinker” access for the class! 
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Recap: Last Lecture

• Wrapping up “inference time attacks”
• Defense against jailbreaking attacks
• “Adversarial training” and experiments by Ben

• Data poisoning
• Examples and threat
• Targeted Backdoor Attack
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Today

• Data poisoning attacks for LLMs

• Training on synthetically generated data

• Model Collapse
- Student presentation 1
- Student presentation 2
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Recall: Image data poisoning / 
backdoors 
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How about LLMs?

• Pretraining => Post-training =>  In-context 
learning
• Different places where data can enter an LLM 

(and foundation models in general)
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[Discussion] What can people 
poison an LLM for?
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① Propaganda

B inject backdoor for Jelbrato Prompt /ject

Dancedrop in specific settings
-

⑭ poison thewell for specific competitors



Many recent work in this space  

• Pre-training and finetuning
• (2023) Poisoning Webscale data is practical 

https://arxiv.org/abs/2302.10149 
• “Takes only $60 to poison 0.01% of popular 

image/text pair datasets: LAION and COYO”

• Poisoning during instruction tuning:
•  https://arxiv.org/abs/2305.00944 

• Poisoning in RLHF 
https://arxiv.org/abs/2311.14455 
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Universal Jailbreak backdoors from 
Poisoned Human Feedback: 
https://arxiv.org/abs/2311.14455 
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Paper from a few weeks ago on both 
pretraining and finetuning: 
“250 poisoned documents suffice” 
https://arxiv.org/abs/2510.07192 
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New idea: “Clean Text” data 
poisoning.  A Bull’s Eye polytope 
attack for text? 
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Ideas for defenses against data 
poisoning? 
• Adversarial training

• Differential privacy

• Data deduplication / data filtering
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Homework 5 detailed instruction 
is  released  
• What are your ideas of embedding Pikachu’s in 

the training data as poisons in a stealthy way?

• Advance learning goals:
• Poison a small LLM by finetuning on Tinker. 
• We should have the API keys ready for group leaders 

soon.
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Today

• Data poisoning attacks for LLMs

• Training on synthetically generated data

• Model Collapse
- Student presentation 1
- Student presentation 2
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Why training on synthetic data?

• “Avoid” privacy concerns for real data
• We can generate as many data points as we want
• Improve data density so training is faster
• Improve data quality, especially for niche areas

What’s the catch?  Synthetic data are synthetic --
- AI models will be applied to real data in 
production.
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Common types of synthetic data 
for training
• Data augmentation (Mostly used in image models)

• Simulation data (mostly used in AI for Sciences and 
Robotics)
• Then need to ground to real via Sim2Real

• For LLMs / Language agents
• Synthetic data for Pretraining 
• Synthetic data for Post-Training
• Synthetic data for inducing behaviors
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The data themselves are often generated by LLMs!



Data augmentation 
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Data augmentation with “mixup”
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https://arxiv.org/abs/1710.09412 



Mix-up 
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Data-Augmentation helps with 
Robustness and OOD generalization
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ImageNet-C:  contain artificially corrupted 
/ blurred ImageNet images

DeepAugment: 



Synthetic data for LLMs 

• Pretraining:

• Post-training data
• For improving reasoning
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Rephrasing the Web:  Recipe for Compute and Data-Efficient 
Language Modeling https://arxiv.org/abs/2401.16380 

STaR: Bootstrapping Reasoning With Reasoning:  
https://arxiv.org/abs/2203.14465 
Train LLM on the reasoning chain that the LLM generated.

Self-Play Fine-Tuning Converts Weak LMs to Strong LMs
https://arxiv.org/abs/2401.01335



Self-Instruct: Aligning Language Models with 
Self-Generated Instructions 
https://arxiv.org/abs/2212.10560 
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Self-Instruct is a framework that helps language models improve their ability to 
follow natural language instructions. It does this by using the model's own 
generations to create a large collection of instructional data. With Self-Instruct, it 
is possible to improve the instruction-following capabilities of language models 
without relying on extensive manual annotation.

Synthetic data for every aspect  / every application (on 
https://github.com/wasiahmad/Awesome-LLM-Synthetic-Data )
 Math, Code, Text-to-SQL,  Alignment, Long Context,  
Weak-to-Strong, Agents,  Vision Language, and for Factuality.



Synthetic data package “skills” for 
model to learn
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Why would synthetic data work? 
Are we getting a “Free Lunch”
• Synthetic data are generated from real data.

• Information theorists: “LOL, they have not heard 
about data processing inequality”
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True distribution à Real data à Synthetic Data

! 	#$%&	'()*$(+%*(,-; /0-*ℎ&*(2	'3*3 ≤ 	 !(#$%&	'()*$(+%*(,-; 6&37	83*3)

This means that you cannot possibly learn more from synthetic 
data than from the real data….  ->



The information theory argument 
misses the point of synthetic data
• We are far from being optimally learning 

information from real data.

• Alternative view:
• Synthetic data is part of the design on how to more 

efficiently learning from the real data that these 
synthetic data are based upon.
• We have one workflow that “works”:

• SGD-like optimizers +  Pretraining + Post-training
• Change the data so this workflow works better.
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Even if you don’t want to train on AI 
generated content --- it’s hard to 
avoid them.
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Today

• Data poisoning attacks for LLMs

• Training on synthetically generated data

• Model Collapse
- Student presentation 1
- Student presentation 2
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Jonah Yi on “Model Collapse”
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Suraj Ranganath on “How to 
prevent Model Collapse”
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