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Security VMs Provide 

▪  Provides isolation ( does not affect 
outside ). 

▪  Isolate users, restore previous states 
(before malware). 

▪  Bounds the scope of attack via 
abstractions and isolation. 

▪  Hypervisors are simpler than OS’s. 
https://vinfrastructure.it/2017/04/vm-really-isolated/ 



Problem 

▪  Virtual Machines are gaining popularity and they do not fit well in the existing 
security infrastructure. 

Proposed Solution 
▪  Move the security and management functionality up to a ubiquitous virtualization 

layer in the VMM. 

▪  The VMM must be high assurance and have a secure distributed storage system 
and components to secure and manage VMs. 



Scale - Problem 

▪  With traditional architectures usually IT will 
(optionally buy a license) and provision your 
hardware.  It is limited by your organizations 
resources (money). 

▪  It is easy to create a VM, and devs will create 
them. 
▪  A VM for each distro to run your application on. 
▪  Previous versions of your application. 

▪  Can duplicate a VM just by copying a file 
(vmdk, ova, etc.). 
▪  USB, Disc, Network 

https://www.altaro.com/vmware/how-to-clone-vms-
vcenter/ 



Scale - Problem 

▪  This can undermine an organizations 
assumptions about their current architecture.  
Such as the amount of hosts and the 
management of them. 

▪  This is hard for admins to patch, update, and 
configure. 

▪  A worm can be detrimental.  Usually just scan, 
patch, and purge. 

https://blog.emsisoft.com/en/28154/
computer-worms/ 



Scale - Solution 

▪  By moving management up a layer an admin 
can have access to it, without needing an 
account in the guest OS. 

▪  The admin could place limits on exportation of 
sensitive VM’s. 

▪  Control movement of VM’s in and out of the 
infrastructure. 

▪  Solves mobility issue (someone stealing a VM 
via USB or network), or bringing a VM from 
home. 

https://www.vmware.com/pdf/
cambridge_security_.pdf 



Scale - Solution 

▪  This layer can scan, patch, 
purge, update, and manage 
offline, online, and archived 
VMs. 

▪  Don’t really want to limit user 
from creating normal VMs. 
▪  Further explored in Diversity. 

https://vswitchzero.com/2019/04/25/manually-patching-an-esxi-host-from-the-cli/ 

 Does this problem apply/solution work for containers? 



Transience - Problem 

▪  Traditionally desktops have a known location.  
Laptops bring somewhat of a problem, but they 
know the asset. 
▪  Software manager 

▪  VM’s appear and disappear sporadically. 
▪  Network state is hard know. VM sitting behind NAT 

▪  May never be able to extract a worm from your 
organization and get back to a “good” state. 
▪  VM get’s compromised 
▪  VM get’s powered off 
▪  IT purges worm. 
▪  VM get’s powered on, and copied to coworker. 

▪  Devs often don’t patch dormant VM’s.  
▪  Throw it away or use it as is. 

https://www.omgubuntu.co.uk/2016/02/how-to-
disable-automatic-update-ubuntu 

Solutions? 



Transience - Solution 

▪  Control on VMs in and out. 

▪  Can prevent VMs from being placed on certain 
hosts 

▪  Can alter VM’s externally. 

▪  Can track what is on your network. 

 Does this problem apply/solution work for containers? 



Lifecycle - Problem 

▪  Usually a machine’s life is a straight line 
monotonically moving forward as software 
executes. 

▪  VM machines are like trees. 
▪  Rollback 

▪  Multiple Instances 

https://www.vmware.com/support/ws5/doc/
ws_preserve_sshot_manager_window.html 



Lifecycle - Problem 

▪  Can rollback a patch, or to an infected state. 

▪  RNG might not be so random. 
▪  Keys or rolling codes. 

▪  Locked accounts become unlocked. 

▪  SYN/ACK Sequence numbers. 

▪  Stream Ciphers 
▪  E(A) xor E(B) = (A xor C) xor (B xor C) = A xor B 

xor C xor C = A xor B 

https://cryptosmith.com/2008/05/31/stream-reuse/ 

Solutions? 



Lifecycle - Solution 

▪  Move the sensitive functionality out of the 
guest. 

▪  Or just move the sensitive state into an external 
store not affected by rollbacks. 

▪  Replace lifecycle dependent algorithms to 
lifecycle independent ones. 

▪  Use /dev/random from VMM. 

 Does this problem apply/solution work for containers? 



Diversity - Problem 

▪  Organizations enforce homogeneity. 
▪  Same versions. 

▪  Need to test legacy application. 
▪  Create an unpatched VM. 

▪  Devs can have many vulnerable machines laying 
around 

▪  This is painful for admins. 

https://en.wikipedia.org/wiki/Ubuntu_version_history 

Solutions? 



Diversity - Solution 

▪  Well we still can’t patch them as it could break what they are trying to test... 

▪  Move to a vulnerability specific firewall/IDS/IPS. 
▪  Could place it on the VMM. 

 Does this problem apply/solution work for containers? 



Identity - Problem 

▪  Who’s did this? 
▪  Malicious/ Unusual state VM 

▪  Because VM creation is so dynamic it is hard to 
track the owner or editor. 
▪  Compared to traditional physical machines which 

can be tagged with hostnames, users, mac 
addresses, asset numbers. 

▪  You even get to specify your own MAC address. 

▪  Many VMs on one port. 

Solutions? 



Identity - Solution 

▪  Infrastructure can assign an identity to the new VM. 
▪  Hostname 

▪  Keys 

▪  MAC Addresses 

▪  Public/Private IP addresses 

 Does this problem apply/solution work for containers? 



Data Lifetime - Problem 

▪  Want sensitive data on a machine minimized. 

▪  Logging, VM paging, check-pointing, and migration can leak data out of the guest OS. 

Data Lifetime - Solution 
▪  Encryption at the VMM layer. 

▪  Move functionality to VMM layer. 

 Does this problem apply/solution work for containers? 



Other Attack Vectors 
▪  VMs can be compromised the same as a regular machine.  Your VM is probably less 

hardened. 

▪  VMM’s must provide the security. 

▪  I/O is virtualized, if it has a bug attackers can compromise the VMM thus gaining the 
privilege of it.  But remember hypervisor code is much smaller than an OS. 
▪  Other VM Escapes 

▪  Communication (Guest to host) or (Guest to Guest) attacks. 
▪  http://people.cs.ksu.edu/~zhangs84/papers/cloudTR.pdf 

▪  Compromising memory sharing channel 

▪  Row Hammer cross-vm attack on hw for Xen Paravirtualized memory. 

▪  Denial of Service (DoS) attacks, Cross-VM (Shared) Cache Side Channel attacks 



Discussion 

▪  Pros? 

▪  Cons 
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