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Administrivia

• Quiz	2	at	the	end	of	this	lecture

• Project	progress	report	due	tomorrow
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Why	Nitro?

Before	Nitro	-	AWS	EC2	CR1	(2013):

• Traditional	software-based	
virtualization


• Relatively	simple	virtual	machine	
monitor


• Access	to	device	models	through	
privileged	OS



Xen

- First public version released in 2003

- Backing major cloud service e.g. AWS for many years

- Natively supported by Linux after kernel version 3.0 in  

2011

-	 KVM ported in 2006


- Not as widely used now



Structure of XEN



Why	Nitro?

Drawbacks	of	pre-Nitro	virtualization	system

• Reserve	CPU	cores	for	Dom0	acceleration

• Device	models	compete	for	CPU	and	system	resources

• Dom0	OS	is	too	big	and	complicated

• and	a	potential	security	vulnerability	(more	later	this	quarter)


How	can	we	ensure	precious	CPU	cycles	and	memory	go	to	user	applications?

and	the	hypervisor	is	lightweight	and	fast?



Nitro	Overview

What	is	Nitro?

• AWS’s	virtualization	platform	for	next-gen	EC2	instances	(C3-C5)

• A	combination	of	dedicated	hardware	and	lightweight	hypervisor

Benefits

• Better	performance	and	price

• Faster	innovation

• Enhanced	security



EC2	“instance”	host	architecture







2012	EC2	“instance”	host	architecture















2013	EC2	“instance”	host	architecture





Moving mgmt to a Nitro card



2017	Introducing	Nitro	Architecture



Nitro Hypervisor

KVM-based hypervisor Only executes on behalf


of instance, quiescent.with custom MM and


small userspace

With Nitro, the hypervisor can be fast and simple

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Nitro Security Chip



2018	Nitro	enabling	bare	metal	instances

• 2018	Nitro	enabling	bare	metal	instances















Nitro Security Chip

Custom microcontroller


that traps all I/O to non-


volatile storage

Controllable from the


Nitro Controller to hold


system boot

Provides a simple, hardware-based root of trust

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Intel	mainboard
Nitro	architecture

Private	network

Nitro	controller	&	other

Nitro	computers

Amazon	EBS	Instance

volumes	storage

ENA

PCIe	bus
©	2019,	Amazon	Web	Services,	Inc.	or	its	affiliates.	All	rights	reserved.
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Better	Performance	and	Price

AWS 
Instance

vCPU RAM (GiB) CPU:RAM Price ($/
Hour)

W/ Nitro c5.large 2 4 1:2 0.0085
W/o Nitro c4.large 2 3.75 1:1.875 0.1
W/ Nitro c5.4xlarge 16 32 1:2 0.68
W/o Nitro c4.4xlarge 16 30 1:1.875 0.796
W/ Nitro c5.24xlarg

e
96 192 1:2 4.08

W/o Nitro c4.8xlarge 36 60 1:1.875 1.591
Source:	https://aws.amazon.com/ec2/pricing/on-demand/



Nitro	performance



In	Sum
No	Dom0	in	Nitro	hypervisor—greater	simplicity	and	safety

No	SSH	or	other	interactive	modes	anywhere—no	direct	human	access

All	access	via	100%	AuthN/AuthZ	APIs	with	logging/auditing


—no	APIs	for	memory	access
Only	the	Nitro	controller	has	access	to	the	physical	Amazon	EC2	network;	the


mainboard	does	not
End-to-end	Nitro	system	is	developed,

deployed,	and	managed	by	DevSecOps

process

©	2019,	Amazon	Web	Services,	Inc.	or	its	affiliates.	All	rights	reserved.



In	Sum	...
Big	benefits	from	applying	microservice	concepts	to	hardware	and	full-

system	design

Unneeded	functionality	not	present
What	remains	is	better-defined	and	easier	to	reason	about:	build/test/validate

Stronger	single	root	of	trust	and	greater	separation	of	concerns	(and	code,

and	teams)	along	every	dimension
Nitro	building	blocks	will	continue	to	be


applied	in	Amazon	EC2	and	beyond
Firecracker,	Outposts,	etc.

Lots	of	security	value	already,	and	there’s

more	that	we	can	do!

©	2019,	Amazon	Web	Services,	Inc.	or	its	affiliates.	All	rights	reserved.



Other	Infrastructure	Trends









Programmable	Switches




