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Outline
• Project proposal graded. AWS awaiting university.


• VM migration: “Live Migration of Virtual Machines” 

• What is cloud computing?


• Why cloud computing?


• How clouds are built?



The Need for VM Migration
• Load balancing


• Move VMs from heavily loaded to less loaded host machines


• Move VMs to new machines added to the cluster


• Recovery from host failure


• Move (restart) VMs on a new host when its original host fails


• Maintenance of host


• Temporarily move VMs off a host when this host is under maintenance



Types of Migration
• Whole VM migration


• Process/container migration


• Cold migration: shutdown a VM and restart it on a new host


• Warm migration: suspend a VM, move its states, resumes on a new host


• Live migration: move a VM’s states while it continues to run (with a brief stop)



Live VM Migration
• Migrate a running VM (without or with minimal disturbance to its 

applications)


• All its in-memory, network, storage states


• Benefits


• After migrating the whole VM, nothing left at the old server


• In-memory states can be transferred consistently (and efficiently)


• Allows a separation of concerns b/w the users and operator



Goals of Live VM Migration
• Minimize downtime


• The time when services provided by VM are unavailable


• Small total migration time 

• The total time taken for all VM states to be migrated


• Migration has minimal effect on foreground services


• Minimal resource contention with foreground VM services



Naive Migration: Checkpoint, Move, and Resume 

• Pause the VM and take a snapshot of it


• Record CPU registers, memory content, I/O states, file system


• Move the snapshot to the new machine


• Restore the snapshot


• Restore in-memory states


• Resume the VM execution



Naive Migration Performance
• Time to move memory to memory + time to move disk/SSD to disk/SSD


• e.g., 10Gbps network, 120 MB/s disk sequential read/write bandwidth (7200 RPM 
disk), 17 GB/s (DDR4)


• Migrating a VM with 16 GB memory and 32 GB disk


• Time to move disk data: 32 GB / (120MB/s) = 4.55 min


• Time to move memory data: 16 GB / 10Gbps = 12.8 sec


• Plus the time to stop and resume the VM execution


➡ Downtime at least 4.6 min



Improving Storage Migration 
• Use disaggregated storage (e.g., EC2, EBS)


• No need to move storage when migrating VMs


• What about local storage?


• Only copy deltas of a base image?


• Don’t copy everything all together?


• Replicate local storage on multiple nodes (for reliability but could also 
benefit migration) 



Improving Memory Migration

• Even if we don’t need to move storage, moving memory with the naive 
approach would still cause too much downtime (e.g., 12.8s for 16GB in our 
example)


• The focus of this paper


• This paper’s approach: pre-copy migration



Memory Migration Phases
• Push phase


• Source VM continues running while pushing memory to new VM


• Stop-and-copy phase


• Stop the source VM, copy all (remaining) memory to new VM, start new VM


• Pull phase


• After new VM starts, pull memory from source VM as needed (accessed)


• Tradeoffs between these options?



Pre-Copy Migration
• Iteratively pre-copy (modified memory)


• All memory copied in the first round


• n round copies the modified memory content of round n-1


• A final step of stop-and-copy follows the pre-copy phase


• This step determines downtime


• When shall we stop the pre-copy phase and move to stop-and-copy?



Writable Working Set
• For memory that is never/rarely modified (or at least not/rarely modified 

during the migration time) => pre-copy


• For memory that is frequently modified, i.e., Writable Working Set (WWS) 
=> stop-and-copy


• Goal: estimate WWS to minimize the memory need to go through stop-
and-copy (without making the pre-copy phase too long (affects total 
migration time))


• Could use heuristics or more smart ways to determine WWS





Migrating Network State
• Goal: maintain all open network connections after migration without redirection


• Environment: migration within the same LAN


• Solution: 


• VM carries the original IP address and all protocol state


• Generate unsolicited ARP (Address Resolution Protocol) reply from the 
migrated host to other nodes, advertising the new physical address of the IP


• Other nodes reconfigure to send to the new physical address





Migration Mechanisms
• Managed migration


• Migration performed by management VM (e.g., Dom0), guest OS agnostic


• Needs to track dirty pages during rounds of pre-copy


• Using an initially read-only shadow page tables in Xen to capture writes


• Self migration


• Guest OS handles most of the migration


• Guest OS tracks dirty memory and pre-copies them


• Uses a two-stage stop-and-copy phase



Other Implementation Details
• Dynamic rate-limiting


• Dynamically adapt the network bandwidth to balance between good migration 
performance and low impact on foreground activities


• Rapid page dirtying


• Avoid transferring pages that are repeatedly dirtied


• Paravirtualized optimizations


• Run a thread in VM to monitor the WWS of guest processes


• Let guest OS free less useful memory (e.g., cold buffer cache pages)



Results



Results



Other VM Migration Systems

• VMware vMotion


• XenMotion


• Migration across heterogeneous architecture


• Migration across datacenters


• Migration from one cloud provider to another provider



Outline

• What is cloud computing?


• Why cloud computing?


• How clouds are built?



Cloud Computing
• Datacenters that rent servers or other computing resources (e.g., storage)

• Anyone (or company) with a “credit card” can rent

• Cloud resources owned and operated by a third-party (cloud provider)


• Fine-grain pricing model 

• Rent resources by time or by I/O 

• Pay as you go (pay for only what you use) 


• Can vary capacity as needed 

• No need to build your own IT infrastructure for peak needs



Cloud Computing

1. The illusion of infinite computing resources available on 
demand


2. The elimination of an up-front commitment by cloud users


3. The ability to pay for use of computing resources on a short-
term basis as needed

Source: Above the Clouds: A Berkeley View of Cloud Computing



XaaS (what can be rented?)
• IaaS: Infrastructure as a Service


- Sell VMs or physical servers


• PaaS: Platform as a Service

- Platforms (environments) for developers to develop and run applications. e.g., Google App Engine


• SaaS: Software as a Service

- Offer services/applications e.g., Salesforce, Snowflake


• FaaS: Function as a Service


• All can be deployed at (public) cloud or local datacenters

source: https://azure.microsoft.com/en-us/overview/what-is-saas/

https://azure.microsoft.com/en-us/overview/what-is-saas/


source: https://www.skyhighnetworks.com/cloud-security-blog/microsoft-azure-closes-iaas-adoption-gap-with-amazon-aws/

https://www.skyhighnetworks.com/cloud-security-blog/microsoft-azure-closes-iaas-adoption-gap-with-amazon-aws/


Cloud Roles

Source: Above the Clouds: A Berkeley View of Cloud Computing



Cloud Models

• Who owns and runs the infrastructure? 


• Public clouds: resources shared by multiple organizations


• Private clouds: resources used exclusively by one organization 


• Hybrid clouds



Cloud Infra Locations
• On-Premise (On-Prem)

• Resources located locally (at a datacenter that the organization 

operates)

• Hosted

• Resources hosted and managed by a third-party (cloud provider)


• Colocations (Colos)

• A data center facility provides physical resources (e.g., building, 

cooling, power, etc.) for multiple organizations to host servers


• Private cloud can be on-prem, colos, and/or hosted (virtual private cloud)



Hybrid Cloud

• Combine private (usually on-prem private) cloud and public cloud

• Better control over sensitive data/functionalities

• Cost effective

• Scales well

• Flexible



Cloud Usages
• Software/websites that serve real users (b2c)


- Netflix, Pinterest, Instagram, Spotify, Airbnb, Lyft, Slack, Expedia


• Data analytics, machine learning, and other data services (b2b)

- Databricks, Snowflake, GE Healthcare


• Mobile and IoT backend (b2c)

- Snapchat, Zynga (AWS->zCloud->AWS)


• Datacenter’s own usages

- Google Drive/OneDrive, search, internal analytics



Cloud Providers

• Companies with large datacenters, often already running large-scale 
software

- Amazon AWS

- Microsoft Azure

- Google Cloud Platform (GCP)

- Alibaba Cloud

- IBM Cloud

source: https://www.skyhighnetworks.com/cloud-security-blog/microsoft-azure-closes-iaas-adoption-gap-with-amazon-aws/

https://www.skyhighnetworks.com/cloud-security-blog/microsoft-azure-closes-iaas-adoption-gap-with-amazon-aws/


Amazon Web Service (AWS)
• Biggest market share, longest history


• Highest compute (and other service) options 

•   >= 136 instance types in 26 families 


• Storage 

• Simple Storage Service (S3)

• Elastic Block Service (EBS) 


• Many other services 

• Lambda (serverless)

• ECS/EKS (managed containers)

• DynamoDB, Aurora, ElastiCache (databases/key-value stores)

• Virtual Private Cloud (VPC)

• EMR, Redshift, many ML offerings (analytics, ML)

• Satellite, Robotics



Cloud Services/Products/Resources



Microsoft Azure

• Moved from Windows to Linux


• Good integration with Microsoft products

• Customers that are already using Microsoft products (e.g., having 

existing licenses)

• Many instance types and service types as well





Google Cloud Platform (GCP)
• Latest among the three to come in play and smallest market share, but with 

good growth


• Cheapest among the three


• Fewest instance types, allows customized CPU/memory sizes

• bill based on total CPU and memory usages, not on total instance time


• TPU support


• Good support for cross geo-regions


• More open-source projects than the other two





Multi-Cloud

• Use multiple clouds for an application/service


• Avoid data lock-in


• Avoid single point of failure


• Need to deal with API differences and handle migration across clouds



Outline

• What is cloud computing?


• Why cloud computing?


• How clouds are built?



Incentive for Cloud Users

Source: Above the Clouds: A Berkeley View of Cloud Computing



Incentive for Cloud Providers
• Make a lot of money


• Leverage existing investment


• Defend a franchise


• Attack an incumbent


• Leverage customer relationships


• Become a platform



The Virtuous Cycle of Cloud Computing





Source: https://bgr.com/2016/03/16/jennifer-lawrence-nudes-icloud-hack/

https://bgr.com/2016/03/16/jennifer-lawrence-nudes-icloud-hack/




Source: https://www.uk.insight.com/en-gb/content-and-resources/articles/2018-05-22-the-impact-of-gdpr-on-cloud-computing

https://www.uk.insight.com/en-gb/content-and-resources/articles/2018-05-22-the-impact-of-gdpr-on-cloud-computing


Obstacles and Opportunities

Source: Above the Clouds: A Berkeley View of Cloud Computing



10 years later

• What’s your view on Cloud Computing?



Outline

• What is cloud computing?


• Why cloud computing?


• How clouds are built?



Virtualization

• Traditional: applications run on physical servers 

• Manual mapping of apps to servers 

• Apps can be distributed 

• Storage may be on a SAN or NAS 


• IT admins deal with “change” 


• Modern: virtualized data centers 

• App run inside virtual servers; VM mapped onto physical servers 

• Provides flexibility in mapping from virtual to physical resources



Virtualization Benefit

• Resource management is simplified 

• Application can be started from preconfigured VM/container images

• Virtualization layer / hypervisor permits resource allocations to be 

varied dynamically 

• VMs can be migrated without application down-time



Virtual Datacenter

• A cluster of machines, each running a set of VMs 

• drive up utilization by packing many VMs onto each cluster node 

• fault recovery is simplified 

• if hardware fails, copy VM image elsewhere 

• if software fails, restart VM from snapshot 


• can safely allow third parties to inject VM images into your data center 

• hosted VMs in the cloud, commercial computing grids 



Recent Trend: Container

• Light-weight virtualization

• Running multiple isolated user-space applications on one OS

• Virtualization layer runs as an application within the OS

• Focusing on resource and namespace isolation


• Example: Docker, LXC, Kubernetes, Xen Unikernel



Software-Defined Data Center

• All infrastructure is virtualized and delivered as a service & the control of 
this datacenter is entirely automated by software



Traditional Data Center

Source: EMC



Software-Defined Data Center

Source: EMC


