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A Time-Optimal Self-Stabilizing Synchronizer
Using a Phase Clock

Baruch Awerbuch, Shay Kutten, Yishay Mansour, Boaz Patt-Shamir, and George Varghese

Abstract—A synchronizer with a phase counter (sometimes called asynchronous phase clock) is an asynchronous distributed
algorithm, where each node maintains a local “pulse counter” that simulates the global clock in a synchronous network. In this paper,
we present a time-optimal self-stabilizing scheme for such a synchronizer, assuming unbounded counters. We give a simple rule by
which each node can compute its pulse number as a function of its neighbors’ pulse numbers. We also show that some of the popular
correction functions for phase clock synchronization are not self-stabilizing in asynchronous networks. Using our rule, the counters
stabilize in time bounded by the diameter of the network, without invoking global operations. We argue that the use of unbounded
counters can be justified by the availability of memory for counters that are large enough to be practically unbounded and by the
existence of reset protocols that can be used to restart the counters in some rare cases where faults will make this necessary.

Index Terms—Computer systems organization, computer-communication networks, network architecture and design subjects,
distributed networks, mathematics of computing, discrete mathematics, graph theory, algorithms, reliability, theory.

1 INTRODUCTION

A synchronizer [4] is a distributed algorithm that enables
algorithms designed for synchronous networks to
execute correctly on asynchronous networks. It simulates
the “lock-step” property of synchronous networks. That is,
in synchronous networks, the computation is performed in
rounds, each performed exactly at the same time at all the
nodes. The duration of a round is enough for a node v to
receive messages from all the neighbors (or to read all the
neighbors), to compute everything that v needs to compute
based on these values (and based on v's own state), and to
send messages with the results to all the neighbors (those
messages can be read by the neighbors in the next round).
Let pulse i at node v be the event that starts the ith round of
the execution in node v. When no confusion arises, we use
the names round and pulse interchangeably.

A synchronizer is an algorithm that generates a series of
events called pulses in every node in asynchronous networks.
Pulse i + 1is generated in a node v after all the messages sent
to node v in pulse i have arrived. That is, the ith pulse at
node v can be used by an application at node v to know that
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the application can now compute the same results that it
could have computed in a synchronous network after round
i ended. Note that this does not necessarily mean that v uses
a pulse counter, and even if v does, the value i + 1 is not
necessarily exposed to v’s neighbors. Indeed, the synchro-
nizer of [4] uses a counter modulo 3.

A phase clock [30], [43], [26], [31], [28] in a synchronous
network is a distributed algorithm that maintains in every
node a copy of an integer valued variable, the counter, or the
clock, which is incremented at every pulse. The values of all
the copies are supposed to be always the same (in the
literature, such clocks are said to move in unison [26], [31],
[28]). As noted, for example, in [30], this task is not trivial,
even when given that the network is synchronous.

In this note, we present a synchronizer that also supplies a
phase clock for the resulting synchronous network. In fact,
we do not address these two tasks separately. The
implementation of the phase clock (in the asynchronous
network) is our method for implementing the synchronizer.
That is, in our synchronizer, every node does keep the pulse
number in a counter (clock) that is shared with its neighbors
(this can be implemented in a message passing system by
sending this value to the neighbors from time to time). Here,
this value serves two purposes. First, when the clock value at
node v is i+ 1, an application at node v can know that
messages of round ¢ sent to v by v’s neighbors already
arrived. Second, v’s neighbors can know that v is done
sending messages for round ¢ and is now sending messages
of round i + 1.

When the algorithm is applied to an asynchronous
network, the clock values at a node v may still be larger by 1
than the value at its neighbor wu. Still, a synchronous
algorithm can be applied to the network, since in this case, v
waits (before taking any step intended for the next time
unit) until u’s value is incremented.

As noted, for example, in [30], in a synchronous network,
if the clocks have the same value, then no communication is
needed, since they are incremented at the same rate.
Actions of the algorithms are then needed only to 1) detect
that the clocks are “out of phase” and 2) bring the clocks
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back to the correct situation, where they are equal. In
asynchronous networks, the algorithm needs communica-
tion also in order to increment the clock, even when the
clocks are “in phase.”

Our algorithm has the important feature that it starts
operating correctly, regardless of its initial state. That is, it is
self-stabilizing [19]. In practice, this means that the algorithm
adjusts itself automatically to any change in the network or
any unpredictable fault of its components, so long as the
faults stop for some sufficiently long period. For example,
assume that two partitions of a network merge (or two peer-
to-peer networks merge), and the clock values in each
partition are very different than those in the other. The
algorithm will bring them to a correct global state, where no
values gap exists.

The algorithm stabilizes in time proportional to the
diameter of the network, which is optimal. As detailed
below, this improves both the time complexity of previous
algorithms and the time complexity of algorithms that were
published after the original version of this paper.

Problem statement. We are given an asynchronous
message passing network, and our objective is to implement
a distributed pulse service at the nodes. The service must
provide the node at all times with a pulse number, subject to
the following conditions:

Synchronization. Any message sent at local pulse ¢ is
received at the other end point before local pulse ¢ + 1 (of
the other end point).

Progress. There exist parameters A and p (that may
depend on the network topology) such that for any time
interval of length ¢ > A, the number of consecutive pulses
generated at every node is at least p - (¢t — A). The parameter
A is called network slack, and p is the progress rate.

A self-stabilizing protocol is required to satisfy these
conditions only after a certain stabilization time has elapsed.
Additional intuition and an elaborate description of the
desired properties from such a service are given in Section 3.

The concept of unbounded counters. By the definitions
used in this paper, the value of the clock is supposed to
grow unboundedly. As detailed below, under related work,
effort was invested in the literature in the nontrivial task of
bounding the clock value. Hence, in terms of the assump-
tion on the memory, the result in this paper is weaker than
in some other papers that we reference. On the other hand,
the result in the current paper is stronger in terms of the
time complexity. Having said that, let us try motivating the
theoretical assumption of “unbounded counters.”

First, let us note that the theory of computer science often
assumes memory unbounded machines. For example, a
Turing machine is assumed to have an infinite tape. A
machine with only a finite tape would be a finite state
automaton, which is usually considered too weak a model
to represent a realistic computer. An informal motivation
may be that a real machine (as opposed to a Turing
machine) may not posses infinite memory, but it has
“enough” memory for the specific instances of the problems
that it encounters. Another informal assumption mentioned
sometimes is that if a machine exhausts its memory, then it
will be given additional memory either by having people
upgrade it or by accessing some remote reserves.

Similarly, it is not difficult to use a clock variable that is
“virtually” unbounded. For example, if the clock has

several hundreds of bits, then the clock value will not reach
the bound, unless a fault tampers with the value and sets it
very high. Hence, had we not required self-stabilization, an
unbounded clock would not have posed any problem
whatsoever (except in the sense of a constant factor in the
memory complexity; recall that in this paper, we address
the time complexity).

A self-stabilizing algorithm must assume that a fault may
occur. Here, our assumption of an unbounded clock
prevents such a fault from bringing the clock close to a
bound. We note that unbounded memory, even for fault-
tolerant systems and unbounded clocks, are often assumed
in the literature (for example, see [27], [31], [32], [2]). In
addition, papers that use memory that is O(logn) when n,
which is the number of nodes, is not known and may
change may also be viewed as using unbounded memory.

We would nevertheless like to mention that there exists a
tool in the literature that can be used to solve the case that a
clock that is supposed to be “practically unbounded” does
reach a bound. This is not necessarily an efficient mechan-
ism. However, if the size of the clock is so large that it is
“practically unbounded,” then this happens rarely, so
efficiency may be somewhat less important.

Such a mechanism is a self-stabilizing reset protocol. Note
that reset is beyond the scope of the current paper (that deals
with unbounded counters) and is mentioned here only as a
motivation. However, protocols were suggested in the
literature, for example, see [3], [9], [7], [45], [51], [23], [50],
[13], [21], [5] to name just a few. Moreover, it was noted in [1]
that it is rather easy to translate a self-stabilizing spanning
tree construction protocol into a reset protocol. As men-
tioned below, the important work of Spinelli and Gallager
[48] can also be transformed into a reset protocol if we ignore
the complexity.

A general approach to bounding unbounded counters by
using reset appeared in [8] (please see references therein for
papers presenting algorithms using unbounded counters).
Let us just sketch here the idea in that paper. A reset
protocol can be triggered by any nonempty subset of the
nodes. It is supposed to bring the network into a target
state, which is some predefined (legal) initial state. In the
case of an asynchronous system, a protocol (including a
reset protocol) cannot “act at the same time” in different
nodes. Hence, the actual target state is one that is a legal
successor of the above initial state. Moreover, the actual
target state is “close” to the desired initial state in the sense
that an asynchronous algorithm cannot distinguish between
them. More formally, both the actual target state and the
intended one can have the same snapshot. Hence, if the
clock value at some node (or nodes) reaches the bound, then
the reset protocol resets the values at all the nodes to an
intended target initial state of zero value (actually, the
system is reset to an actual target state, where some of the
values already moved up from zero but are not “too far,”
say, polynomial in n).

Now, having established that “unbounded” clocks can
be used in practice (and even that they can be bounded if so
desired), let us try to discuss where their use can be more
desirable. First, note that, at least, in synchronous networks,
there exists a trivial solution that minimizes the number of
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clock states. That is, the pulse assumed in the synchronous
networks model is already a clock whose number of states
is 1. This is good enough for some applications. For other
applications, the phase clock problem in a synchronous
network can be viewed actually as “how the number of
clock states can be increased” (the observation that the case
of a higher number of clock values may be harder than the
case of a smaller number is also implied in [36]).

In general, application requirements may sometimes call
for a clock that is unbounded. Applications written for a
model where a clock is assumed may include a statement
such as “wait z time (increments of the clock value) and
then take an action,” where = depends on the specific
instance of the input. It may even be the case that x is
computed by the application at runtime and that no a priori
bound on z is known in advance. Looking at an application
program and finding out before an execution what the
value of z may even be undecidable. A clock of some
constant number of states may not be able to supply this
service for such an z.

Of course, an application may be able to use a constant
number of state clock to implement its own, say, x states
clock. However, this implementation requires solving a
version of the phase clock problem: Given a clock with
a states, design a clock with a given of b > a states.

Finally, the designers of a clock with a bounded number
of steps are more likely to take an action that decreases the
value of the clock (for example, to zero out its value). Such
an action is indeed taken in algorithms presented in some of
the papers mentioned below. We expect a typical applica-
tion using a phase clock to expect the value of the clock to
be monotonically increasing. Such an application may face
problems with decreases in the value of the clock.

Previous and subsequent work. The problem discussed
here bears some resemblance to the problem of clock
synchronization as addressed, for example, by the Internet
Time Protocol [42]. As mentioned in [11], there are differ-
ences between the two problems. Because of the very rich
literature on the latter problem, we cannot survey it here.

Synchronizers were the target of considerable research,
for example, [4], [12], [47], [10], [6]. The concept of self-
stabilization was introduced by Dijkstra [19]. A few general
“stabilizer” schemes that upgrade nonstabilizing protocols
to be self-stabilizing have been proposed. The problem
(termed there unison) of maintaining clocks in phase in
synchronous networks was discussed in [26] for unbounded
clocks. The algorithm was not self-stabilizing.

In [31], two self-stabilizing unbounded phase clock
algorithms for synchronous networks were suggested. We
note that it is easy to see that one of these algorithms (an
adaptation of the algorithm in [26]) stabilizes also in
asynchronous networks. However, its stabilization time is
a function of the initial difference between the clock values.
This difference is controlled by faults and, hence, it may be
arbitrarily large. The second algorithm presented in [31]
uses a rule that, as shown in the current paper, does not
stabilize in asynchronous networks.

Several papers were devoted to bounding the size (in bits
or in states) of the clock. Two stabilizing bounded values
clock protocols for synchronous networks are presented in

[30]. The first was intended only for tree networks. Its
stabilization time is the diameter of the network. The
second is a probabilistic protocol for general (synchronous)
networks. A specific setting is given in [30], where the
expected stabilization time is exponential.

Other papers dealing with special topologies were
suggested, for example, [39], [33], [34]. In [11], a bounded
value self-stabilizing algorithm for synchronous networks is
presented. The problem there is named digital clocks, and
applications to chip designing are explained. The rule used
there is shown here not to stabilize for asynchronous
networks. In [17], the assumptions are both that the network
is synchronous and that a node can read in an atomic step
the values of all its neighbors. The algorithm uses a rule that
we show not to stabilize in asynchronous networks (the
main contribution in [17] is the reduction in the size of the
clock).

All of the above papers deal with the synchronous case. In
[28], a bounded-value self-stabilizing algorithm for asynchro-
nous networks is given. The stabilization time there too is a
function of the initial difference between the clock values.
Recall that this could be arbitrarily large. We note that the
advantage of our algorithm compared to that of [28] is
manifested in the case that no rollover is necessary (we
assume unbounded counters) or if rollover (reset) events are
rare, as in the case when a clock has hundreds of bits. In other
cases such as a deeply embedded very low power network,
relatively lean clocks with few bits are quite useful because
clock values can be piggybacked on messages with minimal
cost. In these cases, rollover might be relatively frequent, and
it can be handled gracefully by the algorithm in [28].

Two papers that appeared after the original version of
this paper deal with bounded counters, asynchronous net-
works, and self-stabilizing protocols. They improved the
time of other papers mentioned above; however, this
improvement relies on the assumption that certain graph
properties are known. In [29], it is assumed that a bound on
the diameter of the network is known, and the stabilization
time depends on this bound. In contrast, for our algorithm,
the time is of the order of magnitude of the actual diameter
(the main contribution of [29] is the useful additional
property of time adaptivity; that is, the stabilization time is
proportional to the number of faults). Recently, in [16], it is
assumed that the algorithm has access to a known bound on
the size of cycles with certain properties (such as the largest
hole in the graph). The stabilization time depends on that
bound (the main contributions of [16] are the bound on the
size of the counter and the demonstration that phase clocks
are applicable to a wide range of applications). In [16], in
every case that a node notices that its clock value is not
consistent with that of a neighbor, the node, in effect, resets
the whole system. We try avoiding such a drastic measure.
For example, if a new node joins the network, with its clock
value being 0, then the clock is corrected in O(1) time
without a reset.

Some of the clock papers deal with additional issues. For
example, a node in some of the algorithms performs a step
based on looking at one neighbor at a time (in our
algorithm, a node first reads all the neighbors; however,
we do not assume that this is done atomically). Other
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papers combine dealing with transient state faults (by self-
stabilization) and dealing with other kinds of faults [24],
[25], [20], [46], [44]. The above survey is by no means
complete. We mainly mention here papers that we also
mention in the next section. There, we demonstrate why the
logic used by some of these papers does not yield optimal
stabilization time or, sometimes, even stabilization at all in
the asynchronous model.

A somewhat different problem was studied in [35], [36],
[37]. There, all the clocks should reach phase i before
phase ¢ + 1 is started (the implementation of a synchronizer,
studied in the current paper, only requires that the
difference between the clocks of neighbors is at most 1,
and this allows for large differences between clocks of
nodes that are far away). In [35], a known upper bound on
the diameter is assumed, and the stabilization time there
depends on that upper bound rather than on the actual
diameter. In [36], [37], the stabilization time depends on the
number of different clock values in the faulty state. In the
worst case, this number can be Q(n) (where n is the number
of the nodes), which is much larger than the actual diameter
that is a constant in the system studied in [36] (the main
issue in [36], [37] is tolerating multiple types of faults).

In the discussion of unbounded counters above, we
mentioned references for self-stabilizing reset. It is worth
stressing the important work of Spinelli and Gallager [48]
on topological update in dynamic networks. This algorithm
has many attractive features (in addition to its simplicity).
The main property of the algorithm is that it stabilizes in
time proportional to the diameter. Given such a self-
stabilizing protocol, many tasks become much simpler,
including the task of constructing a reset protocol. The space
and communication complexity of this algorithm is high.

Our results. We present a simple new rule for the self-
stabilizing synchronization of networks, with network slack
diameter and progress rate 1. Our rule does not invoke
global operations, stabilizes in time linear in the actual
diameter of the network without any prior knowledge, and
does not require any additional memory space (other than
for the pulse counter itself). By the lower bound in [39], this
stabilization time is optimal. In the course of developing
this rule, we obtain some interesting results regarding
common synchronization rules, with applications to clock
synchronization schemes. In particular, we show that rules
used in other contexts (especially rules used in algorithms
for synchronous networks) do not yield correct results here.
We believe that the analysis of the new rule captures some
of the inherent properties of synchronization.

Paper organization. This paper is organized as follows:
In Section 2, we define the basic notations and the model of
computation that we use. In Section 3, we develop the
requirements from a desirable synchronization scheme by
exploring the disadvantages of some popular schemes. In
Section 4, we specify the new synchronization rule and
analyze its complexity. In Section 5, applications to
problems other than synchronizers are mentioned.

2 NoOTATIONS AND MODEL OF COMPUTATION

We model the processor network as a fixed undirected
graph G = (V, E). For u, v € V, we denote by dist(u,v) the

length of the shortest path between u and v. We follow the
notational convention that n = |V| and that

d = diameter = diameter(G) = ma{;{dist(u, v)}.
RIS

For each node v € V, we denote NV (v) = {u : dist(u,v) < 1}.

We assume the model of unit capacity data links, in which
there is at most one outstanding message in transit on every
channel at any given time. If an outgoing link is not empty,
then the sender cannot send anything to it until the link
becomes empty (in [7], [50], it was justified as a realistic
model for any message passing system, with some bound on
the capacity of the channels).

The message delivery time can be arbitrary. For the
purpose of analysis, we normalize time so that each
message is delivered in at most one time unit. That is,
given an execution (for example, see [41]) of a distributed
algorithm, assign any duration to the delivery time of each
message, as long as this assignment is consistent with the
execution (and the relation happened before [38]). Call the
longest such duration one time unit. The time complexity is
the worst case (over the above duration assignments)
number of time units of an execution. We note that
computing the time according to this assumption is
equivalent to computing it according to another common
method of asynchronous rounds. See definition for time, for
example, in [41], [49].

Note, that by the time a message arrives at its destination,
the state at the sender may have already changed. In terms of
the notion of the scheduler assumed sometimes in the
context self-stabilizing systems, this is equivalent to a
distributed daemon [15]. Without loss of generality, it is
nevertheless common to assume in a distributed asynchro-
nous system that an event (of receiving a message,
computing, and possibly sending messages) at a node is
atomic. Note that this does not restrict the model, since even
if several nodes take an action exactly at the same time, the
result of the actions of each node v cannot be known to other
nodes until v’s messages reach them.

We use the method of local detection or local checking [1],
[7], [50], in which each node constantly sends its state to all
its neighbors. This enables us to present our protocol in a
compact formulation of local rules. These rules are functions
that take the state of the neighborhood (made available by
the underlying local detection mechanism) and output a
new state for the node.

3 REQUIREMENTS AND EXAMPLES

In this section, we consider a few preliminary ideas for
synchronization rules. These ideas are not arbitrary. In
addition to their being intuitive, these ideas were used in
previous work, as well as in papers that appeared after the
original version of this paper. In other contexts (mainly in
the context of synchronous networks), these ideas were
shown to yield correct algorithms, whereas in our context,
they fail (or, at least, are not time optimal). By studying the
properties of these algorithms, we develop and demonstrate
the requirements from a desirable scheme.

We start with a definition of the basic requirement of
synchronization.
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Fig. 1. An execution using Rule 1. The node that moved in each step is marked.

Definition 3.1. Let G = (V, E) be a graph and P : V — IN be a
pulse assignment (where IN is the set of natural numbers). We
say that the configuration (G, P) is legal for link (u,v),
denoted legal(u,v), if |P(u) — P(v)| < 1. The configuration is
said to be legal for a node v if it is legal for all its incident
links. The configuration is said to be legal if it is legal for all
ec k.

The idea behind Definition 3.1 is explained as follows: In
the synchronous setting, all messages sent at pulse i are
received by pulse ¢ + 1. When we simulate executions of
synchronous protocols on an asynchronous network, we do
not have a global pulse-producing clock. Rather, we want to
maintain the validity of the messages sent. This can be done
by ensuring that a node sends pulse i + 1 messages only
after it has received all the pulse ¢ messages from its
neighbors. Since message delivery is not simultaneous,
there can be a skew of the pulse counters at neighbors, but
this skew is allowed to be at most 1: if the pulse numbers at
two adjacent nodes differ by more than 1, then necessarily,
the node with the higher pulse number has advanced
without receiving all messages of prior pulses. This notion
of legal configuration gives rise to the following simple
synchronization rule, which is implicit in the o synchroni-
zer in [4] (we note that self-stabilization is not a concern in
[4]; however, similar rules are used in papers that did
ensure self-stabilization [11], [31], [30], [17], [34]).

Rule 1 (Min Plus One).

P in {P 1.
(v) = min {P(u)} +

The idea is that just before the pulse number is changed, the
node sends out all the messages of previous rounds, which
have not been sent yet. Note, that since v € N'(v), we have
min,ep ) {P(u)} < P(v) and, hence, P(v) cannot increase by
more than 1 in a single application of Rule 1. This has the
nice consequence that each node goes through all pulse
numbers, as expected.

Stabilization issues. As is well known, Rule 1 is stable; that s,
if the configuration is legal (as in Definition 3.1), then
applying the rule arbitrarily can yield only a legal configura-
tion. Notice, however, that if the state is not legal, then
applying Rule 1 may cause pulse numbers to drop. This is
something to worry about, since the regular course of the
algorithm requires pulse numbers only to grow. Thus, it is
conceivable that actions taken in legal neighborhoods are
adversely affected by the actions taken in illegal neighbor-
hoods. This intuition is captured by the following theorem.

Theorem 3.1. Rule 1 is not self-stabilizing.

Proof. The proof is by a counterexample. Consider the pulse
configuration of a 10-node ring, as depicted in Fig. la.
The vertical edges represent illegal links. Consider now
the execution described in Figs. 1a, 1b, 1c, 1d, 1e, 1f, 1g,
1h, and 1i, obtained by the repeated application of
Rule 1. It is readily seen that the last configuration
(Fig. 1i) is, basically, identical to the configuration in
Fig. 1a, with all the pulse numbers incremented by 1, and
rotated one step counterclockwise. Repeating this sche-
dule results in an infinite execution, in which each
processor takes infinitely many steps, but none of the
configurations is legal. 0

Let us make a short digression here. The above leads also
to an interesting observation for clock synchronization: One of
the popular schemes for clock synchronization [40] is
“repeated averaging.” Roughly speaking, under the re-
peated averaging rule, each node sets its value to be the
average value of its neighbors but advances the clock if this
average is close enough to its own value.

Observation 3.2. Repeated averaging does not stabilize.

Proof sketch. The scenario in the proof of Theorem 3.1
shows that averaging with rounding down does not work.
A similar scenario can be constructed for averaging with
rounding up.

Time complexity issues. Consider Fig. la. Note, that the
illegal state manifests in the fact that the nodes with the
minimum clock values have value gaps with their neigh-
bors (1 versus 3). Intuitively, one would hope that the illegal
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Fig. 2. A pulse assignment for Rule 2.

state is resolved by the fact that the nodes with the
minimum value increment their clocks and catch up with
the others. Looking at Fig. 1i, the nodes with the minimum
values indeed incremented their clocks. However, other
nodes decreased the values of their clocks and became the
new minima. Moreover, the illegal state in Fig. 1 (Fig. 1i)
manifests again in the gap in the values between these
minimum nodes and their neighbors (2 versus 4).

One idea that can pop into mind in trying to repair the
flaw exposed by the proof on the previous page is never
letting pulse numbers go down. A similar rule appears in
[28] (except for the case of a wraparound of the bounded
clock). In [31] (Section 5), such a rule is suggested as a
modification that makes the rule in [26] self-stabilizing.
Formally, the rule is the following:

Rule 2 (Monotone Min Plus One).

P(v) — max{P(v), min {P(u)} + 1}.

ueN (v)

Rule 2 can be proven to be self-stabilizing. However, it
suffers from a serious drawback regarding its stabilization
time. Consider the configuration depicted in Fig. 2.

A quick thought should suffice to convince the reader
that the stabilization time for this configuration using Rule 2
is about 1,000,000 time units, which seems to be unsatisfac-
tory for such a small network. This example demonstrates
an important property that we shall require from any self-
stabilizing protocol: The stabilization time must not depend
on the initial state; rather, it should be bounded by a
function of the network topology. A clear lower bound on
the stabilization time is the diameter of the network. In the
example above, using Rule 2, the stabilization time depends
linearly on the value of the pulses, thus implying that the
stabilization time can be arbitrarily large.

Asynchrony issues. The next idea is to have a combination
of rules: Certainly, if the neighborhood is legal, then the
problem specification requires that Rule 1 is applied.
However, if the neighborhood is not legal, then another
rule can be used. The first idea that we consider is the
following Maximum rule for the case that a node detects
locally that the network is not stable. A similar rule is used
in [31], [11], [20] in the context of synchronous networks.

Rule 3 (Maximum).

P(U) - mlnue/\f(v){P(u)} +1, Zf legal(v)
max,ecp () {P(u), P(v)}, otherwise.

It is straightforward to show that if an atomic action consists
of a node reading its neighbors and setting its own value (in
particular, no neighbor changes its value in the meantime),
then Rule 3 above converges to a legal configuration.
Unfortunately, this model, traditionally called the central
daemon [19], [14], requires tight synchronization between

(@) (b) ()

(d (e)

Fig. 3. An execution using Rule 3 in a truly distributed system. The node
that sends or receives in each step is marked.

nodes, which is not considered realistic usually. As shown in
[31], [11], a similar rule suffices even without such an atomic
action, but assuming a synchronous network. Unfortunately,
Rule 3 does not work in asynchronous networks without a
central daemon.

Theorem 3.3. Rule 3 is not self-stabilizing in an asynchronous
system.

Proof. A scenario where the system does not self-stabilize is
given in Fig. 3. The move from the configuration in
Fig. 3c to that in Fig. 3d may seem surprising. However,
in an asynchronous environment, the message that the
left node increased its clock value from 2 to 4 (moving
from Fig. 3a to Fig. 3b) may be slower than messages
from the node on the right. In this case, the estimation at
the middle node of the value of the left node in the
configuration in Fig. 3c is 2. The middle node then
applies the correcting part of Rule 3, resulting in yet
another illegal configuration (Fig. 3d). Since the config-
uration in Fig. 3e is equivalent to the configuration in
Fig. 3a, with pulse numbers incremented by 2, we
conclude that repeating this schedule results in an
execution with infinitely many illegal states. 0

Locality and simplicity issues. Finally, we would like to
address two properties that are somewhat harder to capture
formally: locality and simplicity. It seems, however, that these
properties are of the highest importance in practice. The
rules discussed above exhibit these properties, even though
each such rule had other disadvantages. In mending the
above rules, we should not spoil the locality and simplicity
that they exhibit.

By locality we mean that it is much preferable that a
processor will be able to operate while introducing only the
minimal possible interference with other nodes in the
network. In other words, invoking a global operation is
considered costly, and we would like to avoid it as much as
possible. One way to capture this intuition approximately in
our case is to require that the only state information at the
nodes is the pulse number and that protocols should
operate by applying local rules as above.

As an illustrative exercise, contrast this approach with
the following solution: Whenever an illegal state is detected,
reset the whole system. This solution, although it may be
unavoidable in some cases, does not seem particularly
appealing as a routinely activated procedure. Consider, for
example, the common situation in which a new node joins
the system (perhaps, it was down for some time). We would
like the protocols to feature graceful joining in this case, that
is, that other nodes would be affected only if necessary (for
example, the neighbors). Note, that a rule that reduces the
value of a clock always to the minimum among the
neighbors will not handle such a join gracefully, even if
no reset is used. That is, the joining node may have a zero
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Fig. 4. (a) An example of a graph with pulse assignment. Geometrical representations of this configuration are shown in (b) and (c). (b) The plane
corresponding to node ¢ is shown, and (c) the plane corresponding to node b is shown. As can be readily seen, ¢(c) = 1 and ¢(b) = 4. Also, ¥(c) = 1

and ¥ (b) = 1 (see Definition 4.2).

value for its pulse. A rule such as Rule 1 can cause all the
nodes in the network to reduce the values of their clocks
significantly.

The last property that we require from distributed
protocols is even harder to define precisely. Essentially,
we would like to have the protocols conceptually simple.
This will make the protocols easy to understand and,
therefore, easy to implement and maintain. This require-
ment is one of the main obstacles for many sophisticated
protocols that are not used in practice.

4 AN OPTIMAL SELF-STABILIZING RULE

In this section, we give a simple self-stabilizing optimal rule
of synchronization and analyze its stabilization time.
Specifically, our synchronization scheme is based on the
following rule.

Rule 4 (Max Minus One).

minu€/\/(1:){P(u)} +1, Zf legal(v)
max,en{P(u) — 1, P(v)}, otherwise.

mmH{

In words, Rule 4 requires applying a “minimum-plus-
one” rule (Rule 1) when the neighborhood seems to be in a
legal configuration and if the neighborhood seems to be
illegal to apply a “maximum-minus-one” rule (but never
decrease the pulse number). The similarity to the “max-
imum” rule (Rule 3) is obvious. The intuition behind the
modification is that if nodes change their pulse numbers to
be the maximum of their neighbors, then “race conditions”
might evolve, where nodes with high pulse numbers can
“run away” from nodes with low pulse numbers. Since the
correction action takes the pulse number to be 1 less than
the maximum, nodes with high pulse number are “locked,”
in the sense that they cannot increment their pulse counters
until all in their neighborhood have reached their pulse
number. This “locking” spreads automatically in all the
“infected” area of the network. Formally, the way Rule 4

corrects any initial state is analyzed in detail in the proof of

Theorem 4.1.

Theorem 4.1. Let G = (V, E) be a graph with diameter d and
P:V — N be a pulse assignment. Then, applying Rule 4
above results in a legal configuration in at most d time units.

In order to prove Theorem 4.1, we develop some tools to
analyze the behavior of the synchronization scheme. The
basic concept that we use is a certain potential value that we
associate with every node, described in the following
definition.

Definition 4.1. Let v be a node in the graph. For any node u, the
wave height of u over v is

D,(u) = P(u) — P(v) — dist(u,v).
The potential of v, denoted ¢(v), is

(;5(1)) = TEB{;({Di(U)}

Intuitively, D,(u) measures by how much the pulse
number of v is lagging behind the pulse number of u, after
allowing for a correction due to the distance between them.
The potential ¢(v) is a measure of the largest distance-
adjusted skew in the synchronization of v. Graphically, one
can think that every node u is a point on a plane, where the
z-coordinate represents the distance of u from v, and the
y-coordinate represents the pulse numbers (see Fig. 4 for an
example). In this representation, v is at the origin (and it is
the only node on the line =z =0), D,(u) is the vertical
distance between u and the 45-degree line from the origin,
and ¢(v) is the maximal vertical distance D(u) of any point
(that is, node w) above the 45-degree line y(z) = P(v) + .

Let us start with a few simple properties of ¢.

Lemma 4.2. For all nodes v e V, ¢(v) > 0.

Proof. By definition, ¢(v) > D,(v) = 0. O
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Lemma 4.3. A configuration of the system is legal if and only if
forallveV, ¢(v) =0.

Proof. Suppose first that ¢(v) =0 for all v. Then, in
particular, for each edge (u,v), we have

P(u) - P(v) = D,(w) +1 < 6(v) +1 =1,

and, similarly, P(v) — P(u) < 1. That is, the difference
between the pulse numbers of every pair of neighbors is
at most 1, so the configuration is legal. Conversely,
suppose now that ¢(v) > 0 for some node v. Then, for
some node u, D,(u) > 0, that is, P(u) — P(v) > dist(u,v).
Pick any path from u to v of length dist(u, v). Since the
difference in the pulse assignments in the end points is
larger than the number of links along the path, by the
pigeonhole principle, there must exist a link (w, y) on the
path such that P(y) — P(w) > 1 and, hence, the config-
uration is illegal. 0

So far, we analyzed a given configuration in terms of the
values of the pulse counters at the nodes. We now turn to
analyze the way configurations change dynamically over
time. To this end, we must consider the effect of the
asynchronous schedule. In particular, at any given instant,
the value of a pulse counter at a node may not necessarily
be its value as perceived by its neighbor. We denote the
pulse value of a node x as perceived by its neighbor y by
P.(y). Another notational convention that we adopt is that
when we talk about two states where one occurs before the
other, we denote all functions of the later state by a prime;
for example, ¢(v) is the potential of v in the first state, and
¢ (v) is the potential of v in the later state.

To facilitate the analysis, we first state the self-stabiliza-
tion property that we assume on the links.

Lemma 4.4. Suppose that the computation starts in an arbitrary
state. Consider the sequence of pulse values P,(w) read by a
node w from a neighbor w and the sequence of P(w) values in
node w. Then, with the possible exception of a prefix of at most
Ty time units, these sequences are identical and, moreover,
every value of P(w) appears as a value of P,(w) after at most
one time unit.

For the remainder of the discussion, we will identify the
start of the computation with the aforementioned Tj; that is,

our analysis assumes that the links have already stabilized.
The following lemma is the key to dealing with an

asynchronous schedule.

Lemma 4.5. For all neighbors w and v at all times, we have
P,(u) < P(u).

Proof. The proof follows from Lemma 4.4, and the fact
that the sequence of pulse numbers in a node is
nondecreasing. O

Lemma 4.6. Consider a given state and suppose that some node u
changes its pulse number by applying Rule 4. Then, for all
nodes v eV, ¢ (v) < ¢(v).

Proof. The first easy case to consider is the potential of u
itself. Since by Lemma 4.5, P'(u) > P(u) in this case, we
have

¢'(u) = max{ P'(w) — P'(u) - dist(w,u)}

IN

max <max{P(w) — dist(w, u) — P’(u)}0>

wH#uU
< rz}ea&({P(w) — P(u) — dist(w,u)}
=p(u).

Let us now consider v # u. The only value that was
changed in the set {D,(w)lw € V} is D,(u). We prove
that D! (u) < D,(w) for some w e N(u) and, hence,
¢ (v) < ¢(v). There are two cases to consider. First,
assume that v changed its pulse by applying the “min
plus one” part of Rule 4. Since u # v, there must be a
node w € N(u), with dist(w,v) = dist(u,v) — 1. Also,
since “min plus one” was applied, and using Lemma 4.5,
we have P'(u) < P,(w) + 1 < P(w) + 1. Therefore,

D (u) = P (u) — P(v) — dist(u,v)
<(P(w)+1) = P(v) — (dist(w,v) + 1)
(w) — P(v) — dist(w,v)

and, hence, ¢/(v) < ¢(v) in this case.

The second case to consider is when u has changed its
value by applying the “max minus one” part of Rule 4.
The reasoning is dual to the first case. Let w be a neighbor
of u such that P,(w) = max{P,(r)|r € N(u)}. Then, using
Lemma 4.5, we have P(w) > P,(w) = P'(u) + 1. By the
triangle inequality, dist(w,v) < dist(u,v) 4+ 1 and, hence,

D' (u) = P'(u) — P(v) — dist(u,v)

(
)

< (P(w) —1) — P(v) — (dist(w,v) — 1)
= P(w) — P(v) — dist(w,v)
= Dy(w)
and we are done. O

In particular, each time a node with a positive potential
changes its pulse number, its potential strictly decreases.
This fact, when combined with Lemmas 4.2 and 4.3, can be
used to prove eventual stabilization. However, this argu-
ment only shows that the stabilization time is bounded by
the total potential of the configuration, which, in turn,
depends on the initial pulse assignment. We need a stronger
argument in order to prove a bound on the stabilization
time that depends only on the topology, as asserted in
Theorem 4.1. Toward this end, we define the notion of
“wave front.”

Definition 4.2. Let v be any node. The wave of v, denoted W (v),
is the set

W(v) ={u € V|D,(u) = ¢(v)}.
The wave front distance of v, denoted ¥ (v), is defined by

U(v) = min{dist(u, v)|u € W(v)}.

In the graphical representation, the wave front distance
of a node is simply the distance to the closest node on the
“potential line” (see Fig. 4 for an example). Intuitively, one
can think of ¥(v) as the distance to the “closest clock that is
maximum too far ahead” of v. The importance of the wave
front becomes apparent in Lemma 4.10, but let us first state
its immediate property.
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Lemma 4.7. Let v € V. Then, ¥(v) = 0 if and only if ¢(v) = 0.

The following lemma captures the “locking effect” of the
“max minus one” part of Rule 4.

Lemma 4.8. Suppose that at a given state, ¢(v) >0, and
u € W(v). Then, applying Rule 4 does not change the pulse
number at u.

Proof. First, we claim that for all w € N'(u), we have P(w) <
P(u) + 1 because

P(w) = D,(w) + P(v) + dist(v,w)
< Dy(u) + P(v) + dist(v,u) + 1 = P(u) + 1.

It follows that any application of the “max minus one”
part of Rule 4 cannot increase the number at u. As for the
“min plus one” part, suppose that all links incident to u
are legal. Observe that u # v because ¢(v) > 0. Let w €
N (u) be such that dist(v, w) = dist(v,u) — 1; that is, w is
on the shortest path from v to . Since u € W (v), we have
D,(w) < D,(u) and, hence,

P(w) = D,(w) + P(v) + dist(v,w)
< Dy(u) + P(v) + dist(v,u) — 1 = P(u) — 1.

Therefore, if u applies the “min plus one” part of Rule 4,
then the resulting pulse number cannot be more than
P(w) + 1 = P(u); that is, P(u) remains unchanged. O

The following lemma states that W (v) is monotonically
growing, so long as the potential of v is positive.

Lemma 4.9. Suppose that at a given state, u € W(v). If in the
following state, ¢'(v) > 0, then u € W' (v).

Proof. Suppose that node « applied Rule 4 between the two
states. By Lemma 4.8, if 2 = u, then the state remains
unchanged, and the lemma follows trivially. If z = v, then
for all nodes, w # v, D! (w) = D,(w) — (P'(v) — P(v)); that
is, all D, values are decreased by the same amount (which
is exactly the increase in the pulse number of v).
Therefore, D/ (u) remains maximal among D/ (w) values
for w#v. If ¢'(v) >0, then D/ (u) > D! (v) and, hence,
u € W/(v). Finally, suppose that = ¢ {u, v} moved. In this
case, D/ (u) does not change and, hence, ¢'(v) = ¢(v) by
Lemma 4.6. It follows that u € W(v) in this case too. O

Lemma 4.10. Suppose that at a given state, we have ¥ (v) > 0.
Then, after one time unit, we have ¥'(v) < ¥(v) — 1.

Proof. Suppose ¥(v) = f > 0 at the given state. If after one
time unit, we have ¢/(v) = 0, then we are done, since in
this case, ¥'(v) =0 by Lemma 4.7. Thus, assume
henceforth that ¢'(v) > 0. Consider any node u € W (v)
such that dist(u,v) = ¥(v). Let closer,(u) € N (u) be such
that dist(v, closer,(u)) = f — 1; that is, closer,(u) is on the
shortest path from v to u. Note, that such a node closer,(u)
must exist because ¥(v) > 0 and, hence, u # v. We claim
that after one time unit, P'(closer,(u)) > P(u) — 1. To see
that, first note that at the given state, P(closer,(u)) <
P(u) —1 because closer,(u) ¢ W(v) (otherwise, ¥(v)
would have been at most f —1). This means that the
link (closer,(u),u) is in an illegal state. Therefore, after at
most one time unit, closer,(u) will read the pulse number
of v, and by Rule 4, this will set its pulse number to be at
least P(u) — 1. It follows that after one time unit, for each
node in u € W (v), there exists a node closer,(u), which is
closer to v by one unit and whose pulse number is at least

P(u) — 1, which means that D/ (closer,(u)) > D! (u). Since
by Lemma 4.9, v € W (v), we must also have closer,(u) €
W'(v) and, therefore, ¥'(v) < ¥(v) — 1. O

The next corollary follows from Lemma 4.7 and an
inductive application of Lemma 4.10.

Corollary 4.11. Let v be any node. Then, after at most ¥ (v) time
units, ¢(v) = 0.

We can now prove Theorem 4.1.

Proof of Theorem 4.1. By Lemma 4.3, it suffices to show
that after at most d time units, ¢(v) =0 for all ve V.
From Corollary 4.11, we actually know that a slightly
stronger fact holds: for all nodes v € V, after at most ¥(v)
time units, ¢(v) = 0. The theorem follows from the facts
that for all v €V, ¥(v) <d, and by the fact that ¢(v)
never increases by Lemma 4.6. 0

It is straightforward to see that starting in a legal
configuration, every application of Rule 4 leaves the system
in a legal configuration, as long as no additional faults
occur. Clearly, our Rule 4 satisfies the synchronization
condition; that is, any message sent at local pulse i is
delivered at the other end point before its local pulse 7 + 1
(see discussion after Definition 3.1). Finally, note that our
synchronizer has progress rate 1 and network slack equal to
the diameter of the network.

5 CONCLUSION

Many of the related papers deal with aspects that are not
studied in the current paper. Below, we mention some such
issues and discuss how they may be relevant to our paper
or to future research.

The tool proposed here seems to motivate the research
about composition between self-stabilizing protocols to
obtain a good time complexity. Specifically, one may want
to use a reset procedure, together with the algorithm
proposed here, in order to make the result work for bounded
clocks. Such a specific kind of composition was discussed in
[8], as well as in the original version of this paper, but only
for the task at hand. This issue was later developed in a
wider context in other papers such as [22]. It seems that there
are still interesting open questions in this area.

In this paper, we devised a phase clock as a method to
synchronize networks in a self-stabilizing manner. As noted
in [16], [26], [20], [31], [11], a phase clock has many other
applications. An interesting question is whether better
algorithms exist for specific applications. In particular,
should one need a synchronizer only (the application
discussed in this paper), does there exist better algorithms
for that problem (better than for the asynchronous phase
clock problem)? For example, multiple papers dealt with
the issue of bounding the size of the phase clock. Given a
lower bound on the size of phase clocks, does this lower
bound apply to the problem of constructing a self-
stabilizing synchronizer?

As mentioned above, a trivial solution of one state exists
in synchronous networks. However, such a solution is not
useful (beyond the service that a synchronous network
provides anyhow). It was shown in [39] that no determi-
nistic clock algorithm for a clock with a constant number of
bits exists. It was mentioned in [11] that their scheme needs
Q(n) states in some graph in order not to deadlock. Note
that any local scheme (incrementing the value of the clock
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based only on the value of the clocks of a node and its
neighbors) must use Rule 1 in cases where the clock values
are legal. Since this is the rule used in [11], there exist
graphs where the size of the clock is bounded from below
by Q(n) for “local” schemes (as shown in [16], there exist
smaller clocks in many graphs). Does this lower bound
apply to local schemes for a self-stabilizing synchronizer?
What is the minimum size of a clock if the algorithm is not
required to be local (in the sense mentioned above)? It
seems likely that such a nonlocal algorithm may consume
more time between pulses. Is there a time-rate trade-off?
Moreover, our time optimal algorithm is not space optimal.
Does there exist an algorithm that is optimal in all the
parameters?

Several papers deal with models that allow additional
kinds of faults such as crash faults, napping faults, and
Byzantine faults. For example, see [24], [25], [20], [46]. One
can ask what the optimal stabilization time in these models
is. Is it inherently larger than the model of self-stabilization?

ACKNOWLEDGMENTS

A preliminary version of this paper was included in an
extended abstract that was presented at the Twenty-Fifth
Annual ACM Symposium on Theory of Computing.

REFERENCES

[1] Y. Afek, S. Kutten, and M. Yung, “Local Detection for Global Self
Stabilization,” Theoretical Computer Science, vol. 186, nos. 1-2,
pp- 199-230, Oct. 1997.

[2] S. Aggarwal and S. Kutten, “Time Optimal Self-Stabilizing
Spanning Tree Algorithms,” Proc. 13th Conf. Foundations of
Software Technology and Theoretical Computer Science (FSTTCS '93),
pp. 400-410, 1993.

[31 A. Arora and M.G. Gouda, “Distributed Reset,” IEEE Trans.
Computers, vol. 43, no. 9, pp. 1026-1038, Sept. 1994.

[4] B. Awerbuch, “Complexity of Network Synchronization,” J. ACM,
vol. 32, no. 4, pp. 804-823, Oct. 1985.

[S] B. Awerbuch and R. Ostrovsky, “Memory-Efficient and Self-
Stabilizing Network Reset,” Proc. 13th Ann. ACM Symp. Principles
of Distributed Computing (PODC '94), pp. 254-263, 1994.

[6] B. Awerbuch, B. Patt-Shamir, D. Peleg, and M. Saks, “Adapting to
Asynchronous Dynamic Networks,” Proc. 24th Ann. ACM Symp.
Theory of Computing (STOC '92), pp. 557-570, May 1992.

[71 B. Awerbuch, B. Patt-Shamir, and G. Varghese, “Self-Stabilization
by Local Checking and Correction,” Proc. 32nd Ann. Symp.
Foundations of Computer Science (FOCS '91), pp. 268-277, Oct. 1991.

[8] B. Awerbuch, B. Patt-Shamir, and G. Varghese, “Bounding the
Unbounded,” Proc. 13th IEEE INFOCOM, pp. 776-783, June 1994.

[9] B. Awerbuch, B. Patt-Shamir, G. Varghese, and S. Dolev, “Self-

Stabilization by Local Checking and Global Reset (Extended

Abstract),” Proc. Eighth Int’l Workshop Distributed Algorithms

(WDAG "94), pp. 326-339, 1994.

B. Awerbuch and D. Peleg, “Network Synchronization with

Polylogarithmic Overhead,” Proc. 31st Ann. Symp. Foundations of

Computer Science (FOCS "90), 1990.

A. Arora, S. Dolev, and M.G. Gouda, “Maintaining Digital Clocks

in Step,” Parallel Processing Letters, vol. 1, pp. 11-18, 1991.

B. Awerbuch and M. Sipser, “Dynamic Networks Are as Fast as

Static Networks,” Proc. 29th Ann. Symp. Foundations of Computer

Science (FOCS ’88), pp. 206-220, Oct. 1988.

B. Awerbuch and G. Varghese, “Distributed Program Checking: A

Paradigm for Building Self-Stabilizing Distributed Protocols,”

Proc. 32nd Ann. Symp. Foundations of Computer Science (FOCS "91),

pp- 258-267, Oct. 1991.

J.E. Burns and ]. Pachl, “Uniform Self-Stabilizing Rings,” ACM

Trans. Programming Languages and Systems, vol. 11, no. 2, pp. 330-

344, 1989.

[10]

[11]
(12]

(13]

[14]

(15]

(16]

(171

(18]

(19]

(20]

(21]

(22]

(23]

[24]

(23]

[20]

(27]

(28]

(29]
(30]
(31]

(32]

(33]

(34]

(35]

(30]

(371

[38]

(39]

(40]

(41]
(42]

189

J.E. Burns, M.G. Gouda, and R.E. Miller, “On Relaxing Interleav-
ing Assumptions,” Proc. MCC Workshop Self Stabilizing Systems,
1989.

C. Boulinier, F. Petit, and V. Villain, “When Graph Theory Helps
Self-Stabilization,” Proc. 23rd ACM Ann. Symp. Principles of
Distributed Computing (PODC "04), pp. 150-159, 2004.

S. Chandrasekar and P K. Srimani, “A Self-Stabilizing Algorithm
to Synchronize Digital Clocks in a Distributed System,” Computers
and Electrical Eng., vol. 20, no. 6, pp. 439-444, 1994.

A. Ciuffoletti, “Self-Stabilizing Clock Synchronization in a
Hierarchical Network,” Proc. Third Workshop Self-Stabilizing
Systems, pp. 86-93, 1999.

E.W. Dijkstra, “Self Stabilization in Spite of Distributed Control,”
Comm. ACM, vol. 17, pp. 643-644, 1974.

S. Dolev, “Possible and Impossible Self-Stabilizing Digital Clock
Synchronization in General Graphs,” Real-Time Systems, vol. 12,
pp. 95-107, 1997.

S. Dolev and T. Herman, “Superstabilizing Protocols for Dynamic
Distributed Systems,” Chicago J. Theoretical Computer Science, 1997.
S. Dolev and T. Herman, “Parallel Composition of Stabilizing
Algorithms,” Proc. Fourth Workshop Self-Stabilizing Systems (WSS’
99), pp. 25-32, 1999.

S. Dolev, A. Israeli, and S. Moran, “Uniform Dynamic Self-
Stabilizing Leader Election,” IEEE Trans. Parallel and Distributed
Systems, vol. 8, no. 4, pp. 424-440, Apr. 1997.

S. Dolev and J.L. Welch, “Wait-Free Clock Synchronization,”
Algorithmica, vol. 18, no. 4, pp. 486-511, 1997.

S. Dolev and J.L. Welch, “Self-Stabilizing Clock Synchronization in
the Presence of Byzantine Faults,” ]. ACM, vol. 51, no. 5, pp. 780-
799, 2004.

S. Even and S. Rajsbaum, “Unison, Canon, and Sluggish Clocks in
Networks Controlled by a Synchronizer,” Math. Systems Theory,
vol. 28, no. 5, pp. 421-435, 1995.

S. Finn, “Resynch Procedures and a Fail-Safe Network Protocol,”
IEEE Trans. Comm., vol. 27, no. 6, pp. 840-845, June 1979.

J.-M. Couvreur, N. Francez, and M. Gouda, “Asynchronous
Unison,” Proc. 12th Int’l Conf. Distributed Computing Systems
(ICDCS "92), pp. 468-493, 1992.

T. Herman, “A Stabilizing Repair Timer,” Proc. 12th Int'l Symp.
Distributed Computing (DISC '98), pp. 186-200, 1998.

T. Herman and S. Ghosh, “Stabilizing Phase Clocks,” Information
Processing Letters, vol. 54, no. 5, pp. 259-265, June 1995.

M.G. Gouda and T. Herman, “Stabilizing Unison,” Information
Processing Letters, vol. 35, pp. 171-175, 1990.

R. Guerraoui and M. Vukolic, “How Fast Can a Very Robust Read
Be,” Proc. 25th ACM Ann. Symp. Principles of Distributed Computing
(PODC '06), 2006.

S.T. Huang and T.J. Liu, “Four-State Stabilizing Phase Clock for
Unidirectional Rings of Odd Size,” Information Processing Letters,
vol. 65, no. 6, pp. 325-329, 1998.

S.T. Huang and T.J. Liu, “Self-Stabilizing 2(m)-Clock for Unidir-
ectional Rings of Odd Size,” Distributed Computing, vol. 12, pp. 41-
46, 1999.

S.-T. Huang, T.-J. Liu, and S.-S. Hung, “Asynchronous Phase
Synchronization in Uniform Unidirectional Rings,” IEEE Trans.
Parallel and Distributed Systems, vol. 15, no. 4, pp. 378-384, Apr.
2004.

S.S. Kulkarni and A. Arora, “Multitolerant Barrier Synchroniza-
tion,” Information Processing Letters, vol. 64, no. 1, pp. 29-36, Oct.
1997.

S.S. Kulkarni and A. Arora, “Low-Cost Fault-Tolerance in Barrier
Synchronizations,” Proc. Int’l Conf. Parallel Processing (ICPP '98),
Aug. 1998.

L. Lamport, “Time, Clocks, and the Ordering of Events in a
Distributed System,” Comm. ACM, vol. 21, no. 7, pp. 558-565, July
1978.

C. Lin and J. Simon, “Possibility and Impossibility Results for Self-
Stabilizing Phase Clocks on Synchronous Rings,” Proc. Second
Workshop Self-Stabilizing Systems, pp. 10.1-10.15, 1995.

J. Lundelius and N. Lynch, “An Upper and Lower Bound for
Clock Synchronization,” Information and Computation, vol. 62,
no. 2-3, pp. 190-204, 1984.

N. Lynch, Distributed Algorithms. Morgan Kaufmann, 1996.

D.L. Mills, “Network Time Protocol: Specification and Implemen-
tation (Version 1),” RFC-1059, DARPA Network Working Group,
Univ. of Delaware, July 1988.



190 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 4, NO. 3, JULY-SEPTEMBER 2007

[43] ]J. Misra, “Phase Synchronization,” Information Processing Letters,
vol. 38, pp. 101-105, 1991.

S. Moriya, M. Inoue, T. Masuzawa, and H. Fujiwara, “Self-
Stabilizing WaitFree Clock Synchronization with Bounded Space,”
Proc. Second Int’l Conf. Principles of Distributed Systems (OPODIS
'98), pp. 129-144, 1998.

A.A. Nanavati, “A Simple Self-Stabilizing Reset Protocol,” Proc.
ACM Symp. Applied Computing, pp. 93-97, 1996.

M. Papatriantafilou and P. Tsigas, “On Self-Stabilizing Wait-Free
Clock Synchronization,” Parallel Processing Letters, vol. 7, no. 3,
pp- 321-328, 1997.

D. Peleg and ].D. Ullman, “An Optimal Synchronizer for the
Hypercube,” SIAM ]. Computing, vol. 18, no. 2, pp. 740-747, 1989.
J.M. Spinelli and R.G. Gallager, “Broadcasting Topology Informa-
tion in Computer Networks,” IEEE Trans. Comm., May 1989.

G. Tel, Introduction to Distributed Algorithms, second ed. Cam-
bridge Univ. Press, 2000.

G. Varghese, “Self-Stabilization by Local Checking and Correc-
tion,” PhD dissertation, Laboratory for Computer Science,
Massachusetts Inst. of Technology, 1992.

G. Varghese, “Self-Stabilization by Counter Flushing,” SIAM ].
Computing, vol. 30, no. 2, pp. 486-510, 2000.

(44]

[43]

[46]

[47]
(48]
[49]

[50]

(51]

Baruch Awerbuch received the PhD degree
from the Technion—Israel Institute of Technol-
ogy, Haifa, Israel, in 1984. He is a professor of
computer science at Johns Hopkins University.
From 1984 to 1994, he was with the Department
of Mathematics, Massachusetts Institute of
Technology, as a postdoctoral fellow, a research
associate, and a faculty member. His research
V ) interests include algorithms, wireless networks,
! d learning, security, and peer-to-peer systems,

with the emphasis on algorithmic approaches to real systems and
networks.

Shay Kutten received the PhD degree in
computer science from the Technion—Israel
Institute of Technology, Haifa, Israel, in 1987.
From 1987 to 2000, he was with the IBM T.J.
Watson Research Center as a postdoctoral
fellow, a project leader, the manager of the
Network Architecture and Algorithms Group and
of Distributed Systems Security, and a research
staff member. He led the network security
project, which developed the security architec-
ture for several IBM products, and developed algorithms for network
control, security, and distributed processing control that were later used
in IBM’s products. He was the head of the Information Systems Area
and the coordinator of undergraduate studies of the William Davidson
Faculty of Industrial Engineering and Management, Technion. He was
also a member of the editorial board of the ACM Wireless Networks and
of the Elsevier journal Computer Networks. He chaired the program
committees of the 12th International Symposium on Distributed
Computing (DISC '98) and of the 23rd Annual ACM Symposium on
Principles of Distributed Computing (PODC ’04). He is an area editor (for
security, reliability, and availability) of the ACM Mobile Networks and
Applications. He received the Taub Award for excellence in research
and the Mitchner Award for research on quality sciences and quality
management. He is the recipient of the 1993 and 1994 IBM Outstanding
Innovation Awards (OIA) for his work on distributed control protocols,
which were the basis to the distributed control of IBM Broad Band
Networking Services architecture NBBS, and for his work on authentica-
tion protocols and his contributions to IBM’s network security and NetSP
(by itself an award winning product). The same authentication protocols
influenced the later development of the Internet payment protocol, so
IBM had to grant a no-fee license so that the Internet could adopt this
payment protocol.

Yishay Mansour received the BA and MSc
degrees from the Technion—Israel Institute of
Technology, Haifa, Israel, in 1985 and 1987,
respectively, and the PhD degree from the
Massachusetts Institute of Technology in 1990.
Following that, he was a postdoctoral fellow at
Harvard University and a research staff member
at the IBM T.J. Watson Research Center. Since
1992, he has been with the School of Computer
Science, Tel-Aviv University, where he was the
chairman from 2000 to 2002. He has supervised more than a dozen
graduate students, served on numerous program committees, and is
currently an editor in four leading journals. He has written numerous
papers in all areas of computer science, with special emphasis on
communication networks, machine learning, reinforcement learning,
computational game theory, and algorithm design.

Boaz Patt-Shamir received the BSc degree
from Tel Aviv University, the MSc degree from
the Weizmann Institute of Science, and the PhD
degree in 1995 from the Massachusetts Institute
of Technology. He was an assistant professor at
Northeastern University and then joined the
Department of Electrical Engineering, Tel Aviv
University, where he directs the Distributed
Computation Laboratory.

George Varghese received the PhD degree
from the Massachusetts Institute of Technology
in 1992. Before that, he worked at Digital
Equipment Corp. for several years, designing
DECNET protocols and products (bridge archi-
tecture, Gigaswitch). He worked from 1993 to
1999 at Washington University. He joined the
University of California, San Diego in 1999,
where he currently is a professor of computer
science. In May 2004, he cofounded NetSift Inc.
(now part of Cisco Systems), where he was the president and chief
technical officer. From August 2005 to August 2006, he worked at Cisco
Systems to help equip future routers and switches to detect traffic
patterns to facilitate traffic measurement and real-time intrusion
detection. Several of the algorithms that he has helped develop have
found their way into commercial systems including Linux (timing
wheels), the Cisco GSR (DRR), and Microsoft Windows (IP lookups).
He also helped design the lookup engine for Procket's 40 Gbps
forwarding engine. He has written a book on building fast router and
end-node implementations entitled Network Algorithmics (Morgan-
Kaufman, 2004). He is a fellow of the ACM. He received the US Office
of Naval Research (ONR) Young Investigator Award in 1996. Together
with colleagues, he holds 14 patents awarded in the general field of
network algorithmics.

> For more information on this or any other computing topic,
please visit our Digital Library at www.computer.org/publications/dlib.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 36
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 36
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 36
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU (Use these settings with Distiller 7.0 or equivalent to create PDF documents suitable for IEEE Xplore. Created 29 November 2005. ****Preliminary version. NOT FOR GENERAL RELEASE***)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


