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Abstract

Building distributed systems is particularly difficult lzese of the asyn-
chronous, heterogeneous, and failure-prone environmbatenthese sys-
tems must run. Tools for building distributed systems muétesa compro-
mise between reducing programmer effort and increasingsysfficiency.
We presenMace, a C++ language extension and source-to-source compiler
that translates a concise but expressive distributedrsyspecification into
a C++ implementation. Mace overcomes the limitations of-level lan-
guages by providing a unified framework for networking andrgvhan-
dling, and the limitations of high-level languages by allogvprogrammers
to write program components in a controlled and structuradmar in C++.
By imposing structure and restrictions on how applicatioas be written,
Mace supports debugging at a higher level, including supfporefficient
model checking and causal-path debugging. Because Mageapne com-
pile to C++, programmers can use existing C++ tools, inclgdiptimizers,
profilers, and debuggers to analyze their systems.

Categories and Subject Descriptors  D.3.2 [Language Classifica-
tiong: Specialized application languages

General Terms Languages, Reliability, Performance

Keywords Mace, domain specific languages, model checking, de-
bugging, distributed systems, concurrency, event drivexgmam-
ming

1. Introduction

Designing and implementing robust and high-performanee di
tributed applications remains a challenging, tedious, ardr-
prone task. Currently, there are three ways of specifyiatriduted
systems. First, formalisms such as 1/0 Automata [24] or the P
Calculus [26] can be used to model distributed algorithmechs
lections of finite-state automata (or processes), one fohn eade
of the system that interact by sending and receiving message
Though these formalisms succinctly capture the essenceany m
distributed protocols and algorithms, they abstract awealignore
the low-level implementation details essential to depigytiobust,
high-performance systems. Second, higher-level progiamtan-

resulting systems may be fast and reliable, they sacrificetsire,
readability, and extensibility. The lack of structure imtgaular sig-
nificantly limits the ability to apply automated tools, stahmodel
checkers, to find subtle performance and correctness pnsble

Our goal is to determine whether programming language, com-
piler, and runtime support can combine the elegance of legél-
specifications with the performance and fault-tolerandewflevel
implementations. We seek to drastically lower the baroetevel-
oping, maintaining, and extending robust, high-perforogadis-
tributed applications that are readable and amenable toreatic
analysis for performance and correctness problems.

The main difficulty in building these systems arises from the
distributed, concurrent, asynchronous, and failure-prenviron-
ment where distributed systems run. System complexityiresju
that applications biayeredon top of fast routing protocols, which
are built on top of efficient messaging layef3oncurrencyand
asynchrony imply that events simultaneously take placeudtipre
nodes in unpredictable orders. Messages may be deliverad in
bitrary orders, dropped or delayed nearly indefinitely. 8dhay
at any time have multiple outstanding messages in-flighthero
nodes and multiple pending received messages ready to be pro
cessed. Further, an arbitrary subset of nodes or links faifyat
any time, leaving the system as a whole in a temporarily isisen
tent state.

These properties make maintaining performance and cerrect
ness difficult. A single high-level system request may rezjaom-
munication with many nodes spread across the InternetnCdten
seemingly correct distributed system implementationgoper an
order of magnitude more slowly than expectéahalyzingexecu-
tions to find the source of such problems frequently reduoes t
searching for a needle in a haystack: among (at least) msllaf
individual message transmissions, algorithmic decisiamsl the
large number of participating nodes, which network linkngaiter,
or low-level algorithm resulted in performance degrade®io

While each of these problems has well-known solutions, the
task of addressing them simultaneously proves to be quié ch

guages such as Java, Python, and Ruby have eased some of the téenging because of their subtle interactions. For exanuigect-

dium associated with building distributed systems. Howetrey
often introduce performance overheads and do not significan
simplify the task of ensuring system correctness or idginif in-
evitable performance problems.

Thus, developers seeking efficiency resort to the thirdoopbf
assembling applications in an ad-hoc, bottom-up manneilette
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oriented design is the canonical way to build systems frobs su
systems, but for distributed systems hiding internal stata other
layers results in serious performance penalties and dipliffort.
Similarly, there are standard ways to detect and handlerés) but
the code for doing so must be interspersed (usually repgeaaed
multiple points) with the code for handling common case aper
tion, not only obfuscating the code but also eliminating irgh-
level structure required to use techniques like model angdid 3]
and performance debugging [2, 4, 8].

In this paper, we present Mace, a new C++ language extension
and source-to-source compiler for building distributedtegs in
C++. Mace seamlessly combinekjects eventsandaspectdo si-
multaneously address the problems of layering, concuyrdait-
ures, and analysis. While these are well known Programmang L
guage ideas, the key advances of Mace are twofold. Firstnife u



in one development environment the diverse elements et
build robust and high-performance distributed systemsofe,
and more importantly, by defining language extensioto write
distributed systems, we are ableréstrict the ways that such sys-
tems can be built. For our domain, this restriction is bexpres-
sive enough to permit the compilation of readable high-level de-
scriptions into implementations matching the performasfdeand-
coded implementations arstructuredenough to enable the use of
automatic, efficient, and comprehensive static and dynamédty-
sis to locate and understand behavioral anomalies in deglsys-
tems.

By using a structured—yet expressive—approach tailored to
distributed systems, Mace provides many concrete benefits:

e Mace allows the programmer to focus on describing each layer

of the distributed system as a reactive state transitiotesys
using events and transitions as the basis for system sgecific
tion. This explicitly maintains structure given by high# for-
malisms while enabling high-performance implementations

specification to automatically generate much of the codderte
for failure detection and handling, significantly improgiread-
ability and reducing the complexity of maintaining interap-
plication consistency.

Mace supports automatic profiling of individual causal path

Mace uses the semantic information embedded in the system

stack where, for example, the physical layer is responsdsle
modulating bits on a medium, the link layer delivers packets
from one node to another on the same physical network, the
network layer delivers packets between physical netwanhd,

the transport layer provides higher level guarantees ssch a
reliable, in-order delivery. Each layer builds upon wedfided
functionality of the layer below it and can typically work an
variety of implementations of the underlying layer’s irfitee.

Concurrency: A distributed implementation must properly
contend with and exploit concurrency to maximize perfor-
mance. For example, an overlay routing application mustisim
taneously contend with the application layer sending reggue
to the routing layer, the networking layer receiving new mes
sages that must be passed up to the routing layer, and timers
executing scheduled tasks. While these events may be inter-
leaved on a single node, they can also be arbitrarily iraedd
across nodes as well.

e Failures: A robust implementation must account for the in-
evitable failures of different components or nodes of the di
tributed system. Failures are often difficult to detect; ifor
stance it is impossible to distinguish between a failed reoue
one that is particularly slow. Further, the remaining notest
correctly update their state to reflect the new configuratiest
inconsistencies lead to further errors.

the sequence of computation and communication among nodes ®
in a distributed system corresponding to some higher lepel o
eration, e.g., a lookup in a distributed hash table. Mace®’sp

a simple language that allows developers to match theircexpe
tations of both system structure and performance agaitisilac
system behavior, thereby isolating performance anomalies

Analysis: Given the complex operating environment, there are
always performance bottlenecks and correctness issuges tha
arise because the developers overlooked some subtle icenar
or miscalculated some parameter like a message timeout. An
implementation must be structured and readable enoughrto pe
mit the manual and automatic analyses required to fix such

Mace’s state transition model enables practical modellchec
ing of distributed systems implementations to find both tyafe

and liveness bugs. We built a model checker, MaceMC, to suc-

cessfully find subtle bugs in a variety of complex distrilaute
systems implementations. Most of the bugs were quite insid-
ious, present in mature code, and could not be found without
exploiting the structure preserved by Mace.

Mace is fully operational, has been in development for four
years, is publicly available for download, and has been byeae-
searchers at UCSD, HP Labs, MSR-Asia, and a handful of univer
sities worldwide in support of their own research and dgwelent.
We have implemented more than ten significant distributstesys
in Mace, most of which were originally proposed by otherdsHBet
includes Distributed Hash Tables [30, 32, 35], Applicatlayer
Multicast [7, 15, 20], and network measurement servicesdafly
to run over the Internet. Along with a summary of our implemen
tations, we present a detailed performance comparisoreeettine
publicly available version of Bamboo [30], a state-of-tdm¢DHT,
and a Mace implementation we wrote from scratch. Mace taols f
isolating performance and correctness errors signifigagtse the
task of debugging complex distributed systems. By comigitiire
outlined benefits, we have built Mace implementations—iroan
der of magnitude less code—that outperform the originatksys.

2. Overview

Drawing from our experience building a variety of distribdtsys-
tems based on high-level specifications, we categorizeahebg-
tween specification and low-level features essential tbdegaloy-
ments into the following categories:

e Layers: To manage complexity, network services consist of a
hierarchy of layers, where higher level layers are builtrupo
lower levels. The canonical example is the Internet prdtoco

performance and correctness problems.

While well-known techniques address each of these issues in
isolation, the primary challenge in our setting is to devisecha-
nisms that help the programmer resolve the tensions ariging
complex interactions between the four problems. For exanipé
standard solution to the problem of layering is Object-Otee de-
sign. However, for high-performance applications, tregtiayers
as black boxes that hide their internal state and mask éaill@ads
to performance bottlenecks. For instance, higher levelmgalgo-
rithms greatly benefit from lower level information aboutdilaten-
cies and knowledge about which nodes or links have failedhEr
multiple sources of concurrency complicate the task of pgaping
information consistently between layers.

Similarly, failures make it difficult to design a layering ofe-
nism. The approach of masking low-level failures—while eglp
ing because it simplifies higher layers—is insufficient istdbuted
environments because it sacrifices significant performayaces
available from notifying the upper layers of the failure.r ko-
stance, the transport layer could mask failures by buffesant
messages and attempting to resend them until it succeadsyén
doing so would prevent higher layers from adjusting theinstate
to achieve better performance, such as a multicast layenfigair-
ing its tree structure for higher throughput after a faillefortu-
nately, the task of notifying the upper layers is complidabg the
fact that failures can happen concurrently with other syseents.
Further, concurrency makes it tricky to cleanly separagefdil-
ure detection and handling code from the rest of the comnase-c
code, obfuscating the resulting system and destroyingtsireL

Finally, standard techniques such as profiling to find perfor
mance bottlenecks and model checking to find pernicious typgs
ically cannot be applied to distributed systems implemntgnia.
In ad-hoc implementations, the code that handles conatyrand
failures obscures code structure making manual and avéoinaa-
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Figure 1. Bamboo DHT design architecture.

soning difficult (but essential). The principle techniqeed by de-
velopers to analyze deployed systems is tedious ad-homigguat

clutters the code and often delivers only limited value beeathe
programmer must manually stitch together spatially angotawaily

scattered logs.

Finally, concurrency makes it difficult to reason about asito-
ply even replicate behaviors (due to non-deterministitofigclike
network latencies and scheduling decisions), therebyreven-
creasing the time and effort required to find complex bugses&
ing. In our experience, particularly subtle bugs may rentaient
for weeks in a deployed system. Further, because these kegs o
result from inconsistencies between the state at multiptieg, the
subsequent departure or failure of a node after the bug esisif
itself can push the system back into a consistent state,intpsie
bug and making it even more difficult to track.

Thus, to develop high-performance systems from high-level
specifications, we must devise techniques to architectysterms,
to determine when failures have occurred, and to propagatd a
exploit information throughout the architecture. Thesehtgéques
must operate in a concurrent setting, enable modularity @ude-
ability, and explicate the high-level structure of the aigfum,
thereby enabling manual and automatic system level analyse

Mace Design Principles

To address the challenges posed by the domain of distrilaypieéd
cations, we base Mace on three fundamental concepts.

e Objects: Mace structures systems as a hierarchgestice ob-
jectsconnected via explicit interfaces. We use an object to im-
plement each layer of the system running on an individuaénod
The interface for each layer specifies both the functionalio-
vided by that layer as well as anmgquirementshat must be
satisfied to use that layer.

e Events: Mace usegventsas a unified concurrency model for all
levels of the system: within an individual layer, acrossl#tyers

at a single node, and across the nodes comprising the entire

high performance implementations. We use a popular Digeth
Hash Table (DHT) to illustrate the challenges associatéll buiild-
ing distributed systems and our approach to addressing tes-
lenges. DHTs suppogpiut andget operations on a logical hash
table whose actual storage is spread across multiple @ysia-
chines, and thus form a convenient abstraction for buildigter-
level applications like distributed file systems [10, 27heTkey
properties of a DHT implementation are scalability and sthess
to failure. We consider a DHT built on theaB1BOO routing proto-
col [30] (similar to GHORD [35] or PASTRY [32]).

Layers

Nodes in BsMBOO self-organize into a structure that enables rapid
routing of messages using node identifiers. This protocohs$o

a single layer of the DHT shown in Figure 1ABBOO is built

on top of a TCP subsystem that maintains network connections
and delivers messages and a UDP subsystem that sends latency
probes. A recursive routing subsystem routes messages tmtle
owning a given key by asking Bvsoo for the next hop towards

the destination. The DHT application layer uses the lowgzigito

store and retrieve data.

Mace enables programmers to build layered systems by using
objects to implement individual layers and events to fead#i in-
teraction across layers. For each layer, the programmeesnin-
terfaces specifying the events that may be received froremrte
the layers both above and below. A layer's implementatiorsisis
of a service objecthat must be able to receive and may send all
the events specified in the interfac&hus, Mace combines objects
and events to enable programmers to build complex systeins ou
of layered subsystems, thereby abstracting functionatftylayers
with specified interfaces and allowing the safe reuse ofwifft im-
plementations (meeting the same interface) of a particialger in
different systems.

Concurrency

In BAMBOO, a key challenge is to provide fast message routing
while simultaneously dealing with node churni.e. the arrival

and departure of nodes from the system. To achieve this goal,
the system must concurrently process network errors, rgessa
from newly created nodes, and periodically perform maiatee

to ensure routing consistency.

In Mace, each service object consists dftate-transitionsys-
tem beginning in some initial state. Each node progresseseby
quentially processingxternalevents originating from the applica-
tion, the physical network layer, or self-scheduled tim&kgon re-
ceiving an event, the service object executes a correspgtrdin-
sitionto update its state, during which it may transitively seng ne
events to the layers above and below, each of which are medes
synchronously without blocking until completion. Furttrare, a
transition may queue new external events locally by sclieglul
timers and remotely by sending network messages. Oncegs-oce
ing for a given external event completes, the node picks &x¢ n
queued external event and repeats.

The Mace event-driven model provides a unified treatment of

system. Each event corresponds to a method implemented by ahe diverse kinds of concurrency that must be handled in fn ef

service object.

e Aspects: Mace providesaspectso describe computations that
cut across the object and event boundaries: in particdpeds
define tasks that need to be performed when particular condi-
tions become satisfied.

While each of these ideas have been studied extensivelglaz is
tion, we demonstrate that they combine synergisticallyreserve
the high-level structure of the distributed system and &ne-
ously address the complexity and challenges of buildingisgb

cient implementation: the reception of messages from atbdes
(via the transport layer), the reception of high-level agatlon re-
quests, timers firing, and cross-layer communication atlespond
to events that the relevant layers must handle via apptegransi-
tions. Additionally, Mace ensures that the transitionscexe with-
out preemption, freeing the programmer from worrying abeut
ponential interleavings of concurrent executions. Finddecause
Mace automatically dispatches events through a carefulied
scheduler, Mace systems can achieve the throughput negésisa
high performance applications with minimal programmeilxre-



ment. Thus, objects, events, and aspects enable Mace to describe interface overlay {

each layer of a complex application with the simplicity ammhc
ciseness of high-level models; when combined with the rapdul
layering mechanism, Mace provides a succinct represemtai
the entire computation stack for each node of the distrithustes-
tem.

Failures

BAMBOO builds an overlay network forming a logical ring among
the nodes. To create and maintain this topology, each nogleske
references to its adjacent peers in the ring. If one nods, ftie
application-level state corresponding to the relatiopshietween
that node and its neighbors may become inconsistent, ing&he
overlay structure.

}
Mace uses aspects to cleanly specify how to consistently up-

date local state in response to a variety of cross-layerteyveanch
as node arrivals, departures, and application-levelrisiuThe de-
veloper can specify predicates over the variables of a giete
that test for programmer-specified inconsistencies. Maaeg
ates code to evaluate the predicate whenever the relevaables
change and to execute the aspect when the predicate iseshtiss-
pects provide an ideal mechanism for specifying and detg ¢il-
ures and inconsistencies, as without them the developddvhane
to undertake the tedious and error-prone task of manuadlgim
checking code throughout the system, additionally redyucaad-
ability. When a failure occurs, the Mace runtime sends roatifi
tion events to the appropriate layers. Upon receiving tiessets,
the system executes recovery transitiartsus, Mace combines ob-
jects, events, and aspects to provide clean mechanisnspéaify-
ing, notifying, andhandlingvarious types of failures and for main-
taining the consistent internal state necessary for fapikrant im-
plementations.

Analysis

DHT Application

"~ Mace
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Figure 2. Mace service composition for a DHT application using Recur-
sive Overlay Routing implemented with Bamboo. Shaded bédask for
downcall, light for upcall) indicate the interfaces implented by the ser-
vice objects.

3. Mace

We now describe the details of how Mace combines objectsteve
and aspects to generate high performance, fault-tolergieimen-
tations from high-level specifications. Our C++ languagéeex
sions structure each service object as a state machineatemyith
blocks for specifying the interface, lower layers, messagéate
variables, inconsistency detection, and transitionsainintg C++
code implementing event handlers. The template syntawsalibe
Mace compiler to enforce the architectural design by perfog a
high-level validation of the service object. Additionalthe struc-
ture gives the Mace compiler the necessary information to-au
matically generate efficient glue code for a variety of tatblet in
previous, ad-hoc implementations, had to be manually ieddry
the developer. This section discusses how Mace addressgsaha

BAMBOO routes messages through several intermediary nodes, sothe challenges associated with building distributed syste

tracing the forwarding path for a specific message manualty,
instance to debug the timing of a request, involves inspgctiul-
tiple physically scattered log files. Mace simplifies sucllgsis
tasks through preservation of the explicit high-level stinve of the
distributed application with three techniques. First, Klases as-
pects to separate code needed to log statistics, progressbog-
ging information from the actual event handling impleménta
By removing the distracting logging statements, Mace kebps
system code readable. Second, Mace exploits the strugtofite
computation into causally related event chains to geneyatat
logs, which may be spatially and temporally scattered. &leeent
logs can beautomaticallyaggregated into flows describing high-
level tasks, extracting the events at individual nodesesponding
to some higher-level operation. The structure preservéteifiows
allows developers to use automated analysis techniquesdtarid
fix performance anomalies.

Third, the modular structure of Mace applications enabkes d
velopers to test the system using simulated network layersfa-
cilitate deterministic replay. We have built a tool, MaceM@at
combines these deterministic layers with a special sckeedhat
iterates over all possible event orderings. MaceMC sysdiieaily
explores the space of possible executions to find subtleibupe
system. The event-driven nature of Mace applications resltie
number of interleavings that must be analyzed, enablingeMee
to search deep into the execution spddeus, objects, events, and
aspects combine to structure Mace implementations thdtlersa-
tomated analysis techniques to improve the performanceeiiad
bility of the distributed application.

31 Layers

To specify a distributed system in Mace, the programmer lsimp
specifies the set of layeregrvice objectgabbreviated to services)
that comprise a single node and the implementation of theainexd
interface for each service object. Figure 2 depicts a motaildd
view of the BAMBOO architecture (shown earlier in Figure 1),
including the interfaces.

Interfaces. An interfacecomprises a set afowncallevents and a
set ofupcallevents. Upper layers send downcalls received by lower
layers. Lower layers send upcalls received by the upperdayde
model events using methods — sending corresponds to c#fleng
appropriate method, and receiving corresponds to exertiia
method. In Figure 2 on the left, we show two interfad@ser | ay
andRout e. For each interface, the top half (lightly shaded box)
corresponds to the upcall events, and the lower half (datkided
box) shows the downcall events.

Architecture. Developers layer service objects implementing
higher layers on top of service objects implementing lovesr |
ers. To facilitate modular design and seamless replaceaianmte
service object with another, we specify for each serviceatte
set of lower-level interfaces itsesand the upper-level interface it
provides

e Used Interfaces: When specifying a service, the developer
declares each lower-level service with a name and an icterfa
The service may send any of the downcall events specified in



the interface to any of the lower layers, and it must impleimen
all the upcall events to receive any callbacks.

BAMBOO uses two lower-level services of tyReut e, which

it binds to local name§ CP and UDP. The BAMBOO imple-
mentation can directly callCP. r out e (resp.UDP. r out €)

on theTCP (resp.UDP) service object implementing the lower
level, asrout e is a downcall event in the used interface.
Similarly, the lower-level TCP and UDP services can invoke
thedel i ver callback on B\MBOO, as it is an upcall in the
Rout e interface.

Provided Interfaces When writing a service, the developer
specifies how upper layers can use the service via a provides
interface. The service must implement all downcall evepéss

ified in the provides interface and may also send callbackteve

to upper layers, typically in response to some prior request

Figure 2 shows that all arrows pointing taa\BB0OO have type
Over | ay, indicating that B.MBOO provides theOver | ay
interface to upper-level services. Thus, theMBOO service
object must be able to receive tget Next Hop event from
the upper layers, as it is a downcall event in theer | ay
interface. Likewise, the BMBOO service may send an up-
callnoti f yl dSpaceChanged event, which must be imple-
mented by any upper layers usingBsoo.

Static Checking. The Mace compiler performs two compile time
checks to enforce that each service object meets the rewgiits
of the interfaces that it uses and provides. First, the clanghecks
that the object implements methods corresponding to allipieall
events in the used interfaces and the downcall events inrthe p
vided interface. Second, the compiler checks that the bhjely
calls methods corresponding to downcall events in the usted-i
faces, and the upcall events in the provided interface.

The service specification explicitly names lower-levelgss
because this knowledge is required to build the service.exer
ample, BAMBOO requires two transports: one for sending protocol
related message3 CP by default) and one for probindJDP by
default). However, any upper layers that use a given searieen-
known when specifying the service, hence those need notamd ¢
not be explicitly named. We observe that the upcall eventstee
upper level services are in response to previous requeste ma
those services. Thus, the Mace compiler automatically rgees
code such that every downcall is accompanied by a referertbe t
source of the downcall, and the service employs this retere¢n
determine the destination of the subsequent upcall.

By explicitly decomposing the whole system using layers and
interfaces, Mace allows implementations of subsystems &alsily
reused across different systems, as any service impletitenta
that meets the statically checked interface specificataars be
used as the subsystem. For example, our DHT applicationswork
equally well by replacing the BvB0O service object with service
objects implementing the K@RD or PASTRY algorithms, which
also provide théver | ay interface.

3.2 Concurrency

The standard way of modeling distributed algorithms at aéayel
is with state-transition systems. Mace enables develdpersap
the many benefits of this structured approach by requiriegitio
specify each service object as a state transition systemevihe
transitions represent the execution of the methods canetipg
to received events. Given specifications for individuaViser state
machines, Mace can automatically compose layers to obtedf-a
ficient, structured system implementation. A state machpeifi-
cation comprises two basic entities: states and transition

states { init; preJoining joining; joined }
state_variables {
NodeKey myhash
leafset myleafset
KeyRange range
Table mytable
timer globalmaintenance__attributg(recu(MAINTENANCE _TIMEOUT)));
timer join_timer,
}
transitions {
/* Other transitions . . . */
scheduler global maintenancg
guard (state== joined){
NodeKey d= myhash
for(int i = randin(ROWS); i < ROWS i++) {
d.setNthDigi(randin(COLS), B);
}
NodeKey n= make routing.decisior{d);
TCP.route(n, GlobalSampléd));

10

15

20
upcall forwardconst NodeKey src const NodeKey& dest
NodeKey& nextHop const GlobalSampl& msg
guard (state== joined){
nextHop = make routing decisiofmsgkey); return true;
25
upcall deliver(const NodeKey&: src const NodeKey& dest
const GlobalSampl& msg
guard (state== joined){
TCP.routgsre GlobalSampleReplynsgkey, myhash);
30
upcall deliver(const NodeKey&: src const NodeKey& dest
const GlobalSampleRep& msg
guard (state== joined){
updatestatésrg msgdestHash true/*known live*/, true/*do probe*));

1 35

Figure 3. States and Transitions foraB1BOO Service Object

States. States are a combination of the finite high-level con-
trol states of the service protocol, along with the (pogsib-
finite) data states corresponding to values taken by vasabl
such as routing tables, peer sets, and timers. Figure 3 shows
how the programmer specifies the high-level states and state
variables of the BMBOO service. The finite high-level states,

i nit,predoining,Joini ng, andJoi ned correspond to the
four stages of joining the system. The state varialbighash,

nyl eaf set, nmyt abl e, andr ange correspond to the node’s
unique identifier, the set of peers and routing table maiethiby

the node, and the space of keys assigned to the node. Incadditi
BAMBOO uses two timers, one of which is automatically resched-
uled at MAI NTENANCE_TI MEQOUT intervals by Mace compiler
generated code.

Transitions. There are three kinds of transitions and corresponding
events: upcalls received from lower layers, downcallsivecsrom
upper layers, and scheduler events received from sel@side
timers. Methods implement the transitions and update thge st
upon receipt of the corresponding event. Figure 3 showsreifit
kinds of transitions corresponding to events theMBOO service
object may receive. A keyword labels each method and ingicat
its transition type. Each transition method can be guardea b
predicate over the state variables. This condition mayreefs=
the current high-level service state, service state viasabr event
parameters. The transition only fires if the guard is true.

To understand how the programmer structures the code for
each service into events and transitions, consider the-lbigh
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Figure 5. Message diagram for global sampling. In receive
response to a scheduled timer, Node routes a

Global Sample message to an identifiéd by sending  error
it to node B, which is forwarded to its owner, nod€. } // distributed detection (across myleafset)

= { message= LeafsetPul|
period = 5min; }
= |eafFailed

Figure 4. State machine model for Bambod\Node C responds with aGlobalSample Reply mes-

States are shown in light gray; event-transitiosage informing noded about node”, potentially caus-

are represented by arrows with names in white angd a routing table update.
actions in dark gray.

state machine for the B1B0OO object illustrated in Figure 4. The
figure shows what happens whem®BOO receives events such
as application join requests, network messages, or timeus-c
ing reattempted joins. The system begins initme t state, and
transitions to thepr eJoi ni ng state upon receiving a downcall
eventi ni t from the application. When it subsequently receives
the downcall eventoi nOver | ay, it transitions to th¢ oi ni ng
state if it is not its ownpeer (captured via a predicate guard-
ing the event), or to th¢ oi ned state otherwise, in either case
sending appropriate notification events and schedulingrsmin
thej oi ni ng state it periodically sendsoi n messages to other
nodes requesting to join the system, and finally, when itivese
a deliver(leafsetPull) message from another node, it
moves into theg oi ned state. The rest of a node’s life is spent
in the j oi ned state, where it periodically globally samples the
other nodes to improve its local routing information.

Sequence diagramare an informal technique programmers
use to reason about low level interactions, such as those tak
ing place while in thej oi ned state. Figure 5 shows a se-
qguence diagram depicting the interaction between nodderper
ing global sampling to improve routing tables. The periadic
scheduledgl obal _mai nt enance timer fires on nodeA caus-
ing it to select a random routing identified, and to then send a
G obal Sanpl e message to the nod®, which is the next hop
along the route. This message gets (transitively) forwaitoeB
until it reachesC, which actually owns the identiférd. C then
sends & obal Sanpl eRepl y message back &, which, upon
receiving the reply, may update its routing information.

Once the programmer has worked out the details of the prbtoco
using the sequence diagram, it is straightforward to coddane
using transitions and events. Figure 3 shows (in order) Hmv t
events corresponding to i) the firing of theobal _mai nt enance
timer atA, ii) the forwarding of thed obal Sanpl e message to
B andC, iii) the final delivery message to the destinat©nand iv)
the delivery of thed obal Sanpl eRepl y back toA, are imple-
mented as transitions in theaBIBOO service object. The bodies of
the respective transitions implement the actions takem ugceiv-
ing the corresponding events shown in Figure 5.

3.3 Failures

Mace’s use of service objects and events greatly simplifiesask
of detecting, notifying, and handling failures and incetsicies.
While layering is essential for building complex servic® in-
formation hiding endemic to layered systems often makedf-it d
ficult to deliver the best performance or the most agile faal-
dling. For example, when a DHT application’s socket brealesto

Figure 6. Local and Distributed inconsis-
tency and failure detection in Mace.

a node failure, the TCP transport layer could attempt to ntlask
error. However, doing so may prevenhBB0oO from being able
to route around the failed node, leading to degraded petocm
or incorrect message delivery. Rather, the TCP transpget laust
propagate the error to 81800 so that it can update its routing
table and leafset. BMBOO, in turn, further propagates the error
to the DHT application, so that it can redistribute the ketgsesd
on the failed node. Mace provides clean mechanisms forilayer
network services while also making it easy to deliver erratifia
cations automatically from one layer to another when reglfor
performance or fault tolerance.

Mace employs upcalls to signal higher layers of potential pe
formance and correctness issues. It may be possible toctgrre
handle an issue entirely at a lower layer, but with subogtipea-
formance. If this is acceptable to upper layers, then thaystaply
ignore the corresponding upcall. However, for best perforoe it
may be necessary to register handlers for such upcalls eW8hdh
cross-layer communication usually obfuscates code andredies
many of the benefits of layering, we leverage our event-bsisad-
ture to cleanly separate thetificationandrecoverycode from the
rest of the system that executes in the non-exceptional case

Mace addresses the remaining challenge of providing pnogra
mers with a succinct but flexible mechanism figtectingboth
failures and inconsistencies through the useagfpects Aspects
provide a unified way to maintain consistent state, regasdte
whether the state needs to be updated in response to anexkpect
protocol event, such as a node arrival, or an unexpectect,even
such as a failure. Mace aspects check for two types of insonsi
tency/failure detection: those that involve purely loctlts and
those that involve multiple nodes.

Local Failure Detection. Failures occurring in distributed systems
can be characterized via inconsistencies in the valuesit# séri-
ables. Alocal failure occurs when the values of state variables at a
single node are inconsistent. For example, in our DHT appbo
built on top of BAMBOO, the data that each node is responsible for
depends on the key space specified byrtaege variable. In other
words, the views of the range of the DHT layer and threvBOO
layer must be synchronized, and if they are not, recoveripract
must be taken so that the DHT relocates the data accordifgeto t
new range, potentially involving communication with rematys-
tem nodes.

Such failures can be specified using a predicate that charac-
terizes the inconsistent values., which becomes true when the
values of the variables are inconsistent. Thus, such &slaan be
locally detected by monitoring the predicate, and firing aeng¢
when the predicate becomes true. In Mace, the programmei- spe



fies how failures should be detected and how to react to thedai
using adetection aspectA failure occurs when this predicate is
true, which fires an error event and notifies the upper layktiseo
inconsistency.

Consider the example in the top of Figure 6, showing a local
detection aspect that specifies that an inconsistencyrdailacurs
when the value of the variabteange changes (thpr e() version
refers to the value af ange before the last transition). When the
change occurs, Mace sendsnat i f yNewRange event to the
upper DHT layer indicating that its portion of the key spaes h
changed and prompting it to reorganize stored data apjgitepyi
This aspect will correctly react @l events that change the range,
whether it be the arrival of a new peer adhering to theuBoo
protocol or an unexpected peer failure.

The local detection aspect checks the predicate only at tran
sition boundaries, avoiding notification of state that magdme
temporarily inconsistent in the middle of a transition. $haspects
and events provide a clean way to separate the failure d@ienb-
tification, and handling from the rest of the “common-casede
We implement detection by keeping a shadow copy of monitored
state variables, checking and updating them after eacsiti@m In
ad-hoc implementations, built without language suppdw, fro-
grammer would have to manually insert the check and notificat
each time the variables might be modified. In addition to tyea
reducing readability, this task is error-prone, espegiad the code
evolves or is maintained by multiple programmers.

Distributed Failure Detection. A distributedfailure occurs when
the values across two or more nodes are inconsistent. Fonea

in BAMBOO, each node maintains the set of its immediate peers
in the state variableryl eaf set . Each such peer, in turn, must
include the node in its own set of known peers. A distributst f
ure occurs if some element of a node’s leafset does not iaclud
the node in its own set of peers. As a node cannot directlysacce
the other nodes’ internal state, the only way to determieepties-
ence of such a failure is to actively exchange informatiornss
nodes, checking that the received information is consisterd if

S0, returning messages acknowledging consistency. Ifriganat-

ing node receives the acknowledgment before a timeout scitur
confirms that no failure has occurred.

These failures can also be captured via predicates ovetdtee s
variables of multiple nodes, and the Mace compiler autcralyi
generates the periodic probe and acknowledgment messtmes.
ever, it is profitable to let the programmer control how thelqing
happens to avoid flooding the network with messages pentatoi
failure detection.

The programmer specifies how to detect and react to distdbut
failures in Mace using the sanuetection aspeas for local fail-

notifying upper layers of the failure. As in the case of thealo
failures, the transition corresponding to the error eventasponds
to the code that implements the recovery mechanism. Lilewis
Mace simplifies the detection of distributed failures byaseging
the detection code into an aspect and automating the pradess
sending the probe messages and detecting timeouts.

3.4 Analysis

By using objects and events to preserve the high-level tstreic
of the distributed system, Mace can automate a variety of- pos
development analyses that find performance or correctrmeds p
lems.

Execution Logging and Debugging. Mace uses aspects to gen-
erate debugging and logging code without cluttering theiser
specification. Mace exploits the preserved structure tdlendif-
ferent levels of automatic logging. First, with event-lelM@ging,
the generated program logs the beginning and end of each high
level event. This captures the order and timing of eventsaeh e
node. With state-level logging, every time a transitiondfivés, the
generated program logs the node’s complete state, whidteites
the change caused by the transition. Finally, with messags-
logging, the generated program additionally logs the aunded
transmission time for each message sent from or receivetidoy t
node.

We have used the automatically generated logs to implement
MDB, a replay debugger for Mace distributed applicationss
collects all individual node log files centrally and allovire tdevel-
oper to single step, forward and backward, through the distu
of individual nodes. The developer may move from node to node
inspecting global system state, in a manner similar to ticdil
single process debuggers. Our ability to swap in a simulates-
saging layer further allows the developer to explore atarrexe-
cution paths, diverging from some given point in a real exeou

Causal-Paths. Mace provides a more advanced form of logging
that aggregates execution events distributed acrosspteuitodes
into a set of causal paths. Each path starts at a given notteawi
particular seed event, and contains the sequence of altsetret
are causally, transitively related to the seed event. Famgke, if
the seed event is a request generated by a particular nesethit
causal path includes the sequence of messages (and rgsutints
and transitions) that span the different nodes until thpaese
returns to the requester.

To obtain such causal paths in a Mace application, the pnogra
mer specifies the seed event where the path begins and the even
that ends the path. Mace tags all the relevant, causallfecekc-
tivity that occurs between the seed and the érd @ll events, tran-
sitions, messages sent and received) with a dynamicallgrgesd

ures, but now defines more elements for the aspect, as shown apPath identifier and generates logs such that events dittdtacross

the bottom of Figure 6. The guard specifies the conditions for multiple nodes can be collected using their shared pattifaen

performing a probe. Theodes are the set of nodes monitored ~As a result, Mace enables logging at a semantic-level anwsll

by the aspect. In this example, it is the nodes stored in the se Programmers to understand and analyze the behavior of thernsy

nyl eaf set . Thesend field indicates how the probes are sent at a high level. In addition, previous work [29] describesvttbe

to the elements ofiodes. Here, the node sendsaf set Push causal-path logging done by Mace canzigomaticallymined to

messages with the current value mfhash and ny| eaf set find and fix performance anomalies, by comparing the causaspa

state variables to the elementsrofl eaf set sequentially, once  resulting from actual executions with programmer-spedifigh-

every 5 seconds. Theecei ve field indicates the response ex- levelexpectations

pected from the other nodes, together with a timeout befdvietw While this earlier work on the benefits of causal paths to per-

the response must arrive. Here, it stipulates that the nadet re- ~ formance debugging is independent of Mace, it requiresifsign

ceive aleaf set Pul | message from each of the other nodes in ¢ant manual logging in standard, unstructured C++ apjpicat

nyl eaf set before a timeout period of 5 minutes elapses. We have found that the more than 90% of the logging required
Mace generates extra state and the code needed to keepftrack dor causal path analysis can be automatically inserted &yvthace

the last time it has heard from each monitored node. It setsert ~ compiler, significantly lowering the barrier for leveragithe ben-

to fire sometime after it expects to receive an acknowledgmfea efits of such performance debugging tools.

particular remote configuration. If the timeout occurs drelguard Model Checking. A high-level model of a distributed system en-

is true, then Mace calls the event specified in &re or field, ables exhaustive analyses like model checking to find siboidgs



in either the protocol or implementation of a distributedtsyn.
Mace allows developers to use the same analysis to find seibtle
rors in the actual implementation of the system by makin@gsye
to systematically explore the space of executions of théampn-
tation. We have built MaceMC [17], a model checker targeliver
ness violations in Mace. While our techniques for findingtiess
violations in real systems implementations are generakgtiech-
niques are the focus of [17]), here we describe the benefifaoe
language structure in integrating a software model checker

e Mace’s service layering mechanism simplifies integrating a
simulation engine by replacing the services implementireg t
actual network with a simulated network of queues holdirgg th

the compiler generates a class containing optimized mettmwse-
rialize and deserialize the message to and from a byte stnatg
can be sent across the network. The Mace compiler also gesera
methods to automatically perform event sequencing andattibp
The generated code selects the next pending event, perfockis
ing to prevent preemption, evaluates any guard tests faranei-
tion, executes the appropriate method implementing thetédan-
dler (assuming the guards succeeded), tests any aspeitapesd
that might have been updated by the transition, and finalbases
the acquired locks. Overall, we find that the structure inepolsy
Mace greatly simplifies the implementation by allowing the-p
grammer to focus only on the essential elements, withoujpcom
mising performance or reliability.

messages between nodes. In ad hoc implementations, messag-

ing functionality may be spread throughout the code making i
difficult to plug in the simulated messaging layer necessary
model checking.

Mace’s state-event semantics ensures that a node’s statgeh
by processing a single eveattomically, via a single transition.
Thus, the model checker need only consider event interigavi
across individual events at participating nodes, rathan,tfor
instance, exploring all interleavings at a much finer grarul
ity or forcing the developer to manually identify appropeia
transition points.

Mace’s state-event semantics allow us to determinisyiaael

4.1 Performance Evaluation

To evaluate the performance of Mace systems, we compare our
BAMBOO implementation in Mace with its well-tested counter-
part [30]. To distinguish the two versions, for this sectioa will

refer to our implementation as Mace-Bamboo. We chose 00
because of its excellent performance, detailed publistextbip
mance evaluation, and its publicly available and well doeotad
code base. Bamboo is a highly optimized Java implementation

a distributed hash table, based originally on Pastry [32.d6Mm-

pare behavior of node lookups under churn. Lookups openate b
forwarding a message using increasing prefix matching t@esod

play an execution (once the sequence of events is fixed) either whose identifiers are progressively closer to the key. Banoe

for the purpose of demonstrating a buggy execution, or te per
form a random simulation from a previously visited stateisTh

plores the limitations of previous protocols in providingnsistent
routing in the presence of node churn, and proposes seveid m

allows MaceMC to exhaustively search the states up to a cer- ifications to Pastry to allow it to deliver high consisteneyddow

tain depth and to then perforaleep random walkfrom the
boundary states to look for liveness violations. We haveanfou
that without such random walks it is impossible to distirsgui
between actual (permanent) liveness violations and teanpor
divergences from desired high-level system properties.

After applying MaceMC to 5 significant systems implementa-
tions (a subset of those mentioned in Section 4), we weretable
find 50 subtle protocol bugs. Most of these bugs were present i
systems that had already been hardened through live Ihtdere
ployment and manual debugging.

4. Experiences

In this section, we outline some of our experiences devetpdis-
tributed applications with Mace. Mace itself is implemehtes a
source-to-source compiler in Perl using a recursive deg=asing
module. The Mace compiler emits C++ code, which is then com-

latency even when nodes are entering and leaving the systam a
high rate.

Consistency is a measure that captures whether differetesno
routing to the same identifier will reach the same destinafldis
is the most important requirement for correct performarniceps
plications using a DHT, since they rely on being able to sliata
by using the same identifier to store and retrieve values.eQeir-
cise of re-implementing Bamboo serves to show the simplifit
implementing distributed systems in Mace and our abilitgeoer-
ate robust, efficient, and high performance code. Two egpeéd
Mace developers implemented the primary Bamboo algoritimms
twelve hours (excluding the reliable UDP transport), stgrfrom
an existing Mace Pastry implementation.

To compare against published Bamboo experimental results
(we attempted to reproduce the published results but coelérn
achieve them, most likely due to having fewer machines), kee p
pare a framework that matches, to the best of our abilityptigg-
nal experimental conditions. The experiment consists 60am-

piled using any C++ compiler such as g++. We have implemented boo nodes organized into groups of 10 performing simultageo

over nine substantial distributed systems in Mace, manytothv
we have run across the Internet, including on testbeds suPlaa-
etLab [28]. In addition to the BMBOO implementation discussed

lookups of random keys. A lookup result is considered coests
if a majority of the 10 nodes return the same result. Eachgrou
of 10 nodes performs lookups according to a Poisson prociéiss w

here, we have also implemented the systems shown in Figure 7.an average inter-lookup delay of 1 second. For the runs, \we va

These systems includeHORD [35], PASTRY [32], SCRIBE [33],
SPLITSTREAM [7] (from the FreePastry [1] distribution), \ -
LETPRIME [20] (from the MACEDON [31] distribution), @ER-
CAST[15] (not available to us for line counting), andYALDI [9].
Excepting BJLLETPRIME (which was written in the MACEDON
language), each of these services were originally devdlapan-
structured C++ or Java.

The Mace compiler eliminates many tedious tasks that mbst ot
erwise be hand-implemented to achieve high performancgh su
as message serialization and event dispatch, and corciagbn
drastically reduces the implementation size. A Mace serglgect
implementation contains a block for specifying messagegy(es-
sentially ast r uct with optional default values), for each of which

the median churn rate also according to a Poisson procesgnga
from on average 8 deaths per second to 1 death per second.

We run 1000 Bamboo instances on 16 physical machines (the
published B.mMBOO results used 40 machines), using the Model-
Net [36] network emulator with a single FreeBSD core. Each of
the physical machines is a dual Xeon 2.8Mhz processor with 2G
of RAM. During the runs, load averages ranged from 0.5 to 1.5.
The emulated topology consists of an INET network with 10,00
nodes, 9,000 of them routers. Client bandwidths on the tapes
ranged from 2-8Mbps. To start the experiment, nodes wergg sta
gered, starting one on each machine each second for a mifge.
churn and lookup schedules began as soon as all nodes were liv
This experimental setup differs from the published Bambquee
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iments in that the stagger-start is at a much faster ratewbalo
not wait for the network to settle after starting all nodémttwe
run with 1/3 the number of machines, and that our requestikad
10 times higher.

Figure 8 shows the consistency numbers for the Java-Bamboo

and Mace-Bamboo. The published consistency values deratast
near-perfect consistency at all churn levels. While shithae 92%
consistent, Mace-Bamboo nodes are slightly less consititen
their counterpart, though they track its performance d&yos¢ow-
ever, as shown in Figure 9, the Mace-Bamboo latency outpasfo
Java-Bamboo at each of these churn levels, and by a factoabf 5
high churn levels.

4.2 Undergraduate Course

To aid in the evaluation and development of Mace, we have iised
in two undergraduate networking courses, and it has also trsed

in several graduate course projects. During the Springt@u2005
and the Spring Quarter 2006, students in advanced undesgjed
networking classes were “asked” to program in Mace for asclas
project. None of the students enrolled in the class had bqersed

to Mace previously. The project involved implementing argiee
peer file sharing program loosely based on the popular FaskTr
protocol. The protocol includes a number of distributedaepts
such as flood-based searching, distributed election, amdora
network walks. To prepare for the project, students werergiv
a one-hour introduction to Mace, a list of protocol messgges
support inter-operation), and a skeleton template for a&clddace
service. 90% of the students successfully completed thgegiro
and a majority expressed a preference for programming ineMac
relative to Java or C++.

5. Related Work

Mace is closely connected to a large body of work in the area of
languages, libraries and toolkits for building concurreypstems.
We focus our attention on those specific to distributed syste

We build upon our earlier MACEDON [31] work—a domain
specific language for fair comparisons of overlay systemsCH-

lgure 8. Percentage of lookups that return Rigure 9. Mean latency for lookups that return

consistent results.

Crick [19] for building routers from modules and the &x Os-
KIT [11] for building Operating Systems. These approaches; how
ever, target concurrent systems executing within one phiaia-
chine and not distributed systems scattered across a retwor

P2 [22] is a declarative, logic-programming based langdage
rapidly prototyping overlay networks specifying data-floetween
nodes using logical rules. While P2 specifications are sufisily
more succinct than those in Mace, the corresponding spesiific
is not as natural to programmers and sacrifices performase,
while Mace is well-suited for building overlays, its apllity
is broader. There is a line of work in the functional programgn
community for advanced, type safe languages for distrébaten-
putation [34]. At the moment these languages are somewpat-ex
imental, emphasizing fully understanding the semantichigi-
level constructs for distributed programming and theieiptay
with the type system rather than enabling the rapid deployrog
robust, high-performance distributed systems.

Several libraries and toolkits also support many of the comm
primitives required for building distributed systemsshAsyNcC [25]
uses a single-threaded event driven model that makes adearse
of callbacks. LLBASYNC also provides some compiler support for
dealing with Remote Procedure Calls and for generating safime
the serialization code for messaging. Another instanc®/8RB7],
provides an architecture for event-based systems. Botlexfet
systems focus on simplifying the implementation of evemtenh
code, rather than a structure for distributed systems.

Mace uses ideas proposed by Aspect-Oriented Programming
(AOP) [16]. One of the first examples of AOP was a domain-
specific language for writing distributed software [23]. Anpary
contributions of Mace is identifying the differembncernsthat
comprise a distributed systene-g.the messages, events, transi-
tions, failures, and logging—and designing a languageethables
programmers to think about these in isolation. The Mace demp
seamlessly puts each of these together to create an efficipla-
mentation of the system. An immediate payoff of this sepamas
the ease with which a programmer can log and monitor entaatev
flows without cluttering the code with print statements.

There are several high-level languages for describing oritw

DON also represents systems as I/O automata, but does not conprotocols, rather than entire distributed systems. Sonthesfe—

sider how compiler extensions that restrict specificaticars sup-
port model checking, high performance, debugging, etc. \aése
MACEDON focused on building prototype lab-experiments, we
designed Mace as a practical, real-world environment foelde
oping deployable high-performance, reliable application
Thestate-event-transitiomodel Mace is founded on is closely
related to other event-driven languages and librariess@N[12]
is a language for building sensor networks with limited eses
requiring static memory allocation. Broadly speaking,esel/re-
searchers have investigated providing language suppohuitd-
ing concurrent systems out of interacting components, ash

€.9.LOTOS [5], ESTELLE [6]—are intended largely to formally
specify protocols using finite state machines that comnateiby
passing messagesRBMELA [14] and TLA[21] are two more gen-
eral languages which can be used to model concurrent systems
Instead of producing executable systems, they compileeberipb-

tion into large finite state machines to exhaustively aralgz er-

rors. RTAG [3] based on grammars ang@d.Ac [18] based on

an object-oriented model are two examples of protocol descr
tion languages that actually compile the description inteceatable
code. Mace combines the benefits of both by structuring the de



scription of the system such that the subsequent compil@teim
mentation is amenable to exhaustive analysis.

6. Conclusions

In this paper, we argued for the benefits of language support t
construct robust, high-performance distributed systérhs. prin-
ciple challenge in this environment is resolving tensioasmMeen
the tasks of developing a clean layering system, handlimgue
rency and failures, and preserving enough structure toleaibo-
mated performance and correctness analyses. The keytifiggh
hind Mace is that objects, events, and aspects can be sshmles
combined to simultaneously address the intertwined chgdls.

Mace’s language structure and restrictions enable a nuofber
important features that are otherwise difficult or impokesto ex-
press in existing languages: language support for failateation,
causal path performance and correctness debugging, andl mod
checking unmodified Mace code. We have employed Mace to build
ten significant distributed applications, which have beaccess-
fully deployed over the Internet. Others are using Mace ppstt
their own independent research and development. Usingatiéal
debugging tools that exploit the Mace structure to find angrib-
lems, exploiting the flexible architecture to reuse optadizubsys-
tems across applications, and leveraging the uniform aficiesft
event-driven concurrency model, Mace system specificaticere
about a factor of five smaller than original versions in Jand a
C++, while delivering better performance and reliability.
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