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Abstract

Support for distributed application management in larcgesnet-

worked environments remains in its early stages. Although aﬂ)

number of solutions exist for subtasks of application dgpient,
monitoring, maintenance, and visualization in distrilounvi-
ronments, few tools provide a unified framework for applmat

tions change). Itis not surprising, then, that a numberafttbave
been developed to address various aspects of the process in d
tributed environments, but no solution yet flexibly autoesathe
plication deployment and management process acrosavall e
ronments.

Presently, most researchers who want to evaluate theiicagiphs

needs of a single type of application or service that runsspea
cific environment, and these tools are not adaptable enauph t
used for other applications or platforms. In this paper, vesent
the design and implementation of Plush, a fully configurape
plication management infrastructure designed to meeté¢nemgl
requirements of several different classes of distribugalieations
and execution environments. Plush allows developers toifspe
cally define the flow of control needed by their computatiosiag
application building blocks. Through an extensible reseunan-
agement interface, Plush supports execution in a variegnoi
ronments, including both live deployment platforms and kxted
clusters. To gain an understanding of how Plush manageseiff
classes of distributed applications, we take a closer lbskecific
applications and evaluate how Plush provides support fdi.ea

1 Introduction

Managing distributed applications involves deployingnfigur-
ing, executing, and debugging software running on multiola-
puters simultaneously. Particularly for applicationsmimg on
resources that are spread across the wide-area, distrilapte

ment approaches. On PlanetLab [6, 26], service operatdress
deployment and monitoring in ad hog application-specific fash-
ion using customized scripts. Grid researchers, on the bted,
leverage one or more toolkits (such as the Globus Toolki})[12
for application development and deployment. These taotiiten
require tight integration with not only the infrastructuiait the
application itself. Hence, applications must be custotortad for

a given toolkit, and can not easily be run in other environtsien
Similarly, system administrators who are responsible émfigur-
ing resources in machine-room settings often use remoteiéza
tools such as cfengine [9] for managing and configuring neks/o
of machines. As in the other two approaches, however, thiigeon
uration files are tailored to a specific environment and dqdstr
set of resources, and thus are not easily extended to otaer pl
forms.

Motivated by the limitations of existing approaches, weidys
that a unified set of abstractions for achieving availabibcala-
bility, and fault tolerance can be applied to a broad rangdi®f
tributed applications, shielding developers from soméefdom-
plexities of large-scale networked environments. The anngoal
of our research is to understand these abstractions anc defin

plication management is a time-consuming and error-prene p terfaces for specifying and managing distributed compartatrun

cess. After the initial deployment of the software, the aaions
need mechanisms for detecting and recovering from thetataei
failures and problems endemic to distributed environmerits
achieve availability and reliability, applications must tarefully
monitored and controlled to ensure continued operationsaisd
tained performance. Operators in charge of deploying anthga
ing these applications face a daunting list of challengéscod-
ering and acquiring appropriate resources for hosting pipdica-
tion, distributing the necessary software, and approgsiaton-
figuring the resources (and re-configuring them if operatiordi-

in any execution environment. We are not trying to build another
toolkit for managing distributed applications. Rather, kape to
define the way users think about their applications, regasdbf
their target platform. We took inspiration from classicpkeating
systems like UNIX [28] which defined the standard abstractio
for managing applications: files, processes, pipes, etc.nfest
users, communication with these abstractions is simplifiealigh
the use of a shell or command-line interpreter. Of coursg; di
tributed computations are both more difficult to specifycdgse



of heterogeneous hardware and software bases, and moceltiffiaims to run on as many hosts as possible, as long as the hosts

to manage, because of failure conditions and variable mashat-

work attributes. Further, many distributed testbeds dgnotide

global file system abstractions, which complicates dataagen
ment.

To this end, we present Plush [27], a generic application-ma

agement infrastructure that provides a unified set of att#bras
for specifying, deploying, and monitoring distributed &pgtions.
Although Plush was initially designed to support applicas run-
ning on PlanetLab [2], Plush now provides extensions tHawal
users to manage distributed applications in a variety ofpgm
ing environments. Plush users describe distributed coatipat
using an extensible application specification languageohtrast
to other application management systems, however, theidasy
allows users to customize various aspects of the deploytient
cycle to fit the needs of an application and its target inftest
ture. Users can, for example, specify a particular resodise
covery service to use during application deployment. Phlsh
provides extensive failure management support to autoaibti
adapt to failures in the application and the underlying cotap
tional infrastructure. Users interact with Plush througsiraple
command-line interface or a graphical user interface (GAKidi-
tionally, Plush exports an XML-RPC interface that allowsnssto
programmatically integrate their applications with Plifstesired.

Plush provides abstractions for managing resource disg@arel
acquisition, software distribution, and process execuitica vari-
ety of distributed environments. Applications are spedifising
combinations of Plush application “building blocks” thagfithe a
custom control flow. Once an application is running, Plusmimo
tors it for failures or application-level errors for the dtion of its
execution. Upon detecting a problem, Plush performs a nuofbe
user-configurable recovery actions, such as restartingppbca-
tion, automatically reconfiguring it, or even searchingdlternate
resources. For applications requiring wide-area synéhation,
Plush provides several efficient synchronization prireivn the
form of partial barriers, which help applications achieegtér per-
formance and robustness in failure-prone environments [1]

The remainder of this paper discusses the architectureushPlI
We motivate the design in Section 2 by enumerating a set of g
eral requirements for managing distributed applicati@extion 3
details the design and implementation of Plush. We provie s
cific application case studies and uses of Plush in Sectia@ictd
discussing related work in Section 5, and wrapping up iniSect
6.

2 Application Management Requirements

To better understand the requirements of a distributedcgijan

(S)

provide some minimum level of availability (since SWORD {pro
vides a service to other PlanetLab users). Before starii@RD,

we have to find and gain access to PlanetLab machines capable
of hosting the service. Since SWORD is most concerned with
ﬁeliability, it does not necessarily need powerful machjneut

it must avoid nodes that frequently perform poorly over a+el
tively long time. We locate reliable machines using a toké li
CoMon [25], which monitors resource usage on PlanetLab, and
then we install the SWORD software on those machines. This in
volves downloading the SWORD software package on each host
individually, unpacking the software, and installing amftaare
dependencies, including a Java Runtime Environment. Alfter
software has been installed on all of the selected machimes,
start the SWORD execution. Recall that reliability is infaoit to
SWORD, so if an error or failure occurs at any point, we need to
quickly detect it (perhaps using custom scripts and cros)jabnd
restore the service to maintain high availability.

Running SWORD on PlanetLab is an example of a specific dis-
tributed application deployment. The low-level detailsndnag-
ing distributed applicationm generallargely depend on the char-
acteristics of the target application and environment.example,
long-running services such as SWORD prefer reliable mashin
and attempt to dynamically recover from failures to ensugh h
availability. On the other hand, short-lived scientific gl ap-
plications €.g, EMAN [18]) prefer powerful machines with high
bandwidth/low latency network connections. Long termatgility

is not a huge concern for these applications, since they $tawe
execution times. At a high level, however, if we ignore theneo
plexities associated with resource management, the esgaints
for managing distributed applications are largely simiarall ap-
plications and environments. Rather than reinvent the $afraes-
tructure for each class separately, our goal is to identifymon
abstractions that support the execution of many types tflalised
applications, and to build an application-managemenagtfuc-
ture that supports the general requirements of all appicst In
this section, we identify these general requirements fetriduted
application management.

[pecification. A generic application controller must allow appli-
cation operators to customize the control flow for each appli
tion. Thisspecificationis an abstraction that describes distributed
computations. A specification identifies all aspects of tke-e
cution and environment needed to successfully deploy, ggna
and maintain an application, including the software rezplito
run the application, the processes that will run on each mach
the resources required to achieve the desired performamok,
any environment-specific execution parameters. User ntiade
for resources must also be included in the application fipa€i
tion in order to obtain access to resources. To manage cample

management framework, we first consider how we might run @, shased computations, such as scientific paralldicgtipns,

specific application in a widely-used distributed enviramn In

particular, we investigate the process of running SWOR[,[23

a publicly-available resource discovery service, on Rlzade

SWORD uses a distributed hash table (DHT) for storing datd, a

the specification must support application synchronizratgjuire-
ments. Similarly, distributing computations among podisna-
chines requires a way to specify a workflow—a collection ekta



that must be completed in a given order—within an applicatioable and correctly configured for a computation may invoke r
specification. guesting new resources from the resource discovery and-acqu
sition systems to compensate for failures that occur atugtar
Further, many applications require some form of synchietion
across hosts to guarantee that various phases of commuséeia

at approximately the same time. Thus, the application odatr
must provide mechanisms for loose synchronization.

The complexity of distributed applications varies gre&thym sim-
ple, single-process applications to elaborate, pargtiplications.
Thus the challenge is to define a specification languageaabstr
tion that provides enough expressibility for complex distted
applications, but is not too complicated for single-pracesmpu-
tations. In short, the language must be simple enough foicaov Maintenance. Perhaps the most difficult requirement for man-
application developers to understand, yet expose enougimadd aging distributed applications is monitoring and mairitagnan
functionality to run complex scenarios. application after execution begins. Thus, another ab#trathat

Resource Discovery and AcquisitionAnother key abstraction in 1€ @pplication controller must define is support for custaile
application maintenance. One key aspect of maintenance-is a

distributed applications anesources Put simply, resources are “FF"~ o L
computing devices that are connected to a network and are @AI_Cat_IOI’l and resource monitoring, which involves pmbf“@ts
pable of hosting an application. Because resources iritmistd for failure due to network outages or hardware malfunctiemsl

environments are often heterogeneous, application desedmat- dUerying applications for indications of failure (oftengeering
urally want to find the resource set that best satisfies theaddsn N00KS into application-specific code for observing the peeg of
of their application. Even if hardware is largely homogemgo an gxecutlon}. Sgc_h monitoring gllows for more specific reres
dynamic resource characteristics such as available baltidwr porting and simplifies the debugging process.

CPU load can vary over time. The goal of resource discovery la some cases, system failures may result in a situationendyer
to find the besturrentset of resources for the distributed applicaplication requirements can no longer be met. For example if
tion as described in the specification. In environmentsghpport application is initially configured to be deployed on 50 nases,
dynamic virtual machine instantiation [5, 30], these reseamay but only 48 can be contacted at a certain point in time, the ap-
not exist in advance. Thus, resource discovery in this cagdvies plication controller should adapt the application, if pbks and
finding the appropriate physical machines to host the ime  continue executing with only 48 machines. Similarly, diffet ap-
chine configurations. plications have different policies and requirements witpect to
failure recovery. Some applications may be able to simpdyare
a failed process on a single host, while others may requareth
tire execution to abort in the case of failure. Thus, in d@ddito
the other features previously described, the applicattorroller
should support a variety of options for failure recovery.

Resource discovery systems often interact directly witouece
acquisition systems. Resource acquisition involves obitgia
lease or permission to use the desired resources. Depeanithg
execution environment, acquisition can take a number afigor
For example, to support advanced resource reservations as i
batch pool, resource acquisition is responsible for suimgia re-
source request and subsequently obtaining a lease frorshibés 3 Plysh: Design and Implementation

uler. In virtual machine environments, resource acqoisitnay

involve instantiating virtual machines, verifying theinceessful We now describe Plush, an extensible distributed applioaton-
creation, and gathering the appropriate informatiemy(IP ad- troller, designed to address the requirements of largke-stia-
dress, authentication keys) required for access. Theestgsifac- tributed application management discussed in Section 2di-To
ing an application management framework is to provide agene rectly monitor and control distributed applications, Plutself
resource-management interface. Ultimately, the compésxas- must be distributed. Plush uses a client-server architectith
sociated with creating and gaining access to physical dualir clients running on each resoureed, machine) involved in the ap-
resources should be hidden from the application developer. plication. The Plush server, called thentroller, interprets input
hféom the useri(e., the person running the application) and sends
messages on behalf of the user over an overlay network éhyec
tree) to Plustelients The controller, typically run from the user’s
workstation, directs the flow of control throughout the lifethe
distributed application. The clients run alongside eagfiiegtion
component across the network and perform actions basedinpon
structions received from the controller.

Deployment. Upon obtaining an appropriate set of resources, t
application-deployment abstraction defines the stepsinesjtio
prepare the resources with the correct software and dada dihel
run any necessary executables to start the applications ifiki
volves copying, unpacking, and installing the softwarelentar-
get hosts. The application controller must support a vaoétlif-
ferent file-transfer mechanisms for each environment, aodld
react to failures that occur during the transfer of softwarén  Figure la shows an overview of the Plush controller architec
starting executables. (The client architecture is symmetric to the controllerhagnly
minor differences in functionality.) The architecture smts of
three main sub-systems: the application specificatiore fuomc-
tional units, and user interface. Plush parses the apigicapeci-
fication provided by the user and stores internal data sirestand

One important aspect of application deployment is configutine
requested number of resources with compatible versionsef t
software. Ensuring that a minimum number of resources aiéav
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Figure 1: (a) The architecture of Plush. Tureer interfacas shown above the rest of the architecture and containsadefbor interacting
with all boxes in the lower sub-systems of Plush. Boxes bémwser interface and above the dotted line indicate abfiftned within
theapplication specificatiombstraction. Boxes below the line representdbee functional unitof Plush. (b) Example file-distribution
application comprised of application, component, procasd barrier blocks in Plush. Arrows indicate control-flogpendenciesi.€.,
X — Y implies that X must complete before Y starts.)

objects specific to the application being run. The core fonal  flow blocks may contain process and barrier blocks. For examp
units then manipulate and act on the objects defined by thie apa workflow block might describe a set of input files over which a
cation specification to run the application. The functionaits process or barrier block will iterate during execution.

also store authentication information, monitor physicatftines, 4 component blocks- Describe the groups of resources required
handle event and timer actions, and maintain the commuaitat to run the application. This includes expectations spetifiz set
infrastructure that enables the controller to query theustaf the
distributed application on the clients. The user interfavides
the functionality needed to interact with the other part¢hef ar-
chitecture, allowing the user to maintain and manipulateah-
plication during execution. In this section, we describedlesign
and implementation details of each of the Plush sub-systems

of metrics for the target resources. In the case of compudesim
a cluster, for example, these metrics might include maxinaad
requirements and minimum free memory requirements. Compo-
nents also define required software configurations, iradtai in-
structions, and any authentication information neededctess
the resources. Component blocks may contain workflow blocks

3.1 Application Specification process blocks, and barrier blocks.

. ) o _ 5. Application blocks - Describe high-level information about
Developing a complete, yet accessible, application spatifin 5 distributed application. This includes one or many conapbn

language was one of the principal challenges in this workr O|ocks, as well as attributes to help automate failure regov
approach, which has evolved over the past three years stesi

combinations of five different abstractions: To better illustrate the use of these blocks in Plush, candidild-

ing the specification for a simple file-distribution apptica as
1. Process blocks- Describe the processes executed on eaGhown in Figure 1b. This application consists of two groups o
machine involved in an application. The process abstmdtio  machines. One group, the senders, stores the files, anddiredse
cludes runtime parameters, path variables, runtime emviemt group, the receivers, attempt to retrieve the files from thelsrs.
details, file and process I/O information, and the specifit-CoO The goal of the application is to experiment with the use of an
mands needed to start a process on a remote machine. overlay network to send files from the senders to the receiver

2. Barrier blocks - Describe the barriers that are used to synchrdng some new file-distribution protocol. In this examplesrthare
nize the various phases of execution within a distributquliep-  two phases of execution. In the first phase, all senders and re
tion. ceivers join the overlay before any transfers begin, andé¢nelers

3. Workflow blocks - Describe the flow of data in a distributed .mUSt prepare the files for transfer before the receiversretaeiv-

computation, including how the data should be processeakWo ng files. In the second pha;e, the receivers begnj recethieg
files. No new senders or receivers are allowed to join the ortw

during the second phase.

INote that the components within the sub-systems are higligusing bold-
face throughout the text in the remainder of this section.



The first step in building the corresponding Plush applicasipec- In Figure 1b, the outer application block contains our twmpo-
ification for our new file-distribution protocol is to define appli- nentblocks that run in parallel (since there are no arrodisating
cation block. The application block defines general charésst control-flow dependencies between them). Within the corapon
tics about the application including liveness propertied &il-  blocks, the different phases are separated by the bootsaraier

ure detection and recovery options, which determine defail  that is defined by barrier block 1. Component block 1, which de
ure recovery behavior. For this example, we choose the limhavscribes the senders, contains process blocks 1 and 2 thae defi
“restart-on-failure,” which attempts to restart the feikgpplication perl scripts that run in parallel during phase one, syndaeoon
instance on a single host, since itis not necessary to dtmetttire  the barrier in barrier block 1, and then proceed to processkbl
application across all hosts if only a single failure occurs 3 in phase two which sends the files. Component block 2, which

The application block also contains one or many componeffsScribes the receivers, runs process block 1 in phase pne, s
blocks that describe the groups of resourdes, (machines) re- chronizes on the_ barrier in barngr block 1, and then prosded _
quired to run the application. Our application consists afea Process block 2 in phase two which runs the process thavesei
of senders and a set of receivers, and two separate comporid files- In our implementation, the blocks are represebied
blocks describe the two groups of machines. The sender comﬁg\/”‘ thatis parsed by the Plush contrqller Wh_en the applarais
nent block defines the location and installation instruttitor the  'un- We show an example of the XML in Section 4.

sender software, and includes authentication informat@ccess We designed the Plush application specification to supped-a
the resources. Similarly, the receiver component blockdefthe riety of execution patterns. With the blocks described &bov
receiver software package. In our example, it may be ddsiratPlush supports the arbitrary combination of processesjebsr
to require that all machines in the sender group have a psocesand workflows, provided that the flow of control between them
speed of at least 1 GHz, and each sender should have sufficitarins a directed acyclic graph. Using predecessor tagsushi|
bandwidth for sending files to multiple receivers at onceeseh users specify the flow of control and define whether processes
types of machine-specific requirements are included in t&m-c in parallel or sequentially. Arrows between blocks in Figtib, for
ponent blocks. Within each component block, a combination @xample, indicate the predecessor dependencies. (Ptuoeks
workflow, process, and barrier blocks describe the digieihbaom- 1 and 2 in component block 1 will run in parallel before block-
putatior?. ing at the bootstrap barrier, and then the execution wiltticoe
on to process block 3 after the bootstrap barrier releasks.)
ternally, Plush stores the blocks in a hierarchical datactire,
and references specific blocks in a manner similar to reeren
ing absolute paths in a UNIX file system. Figure 1b shows the
unique path names for each block from our file-distributinara-
aple. This naming abstraction also simplifies coordinatioroag
remote hosts. Each Plush client maintains an identical tamay

of the application specification. Thus, for communicatiegard-
ing control flow changes, the controller sends the clients-me
sages indicating which “block” is currently being execytadd
the clients update their local state information accorlging

Plush process blocks describe the specific commands rddoire
execute the application. Most process blocks depend onuitie s
cessful installation ofoftware packages defined in the compo-
nent blocks. Users specify the commands required to stavea g
process, and actions to take upon process exit. The extig®li
create a Pluslprocess monitorthat oversees the execution of
specific process. Our example has several process blocltke In
sender component, process blocks define processes foripgpa
the files, joining the overlay, and sending the files. Sinyjahe
receiver component contains process blocks for joiningtieelay
and receiving the files.

Some applications operate in_ phasgs, producing outputifiles 3.2 Core Eunctional Units

early stages that are used as input files in later stages. Stoesn

all hosts start each phase of computation only after theiquev After parsing the block abstractions defined by the useriwith

phase completes, barrier blocks define loose synchrooizag- the application specification, Plush instantiates a sebd tunc-

mantics between process and workflow blocks. In our examplégnal units to perform the operations required to configamel

a barrier ensures that all receivers and senders join thdagvia  deploy the distributed application. Figure 1a shows thess as

phase one before beginning the file transfer in phase twoe Nathaded boxes below the dotted line. The functional unitsipoan

that although each barrier block is uniquely defined withaom-  late the objects defined in the application specification éamage

ponent block, it is possible for the same barrier to be refeed in  distributed applications. In this section, we describertie of

multiple component blocks. We use barrier blocks in our gdam each of these units.

within each component block that refer to the same barriBichv  giaring at the highest level, the Plugisource discovery and

means that the application will wait for all receivers andd&s to - 5cquisition unit uses the resource requirements in the component

reach the barrier before allowing either component to s&rtling  pjocks to locate and create (if necessary) resources otffiéttze

or receiving files. user. The resource discovery and acquisition unit is resiptenfor
obtaining a valid set, calledraatching of resources that meet the

2Although our example does not use workflow blocks, they aeelisapplica-  @Pplication’s d_emands- To determ_ine this matching, Pluai e
tions where data files must be distributed and iterativebgessed. ther call an existing external service to construct a resoppol,




such as SWORD or CoMon for PlanetLab, or use a statically déhe clients complete their tasks, they report back to therober
fined resource pool based on information provided by the. usdor further direction. The communication fabric at the cotier
The Plushresource matchethen uses the resources in the resourcknows what hosts are involved in a particular applicaticgstance,
pool to create a matching for the application. All hosts laed in  so that the appropriate messages reach all necessary hosts.

an application run a Pludfost monitor that periodically publishes  a: the bottom of all of the other units is the Plush I/O and time
information about the host. The resource discovery andisitigpm abstraction. As messages are received in the communidatien
unit may use this information to help find the best matchingo) ¢ ' essage handlers fire events. These events are sesti@th
acquiring a resource, a Plusgsource managerstores the Iease, and timer layer and enter a queue. The event loop pulls evénts
token, or any necessary user credential needed for acgebsin o qgueue, and calls the appropriate event handler. Tintera a

:ﬁsc;utrce to allow Plush to perform actions on behalf of theg s 500 type of event in Plush that fire at a predefined instant
e future.

The remaining functional units in Figure 1a are responsiote 3.3 Fault Tolerance and Scalability
application deployment and maintenance. These units cotme
resources, install required software, start the execuéind mon-
itor the execution for failures. One important functionaltwsed
for these operations is the Plusarrier manager, which provides
advanced synchronization services for Plush and the aialitit-
self. In our experience, traditional barriers [17] are nethsuited
for volatile, wide-area network conditions; the semanéires sim-
ply too strict. Instead, Plush uses partial barriers, wigighde- Plush must be robust to the variety of failures that occuingur
signed to perform better in volatile environments [1]. R&ldarri-  application execution. When designing Plush, we aimeddvige
ers ensure that the execution makes forward progress iatkeeof the functionality needed to detect and recover from mosirkes
failures, and improve performance in failure-prone enwinents without ever needing to involve the user running the appitica
using relaxed synchronization semantics. Rather than enumerate all possible failures that may oweuwill
discuss how Plush handles three common failure classesegsp
host, and controller failures.

Two of the biggest challenges that we encountered duringd¢he
sign of Plush was being robust to failures and scaling to redsd

of machines spread across the wide-area. In this sectiorkwe e
plore fault tolerance and scalability in Plush.

3.3.1 Faulttolerance

The Plushfile manager handles all files required by a dis-
tributed application. This unit contains information redjag soft-
ware packages, file transfer methods, installation intrus, and  Process failures.When a remote host starts a process defined in
workflow data files. The file manager is responsible for prepag process block, Plush attaches a process monitor to thegsroc
ing the physical resources for execution using the infoiongtro-  The role of the process monitor is to catch any signals rebged
vided by the application specification. It monitors thes$adf file the process, and to react appropriately. When a processsitkier
transfers and installations, and if it detects an error urk, the  due to successful completion or error, the process morgtodsa
controller is notified and the resource discovery and adépiis message to the controller indicating that the process litesieand
unit may be required to find a new host to replace the failed oneincludes its exit status. Plush defines a default set of betsathat
occur in response to a variety of exit codes (although thasdée
overridden within an application specification). The défaahav-

iors include ignoring the failure, restarting only the éailprocess,
restarting the application, or aborting the entire appiica

Once the resources are prepared with the necessary sqftivare
application deployment phase completes by starting theutias.
This is accomplished by starting a number of processes oateem
hosts. Plusiprocessesre defined within process blocks in the ap
plication specification. A Plush process is an abstractiorisfan- In addition to process failures, Plush also allows usersdaitar
dard UNIX processes that run on multiple hosts. Processgiree  the status of a process that is still running through a spetyifie
information about the runtime environment needed for arwexe of process monitor called Bveness monitor, whose goal is to
tion including the working directory, path, environmentiahles, detect misbehaving and unresponsive processes that g&tistu
file I/O, and the command line arguments. loops and never exit. This is especially useful in the caderdj-
running services that are not closely monitored by the (seuse

the liveness monitor, the user specifies a script and a titeevil

in the process block of the application specification. Theress
monitor wakes up once per time interval and runs the script to
test for the liveness of the application, returning eithexcess or
failure. If the test fails, the Plush client kills the prosesausing
the process monitor to be alerted and inform the controller.

The two lowest layers of the Plush architecture consist adra-
munication fabric and thel/O and timer subsystems. The com-
munication fabric handles passing and receiving messages@
Plush overlay participants. Participants communicate aeP
connections. The default topology for a Plush overlay isaa, st
although we also provide support for tree topologies foréased
scalability (see Section 3.3.2). In the case of a star tapolall
clients connect directly to the controller, which allows fpuick Remote host failures. Detecting and reacting to process failures
failure detection and recovery. The controller sends ngessa is straightforward since the controller is able to commatédn-
to the clients instructing them to perform certain actiokighen formation to the client regarding the appropriate recoatjon.
When a host fails, however, recovering is more difficult. Asho



may fail for a number of reasons, including network outabasg- clients initially involved in the application. Once the wetrk par-
ware problems, and power loss. Under all of these condititwes tition is resolved, it is difficult to reestablish consistgramong
goal of Plush is to quickly detect the problem and reconfigiee all hosts. While we have implemented this architecture, vee a
application with a new set of resources to continue exeoufithe  currently exploring other possibilities.

Plush controller maintains a list of the last time succdssmn-

munication occurred with each connected client. If the moler  3.3.2  Scalability

does not hear from a client within a specified time interved,don- |, addition to fault tolerance, an application controll@signed
troller sends a ping to the client. If the controller doesneaeive ¢, large-scale environments must scale to hundreds orteen
aresponse from the client, we assume host failure. Relfalillee  sands of participants. Unfortunately there is a tradeofivben
detection is an active area of research; while the simplenigoe  yerformance and scalability. The solutions that perforenlibst
we emplloy has been sufficient thus_ far, we intend to leverdge a5t moderate scale typically do not scale as well as solutidtis
vances in this space where appropriate. lower performance. To balance scalability and performaRtesh
There are three possible actions in response to a hostéailuprovides users with two topological alternatives.

restart, r_ematch, and a_bort. By defgult, the controllestsll three By default, all Plush clients connect directly to the cotirgform-
actions in ord_er. The first and easiest way to recover f_romsa hqng a star topology. This architecture scales to approig&00
failure is to simply reconnect and restart the applicationtite  remqte hosts, limited by the number of file descriptors afidyer
failed host. This technique works if the host experienc&S®p0-  rocess on the controller machine in addition to the banthwid
rary power or network outage, and is only unreachable fooalsh cpy, and latency required to communicate with all connected
period of tlm_e. If_the Controller_ls unable to reconnect te Host, _clients. The star topology is easy to maintain, since a#nté

the next option is to rematch in an attempt to replace thedail -onnect directly to the controller. In the event of a hosiufa
host with a different host. In this case, Plush reruns theues only the failed host is affected. Further, the time requii@dthe

matcher to find a new machine. Depending on the applicatioggnrolier to exchange messages with clients is short dubeto
the entire execution may need to be restarted across adl &fiet  iect connections.

the new host joins the control overlay, or the execution may o ) . o
need to be started on the new host. If the controller is un@ble At larger scales, network and file descriptor limitationshat con-

find a new host to replace the failed host, Plush aborts theeentiTller become a bottleneck. To address this, Plush alspastsp
application. tree topologies. In an effort to reduce the number of hopsde

o o ) ) the clients and the controller, we construct “bushy” treelsere
In some applications, it is desirable to mark a host as faileeén e depth of the tree is small and each node in the tree has many
it becomes overloaded or experiences poor network COMISCti chjlgren. The controller is the root of the tree. The chifdi
The Plush host monitor that runs on each machine is resgensike oot are chosen to be well-connected and historicaligtie
for periodically informing the controller about each mawis sta-  ,osts whenever possible. Each child of the root acts as aypro
tus. If the controller determines that the performancess t@an .gntroller” for the hosts connected to it. These proxy culfers
the application tolerates, it marks the host as failed atesrgits to  geng invitations and receive joins from other hosts, retduthe
rematch. This functionality is a preference specified at@a Al-  {5tal number of messages sent back to the root controllgsotm
though Plush currently monitors host-level metrics inalgdoad {4t messages, such as failure notifications, are still lsaci to
and free memory, the technique is easily extended to encEBNP@e root controller. Using the tree topology, we have bede ab
sophisticated application-level expectations of hosbility. to use Plush to manage an application running on 1000 Model-
Controller failures. Because the controller is responsible foNet [29] emulated hosts, as well as an application runningQth
managing the flow of control across all connected clientiyver-  PlanetLab clients. We believe that Plush has the abilitg&besby
ing from a failure at the controller is difficult. One solutigs to  another order of magnitude with the current design.

use a simple primary-backup scheme, where multiple cdetel \yhjje the tree topology has many benefits over the star tgyplo
increase reliability. All messages sent from the clientd pri- i a1s0 introduces several new problems with respect to faiist
mary controller are sent to the backup controllers as wélla | |,;es and tree maintenance. In the star topology, a hostdaiiu
pre-determined amount of time passes and the backup densrol gimpe to recover from since it only involves one host. In tiee
do not receive any messages from the primary, the primarg-is gonojogy, however, if a non-leaf host fails, all childrertié failed
sumed to have failed. The first backup becomes the primady, aRgst must find a new parent. Depending on the number of hosts
execution continues. affected, a reconfiguration involving several hosts oftas & sig-
This strategy has several drawbacks. First, it causes s  nificant impact on performance. Our current implementatit@s
sages to be sent over the network, which limits the scatgbilito minimize the probability of this type of failure by makimngel-
of Plush. Second, this approach does not perform well whenligent decisions during tree construction. For exampléh@case
network partition occurs. During a network partition, niplie  of ModelNet, many virtual hosts (and Plush clients) residehe
controllers may become the primary controller for subséth® same physical machine. When constructing the tree in Pars,
one client per physical machine connects directly to therotiar



and becomes the proxy controller. The remaining clientgingy  ated in the user’s application specification. Since mariyres
on the same physical machine become children of the proxy coare application-specific, Plush exports optional calllsattk the
troller. In the wide area, similar decisions are made byiptac application itself to determine the appropriate reactionsome
hosts that are geographically close together under the pamaat. failure conditions. When the application completes (or rupo
This decreases the number of hops and latency between lgde$ nouser command), Plush stops all associated processe$etsamst-

and their parent, minimizing the chance of network failures put data back to the controller's local disk if desired, perfs
user-specified cleanup actions on the resources, discentiec
3.4 Running An Application Using Plush resources from the overlay by closing the TCP connectiond, a

stops the Plush client processes.
In this section, we will discuss how the architectural comgruts
of Plush interact to run a distributed application. Whentstg 3.5 User Interface
Plush, the user's workstation becomes the controller. Ter u
submits an application specification to the Plush controlliehe
controller parses the specification, and internally cieéite ob-
jects shown above the dotted line in Figure la.

Plush aims to support a variety of applications being run$srs
with a wide range of expertise in building and managing dis-
tributed applications. Thus, Plush provides three inta$avhich
each provide users with techniques for interacting witlir tygpli-
After parsing the application specification, the controfléns the  cations. We describe the functionality of each user interfa this
resource discovery and acquisition unit to find a suitabteofe section.

resources that meet the requirements specified in the canpon
blocks. Upon locating the necessary resources, the resousmo-
ager stores the required access and authentication iniorma
The controller then attempts to connect to each remote Habe

Figure 1a shows the user interface above all other partsushPlI
In reality, the user interacts with every box shown in the riggu
through the user interface. For example, the user forcesethe
L . L source discovery and acquisition unit to find a new set ofuess
Plush client is not already running, the controller iné&& boot- . : . S
) . . using a terminal command. We designed Plush in this way to pro
strapping procedure to copy the Plush client binary to theote . ; S .
vide maximum control over the application. At any point, tlser
host, and then uses SSH to connect to the remote host anthstart . . ; .
) . : : can override a default Plush behavior. The effect is a cugedvte
client process. Once the client process is running, theralert

establishes a TCP connection to the remote host, and tremami ?gggﬁznon controller that supports a variety of disttéuiappli-

I NVI TE message to the host to join the Plush overlay (which is
either a star or tree as discussed in Section 3.3.2). 3.5.1 Graphical User Interface

If a Plush client agrees to run the application, the cliemtdse |, o effort to simplify the creation of application spedfions
aJA N message back to the controller accepting the invitationy heln visualize the status of executions running on ressu
Next, the controller sendsRREPARE message to the new client, around the world, we implemented a graphical user interface

which contains a copy of the application specification (XMIpY  pj s called Nebula. In particular, we designed Nebulal{as/a

resentation). Th_e client parses the application spedficastarts ;, Figures 2 and 3) to simplify the process of specifying arhm
a local host monitor, sendsRIREPARED message back to the con- 5 4ing anplications running across the PlanetLab wide testhed.
troller, and waits for further instruction. Once enoughtlgein Plush obtains data from the PlanetLab Central (PLC) datattas

the overlay and agree to run the application, the contraiiéif  jotarmine what hosts a user has access to, and Nebula tssies thi
ates the beginning of the application deployment stage B§i88  o,mation to plot the sites on the map. To start using Neldars

a_G(_)mess_age to all connected clients. The file managers then Bes o the option of building their Plush application speain
gin installing the requested software and preparing thésfios o scratch or loading a preexisting XML document repréisen
execution. an application specification. Upon loading the applicaspeci-
In most applications, the controller instructs the hostsegin ex- fication, the user runs the application by clicking fen button
ecution after all hosts have completed the software irdtal. from the Plush toolbar, which causes Plush to start locadimd)
(Synchronizing the beginning of the execution is not reggiiif  acquiring resources.

the application does not need all hosts to start simultasigdu
Since each client has now created an exact copy of the clantsol
application specification, the controller and clients exae mes-
sages about the application’s progress using the blockneaati-
straction {.e., /app/compl/procl) to identify the status of the ex
ecution. For barriers, a barrier manager running on thercbeit
determines when it is appropriate for hosts to be releasea fihe
barriers.

The main Nebula window contains four tabs that show differen
information about user’s application. In the “World Viewdh,
users see an image of a world map with colored dots indicating
PlanetLab hosts. Different colored dots on the map indistés
involved in the current application. In Figure 2a, the dethith
range from red to green on a user’s screen) show Planetlexb sit
involved in the current application. The grey dots are otheil-
able PlanetLab sites that are not currently being used tshPkis
Upon detecting a failure, clients notify the controllerdahe con- the application proceeds through the different phaseseaxfigion,
troller attempts to recover from it according to the actienamer- the sites change color, allowing the user to visualize tlogn@ss
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Figure 2: (a) Nebula World View tab showing an applicationmimg on PlanetLab. Different colored dots indicate Plaabtsites in
various stages of execution. (b) Nebula Application Vielvdésplaying Plush application specification.

of their application. When failures occur, the impacte@siiurn — [o oo uEs m’ —
World View | Application View | Resource View | Host View

red, giving the user an immediate visual indication of thebem. N
Similarly, green dots indicate that the application is exig cor- e .
rectly. If a user wishes to establish an SSH connection tijréx
a particular resource, they can simply right-click on a hinghe e Deamrans
map and choose tt&SH option from the pop-up menu. This opens |z ™"
a new tab in Nebula containing an SSH terminal to the hostrdJse | S
can also mark hosts as failed by right-clicking and choositey |- 3
Fai | option from the pop-up menu if they are able to determine |2z cee= = Do
failure more quickly than Plush’s automated techniquesileffa |-~ E
hosts are completely removed from the execution. T T T, v e
Users retrieve more detailed usage statistics and mamitanfor- ﬂ "

37477  Rsl 0:00 ./

mation about specific hosts (such as CPU load, free memory, of == « s

luesd_plush@planetiab4. millennium. berkeley. edu
PIDTTY

bandwidth usage) by double clicking on the individual sitethe SR H

map. This opens a second window that displays real-timehgrap S
based on data retrieved from resource monitoring toolshewrs

in the bottom right corner of Figure 2a. The second smaller Wi Figure 3: Nebula Host View tab showing PlanetLab resources.
dow displays a graph of the CPU or memory usage, and the statti§s tab allows users to select multiple hosts at once anghah

of the application on each host. Plush currently providel-u  commands on the selected resources. The text-box at thebott
support for monitoring CoMon [25] data on PlanetLab mackine shows the output from the command.

which is the source of the CPU and memory data. Additionally,

if the user wishes to view the CPU usage or percentage of fre&gew.” The Application View tab, shown in Figure 2D, allowsars
memory available across all hosts, there is a menu item underbuild Plush application specifications using the blocksudibed
the Pl anet Lab menu that changes the colors of the dots on thigy Section 3.1. Alternatively, users may load an existing [XM
map such that red means high CPU usage or low free memofife describing an application specification by choosingltbad
and green indicates low CPU usage and high free memory. Usejspl i cat i on menu option under théi | e menu. There is also
can also add and remove hosts to their PlanetLab accousli¢er an option to save a new application specification to an XML file
in PlanetLab terminology) directly by highlighting regimnf the  for later use. After creating or loading an application sfies-
map and choosing the appropriate menu option from the Rlangibn, the Run button located on the Application View tab starts
Lab menu. Additionally, users can renew their PlanetLabesli the application. The Plush blocks in the application speation
from Nebula. change to green during the execution of the applicationdizate

The second tab in the Nebula main window is the “ApplicatiofProgress. After an application begins execution, users trg/op-
tion to “force” an application to skip ahead to the next phake

./ ~d'S -P 15415 -b albrecht@strength ucsd edu: 15001




execution (which corresponds to releasing a synchrooizdtar-
rier), or aborting an application to terminate executioroas all

Command Description
load <file> Load application specification

resources. Once the application aborts or completes égacut connect <host> Connectto host and start client

the user may either save their application specificati@tafinect ~ di sconnect Close all connections and clients
from the Plush communication mesh, restart the same afipiga | nf o nodes Print all resource information
or load and run a new application by choosing the appropoipte | Nf 0 mesh Print communication fabric status info
tion from theFi | e menu. info control Print application control state info

run Start the application (after load)
The third tab is the “Resource View” tab. This tab is blankilunt shel| <cnd> Run “cmd” on all connected resources

an application starts running. During execution, this iatsIthe
specific machines that are currently involved in the appboca
If failures occur during execution, the list of machines jlated
dynamically, such that the Resource View tab always costaim
accurate listing of the machines that are in use. The ressumne
separated into components, so that the user knows whictreeso

are assigned to which tasks in their application.

The fourth tab in Nebula is called the “Host View” tab, shown
in Figure 3. This tab contains a table that displays the laostn
of all available resources. In the right column, the statuthe
host is shown. The purpose of this tab is to give users anot
alternative to visualize the status of an executing apfitina The

Table 1: Sample Plush terminal commands.

class PlushXmIRpcServer extends XmlRpcSeryer
void plushAddNodéHashMap propertie$;
void plushRemoveNodstring hostnamg
string plushTestConnectigj

void plushCreateResourdgs

void plushLoadApfstring filenamg;

void plushRunApf);

void plushDisconnectApstring hostnamg
void plushQuif);

void plushFailHosfstring hostnamg
h}GIVOid setXmIRpcClientUr(string clientUrl);

status of the host in the right column corresponds to theraiflo class PlushxmiRpcCallback extends XmIRpcClight
the dot in the “World View” tab. This tab also allows users to void sendPlanetLabSlicgs

run shell commands simultaneously on several resources;jen

void sendSliceNodéstring slice);
void sendAllPlanetLabNodé€s

the output. As shown in Figure 3, users can select multipsho  giq sendApplicationExi;
as once, run a command, and the output is shown in the text-boxoid sendHostStatgstring hos};
at the bottom of the window. Note that hosts do not have to bevoid sendBlockStatystring block);

involved in an application in order to take advantage offisgure.

void sendResourceMatchifidashMap matching;

Plush will connect to any available resources and run condsan

on behalf of the user. Just as in the World View tab, rightkitig

on hosts in the Host View tab opens a pop-up menu that enables Figure 4: Plush XML-RPC API.

users to SSH directly to the hosts.

3.5.2 Command-line Interface

Motivated by the popularity and familiarity of the shell ént
face in UNIX, Plush further streamlines the develop-deglepug
cycle for distributed application management through apgm
command-line interface where users deploy, run, monitat,de-
bug their distributed applications running on hundredseohate
machines. Plush combines the functionality of a distridusieell
with the power of an application controller to provide a rsbeix-
ecution environment for users to run their applicationsontma
user’s standpoint, the Plush terminal looks like a shelisRIsup-
ports several commands for monitoring the state of an exegut
as well as commands for manipulating the application speeifi
tion during execution. Table 1 shows some of the availabita-co

mands.

3.5.3 Programmatic Interface

Many commands that are available via the Plush command-li
interface are also exported via an XML-RPC interface toveeli
similar functionality as the command-line to those who epio-

enables the use of external services for resource discowesry
ation, and acquisition within Plush. In addition to the coamus
that Plush exports, external services and programs mayeiss
ter themselves with Plush so that the controller can sertdacds
to the XML-RPC client when various actions occur during the a
plication’s execution.

Figure 4 shows the Plush XML-RPC APIl. The functions
shown in the Pl ushXm RpcServer class are available
to users who wish to access Plush programmatically in
scripts, or for external resource discovery and acquisitio
services that need to add and remove resources from the
Plush resource pool. Thepl ushAddNode( HashMap)
and pl ushRenoveNode(string) calls add and
remove nodes from the resource pool, respectively.
set Xml RpcClient Ul (string) registers XML-RPC
clients for callbacks, whilgl ushTest Connecti on() sim-

rpéy tests the connection to the Plush server and returnsligHel
World.” The remaining function calls in the class mimic the
behavior of the corresponding command-line operations.

grammatic access. This allows Plush to be scripted and osegtf  Aside from resource discovery and acquisition servicesxiklL-
mote execution and automated application management,lsmd e&RPC API allows for the implementation of different user ifdees
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for Plush. Since almost all of the Plush terminal commands athis goal, in this section we take a closer look at specific ufe
available as XML-RPC function calls, users are free to imm@at  Plush in different distributed computing environmentsluaing
their own customized environment specific user interfadbout a live deployment testbed, an emulated network, and a clogte
understanding or modifying the internals of the Plush imma- virtual machines.

tation. This is beneficial because it gives the users moréfliy

to develop in the programming language of their choice. Most.1 PlanetLab Live Deployment

mainstream programming languages have support for XML-RPC , " )
and hence users are able to develop interfaces for Plushyin aff demonstrate Plush’s ability to manage the live deploymén

language, provided that the chosen language is capablenef happlications, we revisit our previous example from Secipand
dling XML-RPC. For example, Nebula is implemented in Javashow how Plush manages SWORD [23] on PlanetLab. Recall that
and uses the XML-RPC interface shown in Figure 4 in interaéWORD is a resource discovery service that relies on host-mon
with a Plush controller. To increase the functionality aimdpgify [0S running on each PlanetL.ab machine to report informaie

the development of these interfaces, the Plush XML-RPCesenyiodically about their resource usage. This data is staredDHT
has the ability to make callbacks to programs that registierthe ~ (distributed hash table), and later accessed by SWORDtslten

Plush controller viset Xml Rpcd i ent Ur | (stri ng) . Some respond to requests for groups of resources that have speitfi-

of the more common callback functions are shown in the bottoAFterstics. SWORD is a service that helps PlanetLab useds fi
of Figure 4 in clas®l ushXnl RpcCal | back. Note that these the best set of resources based on the priorities and reogrits

callbacks are only useful if the programmatic client imptens  SPecified, and is an example of a long-running Internet servi

the corresponding functions. The XML application specification for SWORD is shown in Fig-
) _ ure 5. Note that this specification could be built using Nebir
3.6 Implementation Details which case the user would never have to edit the XML directly.

The top half of the specification in Figure 5 defines the SWORD
software package and the component (resource group) eecfoir
the application. Notice that SWORD uses one component sbnsi

Plush is a publicly available software package consistingver
60,000 lines of C++ code. Plush depends on several C++iidsrar

including thosg provided by xmirpc-c, curl, xmi2, zIib, 'r’nat ing of hosts assigned to the ucsdord PlanetLab slice. An inter-
openssl, readline, curses, boost, and pthreads. The codriman . . N . N
sting feature of this component definition is the “ntwsts” tag.

interface also depends on packages for lex and yacc (we use tze . .
and bison). In adzition to thrc)e mair?C++ codebasey Plus(h @ses s '”C? SWORD is a service that wants t(.) runon as many nodes as
eral simple perl scripts for interacting with the PlanetlGdntral possible, a range of acceptable values is used rather thiagle s

database and bootstrapping resources. Plush runs on maxt UNnumber. In this case, as long as 10 hosts are available, Rillsh

based platforms, including Linux, FreeBSD, and Mac OS X, anggntlnue managing SWORD. Since the max is set to 800, Elush
. . : ! will not look for more than 800 resources to host SWORD. Since
a single Plush controller can manage clients running ormmifft

. L : PlanetLab contains less than 800 hosts, this means that WOR
operating systems. The only prerequisite for using Plush cat .
: - will attempt to run on all PlanetLab resources. The lowef bl
source is the ability to SSH to the resource. Currently Plgsh L e . .
. o the application specification defines the application blaoknpo-
being used to manage applications on PlanetLab, ModelNdt, a !
. . ; nent block, and process block that describes the SWORD execu
Xen virtual machines [5] in our research cluster.

tion.

Nebula consists of approximately 25,000 lines of Java chigd- o .
ula communicates with Plush using the XML-RPC inten‘aceThe application block contains a few key features that helsfP

XML-RPC is implemented in Nebula using the Apache XML-r%‘.Ct.tO failures more efficiently _for long-running ser\gceNhen
. o efining the application block object for SWORD, we incluge-s
RPC client and server packages. In addition, Nebula uses tﬂe “ o N . . )
. i . clal “service” and “reconnednterval” attributes. The service at-
JOGL implementation of the OpenGL graphics package for.Java : :
. . : tribute tells the Plush controller that SWORD is a long-fitgn
Nebula runs in any computing environment that supports, Java . . ; . A
. . . service and requires different default behaviors for atiitation
cluding Windows, Linux, FreeBSD, and Mac OS X among others, ; ) L
. . f and failure recovery. For example, during applicationidtiza-
Note that since Nebula and Plush communicate solely via XML= . o X
. . ion the controller does not wait for all participants totaisthe
RPC, it is not necessary to run Nebula on the same physical ma-, . .
. software before starting all hosts simultaneously. Iristéae con-
chine as the Plush controller. . S X .
troller instructs individual clients to start the applicat as soon
as they finish installing the software, since there is noaeds
synchronize the execution across all hosts. Further, ifoagss
One of the primary goals of our work is to build a generic apfails when the service attribute has been specified, thealtenrt
plication management framework that supports executicaniyn  attempts to restart SWORD on that host without aborting the e
execution environment. This is mainly accomplished thtotige tire application. The reconneatterval specifies the period of time
Plushresourceabstraction. In Plush, resources are computing déhe controller waits before rerunning the resource disgoaad
vices capable of hosting applications, such as physicahinas, acquisition unit. For long running services, hosts oftehdad

emulated hosts, or virtual machines. To show that Plustesehi recover during execution. The reconnéuerval attribute tells the

4 Usage Scenarios
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<?xml versior=" 1. 0" encoding" utf-8"?> 100 F
<plush>
<project name" swor d" >
<software name"swor d_sof t ware" type="tar" >
<package name sword.tar" type="web" >
< path> http://plushucsdeduswordtar</path>
< dest>swordtar</dest>
</package-
<Isoftware>
<component nan¥' swor d_partici pants" >
<rspec>
<num.hosts mir" 10" max="800" />
</Irspec>
<resources

80

40

Number of hosts

<resource type'pl anetlab" group="ucsd_sword"/>

20 +
</resources
<software name"swor d_sof t ware" /> Running ——
</component Failed ——
<applicationblock name" swor d_app_bl ock" service" 1" 0 : :
reconnectintervak" 300" > 0 500 1000 1500 2000 2500
<execution> Elapsed time (seconds)
<componentblock name" parti ci pants" >
<component nanw sword_partici pants"/> ; . ;
Z processblock name” swor d" > Figure 6: SWORD running on 190 randomly chosen PlanetLab
<process name swor d_r un" > hosts. At t=1250 seconds, we fail 20 hosts. The Plush cdeitrol
B ,;g?g;dd’p'a”e“am”*SWO“K’ pati> finds new hosts, who start the Plush client process and begin-d
</processblock> loading and installing the SWORD software. Service is fully
epomponentblocic: stored at approximately t=2200 seconds.
</applicationblock> . . .
<Iproject> t = 2200s, the service is restored on 100 machines.

<Iplush>

Using Plush to manage long-running services like SWORD alle
viates the burden of manually probing for failures and canfig
Figure 5: SWORD application specification. ing/reconfiguring hosts. Further, Plush interfaces diyegith the
PlanetLab Central API, which means that users can autoatlgtic
add hosts to their slice and renew their slice using Pluslis iEh
controller to check for new hosts that have come alive sihee t beneficial since services typ|ca||y want to run on as manyéﬂ.a
last run of the resource discovery unit. The controller alse | ap hosts as possible, including any new hosts that comeenrita
sets any hosts that had previously been marked as *failettiisat addition, Plush simplifies the task of debugging problemgimy
time. This is the controller's way of “refreshing” the listavail-  viding a single point of control for all connected Planetltaists.
able hosts. The controller continues to search for new howts  Thus, if a user wants to view the memory consumption of thesir s
reaching the maximum numosts value, which is 800 in our Ccase.yice across all connected hosts, a Sing]e Plush commanevestr
. this information, making it easier to maintain and monitcsea-
4.1.1 Evaluating Fault Tolerance vice running on hundreds of resources scattered arounddHd.w

To demonstrate Plush’s ability to automatically recovenfrhost

failures for long running services, we ran SWORD on PlanetLa4.2 ModelNet Emulation
with 100 randomly chosen hosts, as shown in Figure 6. The host .
setincludes machines behind DSL links as well as hosts ftero ASide from PlanetLab resources, Plush also supports rgrapa
continents. When Plush starts the application, the cdatrstarts Plications on virtual hosts in emulated environments. is tec-

the Plush client on 100 randomly chosen PlanetLab machames, 10N We discuss how Plush supports using ModelNet [29] etadla
they each begin downloading the SWORD software package (é%sources to host applications. In addition, V\_/e_wnl dischew a
MB). It takes approximately 1000 seconds for all hosts t@sss- batch sc_:heduler uses the Plush programmatic interfacerfiorpe

fully download, install, and start SWORD. At tinte= 1250s, we '€MOte job execution.

kill the SWORD process on 20 randomly chosen hosts to simulaMission is a simple batch scheduler used to manage the éxecut
host failure. Normally, Plush would automatically try tetart the of jobs that run on ModelNet in our research cluster. Modélbla
SWORD process on these hosts. However, we disabled thiséeatnetwork emulation environment that consists of one or mamest

to simulate host failures and force a rematching. The refAltsh edge nodes and a set of FreeBSD core machines running alspecia
clients notify the controller that the hosts have failed] #re con- ized ModelNet kernel. The code running on the edge hostesout
troller begins to find replacements for the failed machinéee packets through the core machines, where the packets are sub
replacement hosts join the Plush overlay and start dowiigad jected to the delay, bandwidth, and loss specified in a taogel-

the SWORD software. As before, Plush chooses the replademeagy. A single physical machine hosts multiple “virtual” 1|-a
randomly, and low bandwidth/high latency links have a gheat dresses that act as emulated resources on the Linux edge host
pact on the time it takes to fully recover from the host faluAt  setup the ModelNet computing environment with the targebto

12



ogy, two phases of execution are required: deploy and rufarBe Plush jobs are currently being submitted to Mission on aydzat
running any applications, the user must fidetploythe desired sis at UCSD. These jobs include experimental content Histri
topology on each physical machine, including the FreeBSi@.co tion protocols, distributed model checking systems, ahérodis-
The deploy process essentially instantiates the emulatetd,tand  tributed applications of varying complexity. Mission uséenefit
installs the desired topology on all machines. Then, aéitrgy a from Plush’s automated execution capabilities. Users lyirsib-
few environment variables, the user is freeuo applications on mit their jobs to Mission and receive an email when their tigsk
the emulated hosts using virtual IP addresses just as afipis complete. They do not have to spend time configuring thei-env
are run on physical machines using real IP addresses. ronment or starting the execution. Individual host errbeg bccur
during execution are aggregated into one message and edturn
back to the user in the email. Logfiles are collected in a pudiH
rectory on a common file system and labeled with a job ID, sb tha
users are free to inspect the output from individual hostegiired.

A single ModelNet experiment typically consumes almostoéll
the computing resources available on the physical machimes
volved. Thus, when running an experiment, it is essentiabto
strict access to the machines so that only one experimennis r
ning at a time. Further, there are a limited number of FreeBSD

core machines running the ModelNet kernel available, anés 4.3  Virtual Machine Deployment

to these hosts must also be arbitrated. Mission is a batatdsch

uler developed locally to help accomplish this goal by altayv In all of the examples discussed above, the pool of resoanab
the resources to be efficiently shared among multiple uséosl-  able to Plush is known at startup. In the PlanetLab examplash
elNet users submit their jobs to the Mission job queue, artti@s uses slice information to determine the set of user-adoledsosts.
machines become available, Mission pulls jobs off the quaue For ModelNet, the emulated topology includes specific imiar
runs them on behalf of the user, ensuring that no two jobsuare rtion about the virtual hosts to be created and this inforomais

simultaneously.

A Mission job submission has two components: a Plush applic

tion specification and resource directory file. For Mode|Nle¢
directory file contains information about both the physarad vir-
tual (emulated) resources on which the ModelNet experimdht
run. In the resource directory file, some entries include éwina

passed to Plush in the directory file. We next describe howstPlu
anages applications in environments without fixed sets af m
chines, but rather underlying capabilities to create arstrdg re-
sources on demand.

Shirako [16] is a utility computing framework. Through pro-
grammatic interfaces, Shirako allows users to create dimam

parameters, “vip” and “vn”, which define the virtual IP adsse demand clusters of resources, including storage, netwattksp
and virtual number (similar to a hostname) for the emulated r physical servers, and virtual machines. Shirako is baseal ren

sources. In addition to the directory file that is used to pajeuthe
Plush resource pool, users also submit an applicationfegmn
describing the application they wish to run on the emulabgdit
ogy to the Mission server. This application specificationtams
two component blocks separated by a synchronization bafite
first component block describes the processes that run ghifse

source leasing abstraction, enabling users to negotiatesado
resources. Usher [21] is a virtual machine scheduling sy$te
cluster environments. It allows users to create their owtuai
machines or clusters. When a user requests a virtual machine
Usher uses data collected by virtual machine monitors toemak
informed decisions about when and where the virtual machine

ical machines during the deployment phase (where the eatllatshould run.

topology is instantiated). The second component block dgfiine
processes associated with the target application. Wheodhe
troller starts the Plush clients on the emulated hosts,dtifps
extra command line arguments that are defined in the dinefiter
by the “vip” and “vn” attributes. This sets the appropriatedél-
Net environment variables, ensuring that all commands nuhat
client on behalf of the user inherit those settings.

We have extended Plush to interface with both Shirako aneétJsh
Through its XML-RPC interface, Plush interacts with ther8ko
and Usher servers. As resources are created and destrogeds; t
source pool in Plush is updated to include the current setasfdd
resources. Using this dynamic resource pool, Plush maregges
plications running on potentially temporary virtual mawos in
the same way that applications are managed in static emegnts

When a user submits a Plush application specification amd-dir like PlanetLab. Thus, using the resource abstractionsigedvoy

tory file to Mission, the Mission server parses the direcfdeyto
identify which resources are needed to host the applicatdimen

Plush, users are able to run their applications on Planetilal-
elNet, or on clusters of virtual machines without ever hgvia

those resources become available for use, Mission starissh P worry about the underlying details of the environment.
controller on behalf of the user using the Plush XML-RPCrinte 1, support dynamic resource creation and management, we aug

face. Mission passes Plush the directory file and applicapec-
ification, and continues to interact throughout the executif the
application via XML-RPC. After Plush notifies Mission théet

ment the Plush application specification with a descriptibthe
desired virtual machines as shown in Figure 7. Specifictiky,
Plush application specification needs to include infororatibout

execution has ended, Mission kills the Plush process amteep e desired attributes of the resources so that this infiomaan

back to the user with the results. Any terminal output thafas-
erated is emailed to the user.
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be passed on to either Shirako or Usher. Shirako and Usher cur
rently create Xen [5] virtual machines (as indicated by ttypé”



<?xml versiors" 1. 0" encoding"utf-8"7 > 5 REIated WOfk

<plush>
<project name"si npl e" >

<component name Gr oupl” > The functionality that Plush provides is related to work inaai-

<rspec> A ot ety of areas. With respect to remote job execution, thersereral
ST posts> 10</num-hosts> tools available that provide a subset of the features thetRup-

<num_hj(-)st/s>10</num_hosts> ports, including cfengine [9], gexec [10], and vxargs [2Dhe dif-
<type>1</type> . .
<memory>200</memory> ference between Plush and these tools is that Plush pravides
<bandwidth/>200</bandwidth> than just remote job execution. Plush also supports mesimeni
<cpu>50</cpu> f . . .
< leaselengti> 600 < /leaselengti for failure recovery, and automatic reconfiguration duetiang-

/ h<_sirvel>http://shirako.cs.duke.edu:20000</serve> ing conditions. In general, the pluggable aspect of Plukiwal
e = for the use of existing tools for actions like resource disry and
<resources ) ke ) allocation, which provides more advanced functionaligrtimost

<resource type'ssh" group="shirako "/> B :
<Iresources remote job execution tools.
</component

<Iproject> From the user’s point of view, the Plush command-line is sim-
<lplush> ilar to distributed shell systems such as GridShell [31] and
GCEShell [22]. These tools provide a user-friendly langual-
straction layer that support script processing. Both t@oésde-
Figure 7: Plush component definition containing Shirako resigned to work in Grid environments. Plush provides a simila

sources. The resource description contains a lease p&@am@fnctionality as GridShell and GCEShell, but unlike thesels,
which tells Shirako how long the user needs the resources. Plush works in a variety of environments.

flag in the resource description) with the CPU speed, memory) addition to remote job execution tools and distributedlish
disk space, and maximum bandwidth specified in the resoerce projects like the PlanetLab Application Manager (appman-
quest. As the Plush controller parses the application Bpaci ager) [15] and SmartFrog [13] focus specifically on managiisg
tion, it stores the resource description. Then whenctheat e  tributed applications. appmanager is a tool for maintgjriong

r esour ce command is issued either via the terminal interface aunning services and does not provide support for shoetdliexe-
programmatically through XML-RPC, Plush contacts the appr cutions. SmartFrog [13] is a framework for describing, dgpig,
priate Shirako or Usher server and submits the resourceeséqu and controlling distributed applications. It consists aidlection
Once the resources are ready for use, Plush is informed via ehdaemons that manage distributed applications and aigésor
XML-RPC callback that also contains contact informatiomatb language to describe the applications. Unlike Plush, Sfmagtis
the new resources. This callback updates the Plush respaate a not a turnkey solution, but rather a framework for buildamn-
and the user is free to start applications on the new ressinge figurable systems. Applications must adhere to a specifictdPI
issuing ther un command to the Plush controller. take advantage of SmartFrog’s features.

Though the integration of Plush and Usher is still in its yarl There are also several commercially available productspba
stages, Plush is being used by Shirako users regularly & Dok  form functions similar to Plush. Namely, Opsware [24] and Ap
versity. While Shirako multiplexes resources on behalfsdrg, it pistry [4] provide software solutions for distributed aipption
does not provide any abstractions or functionality for gghe re- management. Opsware System 6 allows customers to visualize
sources once they have been created. On the other handpRbush many aspects of their systems, and automates software sanag
vides abstractions for managing distributed applicatmmeemote ment of complex, multi-tiered applications. The Appistrygtér-
machines, but provides no support for multiplexing resesrcA  prise Application Fabric strives to deliver applicatiorakbility,
“resource” is merely an abstraction in Plush to describe ehine  dependability, and manageability in grid computing enviments.
(physical or virtual) that can host a distributed applicati Re- In comparison to Plush, both of these tools focus more orrente
sources can be added and removed from the applicationsn@so prise application versioning and package management, esxd |
pool, but Plush relies on external mechanisms (like Shimkd on providing support for interacting with experimentaltdizuted
Usher) for the creation and destruction of resources. systems.

The integration of Shirako and Plush allows users to seafgles The Grid community has several application management
leverage the functionality of both systems. While Shirako-p projects with goals similar to Plush, including Condor [8]da
vides a web interface for creating and destroying resouiiogges GrADS/vGrADS [7]. Condor is a workload management system
not provide an interface for using the new resources, sakhir for compute-intensive jobs that is designed to deploy and-ma
users benefit from the interactivity provided by the Plushkllsh age distributed executions. Where Plush is desighed todepid
Researchers at Duke are currently using Plush to orchestoak- manage naturally distributed tasks with resources spreeuss
flows of batch tasks and perform data staging for scientifidiap several sites, Condor is optimized for leveraging undézeti cy-
cations including BLAST [3] on virtual machine clusters rmged cles in desktop machines within an organization where ealgh |
by Shirako [14]. is parallelizable and compute-bound. GrADS/VGrADS [7]-pro
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vides a set of programming tools and an execution envirohmeusers claim that Plush is “flexible enough to work across naahy
for easing program development in computational grids. @B$A ministrative domains (something that typical scripts do cho).”
focuses specifically on applications where resource reménts Further, unlike many related tools, Plush does not requipica-
change during execution. The task deployment process iflDSrA tions to adhere to a specific API, making it easy to run digtet
is similar to Plush. Once the application starts execu@®DS applications in a variety of environments. Our users telthat
maintains resource requirements for compute intensivenstic  Plush is “fairly easy to get installed and setup on a new nmachi
applications through a stop/migrate/restart cycle. Blashthe The structure of the application specification largely nsagense
other hand, supports a far broader range of recovery actions  and is easy to modify and adapt.”

Within the realm of workflow management, there are tools thatlthough Plush has been in development for over three yeaws n
provide more advanced functionality than Plush. For examplwe still have some features that need improvement. One teuptor
GridFlow [11], Kepler [19], and the other tools described32] area for future enhancements is error reporting. Debugajipdj-
are designed for advanced workflow management in Grid emvirocations is inherently difficult in distributed environmentWe try
ments. The main difference between these tools and Plublatis tto make it easier for researchers using Plush to locate agl di
they focus solely on workflow management schemes. Thus thagse errors, but this is a difficult task. For example, one sags
are not well suited for managing applications that do notaion that “when things go wrong with the experiment, it's oftefiidult
workflows, such as long-running services. to figure out what happened. The debug output occasionadlg do

Lastly, the Globus Toolkit [12] is a framework for buildingri@ notinclude enouglh info.rma.tion to find the source (?f th.e m[,)t,)"
e are currently investigating ways to allow applicatioedfic

systems and applications, and is perhaps the most widely usd! ) : A : r
software package for Grid development. Some components o or reportmg, z_;md u_Itlmate_Iy S'mP“fy the task of debirggdis-
Globus provide a similar functionality as Plush. With respie  triPuted applications in volatile environments.

our application specification language, the Globus ResoBpec-

ification Language (RSL) provides an abstract language éor d7 ~ Author Biographies

scribing resources that is similar in design to our languaee

Globus Resource Allocation Manager (GRAM) processes itque Jeannie Albrechtis an Assistant Professor of Computer Science
for resources, allocates the resources, and manages tisvan ~ at Williams College in Williamstown, Massachusetts. She re
Grid environments, providing much of the same functiogadis ~ ceived her Ph.D. in Computer Science from the Universityaif C
Plush does. The biggest difference between Plush and Glsbudfornia, San Diego in June 2007 under the supervision of Amin
that Plush provides a user-friendly shell interface whesersidi- Vahdat and Alex C. Snoeren.

rectly interact with their applications. Globus, on theathand, Ryan Braud is a fourth-year doctoral student at the University
is a framework, and each application must use the APIs tderegf California, San Diego where he works under the directibn o
the desired functionality. In the future, we plan to intdgr@lush  Amin Vahdat in the Systems and Networking research group. He

with some of the Globus tools, such as GRAM and RSL. In thigeceived his B.S. in Computer Science and Mathematics fhem t
scenario Plush will act as a front-end user interface forttloés  ynjversity of Maryland, College Park in 2004.

available in Globus. . . . . .
Darren Daois an M.S. student at the University of California, San

Diego where he works under the direction of Amin Vahdat in the
6 Conclusion Systems and Networking group. He received his B.S. in Coerput

) ) o ) ) Science from the University of California, San Diego in 2006
Plush is an extensible application control infrastructdesigned

to meet the demands of a variety of distributed applicatihssh
provides abstractions for resource discovery and acoqnsioft-
ware installation, process execution, and failure recoverdis-

Nikolay Topilski is a graduate student at the University of Califor-
nia, San Diego where he works under the direction of Amin Vah-
dat in the Systems and Networking research group. He reteive

tributed environments. When an error is detected, Plusttres NiS B-S- in Computer Science from the University of Califern
ability to perform several application-specific actionsgliding San Diego in 2002.

restarting the computation, finding a new set of resourceat-o Christopher Tuttle is a Software Engineer at Google in Mountain
tempting to adapt the application to continue executionraadh-  View, California. He received his M.S. in Computer Scienaarf
tain liveness. In addition, Plush provides new relaxed Bymc the University of California, San Diego in December 2005emd
nization primitives that help applications achieve goagtighput the supervision of Alex C. Snoeren.

even in unpredictable wide-area conditions where traukticyn-

L - ) - Alex C. Snoerenis an Assistant Professor in the Department of
chronization primitives are too strict to be effective.

Computer Science and Engineering at the University of Gatifi,
Plush is in daily use by researchers worldwide, and usebfegd San Diego. He received his Ph.D. in Electrical Engineerind a
has been largely positive. Most users find Plush to be an “eGomputer Science from the Massachusetts Institute of Tdoby
tremely useful tool” that provides a user-friendly intedato a in 2003 under the supervision of Hari Balakrishnan and MnEra
powerful and adaptable application control infrastruetuOther Kaashoek.
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Amin Vahdat is a Professor in the Department of Computer Scif16] D. Irwin, J. Chase, L. Grit, A. Yumerefendi, D. Beckemd

ence and Engineering and the Director of the Center for Neseb
Systems at the University of California, San Diego. He nesei
his Ph.D. in Computer Science from the University of Califar

Berkeley in 1998 under the supervision of Thomas Andersea. Bl
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fore joining UCSD in January 2004, he was on the faculty atéuk

University from 1999-2003.
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