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Abstract—Weighted fair queuing (WFQ) allows Internet opera- Perhaps most importantly, however, even those propottiona
tors to define traffic classes and then assign different bandwith  pandwidth allocation mechanisms that are available ancbapp
proportions to these classes. Unfortunately, the complet of — ,iate are not always employed, due in part to their configura
efficiently allocating the buffer space to each traffic clasgurns . . . .
out to be overwhelming, leading most operators to vastly ove tion complexity as We”. as the. pqtent|al fqr router forwarg;i!
provision buffering—resulting in a large resource footprint. A Performance degradation. This is especially true whenslink
single buffer for all traffic classes would be preferred due b its and switches are operating near capacity: parameter tuning
simplicity and ease of management. Our work is inspired by tk  pecomes increasingly critical when buffer space is tight a
approximate differential dropping scheme but differs subsan- poorly configured traffic management schemes may perform

tially in the flow identification and packet dropping strategies. .
Augmented with our novel differential dropping scheme, a shred worse than a simple FIFO queue under heavy load. Hence,

buffer WFQ performs as well or better than the original WFQ ~ We argue that there is a need for a robust, easy-to-configure
implementation under varied traffic loads with a vastly reduced mechanism that scales to a large number of flows and traffic

resource footprint. classes without prohibitively large buffering requirertsen

In this paper, we propose an Enhanced Weighted Fair
Queuing (EWFQ) scheme, which combines the accuracy

Internet traffic demand is increasing at a staggering rat#f, scheduling algorithms like WFQ with the decreased re-
forcing providers to carefully consider how they apportiosource footprint of dropping-based active queue managemen
capacity across competing users. This resource allocatswhemes. Critically, our system is largely self-tuningdan
challenge is complicated by the diversity of traffic classedoes not require the demand-specific buffer configuratian th
and their vastly different importance and profitabilitydéed, WFQ does, nor the parameter adjustment that traditionseact
many Internet Service Providers have taken steps to curb theeue management schemes require.
bandwidth dedicated to traffic perceived as low value (i.e.,
peer-to-peer file sharing, over-the-top multimedia stiegin Il. PRELIMINARIES AND RELATED WORK
while attempting to improve performance for high-valudfica ~ Weighted Fair Queuing [2] provides weighted fair sharing
classes such as provider-supported streaming media, V@Pthe packet level, as does Deficit Round Robin (DRR) [3].
and games. These demands are not unique to the consuBwh of these algorithms have been deployed in a wide range
Internet, and similar requirements have begun appearingohcommercially available hardware. However, they arerofte
multi-tenant datacenter [1] and other enterprise envirams criticized for their intricate packet scheduling which reak

In many instances, network operators do not wish to sétifficult to implement them at high line rates. Moreover, i
explicit bandwidth guarantees, but instead express velatiheir pure forms, these schemes require per-flow queues to en
importance among traffic classes. Such proportional resousure perfect isolation in the face of ill-behaved flows. Rrbp
allocation is a well-studied problem, and a variety of teclsizing these per-flow queues—which requires users to joertit
nigues are available in the literature—and many are even die total buffer space—is error prone and cumbersome.
ployed in commercial routers and switches. Indeed, algoét  To reduce implementation complexity and the necessity of
like Weighted Fair Queuing (WFQ) [2] and Deficit Roundkeeping per-flow queues, a large body of work has explored
Robin [3] have been proposed, analyzed, and implementedsmcalled active queue management (AQM) [4], [5], [6], [7],
many vendors’ standard access router and switch offerin{f8]. By relaxing the packet-by-packet fairness requiretnen
Unfortunately, sophisticated traffic management mechasisthese solutions utilize cheap flow-rate estimation methods
like WFQ are not available in all switch and router typesaind employ a single FIFO queue. As a result, they achieve
largely because of their complexity and significant reseurapproximate fairness in the long run, but provide no guaesit
footprint at scale (both in terms of CPU and buffer space). Bbout the bandwidth sharing among short-lived flows.
an effort to combat this complexity, researchers have mego For example, CHOKe [4] makes the observation that flow
packet dropping schemes built around the idea that packedte is proportional to the number of packets in the queue.
from different flows should be dropped differently to aclevUpon the arrival of a new packet, it compares this new packet
the fairness goal. Packet dropping schemes are generadlly mwith a randomly chosen packet from the queue, and both
cheaper to implement and a single FIFO queue is oft@ackets are dropped if they are from the same flow. SRED [6]
sufficient. However, they are only able to provide coarsemployed a packet list to keep a counter for each flow,
grained fairness in the long term, which may not be sufficieahd packets are dropped according to their respective flow
for many applications. counts. However, the flow estimation methods employed by
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CHOKe and SRED turn out to be too rough in many instance3. ldentification of High-bandwidth Flows

Theoretically, flow rate could be accurately estimatedliffa The first step in active queue management is determining
incoming packets are recorded, but keeping state for allsfloy,e offered load. In particular, we must detect high-barihwi
proves to be overly complex. Both AFD [5] and AF-QCN [7fows and estimate their sending rates. In this work, we
use random packet sampling to reduce the overhead in the thEW the sample-and-hold technique proposed by Estan and
that large flows.ca.ln still be identifigd and accur.ately esminal Varghese [9]. The advantage of sample-and-hold is that it
Unfortunately, it is not easy to find a sampling probabilityecouples the flow identification from flow estimation. In
where rate estimation is sufficiently accurate while san®li asic sample-and-hold, the probability of flow detection is
costs remains low. Therefore, Kiet al. [8] propose 10 US€ jinearly proportional to the normalized flow size (which is
sample-and-hold techniques to accurately estimate flo@srateqyivalent to flow rate since the measurement interval is
However, their queue management scheme and packet dfigRd). Hence, in order to reliably track large bandwidth fow
methodology require accurate per-flow RTT estimates.  many small flows are likely to be unnecessarily included. A
number of variants [10], [11] have been proposed to reduce
this identification probability for small flows. The basicerl

In this work, we aim to incorporate the benefits of activinderlying them all is to maintain a randomly sampled packet
queue management into weighted fair queuing while preseggche of the arriving packets. A flow is considered identified
ing the accuracy of WFQ. In particular, we proposshared- only when a packet from it is sampleshd the packet matches
buffer WFQ implementation, removing the principle limitationy packet randomly drawn from the packet cache. Considering
to supporting large numbers of traffic classes [7], as wele fact that the packet cache is randomly updated, thistmatc
as freeing the network operator from configuring per-flowit strategy effectively makes the flow detection probapili
queue sizes. In our design, the shared queue is managed Byoportional to the square of the flow size. We generalize the
probabilistic packet dropper in a fashion similar to AFDt bumatch-hit approach by extending it to multiple hit stages so
packet scheduling is still based on WFQ—as opposed to FIitgat the detection probability for small flows can be arilya
in AFD—maintaining packet-by-packet fairness for bothrshoscaled down. In our multi-stage match-hit scherheacket
and long-lived flows. matches must happen before an entry for a flow is created.

IIl. OVERALL SYSTEM DESIGN

A. Weighted Fair Dropping C. Differentiated Drop Treatment

The most basic issue with AFD that we must address isOnce the flows have been characterized, it remains to drop
to provide support foiweightedfair dropping, where each packets that exceed a flow’s fair share. Our solution is based
flow has a weightw; associated with it. We observe thabn an observation made by Jacobsral. [12]: Consider a
this modification is trivial if one follows a particular wéig bottleneck ingress router with a single long-lived TCP flow.

assignment scheme. When the size of the input queue is small, the average packet
Suppose there are flows in the system with weights drop rate of this TCP flow can be approximatedlwgPQ),
wy, wa, -+ -, wy, We desire that flow will on average achieve whereP is the bandwidthR) - delay@®7'T") product in packets

a data rate ofow; /> w; when all flows are backlogged andand the effective data rate &75 = R. We find that when
C is the link rate. If we normalize the weights such thahe packet drop rate is decreasedlit{Z P?), the TCP flow
min(wy,---,w,) = 1 then a flow with weightw; can be achieves the full bandwidtiR (proof elided due to space
treated asw; concurrent flows in the standard fair queuingonstraints). Happily, our result also matches the wediviim

system [3], where the effective data rate of a “transformeé|ationship between window size and drop rate= %

flow” from flow i is . The per-flow fair sharing in WFQ \herew is the window size and is the average packet drop
can be expressed a$,;, = min(ri, sqirw;), Wherersqir  rate [13]. Based on our earlier description, it can be sean th
is the solution toC' = >, min(ri, 7fairw;). ONCersair @and . . ¢, is roughly the number of bytes transmitted by a fair-
r; are known, the differential dropping probability applied t handwidth shared flow over a measurement intetyaGiven
flow i can be expressed as = (1 — =)t where the ga specific value oRT'T, then the packet drop rate for a fair
expressionz,. denotesmax(0, z). bandwidth flow would bel/(%(%ﬁ). Therefore, we
We now revisit the original AFD scheme [5] using thisyropose the following packet drop rate heuristic:
normalization. Instead of uniformly sampling each packighw

probability 1, packets belonging to flow are sampled with d; = ! 5, i mpa <my (1)
probabilityﬁ. The estimated rate for each flow is thén, 0.66 - (’;J;;r . @

and the rest of the AFD system does not need to be altered: o .
mar IS estimated in the same manner except it now hagMeresize, is the average packet size of a TCP flow angd
different meaning, and the dropping probability is based df the observed actual byte count over a measurement ihterva

the normalizedn,; andm ;.;, (see Table | for the definition Often, the value ofRT'T" is unknown and may not be static
of each parameter). over the lifetime of a TCP connection. We defer our discussio

of how to handle an unknown RTT to the next section. Finally,
1This applies to non-responsive flows only. for a flow of weightw;, its corresponding bytes sent during



the measurement interva] will be mq;..w;. Hence, if the Parameter Meaning
observed bytes sent is substituted in, the actual drop ridite w . - —-—
bed — d: )2 P yte sampling probability
i = dif (wi) w; assigned weight for flow
IV. DESIGN AND IMPLEMENTATION DETAILS n total number of flows
. . . . . m; bytes countered for flow during an interval
In this section, we discuss our prototype implementation I packet length
and justify our design choices for various system pararaeter d; packet dropping parameter
Mfair bytes counted assumed a fair flow
A. Aggregated Flows T flow identification threshold
Class-based WFQ extends basic WFQ by aggregating mul-  Pe packet CaChed'nse”'O” probability
tiple responsive or non-responsive flows into a single user- 7 M yair Update parameters
k number of match-hit stages

defined class. It is not hard to see that classes comprised of  p
non-responsive flows should be treated the same as a single  f,
non-responsive flow. Unfortunately, this does not hold for RTT,
classes that are made up of responsive flows. For the single
TCP flow case, when a packet is dropped, it immediately
responds by halving its sending window. While for the ag-
gregated TCP flow case, a single packet drop only causes one
of the flows to halve its sending window, and the aggregated
window size is not reduced by half. Obviously, the aggredjate
case would acquire more bandwidth under the same packet
drop rate. We find that witm aggregated TCP flows, the
packet drop rate needs to scale quadratically so that betisca
enjoy the same bandwidth share. (Proof omitted due to space
constraints.) For example, if there arelTCP flows in a single
aggregated class, the corresponding drop rate would’bg

aggregated traffic load
queue length sampling frequency
estimated maximum RTT value

TABLE I: System parameters.

Fig. 1: Network topology.

is thatv; is always lower bounded by 1. Finally, the drop

B. Unknown RTTs

probability d; is written as:

As developed in Section 1lI-C, the packet drop rate depends 722 1
on the RTT of the flow. However, in practice the RTT of a i = ;}_21 : m‘ 5
flow is generally not know priori and could vary from time * 0.66- (51’;—; : mf—T)

to time depending on the path connecting the two end host
Hence, we seek to remove the need to include RTT in t
dropping equation. Suppose the actual RTT for a TCP flo
1 is RTT;, but RTT, is used in the packet drop probability

in Equation 1 instead. During the next measurement interv};’lf‘lue

rather thanm sq, bytes,mfai,‘% bytes are transmitted.

jiereni is the number of active TCP flows in a responsive
w class. Note that ifn; is unknown and set to 1 in
quation 2, themy; could be used to directly estimate the

RTT,
RTT; *

Of’fli .

V. EXPERIMENTAL RESULTS

Therefore, if the actual number of bytes sent is known, theW thens2 simulator t luat d desi
RTT ratio ZZZ> can be estimated and tracked. At a first glance, ' \c US€ théws= Simuiator lo evaluate our proposed design.

RTT; o " i i
it might appear that additional state variables are neededﬁﬂﬁble | summarizes all the system parameters used in our

estimate the RTT ratio. In fact, if a flow is sending neaﬁmplementation.The follpwing_configuraj[ion parametersena
Myqir OF More bytes in an interval, this flow will most Iikely\’voik?)d9 Well_folrooour s_lm(;Jllat|](€)n_e1><per|ment_$xO§ 0.85,
be identified by the sampling and holding hashmaps, Whié‘la 9. fs = t’.ptc N . Th_ ’ qt‘"ge‘; o dgfize’
suggests that the actual bytes sent is already kept in thensys and measurement interval =. 1he parameterp and .. are
To send more tham s, bytes and be identified?TT, has chosen in such a way that the probability of miss identifarati

to be larger thanRT'T;. Fortunately, in reality, a maximumforv\";l f:c(-)wt\(/jvhose r?teteﬁeteds the Talr s?arel It? Ifef:ss ﬂ”ﬁém i
RTT value can generally be safely assumed. € first demonstrate that no single optimal butrer afloaatio

Thus, for each identified flow, an additional variable= dec![smr: Er\r;va;cheﬁ all %ﬁered tra:u: _|ng #nder WFQI‘I ﬂln
ATZ- is kept. At the end of each interval, the valuepfis contras Q shares the same physical buffer among all flow
: : classes, dynamically repartitioning the buffer to corsidy

updated as follows: : . . . .
achieve excellent bandwidth sharing under a variety ofitraf
loads without operator intervention. Further, even if tifered
traffic load is known in advance, it is still challenging to
wherem; is the actual bytes sent ant;,;, is the average determine the optimal buffer allocation decision under WFQ
of m s during the measurement interval. If the flow is nofny sub-optimal allocation would inevitably result in daged
found in the holding hashmap, we reset the value,ofo 1. buffer utilization. The second part of this section then eom
Another advantage of setting7'7T,, to be the maximunkRTT  pares the relative performance of both WFQ and EWFQ under

new

AW = max(0.572 + 0.57214 1 1)

T .
fair



1800 B2 2 : scenarios. Instead, dynamically adjusting allocationsvils
EWFQ can effectively adapt to changes in network conditions
without reconfiguration by the operator.

We then evaluate the impact of buffer size on the relative
behavior of EWFQ and WFQ, and, at least in one traffic
instance, the amount of buffer space required by WFQ to

Ewra WFQ Allocaton WFQ Allocation 2 achieve similar performance as EWFQ. In this experiment
Fig. 2: Per flow bandwidth for the “Uniform” network. ~ the topology and workload remain fixed, while we vary
the amount of buffer memory available to balance per-flow
‘ ‘ N T 5 bandwidth, total bandwidth, and fairness among the flows. We
: - : R configure the topology in Figure 1 with five source nodes,
& : four nodes sending TCP traffic and one sending UDP traffic.
The bottleneck link betwee®; and R, has a bandwidth of
10Mbps, and the links connecting; to R; are2.5Mbps. The
bandwidth for all other links islOMbps. The link delays
‘ ‘ ‘ are 2,20, 100, 200, 50ms, respectively, for links connecting
o e e s1,-+-,85 to R;. We create 5 equally-weighted flow classes
Fig. 3: Per flow bandwidth for the “Varied” network.  jth each flow froms, belonging to one class. Since all flows
have the same weight, we allocate the buffer space equally fo
a range of buffer sizes, showing that EWFQ can achieve masgch flow under WFQ (one-fifth of the buffer size per flow).
with much less buffer memory. We then vary the total buffer memory frofk B to 150K B
We use the network topology in Figure 1 with= 3 nodes. in increments ofl K B.
Under the first scenario “Uniform”, links, s, to Ry have  Figures 4(a) and 4(b) show the attained bandwidth per flow
a delay of10ms. In the second scenario “Varied”, the linksover the range of buffer sizes, and Figure 4(c) shows the
have delay$0 and 100ms, respectively. Delays for all other Jain fairness index across the flows. Particularly for sruall
links in both scenarios aréms. In addition, the bottleneck medium buffer sizes, WFQ struggles to distribute bandwidth
connection betweer?; and Ry is 5Mbps while all other equally across flows. Small queue sizes induce frequengpack
links have a bandwidth af0 M bps. Both s; andsz send TCP  drops, placing long-RTT TCP flows{, s4) at a disadvantage
traffic, andss; sends UDP traffic. All traffic flows have equalas they recover from loss. The attained bandwidth for these
weight and the total queue size 38 K B. For WFQ, we use flows are well below their fair share (at very small queuessize
two buffer allocations(10, 10, 10) K B (“Uniform allocation”) ~ small RTT flows achieve 10 the bandwidth of the long RTT
and(15,5,10)K B (“Varied allocation”). EWFQ dynamically flows). Since WFQ is a work-conserving scheduling algorithm
partitions a singl&0K B buffer and does not require a specifithe small RTT flows 4, s;) are able to take more than their
allocation to be pre-configured. fair share. As more buffer space is available, flows graguall
Figure 2 summarizes the results for the “Uniform” networkonverge towards their fair share. However, the fairnegexn
scenario. It shows the attained bandwidth for each flow undgwes not start to approach0 until the buffer size is larger
EWFQ and under the two different WFQ buffer allocationghan 90K B and, even with a buffer size df50K B, there is
EWFQ achieves a fair bandwidth allocation (fairness indestill considerable variation among the flows.
0.9999), as does the “Uniform allocation” for WFQ (fairness In contrast EWFQ compensates for differences in RTT
0.9998) which matches the network scenario. The “Variedmong flows and drops packets from small RTT flows more
allocation” for WFQ also performs well (fairness9963) frequently, resulting in an extremely fair bandwidth share
even on this scenario. Figure 3 shows similar results but famong competing flows with different RTTs. As buffer sizes
the “Varied” network scenario. EWFQ requires no operatincrease the attained bandwidth curves consistently aperl
configuration, yet still achieves excellent bandwidthriess each other, showing that EWFQ is able to attain higher
(0.9978). The WFQ buffer allocations, however, perform lesbandwidths in a fair manner. Even with a buffer size as low
well. The fairness among flows using the “Varied allocationds 10/ B EWFQ achieves a fairness index closelto.
for WFQ, even though it is tuned for this scenario, suffers in Figure 4(d) shows the total aggregate bandwidth across
comparison {.9765). And the “Uniform allocation” for WFQ flows as a function of buffer size. Total bandwidth increzses
performs slightly worse yet0(9733). buffer size increases because fewer packets are dropped fro
With a shared buffer implementation, EWFQ performthe queues. When the buffer space is very snzall (kbytes),
consistently well under both scenarios, performs slighéliter the total attained bandwidth under EWFQ is smaller than
than WFQ in the “Uniform” scenario, and significantly outperWFQ. There are two reasons for this difference. The first
forms WFQ in the “Varied” scenario. The purpose here is nig that, when buffer space is small, the AQM mechanism
to show how much EWFQ could outperform WFQ. Rathehecomes less stable and may lead to oscillations where queue
we want to illustrate that there does not exist a single &oioccupancy goes back and forth between00% [14]. When
of static WFQ buffer allocations which match all differenbscillation occurs, bandwidth performance degrades. Ttero
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Fig. 4: Comparison between WFQ and EWFQ on fairness anchatiaddandwidth with respect to buffer space.

reason is that EWFQ by design avoids the situation where tliem having to specify buffer allocations for traffic clasday
queue is completely full. Once the queue is full, packets adgnamically sharing the same buffer among all flows.

forced to drop rather than be shaped by the drop probability.
An extremely shallow buffer results in a very small targeted
qgueue length. Therefore, although EWFQ achieves 0Vt
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fairness at very small buffer sizes, it does so at the penafo first exposed us to the buffer-management problem in

of lower aggregated bandwidth. As buffer space gradualf/FQ implementations.

increases, the AQM mechanisms becomes more stable and
EWFQ matches and then exceeds WFQ in aggregated band-
width attained at30K B. At this buffer size, EWFQ can 1
apportion buffer space across flows according to their RTTg)
such that all flows obtain their desired bandwidth share. WF
partitions the buffer into separate per-flow queues, thpagt
cannot reallocate excess capacity for use by other flows. 4]
In summary, considering that WFQ approaches the same
degree of fairness as EWFQ Bi0K B, while they both ap-
proach maximum total bandwidth &b K B, for this particular
traffic instance WFQ needs<bthe buffer space of EWFQ to
achieve the same aggregated bandwidth and fairness.

[71
VI. CONCLUSION

Weighted fair queueing, being a close approximation of
generalized processor sharing, can provide near-optiaial f [8]
bandwidth sharing, bounded delay, and traffic isolation- Un
fortunately, it is also very difficult to allocate the appriape 9]
amount of buffer space for each flow, particularly when the
offered traffic load is unknowra priori. Further, no single [
optimal configuration works well for all types of traffic waerk
loads and, even when the offered load is known, the optimall
buffer allocation decision remains challenging.

In this paper we have introduced EWFQ, an AQM mechz2]
anism that is able to drop packets differentially based sn it
corresponding flow weight and type. For workloads consgi;stir{13
of a variety of traffic flows, simulation results indicate tha
EWFQ can attain near perfect fairness among competitigl
flows while requiring much less buffer space than a WFQ
that uses separate queues. In addition, EWFQ frees operator

REFERENCES

A. Shieh, S. Kandula, A. Greenberg, C. Kim, and B. Sah&gdi$hg the
Data Center Network,” irProc. USENIX NSDI2011.

J. C. R. Bennett and H. Zhang, “WF2Q: worst-case fair Wigd fair
queueing,” inProc. IEEE INFOCOM 1996, pp. 120-128.

] M. Shreedhar and G. Varghese, “Efficient fair queueinghgisdeficit

round robin,” inProc. ACM SIGCOMM 1995, pp. 231-242.

R. Pan, B. Prabhakar, and K. Psounis, “CHOKe - a stateletige queue
management scheme for approximating fair bandwidth dilmea in
Proc. IEEE INFOCOM vol. 2, 2000, pp. 942-951.

] R. Pan, L. Breslau, B. Prabhakar, and S. Shenker, “Apprate fairness

through differential dropping,"SIGCOMM Comput. Commun. Rev.
vol. 33, pp. 23-39, April 2003.

] T. Ott, T. Lakshman, and L. Wong, “SRED: Stabilized REI"'Proc.

IEEE INFOCOM vol. 3, Mar. 1999, pp. 1346-1355.

A. Kabbani, M. Alizadeh, M. Yasuda, R. Pan, and B. PralatakAF-
QCN: Approximate fairness with quantized congestion reattfon for
multi-tenanted data centers,” iroc. High Performance Interconnects
(HOTI), Aug. 2010, pp. 58-65.

J. Kim, H. Yoon, and |. Yeom, “Active queue management flaw
fairness and stable queue lengtiEEE Trans. Parallel and Distributed
Systemsvol. 22, no. 4, pp. 571-579, Apr. 2011.

C. Estan and G. Varghese, “New directions in traffic measient and
accounting,” inProc. ACM SIGCOMM2002, pp. 323-336.

10] F. Hao, M. Kodialam, T. Lakshman, and H. Zhang, “Fast,nmogy-

efficient traffic estimation by coincidence counting,” Proc. IEEE
INFOCOM, vol. 3, Mar. 2005, pp. 2080-2090.

M. Kodialam, T. V. Lakshman, and S. Mohanty, “Runs bAsE@ffic
Estimator (RATE): A simple, memory efficient scheme for flew rate
estimation,” inProc. IEEE INFOCOM 2004.

V. Jacobson, K. Nichols, and K. Poduri, “RED in a diffetelight,”
Cisco, Tech. Rep., 1999.

] J. Padhye, V. Firoiu, D. Towsley, and J. Kurose, “Modgli TCP

throughput: a simple model and its empirical validatiomFroc. ACM
SIGCOMM 1998, pp. 303-314.

V. Firoiu and M. Borden, “A study of active queue managem for
congestion control,” inProc. IEEE INFOCOM vol. 3, Mar. 2000, pp.
1435-1444.



