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Abstract—Modern healthcare systems are highly dependent on
complex digital infrastructure to support routine and emergency
clinical workflows. Unfortunately, these systems have become a
primary target for cyberattacks, particularly ransomware, which
can significantly impact hospital operations, jeopardizing patient
safety. While existing mitigation strategies typically focus on
IT recovery, they often inadequately address clinical disrup-
tions that occur during an attack. In this work, we present
CRASHCART, a proof-of-concept mobile platform designed to
maintain connectivity and support essential clinical functions in
the event of hospital network failure. Developed through close
collaboration between computer scientists, data analysts, and
clinicians, CRASHCART is the first solution aimed specifically
at preserving clinical workflows—rather than merely restoring
existing infrastructure—during ransomware incidents. Qur ap-
proach provides a practical and rapidly deployable system to
enhance healthcare facilities’ resilience in the face of growing
cybersecurity threats.

Index Terms—Healthcare Security, Backup Networks, Ran-
somware, Electronic Health Records

I. INTRODUCTION

Hospitals rely on networked computer systems to provide
critical life-saving care. The clinical workflow is increasingly
digitized in an Electronic Health Record (EHR) system, which
facilitates processes that include patient check-in, documen-
tation of physician and nurse assessments and diagnoses,
ordering and reporting of laboratory and radiology studies,
administration of medications, and automated billing, among
others. However, these computer systems have proven to be
a single point of failure in the setting of unplanned network
outages [1]. When hospitals experience prolonged downtime,
for example during a ransomware attack, clinicians and other
personnel resort to manual processes such as the use of pen
and paper [2]. Such downtime procedures are often inefficient
and staff may be inadequately trained in their deployment and
use [3]. In the setting of technical downtime, which can last
weeks or months, these challenges compound and increase
the likelihood of critical medical errors with resultant harm
to patients [4]-[6]. Since the EHR also facilitates medical
coding for billing and other essential processes for care
reimbursement, the loss of these systems can also disrupt
business continuity [7]. Hospitals impacted by ransomware
and other cybersecurity incidents have suffered large financial
losses due to inadequate documentation and challenging ret-
rospective charge capture. As an example, Scripps healthcare
delivery organization reported a loss greater than $100 Million

which incurred from a ransomware-induced network outage in
2021 [8].

Despite the threat of significant downtime, hospitals often
lack comprehensive backup computer systems that can quickly
restore digitized clinical workflows of the EHR and its related
components during a prolonged outage. Instead, hospitals may
only have limited, fragmented backup systems, such as “down-
time computers” [9], endpoints that retain a time-limited, read-
only copy of data derived from the EHR. Downtime computers
only give providers limited access to patient records (e.g., to
view patient history and prior results). They do not replicate
the clinical workflow of treating patients during downtime,
nor do they provide persistent storage of patients’ new records
generated during network downtime.

In this work, we design, build, and deploy the first
fully functional digital backup system for hospital clinical
workflows, called CRASHCART!. CRASHCART is a self-
contained mobile computing system that can be trucked into
a hospital on-demand and provides replacement for essential
services for clinical workflows. CRASHCART aims to provide
a comprehensive toolkit that would allow hospital departments
to mitigate, within a matter of hours, many of the degrada-
tions to clinical care arising from unplanned downtime. To
achieve this goal, CRASHCART must both be able to operate
completely independently of all existing hospital infrastructure
(to avoid inadvertent disruption of an institution’s recovery
process as well as lessen the risk of ransomware co-infection)
as well as provide an easily usable interface for hospital
employees that facilitates rapid adoption and efficient use.

The primary technical challenge faced in designing
CRASHCART is that the digital healthcare ecosystem is made
up of a myriad of tightly coupled integrations between specific
hardware and software. Each endpoint and service has its
own deep dependency tree, often with hidden middleware
that connects systems to seamlessly work together to provide
support throughout the full clinical workflow.

The main contribution of this work is a demonstration of
the feasibility of packaging the full dependencies of critical
primary digital clinical functions into a transportable system
that can be physically deployed in a hospital during unplanned
network downtime. We describe how we built a proof-of-
concept CRASHCART system that can provide services for

ICRASHCART is an unusually long acronym for “Cyber Resilience for
Attacks on Shared Healthcare Centers and Associated Recovery Techniques”.
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Fig. 1: High-Level Illustration of the CRASHCART Network
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a 20-bed emergency department. The system consists of a
complete hospital network that provides everything from Inter-
net backhaul to wireless communication using a network that
is independent of and does not interfere with the hospital’s
existing infrastructure. It also includes endpoints (e.g., laptops
and smartphones) capable of accessing a cloud-hosted EHR,
point-of-care labs and radiology equipment, and a continuous
monitoring system with a nurse station. See Figure 1 for
a high-level view of CRASHCART’s structure. We tested
CRASHCART across multiple deployments in two clinical
settings, including (1) a simulation center in a university
medical school and (2) a rural critical access hospital in
California’s Imperial Valley. We provide lessons learned from
these deployments that demonstrate the unexpected obstacles
that we had to overcome during deployment.

II. BACKGROUND: CLINICAL WORKFLOW IMPACTS

We demonstrate the impact of ransomware attacks on the
digital clinical workflow by comparing a normal hypothetical
visit of a patient to a hospital Emergency Department (ED)
with that affected by an active ransomware attack. Bobby, a
24-year-old young man with no significant medical history,
is experiencing sharp abdominal pain along with nausea and
vomiting.

a) Registration: He approaches the front desk and checks
in. Normally, a hospital employee will start a new record for
Bobby’s visit within the EHR that they connect to over the
network using their desktop endpoint, recording his name, date
of birth, and reason for the visit, among other demographic
and health insurance-related data. If Bobby arrives at the ED
within the first day or two of the ransomware attack, he may
get a paper form to fill out with his personal information and
insurance details as well as the reasons for his visit. However,
the ED usually runs out of these forms quickly, so Bobby will
likely have to write those details on a blank piece of paper.
While Bobby is writing down his information (preferably in
legible handwriting), the front-desk employee will add Bobby
to the queue of patients awaiting care which is managed on a
white board.

b) Wristband Printing: Before leaving the registration
desk, Bobby will normally receive a wristband that contains

unique patient identifiers and, commonly, a barcode that can
be scanned to link to the patient encounter. The wristband is
printed directly from the EHR using a networked printer. If
clinicians lose access to the EHR and the printers it connects
to, they will write Bobby’s name on his arm using a sharpie
or rely on Bobby’s ability to remain conscious and identify
himself. Bobby will then be asked to take a seat in the waiting
room and await further evaluation by a triage nurse.

c) Vital Signs: Once a nurse has called Bobby to triage,
they will take his vital signs using a patient monitor that
wirelessly transmits his vitals to the EHR as well as to
a central telemetry system located at the nurses’ station.
During a ransomware attack, all wireless connections are
severed. The nurse would have to copy down on a piece
of paper the data showing on the monitor screen as EHR
access is lost. Also, the doctors and nurses assigned to care
for Bobby must accurately predict the frequency in which
Bobby would need to be checked on, as a rapid deterioration
in his state can only be noted by observing Bobby or his
personal monitor directly. This, in turn, would decrease the
ED capacity, as clinicians would not be able to track many
patients simultaneously, forcing redirection of care to other
hospitals[Raphel2024SlothfulSabotage].

d) Patient History: Normally, the nurse will log into the
EHR using an endpoint to record Bobby’s answers to questions
about current and new medications, allergies, medical and
surgical history, and description of Bobby’s new symptoms.
During a ransomware attack, the nurse will record on a piece
of paper Bobby’s symptoms and any relevant medical history.
This piece of paper may stay with Bobby or be taken to a
different location in the ED.

e) Clinical Documentation: When Bobby is next seen
by a doctor, the history and physical examination, along with
a detailed description of the doctor’s assessment and medical
decision-making, as well as the next steps in diagnosis and
treatment, will be recorded in the form of a clinical note on
the EHR. The physical exam documentation, the tests ordered
and the diagnoses made will all be used to generate automated
billing codes that will be necessary for the subsequent reim-
bursement to the hospital for the care Bobby receives. During a
ransomware attack documentation of the visit will be recorded
on a piece of paper, including an assessment of Bobby’s condi-
tion and the treatment he received. This clinical hand-written
note will be used to generate a bill for Bobby’s insurance.
If it goes missing, cannot be reliably interpreted (e.g., due
to indecipherable hand-writing), or fails to include all parts
of documentation needed for a reimbursement request to be
approved for a procedure, the hospital will only receive partial
to no reimbursement from Bobby’s insurance provider [10].

f) Labs: After examining Bobby, the doctor orders some
blood work and a urine test. Bobby’s urine cup and the
vacutainers used to transport his blood sample are labeled
using a networked printer connected to the EHR. Similarly
to his wristband, the labels have a barcode and additional
information that would quickly identify them as Bobby’s.
Once the laboratory machines have completed their analysis,



the results are automatically sent over the network to the
EHR and added to Bobby’s chart. While specimen tracking
is ordinarily a very well controlled process, most parts of this
well-refined regimen cannot be carried out during a network
shutdown. Labels of blood and urine samples cannot be created
and printed, increasing the likelihood of mislabeled or lost
specimens. Thus, it can take as long as eight hours (three to
four times the usual duration) for Bobby’s test results to come
back [11]. Due to the telecommunication system being down,
lab technicians would not be able to call Bobby’s doctor if
some of his tests show critical values.

g) Radiology: Traces of blood in Bobby’s urine, along
with a characteristic tenderness in his right flank, lead the
doctor to a possible diagnosis. She decides to perform an
ultrasound. Normally, ultrasound images are uploaded through
the network to the Picture Archiving and Communication
System (PACS), which a radiologist will use to confirm
diagnosis. The radiologist calls the emergency doctor via a
VoIP line to report that Bobby has kidney stones. During a
ransomware attack, Bobby’s doctor may be able to interpret
Bobby’s ultrasound results on her own, but without a formal
diagnosis from a radiologist, the ultrasound procedure may
not be billable. If the ultrasound images cannot be uploaded
to PACS, Bobby’s doctor will have to rely on the availability
of an on-site radiologist, a non-trivial requirement since most
radiologists work off-site.

h) Printing: The emergency doctor prescribes hydration,
tamsulosin, and ibuprofen, and tells Bobby that she will
discharge him so that he can go home and rest. Normally,
upon his departure, a nurse will print out an “After Visit
Summary” using a networked printer directly from the EHR.
This will detail the diagnosis, further instructions, a list of
test results, and information for follow-up with a urologist if
symptoms persist. During a ransomware attack, if the doctor
can confidently diagnose Bobby with kidney stones, she would
provide him with hand-written prescriptions that Bobby will
have to take to the pharmacy. Many pharmacies will not accept
hand-written prescriptions for certain drugs, so the doctor will
have to ensure that the drugs she prescribes do not fall under
that umbrella. The nurse is unlikely to be able to give Bobby
an After-Visit summary of his prolonged trip to the ED due to
the lack of functioning printers and centralized documentation
of his test results.

Even in the simple, non-life-threatening scenario above,
Bobby and his caregivers would have to navigate a cumber-
some series of paper forms and disrupted modes of com-
munication during a network failure. The throughput of the
emergency department, the tracking of patients and their asso-
ciated specimens, results, and studies, as well as the ongoing
documentation of care for clinical and billing purposes would
all slow down, increasing the potential for miscommunication
or error [12], [13]. The disruption of care in a single patient
encounter like Bobby’s is a challenge; when hundreds of
encounters are disrupted throughout an entire hospital, the
challenge turns into chaos.
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Fig. 2: Backhaul Network providing wireless Internet connec-
tivity to a hospital.

III. BACKUP NETWORK

Every component of the digital clinical workflow relies
on network connectivity. However, during a ransomware at-
tack, the hospital’s existing network is likely to be either
inaccessible or compromised. Therefore, CRASHCART aims
to provide an independent network with the following key
network components:

A. Backhaul Connectivity: A Wide Area Network (WAN)
that connects CRASHCART’s internal network to the
public Internet and any external services. This consists
of two parts: (1) Wireless Internet access links installed
outside the hospital and (2) a point-to-point wireless link
to connect the outdoor Internet link to the LAN inside
the hospital (Figure 2).

B. Hospital Network: A wired and wireless Local Area
Network (LAN) that links different endpoints and ser-
vices throughout the hospital. Various hosts will be at-
tached to this network, including laptops, phones, medical
devices, and servers.

We focus on wireless networks for all links due to their ease
of deployment. Fortunately, there are many options available
today for providing wireless connectivity within hospitals.
However, the performance of wireless links is highly de-
pendent on deployment-specific conditions, namely coverage,
propagation distance, and obstructions [14], [15]. The de-
ployment conditions in and around a hospital are particularly
challenging, as there are often tall buildings, long hallways,
and thick (occasionally, lead-shielded) walls. Therefore, we
conducted a series of benchmarks to evaluate the performance
of each of these links in different environments.

A. Backhaul

Internet access for CRASHCART must have global cover-
age so it can be set up in any hospital that has an outage. It
must also be high-speed so that it can support many simulta-
neous users using demanding external services such as cloud-
hosted EHRs, remote radiology, and telehealth applications.
Finally, it must be extremely reliable, since clinical workflows
often require continuous connectivity. We estimate the band-
width requirements for a 20 bed emergency department to be
at least 100 Mbps downlink and 10 Mbps uplink.

There exist several options for national-coverage, high-
bandwidth, and high-reliability wireless Internet Access: Low
Earth Orbit (LEO) satellite and 5G cellular. We tested
SpaceX’s LEO Starlink Satellite Internet connectivity and
AT&T’s FirstNet cellular network. We obtained a portable,
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Fig. 4: Examples of satellite visibility across different network
connectivity conditions.

self-contained kit from Rescue42, ”SLC+”, which provides
both a Starlink dish and a cellular modem using AT&T
FirstNet [16]. The primary advantage of the SLC+ is that it
is easy to transport and deploy, as it is contained in a single
rolling case. It also contains a Cradlepoint router that allows
us to seamlessly load balance between satellite and cellular
and fail-over to the other when one goes offline, significantly
increasing reliability.

1) Starlink: Starlink is a Low Earth Orbit satellite network
that has link bandwidth and latency similar to those of a
wireline business Internet connection. Starlink connectivity
requires line-of-sight with at least one LEO satellite orbiting
Earth, and a stable connection requires visibility of multiple
satellites at once [17]. These conditions may not be satisfied
when a Starlink dish is placed next to a hospital, as the
building itself may obstruct view to all nearby satellites. We
tested SLC+’s performance next to several buildings across
the UC San Diego campus 3 to see the extent to which
Starlink’s performance varies depending on the presence of
nearby physical obstructions.

We found a clear correlation between the amount of clear

o A hospital that has at least one cell
tower within a radius of 1km.
° A hospital that has no known cell towers

within a radius of 1km.

Fig. 5: Cellular coverage of AHA affiliated hospitals based on
OpenCellID coverage maps.

sky visible from the Starlink dish and the upload and download
speeds generated when running Internet speed tests. We now
discuss a few specific interesting cases (Figure 4). A clearer
view of the sky often implied a higher Internet speed (327/20
Mbps in Franklin Antonio Hall shown in Figure 4a). When
the sky is blocked by buildings and trees, no connection was
established (Figure 4c). However, when there was a significant,
but not complete, blockage, the results varied significantly
(129/18 Mbps at Triton Statues shown in Figure 4b). At
locations with similar levels of obstructions, the Internet speed
varied between locations by approximately 100 Mbps. One
explanation for this behavior may be that the only satellites
nearby our geographical area happen to be concentrated mostly
in one direction (for example, north-west to the UC San Diego
campus). If that direction is blocked by buildings or trees, even
if the opposite direction has no obstructions, the connection is
likely to be weak.

2) AT&T FirstNet: AT&T’s FirstNet network is a cellu-
lar network that provides priority access to first responders.
FirstNet should provide more reliability and bandwidth than
a typical cellular Internet connection and has been shown to
provide reliable emergency telemedicine for rural communi-
ties [18]. The primary question regarding cellular coverage as
a backhaul network for CRASHCART is whether coverage
is ubiquitous in hospitals across the country. We performed
a preliminary analysis of the presence of cellular coverage
near hospitals using the American Hospital Association (AHA)
database of US hospital geolocations (n=6,226) combined
with estimated cell tower locations from the crowd-sourced
database OpenCellID [19]. Figure 5 shows hospitals that have
or do not have cellular coverage based on OpenCellID?.
Surprisingly, we found that only 434/6,227 (~7%) hospitals
had no OpenCellID record of a cellular tower operating within
1 km of the hospital. However, this may be an underestimate
of coverage since OpenCellID is crowd-sourced by individual

2These data are from all carriers, not just AT&T FirstNet
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a glass window into the hospital.

contributors; some hospital locations may not have been
visited by an OpenCelllD user.

3) Point-to-point wireless link: Since our wireless Internet
Access technology operates outdoors, we need a link to
connect the indoor CRASHCART LAN inside the hospital. We
found that it is impractical to run an Ethernet cable through a
doorway into the hospital because there may be no doorway
near the best location for outdoor Internet access links, or the
cable may present a trip hazard or obstruction for people using
the doorway. Instead, we position two point-to-point wireless
devices facing each other on either side of an exterior wall of
the hospital (Figure 6), preferably a glass door or window
(the technique can also work through a brick wall, albeit
with reduced bandwidth). Point-to-point wireless links that are
typically used to provide links between two antenna towers or
buildings can be repurposed for this application. We primarily
tested the viability of using Ubiquiti’s NanoBeam® 5SAC Gen
2 devices that form links with a symmetric uplink/downlink ca-
pacity of up to 450 Mbps for this purpose [20]. We tested these
point-to-point indoor/outdoor links in our department building
and at two hospitals. In both locations, the point-to-point links
maintained their highest signal strength and provided more
bandwidth than required, maximizing the throughput from
Starlink to the LAN.

B. Wireless Local Area Network

The primary requirements for the indoor wireless LAN are
as follows: (1) it must provide coverage across entire clinics
and the registration area of the hospital, (2) it must be reliable,
(3) it cannot cause any interference with the existing WiFi
deployment which may be brought back online while the
backup network is operating, (4) it must be rapidly deployable,
and (5) it must be compatible with medical devices.

WiFi is insufficient for CRASHCART: We briefly consid-
ered deploying our own WiFi network that would overlap in
coverage with the existing in-building WiFi network, but on
non-overlapping channels. WiFi has four main drawbacks that
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Fig. 7: CRASHCART wireless LAN. Private Cellular Access
Points connect via Ethernet cables a the core switch and the
core network server. The cellular APs provide service for both
natively-cellular user endpoints, such as laptops, phones, and
WiFi-compatible devices using hotspots.

make it insufficient as a backup deployment network. First,
its coverage is extremely limited due to FCC limits on device
transmit power (WiFi is limited to 100 mW). Second, it is
unreliable because it depends on shared spectrum (2.4 and 5.8
GHz) and as the hospital restores their network, interference
can occur. Third, WiFi’s management provides little control
over how resources are allocated, so it is difficult to give
higher priority to users who need more bandwidth and urgency
than others (i.e., poor spectrum management). Fourth, WiFi
primarily uses the 5.8 GHz spectrum, which propagates poorly
through concrete and metal walls typical of a hospital building.

Private 5G Cellular: We opted to use a private LTE cellular
network operating in the Citizens Band Radio Service (CBRS)
lightly-licensed spectrum. Cellular networks have much larger
coverage than typical WiFi networks (due to the lower 3.5 GHz
vs. 5.8 GHz frequency). Moreover, they provide telecom-grade
sophistication in terms of resource management [21], and they
can natively support phone calls and SMS text messages to
replace the hospital’s offline telecom system. We selected
a fully integrated private cellular network from GXC [22].
Their system contains four components (Figure 7): LTE CBRS
Access Points (APs), private SIM cards for natively-cellular
phones and laptops, WiFi hotspots to support WiFi-only de-
vices, and a server that runs the entire private cellular core
network, where the core network authenticates endpoints and
manages traffic priorities (i.e., uplink and downlink bandwidth
split). The GXC mobile kit can be carried in a single hardened
rack-mount case.

An unexpected challenge we faced in operating the pri-
vate cellular network in a hospital is poor handovers. The
APs cannot coordinate smooth handoffs as they do not have
synchronized timing to coordinate transmissions. Our tests
consisted of walking between two access points with a device
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connected to their network and tracking the moment a handoff
occurs. We observed that most handoffs took several seconds,
but in the worst case it took nearly a minute. We deployed a
PTP master clock and a PTP network switch to distribute time
to the APs in order to overcome this issue. This generated a
new obstacle: the master clock requires GPS sync to discipline
its clock. To solve this, we tried giving it GPS sync and
letting it drift, and it does not appear to cause any significant
performance degradation with handoffs.

IV. ENDPOINTS AND SERVICES

We demonstrate that CRASHCART can provide a self-
contained backup of all key endpoints and services needed
to provide a backup digital clinical workflow for an emer-
gency department, including registration, clinical access for
doctors and nurses, patient bedside devices, radiology, and
labs (Figure 8). Integrating the complete dependency chain
into CRASHCART, so that it can operate as a self-contained
truckable system, presented the most challenging task.

A. EHR Software

The Electronic Health Record (EHR) is the most critical
component of digital healthcare. It aggregates clinical notes,
laboratory results, imaging reports, vital signs, medication
lists, and a myriad of other structured and unstructured clinical
data. EHRs provide a platform on which to build clinical
decision support tools, harvest data for research studies, au-
tomate billing processes, and connect patient record portals,
among many other foundational services. When implemented
by appropriately trained clinical staff, EHRs can facilitate
high-quality care, especially with significant automated safety
features.

In the event of a ransomware attack, the hospital may lose
access to its EHR. Hospital IT staff often choose to shut
down EHR servers in the hope of preventing further spread
of malware or the possibility of the attacker gaining access to
confidential patient data. Even hospitals that host significant
portions of their EHR off-prem through third-party vendors
(on the cloud) often lose access, since EHR vendors are likely
to cut all connections with an infected network in order to
protect their servers, which many other hospitals depend on.

We have incorporated a replacement EHR as a key com-
ponent of the CRASHCART platform. We leveraged existing
infrastructure at our institution, which uses the EPIC EHR.
We built a CRASHCART-specific EPIC test environment
within the larger organization’s non-production environment
to emulate a scaled down build of EPIC and populated
it with a number of simulated patients. While the current
version of CRASHCART supports an EPIC “tester instance”,
CRASHCART has the ability to support instances of other
EHR vendors. We envision the CRASHCART prototype sup-
porting default instances of at least four popular EHR vendors:
EPIC, Oracle Health, Meditech, and TruBridge. In 2024,
the EHR market shares of the aforementioned vendors were
42.3%, 22.9%, 14.8%, 7.6%, respectively [23]. This means
that CRASHCART would be able to support a default instance
of EHRs which approximately 87.6% of US hospitals use.

A typical healthcare delivery organization likely has a
highly customized build of its chosen EHR with institution-
specific modules, order sets, plug-ins, etc [24]. As such,
providing a default or ’vanilla’ version of an EHR will not
completely restore an institution’s clinical workflows to their
peak efficiency. However, we hypothesize that a less optimized
version of an EHR is better than relying on paper charts
and manual downtime procedures. Future work will evaluate
under what conditions this hypothesis holds. It is our hope that
providing an instance of the EHR that hospital’s clinicians are
accustomed to would eliminate the need for additional training
for clinicians and result in a seamless transition.

Ideally, CRASHCART would be able to connect to the
hospital’s original EHR servers. If they are hosted on the
cloud, this would depend on the cooperation of EHR vendors
to allow a connection. If on-prem, CRASHCART would be
able to connect to the EHR servers after ensuring that they are
clean of malware even before the rest of the hospital network
is revived. There is further work to be done to examine the
plausibility of these solutions which are now considered purely
hypothetical.

In order to integrate information from critical elements such
as lab and printing services (described below), we constructed
several technical integrations of CRASHCART endpoints into
EPIC, including a Laboratory Information System (LIS) to
accept data from our point-of-care devices and a printer system
to facilitate patient-specific specimen label, wristband, and
document printing from the EHR. We found that integrating
the radiology database was not feasible and, since the Picture
Archiving and Communication System (PACS) is often not
directly connected to an EHR on standard hospital networks,
our instance of the EPIC EHR simply provides web links to
access the images in the PACS system.

B. Radiology

CRASHCART’s proof-of-concept radiological capabilities
consist only of one of the most essential radiology tools in an
ER, an ultrasound. We found that CRASHCART is another
use case for portable ultrasound devices such as the General
Electric (GE) wireless V-scan ultrasound. Ultrasound images
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Fig. 9: Wristband and documentation from CRASHCART

are recorded and saved on an iPad and then sent to the
CRASHCART PACS server via HTTPS. In the future, we plan
on also building in X-Ray capability using a portable X-Ray
machine that has a WiFi based detector that is also paired with
an iPad to receive images and upload them to the PACS.

The CRASHCART PACS is comprised of multiple compo-
nents, one of which is an open-source PACS system named
Orthanc. Orthanc is a DICOM (dcm files) server that includes
a web interface and allows for multiple DICOM viewers.
CRASHCART’s instance of Orthanc is locally installed on the
CRASHCART server, and the web interface is accessible by
any user endpoint (i.e. laptop and phone).

One challenge we faced is that the portable radiology device
we use, an iPad, can only upload scans when connected to
a network over WiFi, which forced us to utilize a Cellular
Hotspot device that establishes a connection to the CRASH-
CART LAN over Cellular (using a physical SIM card) and
creates a WiFi network that covers a small area (so as not
to interfere with a hospital’s existing WiFi network). Once
the upload is completed, an end user can then log into the
Orthanc server’s web interface using a CRASHCART user
endpoint (UE) and access the recently recorded and saved set
of ultrasound images by using the patient’s medical record
number (MRN) that was manually inputted into the application
on the iPad during the examination. The provider can input the
test results into the patient’s chart in the EHR test environment.

Although CRASHCART’s PACS does not send images di-
rectly to the CRASHCART EHR, we found that it is common
for PACS systems to not fully integrate with an EHR. Some
healthcare delivery organizations provide image links within
a patient’s chart in the EHR and when clinic staff open the
link to view the image, the organization’s PACS client opens
the dcm images in a different DICOM viewer window. We
determined during an early phase of building CRASHCART
that our institution’s existing infrastructure did not have a
test PACS environment to integrate with CRASHCART’s
ultrasound capabilities, which is the primary reason behind
configuring ORTHANC on the local server.

C. Printing

CRASHCART printing services include the printing of
wristbands to track patients (i.e. Citizen CL-S700), the printing

Fig. 10: CRASHCART Central Monitoring Nurse Station that
shows each patient’s real-time pulse, SPO2, and ECG.

of specimen tube labels (i.e. Zebra ZD421-HC) and the
printing of documents (i.e. HP E4004DN).

It was challenging to network the printers so that they could
print directly from the EHR, similar to the standard printing
process as part of ordinary clinical workflows. Typically, the
printers and the EHR system are directly connected through a
single local area network. However, CRASHCART connects
to a remotely hosted EHR through an Internet connection
whose IP addresses change in each deployment. We developed
a workaround to this problem by establishing a VPN tunnel
back into the UC San Diego Health network and configured
a specific portion of our network to pretend to be part of the
UC San Diego network. This emables the printers to behave
as if they are local to the UC San Diego network.

The three printers are assigned specific, static IP Addresses
within a virtual local area network (VLAN) configured for
a subnet within UC San Diego Health’s network, and we
configured our SLC+ router to route that VLAN to the UC San
Diego Health network via an established IPSEC VPN tunnel
that is whitelisted on their backbone firewall. This allowed us
to have the printers in a remote location, while appearing as
if they were on the UC San Diego health LAN. Each remote
CRASHCART printer also required additional configuration in
the Epic test environment, namely, they must be added to the
“Epic Print Server” to successfully send either a wristband,
document, or specimen print order to the appropriate printer.

D. Patient Monitoring

Central monitoring is a critical part of an emergency de-
partment, where patient vitals are monitored in real-time and
the status of each patient is shown on a central monitor at the
nurses’ station. The CRASHCART central monitoring system
is a single rack mount case containing all components of a
Philips central monitoring system: wireless patient monitors,
proprietary 1.4 GHz access points connected to a central
server, and time synchronized with a PTP network switch
and a PTP master clock. The CRASHCART system has
six Intellivue patient monitors that wirelessly connect to the
Philips central server (Figure 10).






