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Abstract

In the U.S., criminal legal process (e.g., a search warrant) is
the key mechanism by which law enforcement entities and
courts compel third parties (e.g., Google or Meta) to produce
evidence in support of a criminal investigation. However,
these legal orders are simply documents, commonly served
electronically, and there is no inherent mechanism to guar-
antee their integrity. In recent years, law enforcement has
increasingly reported the use of forged legal process used to
advance a variety of malign purposes, with online sellers offer-
ing such capabilities for a fee. We design a practical system,
Warrlnt, that is compatible with the constraints of existing
process mechanics and helps third parties identify when the
legal orders they receive may be forged or tampered with.
Our evaluation on real and modified legal process documents
shows that WarrlInt is effective at identifying modifications.

1 Introduction

This paper focuses on an underappreciated attack vector on
online service providers: legal orders. In the United States, for
example, the executive and judicial branches are empowered
to demand data of third parties in support of criminal investi-
gations. Thus, large technology companies routinely receive
criminal legal process—Ilegal documents demanding specific
information pursuant to specific government authorities—
such as subpoenas or search warrants. However, the mecha-
nism by which such legal process is created, modified, and
served has limited intrinsic integrity protections and, thus, a re-
cipient may not be able to discern if any given legal request is
valid or fraudulent. As former Department of Justice attorney
Mark Rasch put it, “there’s no real mechanism ... [for] tech
companies to test the validity of a search warrant or subpoena.
And so as long as it looks right, they’ll comply” [37].
Unfortunately, this attack vector is being abused in practice;
in September 2023, Verizon received a fraudulent search war-
rant and, as a result, gave the physical address of a woman to
her stalker [10]. Others have documented criminal forgeries
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of civil court orders [7], a court-ordered wiretap request [27],
and criminals offering to impersonate law enforcement per-
sonnel for $100-250 as part of an online “Warrant/subpoena
service” [37]. In 2024, an FBI bulletin similarly documented
that criminals were using compromised government accounts
to issue forged legal requests [25], further echoed by private-
sector claims that “forged court orders and more are all for
sale to criminals online” [19,20]. Indeed, concerns about these
issues led three U.S. Senators to propose the “Digital Authen-
ticity for Court Orders Act” which would have required some
form of digital signature technology for all federal and state
court orders [54]. However, the practicalities of criminal legal
process creation, authorization, and service complicate the
application of traditional digital signature approaches.

Our work is focused on documenting—and developing
around—the constraints imposed by existing practice and
norms in the U.S. These include requirements for supporting
paper process (physical document creation, scanning, and/or
delivery are still widely used), compatibility with existing
forms and systems (e.g., not requiring changes to existing
forms, recording systems, or databases), ease of use (for both
court staff and company legal analysts), and the ability to
support decentralization and incremental deployment. From
these we have designed a prototype system, Warrlnt, that
balances these constraints while offering significant practi-
cal improvements in legal process integrity. Testing against
existing and modified criminal process documents, we demon-
strate that Warrint identifies all attempted forgeries, without
unduly misleading analysts into rejecting legitimate process.

This paper offers three principal contributions, including:
a) documenting, for the academic community, the nature of
how U.S. criminal legal process (particularly Federal criminal
process) is created and served on third-party Internet compa-
nies and the nature of the risks entailed by the lack of integrity
protections, b) identifying concrete security and functionality
goals compatible with existing practice and norms, and c)
designing, implementing, and evaluating a prototype system
to help legal compliance staff detect forged and/or modified
legal process subject to these constraints.



2 Background

Governments commonly give themselves special powers to in-
vestigate crimes, including the ability to demand information
and seize property as needed, via some standardized legal pro-
cess. In this paper, we focus on how this authority manifests
in U.S. Federal law and this section serves to review the state
of practice—law, mechanism, and norms—by which the Fed-
eral government obtains data from third-parties (e.g., email
providers, mobile phone carriers, and online social networks).
In providing this background, we are informed by a combina-
tion of written court procedures, statutory law, and concrete
court documents (the collection of which is described further
in Section 6), as well as interviews with key stakeholders
including current and former Federal law enforcement agents,
Assistant U.S. Attorneys, Federal magistrate judges, court-
room clerks, and the legal compliance staff at several of the
largest service providers in the U.S.

We have chosen to focus particularly on the U.S. Fed-
eral system for three reasons: 1) it is the system with which
we have the most experience and familiarity, 2) many of the
largest online service providers (e.g., Microsoft, Google, Meta,
Apple, Amazon, etc.) are U.S. companies and therefore sub-
ject to the Stored Communications Act, which prohibits them
from providing content except in response to orders from U.S.
courts and thus impacts their ability to comply with foreign
law enforcement demands, and 3) the U.S. Federal Courts,
via the Public Access to Court Electronic Records (PACER)
service, provide public access to an unusual array of crimi-
nal process documents (which, in our experience, are rarely
available to the public in most other jurisdictions). While we
believe that much of this context is shared with other court
systems (particularly U.S. state courts), it is neither universal
nor inherent, but rather a byproduct of U.S. jurisprudence.

2.1 Common Forms of Criminal Process

U.S. Federal law authorizes, either via the Federal Rules of
Criminal Procedure (FRCP) [26] or specific statutes (e.g., the
Stored Communication Act), an array of authorities under
which the government may obtain information from third
parties to support criminal investigations. For retrospective
(i.e., stored) data, the three most common forms of process
are subpoenas, which can be used to demand basic subscriber
records (e.g., identity and billing information); 2703(d) or-
ders, which can reach metadata (e.g., to/from-style records);
and search warrants, which are needed to demand the produc-
tion of content (e.g., the subject and body of an email or DMs
in an online social network). We focus on search warrants
in this section and describe the requirements and mechanics
for other forms of process in Appendix C; all involve a pro-
cess document authorizing the government to demand certain
information or assistance in obtaining such information.

2.2 Process Mechanics

There are three main steps in the life cycle of Federal criminal
process execution. First, an authorized process document must
be obtained (which may include orders to ensure secrecy),
then it must be served upon the entity who possesses the
records of interest (e.g., a service provider like Google), and
then that entity (if they do not challenge the request') will
provide “returns,” i.e., data responsive to the request.

2.2.1 Obtaining a Warrant

To obtain a Federal search warrant, the requesting party (typ-
ically an Assistant U.S. Attorney) will complete two forms:
an application and a proposed warrant that identify both the
provider and accounts to be searched.” The application will
also include a signed affidavit of a law enforcement agent
explaining why there is probable cause to believe that the
requested search will provide evidence of a crime. In addition,
both the application and the proposed warrant will include
two attachments: Attachment A, which describes the physical
“location to be searched” (i.e., the provider’s address) and
Attachment B, which describes the “items to be seized” and
may include directives to the provider specifying identifiers to
search and what databases or services they wish to be included
in the search. Search warrant requests are typically handled
by Magistrate Judges in each of the 94 Federal districts, who
question the agent under oath and determine if the request is
consistent with the law—either accepting it, rejecting it or,
occasionally, modifying the request to make it compliant. If
the request is accepted, the judge will sign and date both the
warrant application and the proposed warrant and identify a
time frame during which the warrant must be executed.
Once signed by the reviewing judge, the application, search
warrant, affidavit, and attachments are filed by court clerks,
who assign a case number’ and, if used, apply a court’s stamp
or seal to the documents. As a result, this means that docu-
ments are routinely modified after a judge signs them. While
a court’s order is legally binding without the case number
and stamp or seal, our interviews reveal that law enforcement
prefers to serve the complete, filed version of an order due
to a perception that providers will balk at a warrant or other
order that looks atypical (i.e., without a case number).*

'When physical search or seizure is authorized, law enforcement conducts
the search, including using force if necessary. Hence, validation by the entity
being served plays no role (i.e., the individual has no right to object to the
search in the moment). In contrast, in the provider context they are being
ordered to execute the search on behalf of the government.

2These are commonly based on forms standardized by the Administrative
Office of the U.S. Courts, e.g., AOL106A, AO93C, etc [58].

3Investigatory criminal process is typically not associated with an existing
indictment or complaint and, thus, receives its own unique case number which
commonly is not known until the matter is heard by a judge [61].

4Supporting this understanding, we have yet to encounter a single example
of a warrant served on a provider that did not include a valid case number.



While historically Federal warrants were purely paper
instruments—signed, dated, and stamped in ink—they are
now a mix of ink and digital annotation, recorded as PDFs.
Thus, while a draft warrant may originate as a digital doc-
ument, it may then be printed by the clerk for the judge to
sign “wet” (only to be scanned again), or the judge may ap-
ply a digital “stamp” signature (i.e., an image of a signature)
directly to the PDF.” Similarly, the case numbers and any
district court stamps or seals added by the clerk may them-
selves be digital or analog, or some mix of the two. The final
warrant document, comprising the signed warrant and its two
attachments, is both filed in the court’s standard online filing
system, Case Management/Electronic Case Files (CM/ECF),
and provided to the investigating law enforcement agent (com-
monly via email), who is then responsible for serving it on
the provider. These practices may also vary between the 94
Federal districts, as each operates independently.

A final complication is that, by default, most criminal pro-
cess documents are filed “under seal’—meaning that they
are not available to the public due to their sensitivity [9,42].
Thus, they do not appear on public dockets and the court may
not acknowledge their existence if asked. Furthermore, recent
concerns about system security have led many districts to re-
quire that such sealed documents be filed on paper, segregated
from CM/ECF [49].

2.2.2 Process Service

Historically, all criminal process was served in person, but,
over time, the courts and many corporations have come to
accept service via certified mail, fax, or the Internet. However,
there can be considerable variation in how organizations will
accept service. For example, Pitney Bowes (online shipping
and e-commerce technology provider) accepts electronic pro-
cess requests via fax; GitHub and 23andMe accept process
via postal mail and email; Block (which operates Square and
Cash App services) accepts legal process served via an online
Web form; and Electronic Arts requires in-person service.
To better manage the large volume of government data
requests, the largest online service providers frequently op-
erate dedicated online portals for this purpose. For example,
Google [31], Microsoft [47], and Meta [24,64] all operate their
own portals, while the service Kodex [36] provides an out-
sourced law enforcement portal service used by many others
(including OpenAl, Twilio, Coinbase, Yahoo, and Discord).

SThis detail is corroborated by our interviews with law enforcement and
court staff, and also is clearly evident in the structure of modern criminal
process documents found in PACER. We note that court staff, while highly
skilled professionals, generally are not technologists. Thus, there is tremen-
dous variability in how documents are manipulated (e.g., whether PDFs are
flattened, how signatures or other markings are applied, scanner settings, etc.)
and in the understanding of the security implications of those choices.

Tracking these individualized procedures can be complex; both non-
profit (i.e., The National Consortium for Justice Information and Statistics,
from which our examples were gleaned [48]) and for-profit entities (e.g.,
warrantbui lder.com) offer services to help navigate these requirements.

Such portals require law enforcement officers to first register
an account with the system. Registration is particularly sensi-
tive because it requires the portal operator to establish that a
registrant is indeed a sworn law enforcement representative.
Unfortunately, there is no central repository for the names
or identifying information for the 1.2+ million sworn offi-
cers operating in the U.S. Thus, each operator has developed
proprietary heuristic methods to help validate that any new
account is actually associated with an authorized sworn agent
(e.g., via their use of known law enforcement email domains
such as fbi.gov). Once an account exists, an officer will
authenticate, then upload process documents, and correspond
with legal compliance analysts through the same interface.

2.2.3 Returns

At each provider, process requests are typically managed by a
combination of paralegal staff and lawyers. They will review
the document for facial consistency (i.e., that it is well-formed,
properly signed, addressed and dated, provides the appropri-
ate level of process for the data requested, etc.), validate that
they are capable of obtaining the data requested, and deter-
mine whether or not there are any policy objections with legal
recourse (e.g., a determination that a subpoena’s request is
overbroad). It is our understanding from our interviews that
such reviews typically take a modest, but single-digit, num-
ber of minutes to complete. If an order passes review, the
organization executes the data searches associated with the
identifiers (i.e., accounts, phone numbers, etc.) and requests
(i.e., email, videos watched, etc.) specified in the order.
When the resulting data is assembled—commonly called
a “return”—it is then provided to the requesting party. In
portal systems, returns are typically provided through the
same authenticated online system, and agents will be notified
to download their returns directly from the portal. Otherwise,
it is common practice for the request to include a direction to
transmit returns to the requesting officer at a particular email
address included in the request. Returns may also be sent via
postal mail or courier. Finally, for many forms of process—
including warrants—agents are required to file notice with
the court that they have received returns for the court’s order.

3 Threat Model

Our threat model focuses on adversaries with the capability to
forge unauthorized process documents (e.g., search warrants,
subpoenas, and 2703(d) orders), and the ability to convinc-
ingly serve them on a provider (e.g., via fax, e-mail, or a
compromised portal account) but who are not able to obtain
original signed process documents of their choosing. This
model captures virtually all known existing attacks on pro-
cess integrity (including forgery or modification of existing
process by law enforcement agents), but it does not include
attacks that subvert the underlying authorities in the legal
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(b) Substituting an identifier with fakewarrants@gmail.com

Figure 1: Search warrant modification with Adobe Acrobat.

system itself—such as law enforcement agents who submit
fraudulent requests to judges targeting innocent parties of
their choosing [38], nor judges, or court clerks who purposely
misuse their authority to empower illegitimate process. We
briefly discuss our two capability assumptions here: document
forgery and document service.

Forging Process Documents. Our experience is that forg-
ing legitimate-looking government legal process does not
require sophisticated technical skills. One basic approach is
to 1) find a valid example document (e.g., via PACER, the
public-access repository of CM/ECF documents), 2) modify
it using off-the-shelf tools to target a different individual in
lieu of the original target, and 3) obfuscate that the document
was modified. For example, Figure 1 shows an excerpt from
a seamless modification to a Federal search warrant using
only Adobe Acrobat Pro. Notably, with minor effort the new
text can even replicate noise in the document (see Figure 1b,
the modified text has some distortions that match the rest
of the paragraph). After a PDF is modified, tools such as
exiftool [23] can adjust the metadata to obscure changes
and appropriately update the creation date.

Serving Forged Documents. As we have described, there is
no inherent authentication for process service (i.e., providing
evidence that it is actually being served on behalf of a legiti-
mate law enforcement agency). Thus an attacker’s required
capabilities are relatively modest, including any of: 1) the
ability to create a fake account on the portal that a service
provider operates for receiving legal process; 2) access to a
compromised account on the portal; 3) access to a compro-
mised email account of a law enforcement agent; or 4) ability
to fax or mail forged process to the provider that accepts that
form of service. In many of the public cases documenting

forged legal process, hackers compromise government email
addresses (either via compromising the agency website, or
through phishing or password guessing) [37] and these email
addresses are then used for process service. We also consider
a more capable adversary, e.g., a rogue law enforcement agent,
who modifies an existing signed process document and then
sends it to the provider [27].

4 System Requirements

Given this threat model, our goal is to allow the recipient of a
criminal process document to validate that it was duly autho-
rized (i.e., that it was, in fact, signed by someone with the legal
authority to issue such a demand) and that its contents have
not been meaningfully altered since authorization. However,
in our discussions with judges, court clerks, law enforcement,
and providers, we have identified a set of real-world con-
straints that impose concrete engineering requirements on any
practical design. We describe each in turn here:

Self-Certification. In principle, it is appealing to imagine
that service providers could simply contact an issuing court-
house to validate the integrity of an order on its authority.
However, criminal process is typically sealed—meaning that
it will not appear on any public docket and court clerks are
not allowed to respond to queries about it (even if they had
the staff to do so). This practical reality creates an implicit
requirement that legal process documents be self-certifying.

Paper Compatibility. The traditional way to accomplish
self-certification is via digital signatures computed over the
entirety of a document (or a one-way hash thereof) that are
embedded as metadata. Any recipient could then use such a
signature, along with a public key associated with the autho-
rizing party, to verify that a signed document was issued by
the authorizing party and unchanged since it was signed.
Unfortunately, end-to-end digital document processing is
not feasible in the existing U.S. legal system. Paper docu-
ments and/or scanning are still an important and commonly-
used part of the process, both in process creation and in
service—thus, there may be no end-to-end channel for hold-
ing digital metadata like a signature. Moreover, any “whole
document” digital signature is too fragile to accommodate the
common practice of minor edits or transformations to process
documents (e.g., even after they are authorized via a judge’s
signature). These facts create two further implicit require-
ments: 1) any verification data must survive in the physical
domain (i.e., after being printed, faxed, scanned, folded, etc.),
and, 2) any verification method must accommodate incidental
textual changes to the document that do not impact its seman-
tic meaning (i.e., what data it targets, what kind of searches
it authorizes, and the authority upon which it draws). Thus,
we believe that a simple “verified vs. non-verified” signal is



unlikely to be achievable, and any practical scheme will need
to provide more fine-grained information to analysts (e.g.,
which part of a document may have changed).

Ease of Use. From our interviews, it is clear that while
judges and court staff are highly skilled individuals, they are
not technologists. Solutions that require them to correctly
make specific technical choices are unlikely to succeed (e.g.,
we found at least a half-dozen different ad hoc mechanisms
used to apply judicial signatures to PDF documents). Simi-
larly, law enforcement agents can also be imperfect stewards
for the process documents they serve (e.g., we have found
situations where Federal agents have filed screenshots of pro-
cess documents displayed in their browser—including all
of their open browser tabs—in lieu of the documents them-
selves; and this works!). Finally, corporate legal analysts (i.e.,
those reviewing received process documents) are also not
necessarily tech savvy, and, in evaluating documents for po-
tential integrity issues, they require signals that align with
their own understanding and expertise. Taken together, these
create a requirement for a self-certification process that is sim-
ple to apply (e.g., automatically incorporated into an existing
workflow, such as document filing), difficult to inadvertently
perturb (i.e., survives printing, faxing, minor modifications,
etc.), and is straightforward (for a paralegal) to interpret.

Incrementality. Finally, there is considerable diversity and
independence in the Federal courts. Each district operates as
a fiefdom unto itself and, thus, new technology—and policies
around its use—are rolled out at different times in different
jurisdictions, with different levels of support. Indeed, even up-
grades between versions of the national CM/ECF system are
managed independently by each court. Therefore, any solu-
tion will need to interoperate with existing process document
practice for quite some time.

5 Warrlnt

We have designed a prototype system, Warrlnt, to align with
these requirements. Our design goal is to dramatically im-
prove the ability to identify process forgeries, while still be-
ing practically deployable in the U.S. legal ecosystem. In this
section, we share our design approach, describe how such a
system might integrate into existing court and provider work-
flows, and provide implementation details of our prototype.

5.1 System Design

Our solution to the practical constraints we have documented
is based on two key design elements:

e Paper-based digital channels. Since there is no reliable
digital channel for transmitting verification data (includ-
ing any digital signatures) we must embed such metadata

directly into the printed form of the document itself—
treating the paper as a channel for encoding digital data.
Thus, our system modifies each process document to add
one page of two-dimensional matrix barcodes (hence-
forth, just barcodes) to encode its verification data.

* Semantic integrity validation. Since documents may be
benignly modified after authorization (e.g., via adding
case numbers, stamps, seals, CM/ECF headers) or may
change their binary representation during service (e.g.,
due to rescanning, faxing, etc.) a traditional binary in-
tegrity check over the whole document has limited util-
ity. Instead, we focus on the integrity of the document’s
semantics: is the search demanded by the document con-
sistent with the search authorized by the judge’s signa-
ture? Specifically, the system extracts the words and their
placement present in the document and encodes those
into the verification data (i.e., the barcodes). Then, when
a recipient views the document served upon them, they
can easily compare the document with the information
encoded in the barcodes to see what specific locations in
the document have changed after signing.

More concretely, our basic design approach is as follows: af-
ter a process document is authorized (e.g., signed by a judge),
the system extracts the content from each source page and
encodes it into a digital representation, which we call the doc-
ument description. We have chosen to use optical character
recognition (OCR) for this purpose for two reasons. First, le-
gal process is almost entirely text-based and thus a document’s
words and their placement on the page implicitly encode the
document’s semantics. Second, OCR is naturally robust to
transformations in the analog domain (e.g., the distortions
that arise from scanning, faxing, printing, etc.).’

The system then signs the document description using the
private key of the party authorized to issue the process (e.g.,
the judge or court). The resulting signed document descrip-
tion, along with a certificate attesting to the public key’s va-
lidity, is encoded as a printable 2D-barcode similar to a dense
QR code, and appended to the document. Due to the digital
signature, an attacker cannot generate a legitimate barcode
page without compromising a judge’s or court’s private key.

When such a document is served upon a provider, the sys-
tem decodes the barcode at the end of the document which
reveals the words and their coordinates from the original doc-
ument. If the certificate and signature verify, then this embed-
ded document description is presumed to be valid. Next, the
semantic feature extraction process is repeated on the body
of the document, using OCR to extract a new, local version

"We briefly explored image-domain fuzzy hashing approaches (e.g., the
PDQ perceptual hash algorithm developed by Meta [16], or NeuralHash
developed by Apple [6]) but found that they were substantially less sensitive
to semantically relevant changes, and thus allowed far more false negatives
(i.e., undetected forgeries).
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Figure 2: Overview of Warrlnt. Solid lines indicate continuing in the same modality (digital or physical), and dashed lines

indicate switching modalities (through printing or scanning). Highlighted boxes indicate where Warrint is run.

of the document description. Finally, this local document de-
scription and the signed document description decoded from
the barcodes are compared to identify any inconsistencies.

We have specifically chosen not to automate the interpre-
tation of this comparison. The semantic importance of indi-
vidual parts of a process document can depend on a range of
facts, including specific information about the target service
(e.g., the format for valid identifiers), the kind of process (e.g.,
warrants have explicit periods of validity while subpoenas
do not), as well as interpreting different form versions and
ways to structure requests in English. Rather than attempt
to encode that knowledge into a tool, we instead visualize
the differences for a legal analyst to evaluate, based on their
own domain knowledge. Thus, our tool highlights places in
the document that are inconsistent (i.e., there is a difference
between the original document description and the one ex-
tracted from the document they see before them) and can
interactively compare the two versions. An analyst is best
situated to determine if the location and content of an incon-
sistency is semantically relevant (e.g., changes to the email
to be searched)—which we call salient inconsistencies—or
merely a byproduct of noise (e.g., from court process vagaries,
scanning, or our encoding/decoding process).

5.2 Deployment Sketch

Figure 2 outlines how Warrint could integrate within the exist-
ing criminal process creation workflow. It is common practice
that court clerks manage such documents, scanning them if
they were physical (i.e., received a “wet” signature), adding
the case number and any seals (per the practice of the court-
room and district), filing them into the court’s record systems,
and making the result available to the requesting Assistant US
Attorney and/or law enforcement agent. The centrality of the
clerk’s role here makes them an ideal implementation point
for our software. Thus, we envision that WarrInt is transpar-
ently integrated into the clerk’s filing process, wherein our

In the Matter of the Search of )
(Briefly describe the property to be searched )
or identify the person by name and address) )
Information associated with the Google )
Account cileoaylese@gmail.com that is stored )
at premises controlled by X gle LLC )
WARRANT BY TEL[T T o avmmees
Modification Detection: Box 1
o: Any authorized law enforcement| Original text: keykeytolesgmailcom
New text: cileoaylesegmailcom
An application by a federal law enTorcement oTTicer or an atto

Figure 3: Example of how our system flags modifications to
an analyst. The analyst need only hover their mouse over the
red box, and a popup displays the original and changed text.

software would use OCR to capture the document description,
digitally sign it with the most granular key available,® encode
the digital stream as barcodes and append this data to the
source document. It is this document that would be produced
to law enforcement for service.

As we have described, the document may then undergo
changes (including additional scanning and transformation)
as a part of law enforcement handling and service before
finally arriving at the provider. The provider side of Warrint
processes the received documents to validate the certificate
and signature, and then compares the calculated document
description (i.e., via local OCR) with the encoded and signed
document description in the barcodes. WarriInt then highlights
any region of the document that differs between the two, to
allow legal analysts to evaluate if it is problematic (shown
in Figure 3). If so, the provider can reject, request a new
copy from law enforcement, or perform any other form of
out-of-band process to “cure” the inconsistency.’

8Clerks typically work for a particular judge or magistrate, but they also
already specify the presiding judge as part of the filing process, so such a key
selection could easily be automatic.

9In discussions with providers, we learned that they may contact the issu-
ing agent and/or the responsible AUSA out-of-band for further clarification.



We note that our use of digital signatures for integrity pre- 5.3.2 Paper-Channel Encoding
supposes the existence of a PKI for the Federal courts. The De- - . .
partment of Justice already uses the existing Federal PKI [(32]\/\/"’1”'2nt encodes the qogument description and a digital sigha-
to issue each Assistant US Attorney a unique Personal Iden:[urel over that description as a barcode so that t_he_ provider
tity Veeri cation (PIV) card containing a certi cate and key can verify the document regardless of whether it is served

pair. But a counterpart for the Federal courts would need to bedlgltally or physma}ly. Tq minimize the dee”. on courts, we
implemented. Ideally, courts would issue certi cates for each seek to encode this digital information in a single appended

individual district judge and magistrate. We can also imagine extra page. Before transmitting the document description, we

a stopgap implementation where a single public key would gncode it as follows: tokens are encoded directly (each token

represent a district—mirroring existing practices where each IS pre dxetﬂ Wt')th a zyte gontamm?\,\tlhe }oken S Ietngth)a_thetn wel ft
district court obtains a unique TLS certi cate for its website. encode the bounding boxes as two placeément coordinates ( €
and top) and two size values (width and height). We quantize

. the width coordinate into a single byte (we conduct our anal-
5.3 Prototype Implementation ysis at 300 DPI), and group coordinates by type (i.e., all the
left coordinates together in order). Finally we compress this

The Warrint prototype is implemented in Python with two
P b P y stream with Lempel-Ziv—Markov chain algorithm (LZMA).

components: one for process issuers and the other for re Wi de th lting data i h h | usi
ceivers, closely following the design we have described. € encode the resulting data into the paper channel using

The system works exclusively with PDF les—the issuing 1€ Twibright Optar system [57], which, akin to QR codes,

component takes a PDF as input and produces a modi ed I;,DFencode.s bin.ary data in a 2D-matrix barcode format wiFh error
with an appended, signed, document description in barcodeCorrection via G_olay [29] codes. By default, Opf[ar dellvers_ a
form. The receiving component takes in such a PDF as input “3'"Y!NJ capacity Of. 200 KB pler page but requires scanning
and produces a new PDF, annotated with boxes indicating anyat_ 600 DPI; we adjust Optars seftings to target 200 D_PI
potentially modi ed regions of the page, with their detected (since we nd that 200 and 300 DPI are common scanning
change (e.g., Figure 3 see Appendix E for examples of Searchresolupons for reall legal process, g.f. Secpon 6) resulting in a
warrants, administrative subpoenas, and 2703(d) orders). Thigapacity of 16.3 KiB/page, which is suf cient for our needs.
PDF-centric approach ensures thidrrint is compatible with

existing storage, transport, and processing systems and, oR-3.3 Receiver-side Scan Registration

the provi(_jer side, that investments in existing analyst client One challenge occurs because documents may be rescanned
software is unaffected. . . . after the original document description is calculated (e.g.,
I.n the rema_lnder of t.h|s secthn, we focu_s on the Implemgn- due to fax or other service vagaries). Scanned documents can
tation details involved in extracting, encoding, and comparing depart from the original in systematic ways, e.g., the scanned
the document descriptions, which represent the most signi - 4\ ant may be rotated or magni ed. W'e nd’ such page-
cant technical challenges Warrlnts implementation. wise transformations can signi cantly impact the number of
inconsistencies thavarrint highlights, so we regularize the
5.3.1 Extracting Document Description process documents at the service provider. While there exist
computer vision technigques to project one copy of a document
page (i.e., the process document received by the provider) into
the plane of another (the original issued by the court), these

include punctuation (e.g., both “* and “1-1” may be tokens). approaches generally use image-based features (e.g., detected

For each token, we record the text and the coordinates of theedges of page content) to computk_tcanography matrixhat
corresponding bounding box. These tokens and their boungMathematically transforms coordinates collected from one

ing boxes make up the document description that we sign angCopy into corresponding locations on the other. Unfortunately,

encode using barcodes af xed to the process document. WethIS is impractical for our use case, as we need to communicate

disable the OCR tool's use of any digital contents (i.e., for the features across the limited-capacity paper channel—in

non-scanned documents with embedded text), as our experiP@rcodes—and image-based features are quite numerous.
Instead, we develop a technique described in Algorithm 1

ence is that it degrades overall performance in practice due S X ) : .
to stamps, seals, and other non-salient graphical features a?nd detailed in Appendix D that relies exclusively on the in-
ormation contained in the document description. In short, in

discussed below. - _ L
contrast to traditional image-based pipelines that rely on local
100ne exception is that the prototype does not yet implement a full crypto- gradient descriptors (e_g_, SIFT [41]), we treat OCR tokens
graphic certi cate and simply embeds the public key of the signer. high-I | tric feat h ted by thei
n particular, versiompretrained-ocr-v2.1-2024-08-07 . We tested as 'Ig eve .geome ric reatures, eac' repre;en ed by .elr
other tools like Tesseract [55], Amazon Textract [4], and Adobe OCR [3], SPatial centroid and textual content. This provides enough in-
but Google's Document Al performed most reliably for this application.

Our prototype implementation uses Google Document Al's
“Document OCR” processot. We use the OCR tool to ex-
tracttokens which conceptually map to words, but may also

120ur prototype uses Ed25519 keys for EdDSA signatures.



Algorithm 1 Homography Estimation from OCR Features

Require: OCR outputs from source and target documents:
Ws; W,
1: EachW = f (x;;yi;wi)g: word centroid and string
Ensure: Estimated homography matrix 2 R 3
2: Filter stopwords and whitespace frafds, W,

3: Build bipartite graph on word string similaritys = (a) WarrlInt before seal detection. (b) Warrint with seal detection.
(Ws; Wi; E) : N . Figure 4: A document where automated seal detection elimi-
4. Solve max-weight bipartite matching to nd word corre- nat tw. dozen ’ inconsistenci round th |
spondence€ ates two-dozen spurious inconsistencies arou e seal.
5: forall duplicate matcheso 5.3.5 Seal Detection
6: Select minimal pixel-distance correspondence
7: end for One issue with line-by-line processing is the fact that many
8: Apply RANSAC onCto estimate homography matrik process documents are decorated with seals and/or stamps
9: return H added at the courthouse, which themselves contain text that is

both unanchored to the rest of the document and rendered at

an angle or along the curve of the seal itself. Even if the OCR
formation to form correspondences that reveal the geometrictool is able to extract the text from within the seal (which
transform between documents, necessary for alignment antjepends greatly on the particular seal), it is not obvious with
registration of a candidate document to an input template.  which line of the document to associate it. As a result, it is

challenging to compute robust correspondences between such
5.3.4 Line Formation text in the original and served documents.

We address this issue by observing that a stamp or seal—
and any text it may obscure—is highly unlikely to contain
information salient to the document's validity (i.e., it should
not contain or occlude any identi ers of the target of the pro-
cess)-* Hence, we developed an Al-based heuristic to detect
stamps and seals and their bounding boxes in the document
received by the provider [34].

Service-provider analysts can optionally enaséal |-
tering, which excludes from consideration OCR tokens that
overlap with seal bounding boxes. The Itered area is high-
lighted in blue, as shown in Figure 4, allowing the analyst
to con rm that the exclusions are appropriate or, if neces-

Unfortunately, even perfect page registration does not guaran
tee identical OCR results. While Google Document Al em-
pirically produces deterministic results for a xed input PDF,
minor differences induced by scanning (even at a high resolu-
tion) can produce different outputs. In particular, we note that
the OCR tool may split up words into tokens inconsistently
(e.g., an email addresiske.warrants@example.com may

be parsed as one token at the court, but as two tokakes,
andwarrants@example.comwhen parsed after scanning at
the provider). Moreover, even if the OCR tool extracts the
same set of tokens, they may output with slightly different
bounding-box coordinates due to quantization effects in the sary, disable the Iter. As shown in Section 7, seal Itering

PDF rendering, homography matrix calculation, or both. As a dramatically increases the usability of our tool for process

result, itis not always trivial to determine the correspondences documents that contain graphical elements. We emphasize
beltweedn totkens atcrosts thebtw? copies of tdhe documclent. that this ltering is performed exclusively at the provider side;
h order to construct a robust correspondence, we [everag&y, o yocyment description af xed to the document contains all

the fact that process documents are generally single cqumnsOf the OCR tokens extracted at the courthouse so attempts to

pftte|>§t, W'tbh I|m|tt§d frtﬁe- Ost'?ﬁ] t?Xt' 'ﬁﬂc?’k\)’\’e gcrjqupl;okens q evade detection by deliberately adding a seal before service
Intoines by sorting them Dy the top oTtheirbounding boxand ;e prevent an analyst from viewing any inconsistencies.
grouping together tokens whose bounding boxes overlap ver-

tically by at least 60% of the median height of the bounding
boxes extracted from the document—which accounts for vary-

ing font sizes used in process from different couitsVe then  Finally, once we have grouped tokens into lines, we compare
concatenate the tokens in each line into one Single text Stringthe lines in both Copies of the process document (the Origina|
ignoring whitespace and punctuation. This approach works gocument at the time of the judge signing, and the document
well in practice, but it is valuable to note that should it *fail,”  at the time the provider receives it) to identify inconsistencies,

this will lead tomoredifferences being (spuriously) agged  de ned as an insertion, deletion, or replacement of any char-
and will not cause any real inconsistency to go undetected.

5.3.6 Highlighting Inconsistencies

145uch seals and stamps are almost always either in the header of the page

BEmpirically, this 60% threshold is optimal for our training dataset. We (typically where the issuing court is identi ed), or at the bottom of the page
also tried using Google Document Al's built-in line grouping feature, but our around the judge's signature. We have never seen such a decoration that
approach provides superior performance empirically. overlaps with salient information.




acter in these lines. Our tool visually pinpoints the location ~ While we are unable to make any claim of representa-
of these inconsistencies by drawing colored boxes over themtiveness (since there is no ground truth dataset to compare
and providing an annotation that includes the correspondingagainst), we have taken care to curate a diverse dataset from
original text (Figure 3). across many courts and across our time period. Our dataset's
127 canonical process documents span 25 district courts, cov-
ering all but one of the Federal circuits, and these districts
account for over 60% of issued search warrants during the
Both the design of our system and its evaluation is closely ime period [59], suggesting that they are unlikely to be atypi-
cal. There is also some variation in source modality. Of our

driven by the nature of existing Federal criminal process doc- _—
uments. Unfortunately, there is no extant corpus of such doc-127 documents, 34 are scanned, but the vast majority have a

uments. Indeed, as we have mentioned, the vast majority ofcombination of scanned and digital conténEor the scanned
criminal process is sealed by the court, and providers aredocuments, we use tigelfimages tool to identify the source

loathe to share documents that implicate their customers' pri-2P! and nd that 300 DPI dominates with outliers ranging

vacy interests. Thus, we have created our own corpus by manfrom 150-400 DPI. . _
We refer to this dataset as awaining set Although, aside

ually searching for Federal criminal process documents that A a
are unsealed To this end, we have searched across PACER from the seal detector, our system does not require “training”
(the public version of CM/ECF) for cases docketed in the per se, we are sensitive to thg fact that we hf';lve designed our
last three years that contain legal process targeting onlineSyStem in the presence of this data. Thus, in the evaluation
service providers (i.e., search warrants, 2703(d) orders, and £€Ction We introduce a separate test dataset of 130 documents
small number of administrative subpoenas with any attached(created similarly, but drawn primarily from distinct district
2705 preclusion orders§. For each such docket, we used COUs and, unlike the training dataset, containing 2703(d)
the court's CM/ECF portal to download process applications, order;) to ensure that our results do not arise from implicit
orders, and/or returns that were available as PDFs (sometimeS€/ection bias.
a docket may not be sealed, but individual documents are).

Ideally, the court's les would provide us with complete 7 Evaluation
documents in precisely the form provided to law enforce-
ment and then served on service providers—what we call In this section we present an evaluationVigérrint. At a
acanonical documentJnfortunately, this is not always the high level, we simulate process service by running each of
case. For example, in some cases we may obtain a searcthe canonical documents throug¥arrint: we replicate the
warrant application, but not the issued warrant itself, or an courthouse by inputting the canonical document as retrieved
issued warrant without attachments, or a copy of a warrant,from PACER to generate veri cation barcodes and emulate
led in a return, and so on. In such instances, we synthesize averi cation at the service provider by providing the process
document as close to canonical form as possible using somedocument—and barcodes—in different formats. We conduct
combination of the issued order, the application for an order, two separate sets of experiments intended to quantify security
attachments to the application, and copies of the order as led and utility: in the rst set, we alter the identi ers contained
in a return. For example, one might compose the attachmentswithin the process documents after generating the veri cation
from a warrant application with the warrant order page as barcodes to evaluate how effectivéMarrint thwarts attacks
extracted from a led return. In each case, we attempt to 1) (i.e., how well does the system wo)k™ the second set,
use the document closest to the original process documentve make no deliberate modi cations and assess the extent
(e.g., we prefer returns that include the original warrants to to which Warrint generates spurious inconsistencies (said
warrant applications), and 2) capture such documents in theanother wayhow much effort is required by the analypt?
modality (scanned vs digital) that we believe the original pro-
cess was recorde_d. Of thg 257 total documents we co_llect,7_1 Methodology
two were already in canonical form, and 159 only required
removing extraneous pages. The remaining 96 documents/Ve replicate “digital” service (e.g., email) by providing the
required synthesizing multiple documents. PDF with barcodes directly to the service provider; we repli-
cate the “paper channel” by printing and scanning the doc-

15This can occur because the original ling was not sealed (e.g., because . . . .
the target of the search was already in custody), because certain distric:tsument at various resolutions using a hlgh-VOI"Jme Xerox

automatically unseal documents without a speci ¢ motion to keep them Scanner in heavy use by an educational institution in an at-

6 Process Document Dataset

sealed, or due to litigation, among other reasons. tempt to mimic conditions at a busy courthouse. CM/ECF
16There is no explicit mechanism to query for such documents, so as a
proxy we have accomplished this by querying for case names sutis#s 1o identify scanned documents, we computeateaoccupied by bitmap

v. *.com" , which re ects the most common idiom for such dockets, as well data and for printed glyphs. Empirically, when this “text-to-image” ratio is
as by searching for docket entries identifying “search warrant” or “2703", below 0.1, the documents were clearly scanned.
along with provider recipients, and then validating by hand.



Min Median Mean Max In comparison to Optar, QR codes would require signif-
PDE icantly more pages. To reliably recover information in QR
— codes scanned at 200 DPI, we empirically nd that we needed
D I .82 135.2 . 1044.57 . ! )
Zé%IE?)PI scan :Slfsg 326 (9)0 86731034 0139517 to use Version 20 (V20) QR codes (which can store 276 bytes
300-DPI scan 19'29 130'35 135' 67 272’ 64 of payload each). After allowing the recommended 15% quiet
400-DPI scan 28.45 227.86 252'23 453'35 zone around QR codes for maximum rate of detection [14],
: : : : we can store 12 QR codes per U.S. Letter page, with a to-
OCR tal carrying capacity of 3.2 KiB per page. In this setup, our
Raw OCR output  22.34 39.57  39.27 73.45 |argest legal process document (with a 15.9-KiB document de-
Document descr.  2.06 3.60 3.59 6.82  gcription) would require ve pages of QR codes—compared
Warrint 0.44 1.51 1.50 3.91 to only one page with Optar.

Table 1: For the 127 documents in our training set, we report
the size in kilobytes (KiB) per page of the digital PDFs (with 7.3 Attack Success Rate

fonts embedded), scans at various DPIs, the correspondingrhis set of experiments measures how Wedirrint detects
digital PDF's OCR output, the encoded document description, adversarial modi cations. For each piece of legal process
and our compressed binary representation thetafiint). in the training and test datasets, we select one identi er to
modify. We perform two experiments: one replaces the entire
automatically applies a digital header to all documents up-selected identi er with a randomly generated string, and one
loaded to PACER which is not usually present on legal processyeplaces one character of the identi er to emulate an attack
that providers receive. In our experience, these headers argnat tries to exploit common OCR mistakes, acting as a worst

frequently outside the area of the page that scanners congase for our system. We enable seal detection in all cases.
sider, and, even if they are included, often occlude other (non-

salient) header text. In order to avoid impacting our results
with these artifacts of our dataset, we exclude the top 5% of
each page fromivarrint's analysis'® We indicate this exclu-  We seek to evaluaté/arrint's security against an optimal
sion to the analyst in the same fashion as with seal detectionattacker who makes the minimal changes necessary to the
by placing a blue ribbon over the ignored area. legal process document. We hypothesize that the best way
To ensure thatVarrint is not overly tuned to the training  to launch such an attack would be to modify a digital copy
dataset we used during development, we employ the sameof the process document—i.e., the PDF itself, before it is
methodology as described in Section 6 to assemble a separateendered—so that the modi ed identi er is rendered in pre-
test datasedbf 130 different documents that we use exclu- cisely the same font and without introducing any unwanted
sively for evaluation. Like the training dataset, the test dataset artifacts. We emulate this attack by converting the process
includes search warrants and administrative subpoenas, buPDFs to JSON using thepdf command line utility [12],
also includes 2703(d) orders, which have a different format. modifying the JSON to alter the identi ers, and converting
the JSON back into a PDF. We con rm that the resulting PDF

7.3.1 Identi er Modi cation

7.2 Efciency differs only in the desired way’. This approach requires us
to restrict our focus to documents where the identi ers are
Before considering the effectivenessérrint, we rst quan- rendered using digital text—as opposed to bitmap images,

tify its overhead in terms of the amount of additional data (i.e., which sometimes appear in even non-scanned documents.
the size of the document description) that needs to be af xed

to process documents as a set of barcodes for each of oUgompletely Replacing Identi ers. In our rst experiment,
canonical documents. As shown in TabléNarrints docu-  \ye emulate an “average case” attack by replacing an identi er
ment descriptions are si'gni cantly smallerthan than the PDFs'in the process document with a randomly generated string.
themselves, and our binary encoding scheme reduces theijye generate random replacement identi ers while ensuring
size even further, achieving one-to-two orders-of-magnitude that the replacement is not so wide that it will overlap with
reduction compared to the document itself. While some pagesne subsequent text in the PDF. To achieve this, we calculate
are more information-dense than others, we nd that across the width of the rendered identi ers and check if a randomly
all legal process documents in both datasets—which rangegenerated replacement of the same length as the identi er has
from 2-16 pages in length—we need only one page of bar-5 \yidth less than 95% of the original identi er. We attempt
codes to store the encoded information (i.e., the total size of 90 randomly generated identi ers, and if none achieve this
the encoded document description is less than 16.3 KiB).  idth constraint, we decrement the number of characters in

18This threshold was empirically determined using our training dataset to 191 contrast, we nd that modifying documents with standard PDF editors
cover the CM/ECF header in most cases without including any salient text. jike Adobe Acrobat result in many unintentional changes to the document.




Training Dataset Test Dataset

Format
Min Mean Median p90 Max Min Mean Median p90 Max
Digital 0 0.02(0.03) 0 0 8(9) 0 0.02 0 0 14
200 DPI 0 2.22(3.14) 1 6(9) 51(56) 0 2.24(7.09) 0(1) 6(20) 69(70)

300DPI 0 1.90(2.67) 0(1) 5(8) 44(61) -
400DPI 0 1.85(2.63) 0(1) 5(8) 48(74) -

Table 2: The number of spurious detections per page. (The numbers in parentheses are without seal detection.) Due to the manual
nature of printing and scanning, we only report results for the test dataset scanned at 200 DPI.

the replacement identi er and continue to generate candidateWarrint catches all modi cations when identi ers are replaced
replacements. We create a numeric replacement identi er if with random strings for both digital and physical service; how-
the original identi er is numeric, otherwise alphanumeric. We ever, it misses one OCR error, failing to ag one of two in-
successfully modify 81 of the 127 documents in the training stances in the same document where “agent” was changed
dataset and 102 of the 130 documents in the test dataset. to “agcnt,” when tested on both the digital and scanned ver-
sions.Warrint misses another OCR-confusion modi cation

Leveraging OCR Confusion. In our second experiment, Only when the documents are scann@@irrint does not de-
we consider an attacker who is able to nd an existing pro- tect an ‘i’ being replaced with an I in one of two instances
cess document that contains an identi er that is extremely of the identi er. Overall, these three missed detections re-
close to their desired target: namely, one whose differencesult in a per-modi cation attack success rate of 3 out of 640
consists of exactly one character that is commonly confusedModi ed identi ers across all documents and modalities, or
by OCR (e.g., I' instead of 'i’). We rely on the character 0.5%. However, for both of these documents the modi ed
confusions documented by Jatosttal. [35]. In particular, we  identi er appeared at least twice in the document svatr-
compile the single-character confusions documented for two It correctly agged at least one instance of the identi er as
datasets comprised of modern news articles (Overproof NLA modi ed, which would give a careful analyst pause. Hence,
and Overproof NC). Because these datasets only report chaive argue thatVarrint provides an effective document-wide
acter confusions for lowercase characters, we only modify attack success rate of zero in all cases.

documents that contain identi ers with lowercase characters.

We use the percentage of each character confusion in the7 4 Spurious Inconsistencies

datasets (choosing the larger percentage if a confusion occurs ] )

in both Overproof datasets) as weights when we randomly We also study the rate at whiskiarrint “detects” an incon-
choose a character to replace in the identi er. For example, SiSténcy that turns out to be spurious (i.e., how often it ags
the character “e'is confused as an "0’ in 14.8% of occurrencesPortions of a document as containing alterations when in real-
in the Overproof LC dataset, and, thus, is replaced in a similar ity there are none) as well as the potential saliency of these
fraction of the modi ed documents. We create 63 modi ed Purported inconsistencies (whether an analyst is likely to be
documents from the 127 documents in the training datasetconcerned by the highlighted region). These are measures of

and 82 documents from the 130 documents in the test dataset/Sability as analysts will quickly tire of a system that gener-
ates too many false alarms that cannot be quickly dismissed.

While the frequency of spurious detections impacts the level
of effort required by the analyst to validate a process docu-
Because all of the modi ed documents are digital, we can ment, their saliency speaks directly to the issue of whether an
consider both electronic (e.g., emailed PDF) and paper (i.e. analystis likely to make the wrong decision, i.e., reject a valid
scanned) service modalities. Hence, we evalliggerint's process document. In general, the extent to whidrint
performance on the modi ed PDF, as well as with a printed- will produce spurious alerts depends on the perturbations doc-
and-scanned version. We scan the modi ed documents atuments go through during service. Here, we consider the base
200 DPI to consider the worst-case scenario, as OCR per<ases, i.e., where the document is served via either a digital
formance improves with higher DPI. We measure the attack or paper channel, but leave an evaluation of mutilation due
success rate per modi cation and per document (i.e., evadingto handling (e.g., folding, crumpling, coffee stains, etc.) and
all modi cations in a given document). how that may facilitate attacks to future work.

Overall, Warrint is effective at detecting modi ed iden- nga] L . .
. . . . gain, for context, we understand that existing analyst review typically
ti ers. We nd that Warrint catches all modi cations (i.e.,  jjvolves a modest number of minutes in practice.
ensures an attack success rate of zero) for both digital and
physical service on the training dataset. On the test dataset,

7.3.2 Results




7.4.1 Frequency of Spurious Detections (i.e., the user or domain name), all but one are due to OCR

. . . . confusion, typically involving the characters °I', "i', and "1'.
Once again we consider both electronic and paper delivery ypically g

channels, analyzing both the actual PDF and versions printed

and scanned at three different resolutions—200, 300, and 4008 Related Work

DPl—representative of the resolutions we encountered in

PACER. Table 2 reports the number of spurious inconsisten-T0 the best of our knowledge, our work is the rst to consider
cies reported per page MWarrint across the 1,416 pages of the (lack of) integrity guarantees for criminal legal process.
both the (710-page) training and (706-page) test datasets ifiowever, we discuss three classes of related research that
the absence of deliberate modi cations. (The prevalence of tackle associated issues of legal accountability, forgery detec-
spurious inconsistencies in the altered documents discussed©on, and document authentication.

in Section 7.3 is similar, so not reported separately here.)

Overall, the results are consistent across resolutions andCryptographic Legal Attestations. There have been sev-
datasets, with 90% of pages having six or fewer spurious eral efforts to use cryptography to providewcapabilities
alerts, with the median page having at most one detectionin court documents. For example, Frankfeal. develop a
even when scanned at 200 DPI. The average page has agystem using multi-party computation to produce aggregate
proximately two spurious detections, although this is skewed statistics about sealed legal documents while maintaining their
by a few documents that contain pages for whigarrint required secrecy [28]. Similarly, Kro#t al. apply identity-
produces a large number of spurious detections regardless obased encryption to design a system to improve the secrecy
scanning resolution. (We note that while the digital channel of court orders—for example, even hiding the subject of the
is not entirely free of spurious alerts—due to quantization order from the provider itself [39]. However, while both sys-
effects—they are rare.) Seal detection removes one spuriougems are adjacent to the problem we consider, neither are
inconsistency on the average page in the training dataset ananotivated by the need to protect process integrity. Moreover,
has an even greater impact in the test dataset: approximatelyoth are decidedly “blue sky” designs, while our work is very
ve fewer spurious detections in the average case. much driven by the challenges of practical integration into

Manual inspection of the ten pages with the highest number the existing legal ecosystem.
of spurious inconsistencies (six from the training dataset and
four in the test Set) reveals that 90% (375 out of the 415 total Document Tampering Detection_ Another related |ine Of

detections across these 10 pages) of the spurious detectiongork focuses on detecting general document tampering in
are due to incorrect line groupings (an example of which is hardcopy (i.e., non-digital) documents. Most of this work im-
shown in Figure 5 in Appendix E). OCR confusion gives pjicitly models the would-be forger as deviating from inferred
rise to 2.5% of the inconsistencies and another 2.5% occurjgeg| image properties. For example, Diaetaal. [17] devise

in one speci ¢ document where the PACER version was a an unsupervised approach which focuses on small segments
low-quality scan. The remaining 5% are a hodgepodge of of text or images using self-attention, and identifying “intrin-
handwritten content and signatures, undetected stamps, andic” features of the document's visual and textual content.

CM/ECF headers outside of our Itering region. It then ags any deviations from these qualities. Similarly,
Goraiet al.[32] propose an approach (tested on handwritten
7.4.2 Saliency of Spurious Detections documents) to automatically model features of the ink used

. . . . in a document to detect local deviations.
Many detections can quickly be dispensed with by an analyst

because they highlight innocuous portions of the document L
(such as pro-forma text or even scanning artifacts like dust Pocument Authentication. - Yet other approaches seek to

specks). The real burden falls on analysts who are forced to@uthenticate documents via the addition of some form of digi-
consider inconsistencies involving identi ers. For a random @ code. Perhaps the most developed of these is SealClub [45]

sample of 100 documents scanned at 200 DP!I (58 from theVNich adds a QR code to each document which speci es an
‘reference version”. The authenticating user scans

training dataset and 42 from the test dataset) with at leastencrypted € V€ _
one spurious inconsistency, we manually check if the incon-2 short video of their printed media and then the system com-

sistency involves an identi er, which may cause analysts to Putes @ homography between the two documents and reports
scrutinize—or even reject—a valid process document. We areas of signi cant visual inconsistency. While not focused on
nd this occurs 20% of the time in our sample (16 documents €9@l process, this approach has many similarities to our own,
in the training dataset and only four from the test dataset),'”CIUd'ng the choice to re ect inconsistencies for the user

and almost half the time—eight instances—the discrepancyto evaluate. However, the most important difference is that

arises because the OCR tool mis-parses the “@" symbol in antheir approach requires an online reference copy of the source

email address as the character ‘a'. Of the 12 documents wher&l0CUment, which is unavailable in our con.text as C”m'”a'
an inconsistency is agged within salient part of an identi er Process documents e factosealed at the time of service.



Finally, closest to our own design is a short system proposal some date certain) then it becomes straightforward to detect
by Dlaminiet al.[18], which similarly suggests using OCR violations of policy: either the issuing party could report the
to capture textual features of documents and embed thendate they started usingyarrint (e.g., via their certi cates),
in cryptographically secure barcodes. However, their design or providers could infer it based on the rst such process
assumes xed-location content elds, and, as near as we candocument they received from that issuer.
tell, this proposal was never fully eshed out, let alone built

and tested. Thus, we are unable to compare it to our system.|ncreased Workload on Court Staff. While we have tried
to minimize the work required by courts and providers, we ac-
9 Limitations knowledge that we still add to their burdens. For example, our
system requires that IT staff manage certi cates and the inte-

Warrlnt is a prototype and, as such, is a rst cut at providing gration ofWarrintinto CM/ECF and that clerks and judges
practical integrity protection for criminal process. Our current are trained to understand the purpose of the appended barcode

approach has a number of limitations and open problems. page (i.e., that they are not mistakes and should not be erased
or overwritten). Similarly, providers must train analysts to use

Warrlnt's ability to highlight inconsistent text and understand

OCR Imperfections. Since our system uses OCR, we in- ) 0 L9 ! : |
herit the limitations of OCR. For example, OCR can confuse their role in identifying those inconsistencies that have se-
' mantic impact on returns. In future work, we hope to conduct

certain characters and may not detect punctuation like pe- .
riods in scanned documents. In principle, an attacker could @ USer study to understand the usability of our approach for
exploit such ambiguities to bypass the system. However, to POth providers and courthouse staff.

do so would require the attacker to identify an existing (and

contemporary) piece of legal process where the identi er is Managing Certi cates. Today, criminal legal process has
almost exactly that of their target, differing only in an easily no inherent integrity protection—the bar is low. Thus, even
confused glyph. This is further complicated by the fact that coarse-grained integrity guarantees (i.e., via a district-wide
most legal process is not unsealed until considerably after itscourt certi cate) represent a dramatic improvement over the
period of enforceability has expired. This approach may be status quoHowever, should such a system be adopted, it is

more feasible, however, for modifying an email address used natural to move towards ner-grained credentials and, with
to receive returns. them, the added complexity of their management. Itis an open
guestion what is the best tradeoff in credential granularity (i.e.,
Incremental Deployment Vulnerabilities. We have de- per-judge, per-clerk, per-courtroom, etc.) versus usability _and
signed our system to be incrementally deployable, becausdanagement overhead. Moreover, as the number of private
this is a practical necessity of the decentralized nature of US KeYS increases, the risks of key compromise and the practical
Federal Courts. Thus, districts that make usa\afrint's chall_enges of key revo_catlon may increase as well. While
enhanced integrity protection would be able to offer greater CUtside the scope of this paper, we are well aware that such
assurance to providers, but districts using today’s methodsPKI administration questions have resisted easy answers.
would be no worse off than they were previously—the two
can seamlessly co-exist. However, an inherent side-effect of10 Discussion
incremental deployment is that attackers can evade the pro-
tections offered byVarrint simply by forging process only  Warrint has been designed to provide signi cantimprovement
from districts that have not yet adopted the systém. in integrity, subject to the practical constraints of the U.S.
Similarly, an attacker can strip away barcodes from a pro- Federal legal system. However, signi cant fractions of legal
cess document or create a forged document without any barprocess served on U.S. providers arises from state courts.
codes. In a more benign setting, the appended bar-code pagek is an open question if our approach would operate equally
could simply be lost. If the courts are incrementally deploying well in the state context or would require modi cation. How-
our solution, then it is likely they might service the process ever, there is reason to be optimistic since most states avalil
document without the accompanying barcodes. In general thisthemselves of authorities delegated to them under the Federal
is an unavoidable issue but it persists only during the incre-Stored Communication Act (to bypass jurisdictional issues
mental deployment phase of the solution. If individual courts, when serving out-of-state corporations) and, in our perusal
or even magistrates, were to adopt our solution consistently
(i.e., that they use barcodes for all process they issue after

22precisely how much of the criminal process handled by providers orig-
nates from state authorities is unclear since we are unaware of any com-
21This is particularly true because unlikbysicalseizure warrants, which prehensive database of state judicial statistics, similgr to thpse maintained
’ by the Federal court system. However, as one datapoint, Twitter reports that

trggfge:ﬁ;uuesggr:otgiciﬁ:giitt:\?a\,\zihgh :usbepaorgz:g";lgeg?(lj?%?’dgr'?'gsgpvrv(;?;stsbetween July of 2020 and July of 2021 (the last time such transparency data
under the Stored Communicati(')n.’Act) all may’issue from any aistrict. was released), just over 29% of their government legal requests were from

state authorities, with the remainder being Federal. [65]




of several state search warrants, they remain quite similarin1l1l Summary
content and structure. However, such an evaluation across the
set of 50 states, U.S. territories, and tribal courts, is beyondUsers have an expectation that the sites they visit will store
the scope of our current effort. their data securely and take reasonable efforts to prevent
More generally, absent the constraints of a particular le-the data from being stolen by criminals. However, even if
gal process, one might design a very different system. Fora service's technical security is perfect, forged legal process
example, the European Union's eEvidence Regulation pro-represents a backdoor that bypasses virtually all such protec-
vides a standardized approach to serve criminal process (Eutions. To the extent they can comply, providers under a court's
ropean Production Orders, or EPOs) directly on Internet ser-jurisdiction are generally obligated to produce any and all
vice providers across member statethat represents a more  responsive documents, yet they have no principled way to
comprehensivé? “top-down” style design in line with tra- ~ ascertain if a request they receive is authentic, authorized, and
ditional applied cryptographic best practice. As part of this unchanged from when it was issued. Indeed, it is clear that
process, the e-Evidence Digital Exchange System (eEDES)—criminal actors are increasingly aware of this issue and mul-
now subsumed into the Justice Digital EXchange (JUDEX)— tiple attacks via forged legal process have been documented.
is charged with providing a secure inter-state network for We have identi ed the constraints on implementing an easily-
exchange of EPOs, which includes the federated validation of deployable solution for the Federal court system and designed
cross-border digital certi cates (themselves standardized un-a system that abides by those constraints—providing practical
der the E.U.'s eIDAS signature regulation). Thus, a European integrity protection and reliably detecting forgeries.
magistrate can sign an EPO with a Quali ed Electronic Signa-
ture (_QES), using a_certi cat_e provided by an E._U.-authori_zed Acknowledgments
Quali ed Trust Service Provider (QTSP) and this mechanism

can be embedded within Adobe’s existing digital signature e thank Miro Haller, Anish Ukani, Shambhavi Mittal, Vris-
framework (i.e., a recipient can validate a document's QES han Inukollu, Por rio Montoya, Sathvik Balakrishna, Kanaad
using Adobe’s built-in tools) [13,22,50]. While the eEvidence peshpande, Sean Zadig, and our reviewers. We indebted to the
Regulation is set to enter into effect August 18, 2026, there cyrrent and past law enforcement agents, prosecutors, judges,
is considerable scrambling to support its edicts (only ve court clerks, and provider compliance experts who informed
of the 27 member states were compliant with their statutory the design ofVarrint. Special thanks to Seamus Hughes for
obligations by February 2026 [13]). his invaluable guidance regarding PACER and the chief judges
In principle, the U.S. could pursue similar mechanisms of the 43 district courts that approved our exemption request.
but there are few reasons to believe that such changes arghis material is based upon work supported by the National
likely to happen soon. The combination of the U.S." particular Scjence Foundation Graduate Research Fellowship Program
common law system, the independence of its judiciary, the ynder Grant No. DGE-2038238. Any opinions, ndings, and
highly decentralized nature of U.S. courts, and the limited conclusions or recommendations expressed in this material

interest of the U.S. Congress, all create an environment thatare those of the author(s) and do not necessarily re ect the
resists coordinated technological change. For example, fromyjews of the National Science Foundation.

the introduction of Rule 41 in 1946, it took over thirty years

before it was modi ed to allow remote/telephonic swearing,

and another 34 years before electronic service was deeme ;

allowable. In 2000, the Federal ESIGN act made electronic%ppendICeS

signatures carry the same legal weight as ink signatures, but

the courts were exempted from this change [1]. The FederalA Ethical Considerations

Court system was almost entirely based on paper records

until 2002, when the CM/ECF system was rolled out. Written There are a number of stakeholders implicated by our work—

primarily in Perl, the system has been repeatedly added to andboth in its goals and methods. The rst group includes those

patched—complicated further by the fact that each district involved in requesting and serving legal process (i.e., criminal

frequently adds its own unique patches and features to itsinvestigators and prosecuting attorneys) as well as those in the

version of the code base. As well, criminal process has beenjudicial system who oversee the granting of such authorities.

an area of considerable sensitivity and, until COVID, paper These stakeholders' interests are naturally aligned with the

ling of criminal process was the norm in many districts. goal of improving legal process integrity. Similarly aligned
235ave Denmark, who opts-out of E.U. Justice and Home Affairs policies are-the legal staff of SerVI-Ce pI'OVIde.I’S, \{VhO would bene tfrom
%The regulation’does not require t.hé use of EPOs; providers receivin.g an mdepe'ndent meChanIS,m for validating that th? legal Qrders

traditional Mutual-Legal Assistance Treaty requests or same-country criminal they receive are authentic and properly authorized. Finally,

process orders via traditional channels are still obligated to abide by them. potential victims stand to bene t by having their personal

information better protected against such process forgery [10].




The primary ethical concerns around our methods are PACER for the particular district court, is suf cient to identify
1) that our technical discussion might inform attackers how to the associated docket which, in turn, will contain the individ-
better forge legal process and 2) that the concrete examples welal process documents (e.g., warrant request, signed warrant,
provide might implicate privacy interests on behalf of those return, etc) available to the public.
named. With respect to the rst concern, we believe that the  All of these materials, including source code, documents,
balance of interests here very much favors publication. Thereand document identi ers can be foundhdtps://doi.or
is ample evidence that legal process forgery is already beingg/10.5281/zenodo.20386813.
exploited in the wild and yet we are unaware of signi cant
efforts to improve the status quo, or even identify the prgctlcal References
challenges in doing so. We also take care not to describe the
full set of details that would nged to be properly emulated [1] 15 U.S. Code § 7003 - speci ¢ exceptions.
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C Additional Background on Legal Process

Here we brie y review the most common forms of Federal
criminal legal process served on third-parties, as well as the
legal and procedural requirements for obtaining them and
ensuring secrecy.

C.1 Types of Process

We proceed roughly in order of commonality (i.e., how fre-
guently such orders are served), starting with process for
retrospective data (i.e., existing data that is stored) and then
prospective data requests (i.e., for live data in trariSit).

28\ are speci cally ignoring emergency data requests (EDRS) in this
paper, a mechanism by which a law enforcement agency may directly request
information under the "exigent circumstances" doctrine, based on a represen-
tation that imminent death or serious bodily injury is at stake. While EDR
forgery is a real problem [37], because it operates outside the formal legal
process context, it may require a distinct solution.



Subpoenas. In the Federal system, an impanneled grand
jury empowers a prosecutor (typically an Assistant US At-
torney) to issue a subpoena demanding retrospective records
from third parties as part of an investigation. The standard for
requesting a subpoena is quite low, requiring no more than
“official curiosity” (United States v. Morton Salt Co., 338 U.S.
632, 652 (1950)). The power to compel via subpoena is far-
reaching and, absent specific protections embodied in statute
or prior case law, extends to virtually any existing records that
a party may possess that fall within the scope of the request.”’
Unlike other forms of process, a grand jury subpoena is not
reviewed or signed by any judge or magistrate.”®

2703(d) Orders. 18 U.S.C. 2703 documents a portion of
the Stored Communications Act that controls government
access to retrospective “stored communications” (e.g., e-mail,
voice mail, text messages). This statute specifically protects
such information from blanket access via subpoena” but,
via 2703(d), provides that a specific court order (colloquially
called a “d-order”) can be used to obtain any “record or other
information pertaining to a subscriber to or customer of such
service (not including the contents of communications)’—i.e.,
metadata. This includes information such as the “To:” and
“From:” fields in e-mail (but not the “Subject”), sender and
recipient accounts for DMs, etc. The standard for obtaining
such an order is that the government demonstrate “specific and
articulable facts showing that there are reasonable grounds”
to believe that the records sought are “relevant and material
to an ongoing criminal investigation” [2].

SCA Warrants. The same section of the Stored Commu-
nications Act, (particularly, 18 U.S.C. 2703(a) and (b)) also
authorizes the government to obtain the retrospective con-
tents of stored communication from a provider (e.g., the text
of a subscriber’s email) via a warrant. Federal warrants are
governed by Rule 41 of the Federal Rules of Criminal Proce-
dure and require a demonstration (as per the 4th amendment)
of “probable cause” to believe that specific evidence would
be obtained of violations of a particular Federal crime. As
described earlier, this demonstration is typically via a sworn
affidavit provided by a Federal law enforcement agent.
Note, while most warrants must be issued in the district
in which a search or seizure is to take place, 2703 creates

2T There are a range of grounds on which a recipient may seek to challenge
a subpoena, but it is worth highlighting that the combination of widespread
outsourcing to cloud services (e.g., for e-mail service [40]) and the long-
standing "third-party doctrine" (i.e., that by providing data to a third party one
typically surrenders existing “reasonable expectation of privacy”) [S6] means
that individuals may be unaware of subpoenas concerning their information
and would lack standing to challenge them even if they were aware.

28For certain classes of crimes and for certain information, law enforce-
ment can directly issue administrative subpoenas, independent of any court,
with similar powers to compel [21]. Notably, 18 U.S.C. 2703 specifically
empowers administrative subpoenas authorized in Federal or state statute.

Indeed, 2703 limits the power of subpoenas to “basic subscriber infor-
mation” such as the user’s identity, contact info and billing information.

an exception (“‘any court of competent jurisdiction”) which
allows SCA warrants in particular to issue from any district.*”

PRTT Orders. The Pen/Trap Statute (18 U.S.C. 3121-
3127) allows Federal courts to authorize electronic surveil-
lance concerning prospective “dialing, routing, addressing, or
signaling information transmitted by an instrument or facility
from which a wire or electronic communication is transmit-
ted”. While the precise mapping of this telephone-era statute
to Internet services can vary, it is generally metadata (i.e.,
To: and From: fields in e-mail, sender and recipient accounts
for DMs, etc). The standard for obtaining such an order is
that the government represent that “the information likely to
be obtained is relevant to an ongoing criminal investigation.’
Roughly speaking, a PRTT order can be thought of as the
prospective version of a 2703(d) order.

>

Wiretaps. The Wiretap Act, as codified in 18 U.S.C 2510-
22, regulates the government’s prospective surveillance on
the content of “wire, oral, or electronic communications”.
This can include live interception of audio on voice calls,
text content for SMS, live e-mail content, or even live packet
capture for a particular address. As per 18 USC 2518, Wiretap
requests (colloquially called T3’s because of their origin in
Title III of the Omnibus Crime Control and Safe Streets Act
of 1968) require the same probable cause requirements as a
warrant plus a range of additional limitations and constraints,
as well as oversight from the court (including, via 18 U.S.C.
2519, the public reporting of all wiretap order requests and
metadata about their execution). Wiretap orders themselves
are sealed by statute and rarely are made public.

Overall, subpoenas, 2703(d)-orders and warrants (i.e., the
requests for retrospective data) dominate the legal process
served on Internet services. For example, in Google’s trans-
parency report for the first half of 2024, 89% (54,474 of
61,402) of the requests for user data received from US
government entities fell into one of these categories [30].
There are similarly high percentages in the most recent trans-
parency reports from Yahoo (90%), Verizon (70%) and Meta
(67%)°" [46,63,66].

C.2 Obtaining Process Documents

As described earlier, a Federal grand-jury subpoena is created
by the requesting prosecutor and specifies the recipient (for
a company, this may be the official “custodian of records”)
and what records or testimony are sought.”” The final docu-

30Were this not the case, the districts in the Bay Area (cand), Seattle
(wawd), and Virginia (vaed) would be overwhelmed handling out-of-district
warrants for the rest of the country.

3Meta’s smaller percentage is due to the large numbers of PRTT orders
they received, which we surmise may be due to their operation of WhatsApp.

320ne common practice is to subpoena a corporation for testimony con-
cerning records and include a cover letter indicating that documents can be
provided “in lieu” of testimony [5].



ment includes the signature of the issuing court’s clerk and
the seal of the court (although we understand that these are
commonly pre-filled) and specifies the requesting prosecutor,
who typically initials it as well. As we understand it, current
practice in most districts does not involve recording copies
of criminal grand jury subpoenas, and they generally do not
appear in CM/ECF unless they are litigated or are attached to
a related request (i.e., most commonly for a 2705 preclusion
of notice order). Thus, in the context of our system, ensuring
integrity for grand jury subpoenas would likely require each
U.S. Attorney’s office to adopt a version of Warrint.

All other forms of process require court oversight to obtain
and generally require sworn affidavits from law enforcement
officers attesting to the facts supporting the relevant eviden-
tiary standard.” It is common practice that the management
of most Federal criminal process is delegated to Magistrate
Judges (MJs), who are appointed to eight-year, renewable
terms by the district’s District Judges. These judges rotate
“criminal duty” (i.e., so an MJ is available for criminal pro-
cess requests every day).’* These magistrates review requests
and the associated documentation and then decide whether
to issue an order, request changes, or deny the request. The
final order will be dated, signed by the judge and (for all but
the subpoena) will provide the case number and the dates of
validity. A paper copy of the process may be provided in court
to the sworn agent, but it is common that the clerk makes an
electronic copy (possibly scanned) available to the requesting
prosecutor, who, in turn, e-mails it to the investigating agent.

Some forms of issued third-party process involve standard
forms—typically based on those issued by the Administrative
Office of the U.S. Courts. Notably, most grand jury subpoe-
nas appear to use some version of form AO110, and search
warrants some version of AO93 (or, for tracking warrants,
AO103). Others, such as 2703(d) orders and PRTT orders,
have no standard form and are rendered by the judge in prose.
In all cases, the particular identification of the information
to be provided is typically contained in attachments after the
order (e.g., Attachment B for search warrants) although it may
also be listed in the order itself.

C.3 Process Secrecy

Most regular court orders are public by default, however in-
vestigatory criminal process is a key exception. Documents
produced to the grand jury are presumptively under seal (a by-
product of grand jury secrecy rules) and thus such subpoenas
and their returns are rarely ever made public (typically, they
appear in public records only in response to specific unsealing
litigation or because the receiving party publishes it directly

33Historically, government affidavits have been sworn in person, before the
presiding judge handling the request, but post-COVID they are increasingly
sworn telephonically.

34Wiretap is an exception, as the statute explicitly requires a District
Judge’s oversight, as are Foreign Intelligence Surveillance Act (FISA) war-
rants, which can only issue from the FISA Court.

in the media). Similarly, wiretap orders are sealed by default
via statute. For the rest—including 2703(d) orders and SCA
warrants—they are also commonly sealed, either based on
local district rules that stipulate their default sealing or via
explicit sealing requests included with a request for a court
order.”> Once a sealing order is granted, it may be for indef-
inite duration, and such documents are then only unsealed
via a specific court order.’® Overall, sealing is very much the
norm for criminal process and our searches of PACER only
identify a small fraction of the corpus of warrant requests that
are quantified in corporate transparency requests.

Non-disclosure is somewhat more complex since it im-
plicates a third party’s First amendment right to speech and
thus requires a specific court order. In particular 18 U.S.C.
2705(b) provides for a “preclusion of notice” order which
may be requested from the court along with a 2703(d)-order,
an SCA warrant or a subpoena.”’ The recipient of such an
order is prohibited from disclosing the existence of the govern-
ment’s request to “any other person”. To obtain an order under
2705(b), the government must represent that a significant “ad-
verse result” would occur if the request for information were
disclosed (including endangering life or safety, flight from
prosecution, tampering with evidence, intimidation of wit-
nesses, etc.) It is unclear what the practical time limits are
for such 2705 orders and historically many appear to have
had unlimited duration. However, as a result of a lawsuit set-
tled with Microsoft, since 2017 the official Department of
Justice policy is that absent “exceptional circumstances” such
preclusion should only last for a year [51].

D Document Alignment Using OCR features

Our system seeks to align two copies of the same document,
each of which may be a photographed, scanned, or digital
document. Moreover, one copy (the service provider’s) may
or may not have alterations. On the assumption that both doc-
uments are planar, traditional methods of aligning such docu-
ments involve estimating the homography matrix H, which
represents a projective transformation that relates the coor-
dinates of points between two images of the same planar
surface [33]. Itisa 3 3 matrix defined as:

p'=Hp

35Beyond sealing, a separate level of care applies to so-called “highly
sensitive documents” (HSDs), which are not even filed in CM/ECF because
of concerns about the system’s past compromise and are typically filed
exclusively in paper form at the courthouse. [60]

36We are aware that some districts have local rules that criminal process is
filed under seal by default, but will be unsealed once returns are delivered
to the court absent a specific sealing order. We believe that such rules are
responsible for a large portion of the Federal search warrants in our dataset.

3TThe provisions of 2705 are only available for process described un-
der Section 2703, but grand jury subpoenas are specifically authorized via
2703(c)(2). PRTT and wiretap orders have their own integral preclusion
statutes as well.
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