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Abstract

Disk arrays are commonly designed to ensure that
stored data willalways be able to withstand a disk
failure, but meeting this goal comes at a significant

cost in performance. We show that this is unnecessary.

By trading away a fraction of the enormous reliability
provided by disk arrays, it is possible to achieve
performance that is almost as good as a non-parity-
protected set of disks.

In particular, ounFRAID design eliminates the small-
update penalty that plagues traditiomaliD 5 disk
arrays. It does this by applying the data update
immediately, but delaying the parity update to the next
quiet period between bursts of client activity. That is,
AFRAID makes sure that the array feequently
redundant, even if it isn’t always so. By regulating the
parity update policyaFRAID allows a smooth trade-off
between performance and availability.

Under real-life workloads, th@FrRAID design can
provide close to the full performance of an array of
unprotected disks, and data availability comparable to
a traditionalRAID 5. Our results show thatFRAID
offers 42% better performance for only 10% less
availability, 97% better for 23% less, and as much as a
factor of 4.1 times better performance for giving up
less than halRAID 5’s availability.

We explore here the detailed availability and
performance implications of theRAID approach.
1. Introduction

In arAID 5 disk array, small writes take a long time to

complete [Patterson88]. This is known as the “small
update problem”. In such an array, redundancy for a
stripe of data is provided by a parity block, computed
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Figure 1: doing a small update in a traditional RAID 5.

as thexor of the data blocks in the stripe, in order to
allow recovery if any disk fails. If a portion of a stripe

is updated, the parity data must also be updated to
preserve the recoverability property (Figure 1). To do
this, it is necessary to (1) read the old value of the data
to be overwritten, unless it is already cached in the
array controller; (2) read the old parity; (8pR the

new data with the old, andR the result with the old
parity to generate the new parity data; (4) write the
new data and (5) write the new parity.

Thus, three or four disk 1/0Os are needed to achieve one
small write — all of which are in the critical path. In
contemplating this problem we made the following
observations:

* modern disks are extremely reliable—so much so
that disk array reliability is limited more by its
support components than its disks;

* many real workloads have slack periods between
bursts of client activity;

e people are already well-used to the notion of time-
limited exposure to risk.

These eventually led us to the idea AsRRAID (A
Frequently Redundant Array of Independent Disks
AFRAID is a RAID 5 disk array that relaxes the
coherency between data and parity for short periods of
time; parity is made consistent again in the idle periods
between bursts of client writes. Thus the stored data is
frequently held redundantly, rather than always
guaranteed to be so.

In this approach, small updates are not required to wait
for the parity to be updated, thereby reducing the four
I/Os in the critical path of the traditional small-update
protocol to just one: write the new data. The benefit is
that performance approaches that of an unprotected
array. The disadvantage is a slightly increased risk of
data loss from a disk failure, but we will show that this
increase is small in practice, and also that it can be
bounded at the cost of some performance. That is,
AFRAID allows a smooth trade-off between increased
reliability and increased performance.

1 Like so many good ideas, ours was of course developed by
back-determination from the acronym.



1.1. TheArrRAID design

A write in AFRAID does two things: it updates the on-
disk copy of the original data, and it causes the target
stripes to be markednredundant-i.e., that their
parity needs rebuilding. This is indicated by setting a
bit per stripe in a non-volatile memory in the array
controller; attempting to re-mark an already-marked
stripe does nothing. Once one or more stripes have
been marked, therFrAID controller waits until the
array is idle and then starts to process the pending
parity updates where they can be achieved at
effectively zero performance cost to the clients of the
array.

Each parity update requires reading all the data blocks
in the stripe and&oring them together to generate a
new parity block. The new parity block is then written
over the top of the old one, after which the
unredundant mark for the stripe is removed. The
rebuilding of adjacent unprotected stripes can be

coalesced to increase the efficiency of disk accesses.

Since the overhead of the parity update is linear with
the number of disks in a stripe growsRAID is best
suited to arrays with smaller numbers of disks.

The additional cost to build axFRAID is just the cost

of the marking memory: one bit per stripe. With an
array that is 5 disks wide and has a stripe unit size, or
stripe depth, of 88, this is ~3 bits per 10, or 3KB

of memory per &B of stored data—a trivial cost
compared to the cost of the disk storage itself. The
recovery technique for a failed marking memory is
simply to rebuild parity for the whole array. This
rebuilding can proceed in parallel with continued use.

Any write to a stripe unprotects it all—not just the data
being written to. Somewhat counterintuitively, this
loss may include data that has not been written to
recently. This failure mode is a natural consequence of
RAIDS protecting whole stripes, rather than individual
blocks. In practice, the exposure is quite small,
because the likelihood of data being lost is minimal.

Rather than simply waiting for an idle period before
starting to reconstruct parity, it is possible to configure
AFRAID to be more aggressive about availability, at the
possible cost of greater interference with foreground
I/Os. Sample policies include:

 allowing parity rebuilding to start even when there
is a non-zero client load on the array;

e giving parity rebuilding priority over foreground
client 1/Os;

e reverting to normakAID 5 behavior.

These techniques can be enabled dynamically and
adaptively to achieve specified long-term availability
and performance goals. We explore the performance
and availability effects of some of these policies
below.

1.2. AFRAID design assumptions

In this section we provide some additional information
about the suppositions on which we based our work.

Disk reliability. Modern disks have published mean
time to failure TTF) times of 0.5—-1 million hours,
and this number is increasing every year. As a result,
small disk arrays have vanishingly small chances of
experiencing a dual-disk failure, which would cause a
data loss. The expected disk-related mean time to data
loss MTTDL) in a smalRAID 5 with a half-dozen disks

is measured in hundreds of millions of hours—several
tens of thousands of years. This is far larger than the
limits imposed by other “support” components such as
the array’'s power supply, controller, and cabling.
Small disk arrays with less than a dozen disks are the
most common in practice, and their overall data
availability may not be reduced much if full on-disk
redundancy is not provided for short periods.

As we will show, any data-redundancy scheme that
produces a disk-relatedrtoL of a few million hours

or better will be dominated in practice by the array
support components. An aggregmtedL of a million
hours (114 years) translates into only a 2.6%
likelihood of any data loss at all during a typical 3-year
array lifetime. This is much lower than the rate of
problems due to software failures, operator errors, and
other environmental difficulties [Gray90, Gray9la]—
that is, a small-to-medium sized array that achieves an
overallMTTDL of 1M hours or better will probably be
entirely adequate for the majority of its applications.

In addition to reduced failure rates, modern disks also
provide feedback mechanisms for predicting when
such failures will occur. These can warn of impending
disk failures hours or days in advance by looking at
soft-error logs (e.g., the number of retries required on
reads), or the variation in head flying-height. [Lin90c]
discusses one such experiment, which was able to
predict 93.7% of system failures in a distributed file
system, typically many hours before they happened.
More recently,Bm disks drives have incorporated a
scheme that has been shown to offer a mean of 10 days

warning of disk failures iBmpfa95], with an
anticipated success rate of 50-60%. Other
manufacturers are following suit. With such

techniques available, the likelihood of experiencing an
unexpected disk failure can be made very small.

Bursty access patternslany (if not most) real uses of
disk arrays have bursty access patterns, with periods of
relative inactivity between groups of client accesses.
[Ruemmler93] offers one quantification of this, in
some detail. Indeed, we believe that it is usually only
in benchmarks or very large, carefully-tuned systems
that arrays are driven to saturation for long periods of
time. Given this, there will be spare I/O time available
in the idle periods between bursts. If expensive
operations such as parity updates can be delayed to



these less busy periods, they can be achieved at little or
no apparent performance cost to the client.

Time-limited exposure to data lo3is principle is
already well understood and frequently exploited. For
example, data innix? file systems is held unprotected
in volatile memory buffers before it is written out to
disk [Ritchie84a]. Because data is typically only held
in volatile memory for short periods of time before
being written to disk, this exposure is tolerated in
exchange for the increased performance that results.
This idea has been extended still further by special file
systems that deliberately store data in volatile memory
[McKusick90, Ohta90].

Most systems that use non-volatile memaryRAM)
assume that a single copy of the stored data is
sufficient: providing true single-failure-tolerant
NVRAM systems is difficult [Menon93], and so is rarely
done. Examples of common systems that make this
tradeoff include the popular PrestoServe card
[Moran90] for NFs servers, as well as recent file
system designs, suchias [Rosenblum92] and Zebra
[Hartman95]. All these rely on assembling large
amounts of data iNVRAM to obtain both good
performance and acceptable reliability. Other studies
have suggested ways to extend this usevaim still
further [Baker92b].

Together, these thoughts led us to ARRAID notion:
consciously sacrificing a small amount of data
redundancy in order to achieve considerably better
performance.

The remainder of the paper explores ARRAID idea

in some detail. We begin with a short discussion of
closely-related prior work. This is followed by a
description of analytic availability models feFrRAID,

and then a quantitative evaluation of the availability
and performance effects of therRAID design as
compared to a traditionakAD 5 and a set of
unprotected disks. We conclude with some
observations on what this study taught us.

2. Related work

The most obviously related prior solution to the small
update problem is parity-logging [Stodolsky93]. A
parity-logging array defers the parity-update cost to a
later time, at which point it can be performed more
efficiently. It does this by performing the traditional
RAID 5 read-modify-write operation on the data block
being updated, but then, instead of doing the same for
the parity block, it writes thgor of the old and new
data to a log—thereby preserving full redundancy all

2 UNIX is a registered trademark in the United States and other
countries, licensed exclusively through X/Open Company
Limited.

the time. At a later date, the log file is replayed against
the disk array, and the parity updated in situ.

By comparisonAFRAID avoids a pre-read of the old
data in the critical path for writes, and thus saves a
complete disk revolution on most small writes. It also
avoids potentially long delays during parity rebuilds.
For efficiency, the parity logging scheme applies a
batch of parity updates at a time, which can interfere
with foreground I/O requests. Although some of the
policies used imFRAID to control availability can also
generate interference with foreground 1/Os, they are
less intrusive because parity updates may be
preempted between stripes.

The parity logging scheme could be extended to apply
its parity updates in idle periods, likeRAID. This
would improve its performance, except under
workloads in which the parity log fills up, when either
the pending parity updates must be applied
immediately, interrupting foreground processing to do
so, or the array must revert to a regiam 5 model

of operation until it becomes idle enough to apply
updates. Efficiency will drop for either approach.
There is no parity log to fill up imFrRAID—all that
happens is that the data becomes less well protected.

Finally, parity logging is quite a complicated scheme;
AFRAID is much simpler.

Another approach to the same problem is the floating-
parity scheme [Menon89]. This reduces the cost of
parity updates by writing the new parity data to an
empty, rotationally-nearby slot in the array, rather than
waiting for a full revolution to go by to update it in
place. Such an array still needs to do the old-data and
old-parity reads. The floating-data scheme extends this
placement optimization to data blocks, too, but this
requires considerably larger amounts of non-volatile
state information: a word or two per stored block.

In contrast to these two schemesRAID has a less
efficient parity update scheme (reading all the data
portions of the stripe and recalculating the parity from
scratch), but it uses it during a time when the array is
less utilized, so that the resulting client-visible cost is
small or zero. The result is better performance when
the array is active, at the cost of a small exposure to
data loss if a (rare) disk failure happens before the new
parity has been calculated and written. We quantify the
degree of this exposure more precisely in Section 3.

The idea of allowing a file to become unredundant
while it was being created was proposed in
[Cormen93], in the context of parallel file systems for
scientific computing. This paper also suggested the
notion of paritypoints by analogy to checkpoints, at
which an application could ask for the parity to be
computed for the file. OuxFRAID design takes these
ideas several steps further: it automates the process of
recomputing parity; and does so in idle periods rather
than only on demand; it isolates the parity rebuilding



inside the disk array where it need not be visible to
application programs; and it is not limited to stripe-
aligned files.

Determining when the array is going to be idle enough
to do the rebuild without impacting incoming work is

a problem that has been studied already. [Golding95]
discusses this problem and a variety of solutions to it.

All the well-known techniques that have been
developed for performing stripe rebuilds in a recently
repaired disk array can be applied to the problem of
rebuilding the parity inAFRAID (e.g., [Muntz90,
Holland92]). These include opportunistically
piggybacking the parity updates on other “nearby”
activity done in the foreground; batching together
updates that are physically close together; or simply
doing a single, linear sweep through the disks.

Similarly, existing schemes for balancing disk traffic
under failure conditions can be appliedt®AID (e.g.,
[Gray90c, Muntz90, Blaum94, Reddy91]). For ease of
exposition, however, we concentrate here on a
straightforward left-symmetriraiD 5 data layout.

3. Availability model of AFRAID

In this section we develop analytic models of data-loss
mechanisms forAFRAID, basing them on similar
models for traditionaRAIDs. In the next section we
apply these models to the data from our simulation
experiments to provide a quantitative evaluation of
data availability imFRAID.

Following [Gibson93], we do not separate the cases of
inaccessible data from data that has been lost
irrevocably. We use the teravailability in this paper

to refer to the amount of time that data is accessible
and/or not lost. To make our discussion concrete, we
apply a set of assumptions about typical failure rates
for modern array components; these are summarized
in Table 1.

Because manufacturers do not yet publish
MTTFnexpectedS€Parately from overallTtr, we have
been fairly conservative and set the coverage fattor
for disk failure predictions to 0.5 in our calculations.
That is, we assume that half of the disk failures will not
be predicted ahead of time. In what follows, we
include the coverage factor in theiTTFgig
calculations:

MTTFgisk = MTTFgisk-raw/ (1 —C)

3.1. Mean time to first data loss

MostRAID data-loss calculations look only at the time
to the first catastrophic data loss due to disk failure,
which occurs if two disk failures occur so close
together that the first failure has not yet been recovered
from. If this happens, two disks worth of data is lost. A
convenient measure for this kind of catastrophe is the
mean time to data logaTTDL). The equation for a

Table 1: values assumed for calculations in this paper.

Parameter Value

disk mean time to failure MTTFgigk.raw 1M hours

support hardware mean time to

data loss MTTDLgypport 2M hours

0.5
48 hours

disk failure-prediction coverage (C)
mean time to repair (MTTR)
stripe unit size (S) 8kB

size of disk (Vgisk) 2GB

RAID 5 disk array withN+1 disks, assuming rare,
ind3ependent, exponentially-distributed disk failures
is:

MTTDL RAID-catastrophic =
(MTTFgis)” / (N (N+1) X MTTRgigic) (D

With a 5-disk array, and the parameters of Table 1, this
gives a theoreticatTDL Of ~4.10 hours, or about
475,000 years.

In addition to the regularAID failure mode AFRAID
exhibits data loss if a single disk fails unexpectedly
while there is some unprotected data. To determine the
combined effect of these two modes, we look at the
likelihood of data loss occurring when there is
unprotected datal{inpro) and when there is noTiyy

— Tunprod- A conservative measure of the contribution
to mTTDL for the period in which there is unprotected
data is:

MTTDL prraID-unprotected™
(Ttota/Tunprog X MTTFgisid (N+1) (2a)

This measure is conservative because we do not take
account of the fact that in some cases only parity data
will be lost: we just simplify and assume that there will
always be some data loss. The rest of the time, when
there is no unprotected dargERAID behaves just like
aRrAID for themTTDL measure:

MTTDL prraID-RAID-catastrophic™ (2b)
Ttota/(TtotaI _Tunproa x MTTDLRAlD-catastrophic

Summing these two contributions, which are best
through of as inverses of rates, gives:

MTTDL prraD =

1/ ( IMTTDL pprap-unprotected

+ llMTTDLAFRAID-RAID-CataStI‘Ophi() (20)

3 [Gibson93] includes several rather fancier formulae (e.g.,
equations 12 and 14) that give additional accuracy for large
arrays with many tens to hundreds of disks. In addition to the
fact that it would need another page or so to explain them, they
don’t help characterize the much smaller arrays that are the
common case, and the targef\eRAID.



Section 4.3 presents the results of experimental
determinations of this value over several workloads.

One more kind of multiple failure can afflict an
AFRAID: if its NVRAM marking memory fails, the array
will start reconstructing parity across all the stripes.
This will take a little while (about ten minutes for an
array using 2B disks that can read at a sustained rate
of 5mB/s). If a disk failure occurs before the parity has
been completely rebuilt, the array has no way of
knowing which stripes were still unprotected, if any,
although it will be bounded by the knowledge of how
far the reconstruction has progressed. The likelihood
of this failure is exceedingly small, however, because
of the small window of vulnerabilitymrToL > 10+
hours), so we can safely ignore it hére.

3.2. Mean data loss rate

The MmTTDL measure indicates the expected rate of
failures leading t@ny data loss. In anraID 5-based
system this occurs on a dual-disk failure, at which
point a catastrophe occurs: two whole disks worth of
data vanishes. In addition, unprotected datsrRaID

is vulnerable to loss from a single-disk failure.
However, the amount of data lost in this case is
bounded by how much is unprotected—and we will
show later that it is often quite small.

There is an important qualitative difference between
losing a block or two on a disk and losing the whole
disk. For example, all disks have a few defective
sectors or tracks, and new ones are occasionally added
to this list over its lifetime—but the occurrence of a
bad block on a disk doesn’t mean that the entire disk
has been lost, or even that it should be discarded.
Similarly, the effect of accidentally deleting a single
small file is usually much less severe than that of
losing an entire file system. The former may be merely
tedious, while the latter can be a catastrophe.

There are several reasons for this qualitative
difference: not all data is equally valuable; some data
can easily be reconstructed or recomputed; much data
“dies young"—that is, it will be deleted or overwritten
soon after it is created [Ousterhout85a]; recovering a
single file is often simpler than rebuilding an entire
disk set. Others have taken advantage of this
difference before us. For example, th&D fast file
system [McKusick84] and its journalling file system
successors take considerable care to maintain
consistency of file system metadata, but are much
more cavalier with user information.

As a result, we feel that it is important to measure the
amountof data subject to loss, as well the time to lose
the first byte. A good metric for this is theean data
loss rate(MDLR): the product of the amount of data

4 The formula, for the curious, is:

MTTDL nyram+disk = MTTFyyrAM
X MTTFgisk/ ((N+1) % rebuild-tim¢

loss and the rate at which it is likely to occur. In
addition to quantifying the effects of such losses, it has
the advantage of being a reminder that mean time to
failure values should be used only to define failure
rates not expectations difetimes

The catastrophic data loss rate for a regular array due
to a two-disk failure can be cast in these terms as:

MDLRgAp-catastrophic™
2Vgisk % N/(N+1) x 1/MTTD|—RAID-catastrophic 3)

where Vg is the capacity of a single disk, which is
reduced by the second term to reflect that some of the
lost disk space held parity rather than data blocks. The
RAID 5 array we considered earlier would hawear

of ~0.8 bytes/hour from this failure mode.

Analyzing the impact of single disk failuresARRAID
requires additional information. To provide a basis for
this availability analysis, we first introduce the notion
of parity lag, which is the amount of unredundant non-
parity data present in the array at any time, measured
in bytes. Thanean parity lags the average parity lag
over some test period, such as the duration of a test
workload. Note that parity lag is workload dependent.

Data loss only occurs from a single disk failure if the
parity lag is non-zero at the time of the failure. When
this happens, one stripe unit (block) from each
unredundant stripe is lost (the one on the failed disk),
unless the lost block is a parity block, in which case no
actual data loss occurs.

The mean data loss rate for a single-disk failure on
AFRAID with unprotected data is:

MDLRynprotected =
(mean-parity-lagN) x (N+1)MTTFgisk

4

where the first term reflects the average amount of
unprotected non-parity data vulnerable to a single disk
failure, and the second term gives the total failure rate
of all the disks in the array. We will present
experimental determinations of these values in section
4.3.

Summing the different component contributions gives
us the final mean data loss rate for the disk-related
components OAFRAID:

MDLRarrAD =

(®)

MDLRgaip-catastrophict MDLRyunprotected

3.3. The effect of support components

We have concentrated so far only on disk failures. This
emphasis made sense when disks were much less
reliable than support components such as cooling fans,
power supplies, cabling, and other passive
components. But one of our contentions is that disks
are no longer the primary cause of problems in a disk
array. The reliability of the support hardware and the



array controller is little or no better than that of the
disks.

The data in [Schulze89] suggests that these support
components would together lead to a mean time to
failure of a small array of about 46k hours; [Gibson93]
simply increases this to “a more reasonable value of
150k hours” without further discussion. Fortunately,
more recent designs and pressure by manufacturers to
boost reliability seem to have increased the quality of
these components, and although many array
manufacturers disconcertingly consider the data either
irrelevant or proprietary, a few do not, and we were
guotedMTTF numbers of 20-35k hours, amiTDL
values of 270k to® hours. Some typical component
MTTF examples are: 150k or 0.5#1hours for the
controller; 300-500k hours for a host bus adapter; 50—
350k hours for a power supply module; and M—3
hours for cabling and packagirg.

It takes considerable engineering effort and use of
redundant components to increase the overatbL
above M hours. For example, the AutorRAID array
[Wilkes95] uses two redundant power supplies, three
fans (any two of which can keep the system cool
enough for continued operation), and can support a
dual controller configuration; each controller has a
separate\VRAM that uses dual rechargeable batteries
that are periodically discharge-tested. The result: with
a fully-populated system (12 disks and 2 controllers),
the array's overallMTTDL is specified (probably
conservatively) as 1.8% hours, together with an
overall MTTF of 31k hours. Few designers of small
arrays go to all this trouble: for example, the Network
Appliance’s FAServer350 product has a predicted
MTTF of around 20-30k hours with four disks, and
disks are its only redundant compon&ts.

Together, these figures suggest that the current “more
reasonable value” for the aggregated non-disk
components of @onservatively-engineeredrray is
probably about @ hours. This is a far cry from the
4.1® hours calculated from the independent-disk
failure model considered earlier. With a4 Bour
MTTDL, our 5-disk array would suffer mIDLR of
4.0xks/hour; using the 150k hour figure from
[Gibson93] would increase this to&ghour.

The lesson here is that it is the support components that
determine the availability of a modern disk array, not
its disks.

3.4. Non-volatile memory

Despite the extensive use ofvRAM in high-
availability systems, remarkably little data has been
published on its reliability.

5 Storage Dimensions technical support line,
communication, October 1995.

6 Rich Boburg, Network Appliance, personal communication,
October 1995.

personal

Integral lithium-cell-backed statieam is probably
one of the most reliable kinds afvrRAM: it offers
retention lifetimes of 25—-87k hours and extremely low
failure rates [Dallas94, Dallas95], but it is quite
expensive: ~$3501B for a representative state-of-the-
art part from Dallas Semiconductor.

To avoid this expense, many systems use dynamic
RAM backed by rechargeable batteries based on NiCd
cells. The battery technology often limits the resulting
availability: achievinguTTF values above a few tens
of thousands of hours requires the use of redundant
batteries whose status is periodically tested by
controlled discharging, and careful attention to
charging circuitry and battery conditioning. The
complexity and cost of this design means that it is not
often used, so most battery-backatkam has a much
lowerMTTF than the Li-cell backe”am. For example,

the popular PrestoServe card has a predietad of

15k hours [Neary91]; withMs of vulnerable data, this
corresponds to anbLR of 67 bytes/hour.

We will show that this means that single-coprAM
applications are already accepting significantly higher
risk of data loss than results from the temporary lack
of parity protection irAFRAID.

3.5. Power failure

One additional support component that is particularly
important is external power. Up to this point, our
discussion has assumed that external power failures
simply don’t happen. This matters because a power
failure that happens whileraiD 5 is writing can lead

to data loss unless a separate, non-volatile intentions
log is kept.

[Gibson93] reports a1TTF of 4300 hours for mains
power (i.e. a power failure about every 6 months). This
is probably reasonable for parts of North America and
Europe, but would be optimistic in some other parts of
the world. In our traces, we saw outstanding writes up
to 59% of the time, with a mean of 20%. Even using a
more conservative value of a 10% write duty cycle on
a 5-diskrAID 5 gives auTTDL of only 43k hours due

to external power failures. The effect ®DLR is
roughly to double it (0.7 bytes/hour), but the change in
MTTDL represents losing about 98% of the availability
that the array offers.

It might be thought that providing an uninterruptible
power supply, ouPs would be overkill for a small
array, but it may be the single largest contributor to
preventing data loss. Using a high-gragks with an
MTTF of 200k hours [Best95] and a 10% write duty
cycle returns therTTDL for the array’s external power
components tor hours.

The large variability in power andps reliability can
obscure the other support contributionsvtiorbL, so

we have chosen not to include external power failure in
the calculations in this paper.



3.6. How much availability is enough?

When RAIDS were first being discussed as a
replacement for large disks, thaTF for small disks
was 20-30,000 hours, and the target was to match the
reliability of a single, large disk with ®TTF of 30—
100,000 hours [Patterson88]. Things have improved
since then: modern small-form-factor disks typically
have a publishesiTTF of 0.5-1.0v hours. Given that
the expected useful lifetime of a disk or disk array is
probably no more than 3 years, or about 26k hours,
this is equivalent to a lifetime expected failure
likelihood of 3-5%. If it held 28, its mean data loss
rate would be 2-48/hour. This means that tihestof

the traditional 5-diskrAIDS, limited to amTTDL oOf
about 1-21 hours by their support components, are
achieving ambLrR for the whole array roughly
equivalent to that of a single disk.

We contend that the combination of modern, highly
reliable disks with traditionalRAID technology
provides more than enough protection against disk
failures, and that further efforts to increase data
availability are attacking a solved problem for the vast
majority of customers. Instead, we suggest that it may
be worth exchanging some of the “excess” disk
availability for better performance—which is
precisely whanFRAID does.

4. Evaluation

To provide a gquantitative evaluation of thRerAID
concept, we used a detailed event-driven simulator to
compare the performance and availability of an
AFRAID array with a nOmFRAID system under a
variety of workloads. We report here on three aspects
of this evaluation:

« the relative performance @fFRAID, RAID 5, and
RAID O (an unprotected array);

e quantitative availability measures;

« the relationship between performance and
availability undemmFrAID.

We begin with a description of our experimental setup.

4.1. Experimental methodology

In order to evaluate whether real-life workloads are
bursty enough for anFRAID array to rebuild parity
quickly, it was necessary to look at some real-life
workloads. So we did. Here are the ones we used:

* hplajw — a single userpP-ux [Clegg86] system
used mainly for email and document editing.

* snake— an HP-ux file server for a cluster of
workstations atc Berkeley.

e cello— anHpP-ux timesharing system for about 20
people doing text editing and program
development. We used two subsets of the full cello
trace:cello-usris the set of three disks holding the

root file system, /usr, and /useczllo-newsis a
single disk holding the Usenet news database: it
received half of all the disk 1/Os in the system.

* netware an intensive database-loading
benchmark measured on a Novell Netware server.

e ATT — a production telephone-company database
system. On the real system, the entire dataset was
mirrored; for our tests, we just used one copy of the
data.

e I1BM AS400 — four productionas400 systems.
These traces were supplied to us by Bruce McNutt
of IBM San Jose; we called thexs400-1 through
AS400-4.

The workloads for the first three of these systems are
described in great detail in [Ruemmler93]. We used
one-day subsets of them for this work.

To evaluate our claims we constructed a detailed
event-driven performance simulationAHRAID using

the Pantheohsimulator, which includes the calibrated
disk models discussed in [Ruemmler94]. To simplify
the discussions and save space, we just consider spin-
synchronized arrays here.

To addaFrAID to Pantheon, we started with a detailed
RAID 5 model and adapted it to supparRAID. The
changes were small: they consisted of adding the
marking memory and updating it on writes, and not
doing the read-modify-write cycle for the parity in
AFRAID mode. We added a background idle-task to do
the parity rebuilds, triggered by an idle-detection
network [Golding95] or explicit foreground policies.
By default, we used a timer-based idleness detector
with a 100ms delay: that isFRAID started processing
parity updates once the array had been completely idle
for 100ms; the output from the idle-period predictor
was ignored.

To make sure that we were seeing the effects of the
AFRAID policies themselves rather than just the disk
array’'s cache policies [Ruemmler94], we chose a
small (25&B) write staging area with a write-through
policy together with a small (25®) read cache with

no array-level readahead. Since our workloads came
from systems with much larger file buffer caches, read
hits in the array’'s cache were rare. We limited the
number of concurrently active client requests inside
the array to the number of physical disks it had; the
host device driver used thecLoOK policy
[Worthington94a], the back-end device drivers inside
the array usedcrs We modelledip C3325 ZB 3.5”
5400rPM disks in the arrayHpc3324].

Multiple writes to the same stripe were allowed to
proceed in parallel, but would block if a parity-rebuild

7 The simulator used to be known as TickerTAIP: we changed
its name to avoid confusion with the parafielD array of the
same name [Cao94b].



on that stripe was in progress. Requests were never
preempted: once started, they ran to completion.

The 1/O times we report in this paper start when a
request is given to the device driver, and stop when the
request is completed by the array. They include both
the time spent in the array itself and any time spent
gueued in the device driver. Given that we are using an
open-queueing, trace-driven workload, this provides
the fairest assessment of the performance that would
be seen by a user or file system.

We took no special action for synchronous writes: ones
for which the file system waits until the data being
written has been put onto non-volatile media. Such
writes are designed to ensure resilience against power-
failure, not against disk failure; for example, they are
used to disable immediate-reporting in disks that allow
this [Ruemmler93, Ruemmler94]. Even if we had
chosen to force a parity-update on a stripe updated by
a synchronous write, the redundancy would go away
again on the next update to any block in the stripe—not
just the one that had been written to synchronously—
because parity protection is at the stripe level, not the
block level.

Because almost all of the code was the same between
the various array models, direct performance
comparisons between them are possible. Indeed, to
make sure that the exact same disk and cache
algorithms was executed in all cases, we modelled
RAID O as anAFRAID that simply never did parity
updates.

About the only things that we did not model were a few
performance improvements faFrAID, of which the
most important were probably aggregation of adjacent
stripes needing parity rebuilds and piggybacking
parity updates on disk accesses to nearby blocks.

In addition to the baselin@FrRAID design, which
updated parity only in idle periods, we implemented a
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Figure 2 : absolute performance of RAID 5 (leftmost

bars), AFRAID-baseline and RAID O (rightmost bars) with
a range of AFRAID-MTTDL-X policies in between.

policy which directly traded off performance for
improved availability. This MTTDL-X policy is
designed to keep the disk-basedTpL above a
particular target valuex. To do this, it continuously
calculates the'TTDL that has been achieved so far, and
reverts tcrRAID 5 mode if the goal is not being met. (It
also starts the parity update for any unprotected stripes
at this time.) The policy attempts to limiDLR by
automatically starting a parity update when more than
20 stripes are unprotected, even if the array is not idle;
we had found earlier that this was fairly effective and
caused little performance degradation.

4.2. Performance evaluation oAFRAID

Figure 2 and Table 2 present the results of exploring
the relative performance afRAID, RAID 5 andrRAID O
across a range of workloads and parity-update policies.
The figure and table show that, as predicted, pure
AFRAID performance is very close to thatrAID O,

with a smooth degradation in performance towards
that ofRAID 5 asAFRAID is configured to increase data
availability.

The performance of the baselimFRAID was a
geometric mean of 4.1 times thatrefiD 5 across our
test workloads. By comparisoraID O performance
was 4.2 times that &faID 5. ThusAFRAID is living up

to the first part of its promise: performance
comparable to non-protected arrays.

4.3. Availability measures foraFRAID

Our next experiments determined the availability
delivered by the different parity update policies under
real workloads. The results are shown in Table 3 and
Table 4. TheAFrRAID contribution to MDLR from
unprotected data is extremely low: with the exception
of the heavy load from therT trace,MDLRnprotected
contributes less than one byte per hour to the overall
MDLR. This is tiny by comparison to the ovenatbLr,

1.0)

Relative MTTDL (RAID5

os+4——"r—"+""""7""—"—"1—"—"—
1 2 3 4 5
Relative performance (RAID5 = 1.0)

Figure 3: relative performance and MTTDL for RAID 5
(top left) to AFRAID-baseline (bottom right). These are
geometric means across all the workloads we studied.



Table 2: performance data for the traces we studied.
AFRAID-MTTDL-X iS an AFRAID that reverts to RAID 5 when the availability drops below a target threshold.

cello-  cello-
Workload AS400-1 As400-2 As400-3 As400-4 ATT news usr hplajw netware snake

Number of disks (N+1) 4 4 4 4 5 4 4 4 8 4
Trace duration (hours) 0.6 15 1.7 1.0 1.0 24 24 24 1.1 24
Mean I/0 time (milliseconds)
RAIDO 58.0 18.0 12.8 22.6 17.1 48.1 13.0 20.9 8.9 8.7
AFRAID-baseline 58.5 18.4 12.9 22.9 175 48.2 13.2 21.2 9.7 8.8

AFRAID-mMTTDL-ZM 125 38.9 23.8 39.3 33.6 77.1 18.5 27.2 37.4 17.2
AFRAID-MTTDL-16M 179 68.2 33.5 73.6 83.2 115 43.3 27.2 45.9 17.2
AFRAID-MTTDL-64M 183 73.8 37.2 79.9 111 179 96.8 27.2 46.4 251

RAID5 183 74.2 37.8 80.4 111 188 104 70.2 46.4 29.7

Table 3: mean data loss rate (MDLR) for the traces we studied.
MDLR-nosupport excludes data losses due to the support hardware, while MDLR-total includes them.

cello-  cello-
Workload AS400-1 As400-2 As400-3 As400-4 ATT news usr hplajw netware snake

MDLR-unprotected (bytes/hour)
AFRAID-baseline 0.08 0.02 0.01 0.02 5.93 0.47 0.06 <0.01 0.71 0.02
MDLR-nosupport (bytes/hour)
RAIDO 18k 18k 18k 18k 32k 18k 18k 18k 98k 18k
AFRAID-baseline 0.51 0.45 0.44 0.46 6.70 0.90 0.50 0.43 3.06 0.45
RAID5 0.43 0.43 0.43 0.43 0.77 0.43 0.43 0.43 2.35 0.43
MDLR-total (bytes/hour)
RAIDO 21K 21K 21K 21K 36K 21K 21K 21K 105K 21K
RAID5, AFRAID 3K 3K 3K 3K 4K 3K 3K 3K 7K 3K

Table 4: mean time to data loss (MTTDL) data for the traces we studied.
MDLR-nosupport excludes data losses due to the support hardware, while MDLR-total includes them.

cello-  cello-
Workload AS400-1 As400-2 As400-3 As400-4 ATT news usr hplajw netware snake

Percentage of time with unprotected data
AFRAID-baseline 51.1% 18.3% 13.4% 22.4% 225% 7.9% 88% <0.1% 51.3% 4.2%
AFRAID-MTTDL2ZM  25.6% 12.7%  7.4% 13.7% 10.7% 3.9% 32% <0.1% 123% 2.1%
AFRAID-MTTDL64M  0.8% 08% 08% 08% 06% 07% 07% <01% 03% 0.7%
MTTDL-nosupport (hours)
RAIDO 0.33M 0.33M 0.33M 0.33M 0.25M 0.33M 0.33M 0.33M 0.14M 0.33M
AFRAID-baseline 0.98M 2.74M 3.74M 223M 177/M 6.29M 5.63M 300M 0.49M 11.8M
AFRAID-mTTDL2ZM  1.95M 3.92M 6.74M 3.66M 3.74M 128M 155M 556M 2.02M 24.0M
AFRAID-MTTDL64M  61.2M 63.5M 63.6M 629M 629M 66.4M 66.4M 556M 64.6M 75.3M
RAID5 6.94G 6.94G 6.94G 6.94G 4.17G 6.94G 6.94G 6.94G 149G 4.17G
MTTDL-total (hours
RAIDO 0.29M 0.29M 0.29M 0.29M 0.22M 0.29M 0.29M 0.29M 0.13M 0.29M
AFRAID-baseline 0.66M 1.16M 1.30M 1.05M 0.94M 152M 1.48M 1.99M 0.39M 1.71M
AFRAID-mTTDL2ZM  0.99M 1.32M 154M 129M 1.30M 1.73M 1.77/M 199M 1.01M 1.85M
AFRAID-MTTDL64M  1.94M 1.94M 1.94M 1.94M 194M 194M 1.94M 199M 1.94M 1.95M
RAID5 2.00M 2.00M 2.00M 2.00M 2.00M 2.00M 20M 2.00M 2.00M 2.00M
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Figure 4 : performance of RAID 0, RAID 5 and AFRAID under different workloads and policies.

which is dominated by support-component effects.
ConsequentlyaFRAID and RAID 5 have essentially
identicalMDLRs. TheMDLR nprotectedIrops to less than
0.1 bytes/hour if any of theTTDL-X policies are used.

Because the/DLR values foraFRAID are so close to
those forrRAID 5, the more interesting comparison is
between theuTTDL values. The first thing to note is
that even the baselineFRAID design is uniformly
better than an unprotected disk array. It delivers a
geometric meamTTDL 4.3 times better tharRAID O,

and is only a factor of 1.8 worse than pereD 5.

The MTTDL-X policy can bring the overahFRAID
MTTDL as close t®AID 5 as desired. Even the simple
implementation of this policy that we used proved
highly effective: the disk-relatedhTTDL was never
more than 5% below its target, and usually far
exceeded it.

As with MDLR, the dominant factor in overallTTDL
comes from the support components, which limit
overall MTTDL to 2 million hours for all but the
baselineaFrRAID with the busiest workloads.

Thus, AFRAID is living up to the second part of its
promise: availability comparable kD 5.

4.4. How changing availability affects
performance

Figure 3 indicates just how little of the availability of
aRrAID 5 is relinquished byFRAID in order to obtain
better performance. The graph indicates relative
performance and availabilityfTpL) by comparison
toRAID 5 (the top left data point); it uses the geometric
mean of the results obtained from all of our workloads.
As the targetTTDL-X Value is reduced (points further
to the right), performance increases rapidly, while
availability drops off much more slowly. For example,
AFRAID offers 42% better performance for only 10%
less availability, and 97% better for 23% less. By the
time pureAFRAID is reached at the bottom right of the
graph, performance is 4.1 times better tRam 5, at

a cost of less than half its availability.

Thus, a great deal of performance improvement can be
had for a small reduction in data availability.

Figure 4 shows how performance varies with the
parity-update policy for each of the traces that we
studied. This figure highlights whatFrRAID is all
about: providing a choice between more performance
or more availability.



The tradeoff between performance and availability is
directly related to the characteristics of the workload.
For instance, the highly bursty workloads such as
shake, hplajw, and cello-usr show relatively little
change in mean I/O time as availability is increased by
choice of more conservatiwg TDL-X policies. This is
because the workloads have enough idle time to
update unredundant stripes and therefore the amount
of unprotected time usually stays low; in turn, this
means that there is little need to revertAm 5 mode.

In workloads with fewer idle periods and more write
traffic, such asxs400-1 andaTT, there is a smooth
decline in mean 1/O time a&TTDL is increased across
the entire range betweaaD 5 and pur@FRAID.

This adaptability is one of the key featureBRAID.
Once a desired level of availability has been specified,
an AFRAID array will translate any unneeded
redundancy into performance. A typical bursty
workload will show performance close to that of an
unprotectedRAID O disk array, while even the most
highly utilized workload will deliver performance no
worse than &AID 5.

The net result is thaFRAID lives up to the last part of
its promise: it offers a smooth trade-off between
performance and protection that a regalap cannot.

5. Refinements of the&aFRAID ideas

This section suggests some further applications and
refinements of therFrAID idea.

An array could begin in a “conservativeRID 5 mode,

and automatically switch inteFRAID behavior once it
had determined that the 1/O patterns included
sufficient idle time to keep the redundancy deficit
below some bound. This would be a more conservative
scheme than the one we used inNtigDL-X policy,
which took the opposite approach, switching mam

5 when it felt that its target could not be achieved.

Stripe-aligned subsets of aRAID’S storage space
could be permanently flagged with different
redundancy properties, from flaib 5 redundancy-
preservation to zero-redundareyp O-style storage.
Data could then be mapped to portions of the array that
provided different redundancy guarantees, allowing
fine-tuning of the array’'s availability properties
according to user-specified goals [Wilkes91]. The host
could then actively request that a set of stripes be made
redundant, analogous to the traditional database
COMMIT operation.

The units of parity-reconstruction can have a smaller
“height” than the stripes used for data layout if more
marker memory can be provided. For exampléJ if
memory bits can be afforded per stripe, then parity
computations will still be efficient for small writes that
update only M of a stripe unit.

A RAID 6 array keeps two parity blocks for each stripe,
and thus pays an even higher penalty for doing small

updates than do@&iD 5. TheaFRAID technique could
be combined with thealD 6 parity scheme to delay
either or both parity-block updates: if only one was
deferred, partial redundancy protection would be
available immediately, and full redundancy once the
parity-rebuild happened for the other parity block.

6. Conclusions

The main AFRAID idea is the notion of allowing
deliberate, controlled, temporary non-redundancy in a
disk array in order to get significantly better
performance. Because real-life workloads are very
often bursty, these performance gains can be achieved
with a minimally increased chance of data loss—and
indeed, there may be less exposure to data loss than
existing single-point-of-failure solutions such as
single-copy volatile oNVvRAM cachesSAFRAID also
offers a choice that has not been possible before: that
of selecting just how much availability is wanted in a
particular situation.

The AFRAID design appears to be highly appropriate
for workloads that have even moderate amounts of idle
time between bursts of activity. Like oth&niD
designs, there are some workloads and applications for
which it is not particularly well suited. For example,
we would not advocateFrAID for the cases where
data must be protected at all costs, but it does offer a
very good solution for the majority of people who
want something between completely unprotected data
and a fully-redundant, high-end disk array with its
performance, purchase, and configuration costs.

In particular, we believesFRAID is an appropriate
design for low-load environments where latency is
important, such as systems with a small number of
interactive users. We hypothesize that these
applications are also the ones least likely to benefit
from the full availability improvements &aD 5.

What did we learn as a result of this study? In addition
to the performance and availability results we have
described already, a few lessons stand out:

e Throughout this paper we have been attempting to
reinforce a larger point that deserves more
attention in system design: there is little value in
bolstering the fault-tolerance of a single
component to heroic levels if the rest of the system
is less reliable. We call this thend-to-end
availability argument, by analogy with [Saltzer81].
Making simplifying assumptions about end-to-end
availability (for example, that complete data
redundancy in the disk layer of an array is
sacrosanct, or thatvrRAM storage never fails)
prevents taking advantage of performance
opportunities likeaFRAID.

« Real-life workloads really are bursty (we've been
saying this for a while, but it bears repeating).



¢ Although the amount of unprotected data in the
array is a function of the workload, there are
several algorithms for bounding it, at the cost of
some of the performance gains from paFeAID.
UnboundedaFRAID and purerRAID 5 are simply
different points on a continuum of allowed parity
lag—and our design allows a user to choose where
on this scale they would like their array to be.

* Thinking of different availability solutions in
terms of data-loss-rate proved a useful way to
unify a number of effects.

Finally, just because an idea has a strange acronym
doesn’t mean you should be worried by it:

“Always do what you are afraid to do.”
- Ralph Waldo Emerson
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