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Summary. We present improvements to a Web middleware system that supports 
flexible Web content and stream customizations such as filtering, compression, 
encryption, remote caching, and remote buffering, especially applicable for wire-
less Web access. The new extensions provide support for user relocation, and 
make the system more practical by emphasizing the use of a personal server for 
running customization modules and for maintaining user configuration and appli-
cation data, in addition to the selected use of third party servers to bolster per-
formance, increase fault tolerance, and satisfy special security requirements. 

1  Introduction 

A common approach to remote Web customization is the use of HTTP proxies as 
intermediaries between the client and server.  In this model, requests generated by 
the client are sent to the proxy, which then forwards the request to the Web server.  
The Web server receives the request, processes it, and returns a response to the 
proxy.  The proxy then has the opportunity to customize the response before it is 
returned to the client.  This approach is transparent to Web servers since they see 
the proxy as a client, and is also transparent to clients since most popular Web 
browsers have a proxy mechanism that allows them to automatically forward their 
requests to a proxy. 
In the Web Stream Customizer (WSC) architecture, the role of the proxy as de-
scribed above is expanded and played by a number of components. First, there is 
the Customizer Server (CS), which provides an execution environment for running 
Customizers. A user typically will have multiple Customizers that are active, 
which depend on their function, e.g., filtering, compression, encryption, caching, 
etc., and which may apply only to specific sites, e.g., cnn.com, yahoo.com, etc. 
Figure 1 shows a client using multiple Customizers, each of which are running on 
a separate CS (including a special one designated as the PCMS, discussed below), 
along with other parts of the architecture described next. 
To support adaptability, each Customizer has an associated helper module called a 
Customizer Assistant (CA). The CA runs on a Client Integration Server (CIS), 
which tends to be located on or near the client device, and acts primarily as an ex-



tension of the browser (given that the browser code itself cannot be modified). 
Serving as a proxy for the browser, all of the browser’s requests are sent to the 
CIS. 
Thus, when a Customizer is being used, the request passes from the client to a CA 
(which runs on the CIS), then to a Customizer (which runs on a CS), and then to 
the Web server (and vice-versa for responses in the opposite direction).  Despite 
the additional stops a request and response must make, we have found the result-
ing overhead to be insignificant relative to typical end-to-end Web re-
quest/response times without Customizers, as reported in [29], and summarized in 
Section 3. 

 
Fig. 1. Client using multiple Customizers 

Given its close coupling with the client, the CA is generally responsible for tasks 
that require knowledge of resource availability and system conditions at or near 
the client, which may then be communicated to the Customizer (e.g., such as re-
laying local system or network performance status so that the Customizer can 
adapt in order to improve performance).  In addition, the CA will also reverse data 
transformations done by the Customizer, such as compression/decompression or 
encryption/decryption. 
Associated with each Customizer is its domain of applicability (DA), which is a 
list of all of the sites for which the Customizer will act. This is how the CIS knows 
which CA should be given a request from the browser (and consequently to which 
Customizer the request is passed).  When a Customizer is deployed (described be-
low), its DA, along with its corresponding CA, is downloaded to the CIS.  The 
CIS then uses the DAs to perform the matching of requests to CAs and Customiz-
ers. 
Figure 2 shows how HTTP requests are handled by the CIS.  When the CIS gets a 
request from the browser, it first matches the URL of the request to the DA of all 
loaded Customizers.  If there is a match to a Customizer, the request is passed to 
the corresponding CA, and then to the location specified in the CR for that Cus-
tomizer.  The Customizer does not need to be explicitly loaded at that location, as 
described below. 
Typically, a user will own a PC at their home or office (or at least have access to a 
machine at least as powerful on which they have an account), and that has reliable 
Internet connectivity relative to the wireless PDAs we have been considering as 
clients. To facilitate user relocation and improve the practicality of our customiza-



tion system, such a machine can be configured to serve as the user’s Personal Cus-
tomizer Management Server (PCMS). The PCMS is a storage place for the code 
modules of the user’s Customizers, along with their preferences and state (collec-
tively called a Customizer Package). 
The PCMS can make dynamic decisions about where the Customizer code will 
run, based on the location of the user and the constraints of the Customizer (such 
as security restrictions), and it can carry out Customizer reloading without any di-
rect involvement by the low-powered client and its possibly unreliable low-
bandwidth wireless connection.  Customizer reloading provides a measure of fault 
tolerance, because a Customizer may also be moved if there is a significant lapse 
in response time from the current CS on which a Customizer is running. 

 
Fig. 2. Selecting a Customizer based on the DA 

The PCMS contributes to practicality because it can also be used as a (user-
controlled) location for actually running Customizers, which is especially useful if 
there is no available CS that is willing to host the Customizer. 

2  Applications 

We have experimented with a number of applications that focus on improving per-
formance and reliability. 

Remote Filtering 
We have implemented an adaptive Image Filter Customizer that can modify the 
resolution, color-depth and compression rate of images. The CA measures the ap-
proximate throughput at the client, and relays it to the Customizer.  This allows 
the Customizer to adapt its filtering to maintain consistent transfer times as 
throughput fluctuates. We are also experimenting with a general Customizer, 
called the Filter-Saver, which can be used for a number of applications.  As the 
name implies, it consists of two major components, a Filter and a Saver.  The Fil-
ter reduces the amount of data in an HTTP response coming from the Web Server 
as it passes through the Customizer, and the Saver takes advantage of the storage 
available on the PCMS by saving original versions of the objects before they are 
filtered. 
Storing the objects at the PCMS ensures that they will be available even if they are 
removed from the original source, and allows the objects to be retrieved quickly 
regardless of network problems between the PCMS and the original source (in 



fact, the objects are available immediately if the user accesses them from the host 
on which they are running their PCMS).   
In addition to filtering objects based on their data type, content-specific filtering 
can be done.  For example, the Filter could remove the commentary from a prod-
uct review site and return only the final score; research papers might be filtered so 
that only the pages containing the abstract, introduction, and bibliography are re-
turned; scene change detection could be used to reduce the frame rates of videos.   

Transaction Recording for Reliability 
The Transaction Recorder addresses the problem of connection failures during a 
transaction by storing the results of transactions on the PCMS. The user can easily 
check on the outcome of the transaction once connectivity is reestablished via the 
Customizer’s configuration page, which is accessible by the user from a Cus-
tomizer control Web page provided by the CIS. 
The Connection Smoother Customizer is an extension of the Transaction Re-
corder. It stores objects requested by the browser on the PCMS.  If there is a short-
term lapse in connectivity before the browser receives a stored object, the CA 
automatically repeats the request for that object, in order to mask the connection 
failure from the user.  Since objects are only stored for short periods of time, this 
Customizer performs best when it runs on the PCMS or the CS has a cache for the 
data sent to the PCMS.   

Multimedia Streaming 
So far we have described applications that customize HTTP transactions.  It is also 
possible to use Customizers for applications that use other protocols.  To enable 
this, Customizers that are trusted by a CS are given privileged access to resources 
that are persistent across multiple HTTP transactions, including memory for data, 
hard disk storage, and threads of execution.   The Customizer must also have net-
work I/O privileges.   
One non-HTTP application that especially benefits from the ability to reload a 
Customizer near the client is multimedia streaming.  A wireless resource-limited 
device may not have enough memory to adequately buffer streams, whereas a 
Customizer running near the client can buffer the stream and periodically feed the 
client.  The Customizer can also filter the stream to match the capabilities of the 
client device.     
On the Web, multimedia streams are typically initiated either from a link within a 
page that contains a URL that causes the browser to launch the multimedia client, 
or by a page having a link to a metafile that contains information about the stream, 
and which is downloaded by the browser using HTTP and then passed to the ap-
propriate streaming client. Customizers can be used to intercept multimedia 
streams for filtering by using the initiating Web page or metafile as a hook. 
When a Web server replies to a request with a page linking a stream, or a request 
for a metafile specifying the location of a multimedia file, the Customizer modi-
fies the location of the video stream.   It replaces the identity of the source of the 
video with itself, so that the client's video application tries to retrieve the video 
stream from the Customizer.  The Customizer then acts as a proxy for the video 
streaming protocol.  The Customizer appears to the video server to be the video 
client, while the client sees the Customizer as the video server.   
For customization that requires local action before being sent to the client, the 
Customizer can use a CA, and they can act in concert as a pipelined pair of prox-
ies operating on the data.  This approach allows Customizers to act on streams be-



tween the multimedia client and server if it is able to implement the appropriate 
protocol. 
It is also possible for Customizers to use their own multimedia client, and even 
stream objects that were not initially set up for streaming by the content provider, 
by use of Customizer-specific helper-applications pre-installed at the client.  This 
allows the Customizer to control the streaming more directly.  In this case, when 
the Customizer gets a request for a multimedia object, or a metafile representing a 
multimedia stream, instead of modifying the server directly in the document, the 
Customizer replaces the requested document in the response with a specialized 
metafile type associated with the Customizer-specific helper application.   The 
specialized metafile will specify the Customizer as the multimedia server.  When 
the browser receives the specialized metafile, it will launch the Customizer-
specific helper application, which will then act in concert with the Customizer to 
stream the data and display it to the user. 
This mechanism can be used to create streams from objects that would normally 
be downloaded fully by the browser.  For example, suppose the user clicks on an 
HTTP request for an mpeg file.  Assuming HTTP is being used, the standard 
browser behavior is to download the entire file and hand it to the appropriate 
helper application (in this case a video player).  However, if the Customizer re-
sponds with a specialized metafile that it generates on the fly instead of the mpeg 
clip, the browser will open the Customizer-specific helper application associated 
with the metafile’s extension (or the HTTP content type header field sent with the 
metafile).  The Customizer-specific helper application then contacts the Cus-
tomizer to stream the video, which the Customizer retrieves from the Web server 
specified in the URL of the initial browser request.  If the user relocates, the Cus-
tomizer can be reloaded on a nearby CS, to provide the best possible playback of 
the stream. 

3  Performance 

We present an experiment that shows the benefits of using a Customizer for mul-
timedia streaming, that prefetches and buffers data to reduce both delay and jitter. 
As a motivating application, we model a video player for a wireless client device, 
designed to play videos that are retrieved using HTTP from a non-streaming 
server.  Due to the limited memory of the device, the application is not able to 
buffer an entire video file before playing it.  Therefore, it must download the video 
in small pieces, progressively playing each of the pieces while requesting subse-
quent ones, the amount being limited to the amount of extra buffer space avail-
able. This is accomplished by designing the player to make repeated HTTP 1.1 re-
quests using the "Range" header, whereby a range of bytes is specified, and the 
Web server sends only those bytes. The problem with this approach is that if the 
latency of retrieving each piece is high and variable, as is generally the case when 
communicating with distant servers, the video cannot be played smoothly, if at all, 
if there is not ample buffering at the client. 
A Smoothing Customizer is used to improve the performance of this application.  
This Customizer runs on a machine near the client such as a PCMS, to ensure low 
latency (in terms of both average and variance), and where it can be assumed there 
is plenty of memory to support a large buffer on behalf of the player. When the 
application makes the initial request for the first frame or portion of the video file, 
the Customizer not only relays this request, but also initiates an asynchronous pre-



fetch of the rest of the video file. All future requests will then be handled by the 
Customizer, without having to contact the origin Web Server. This has the effect 
of reducing response times (after the initial wait) and jitter, resulting in smoother 
playback.  
This is implemented by using the specialized metafile technique discussed above, 
which causes the browser to launch a Customizer-specific version of the applica-
tion when the video file is first clicked. If the application allows an HTTP proxy to 
be specified, it can use Customizers directly to handle its HTTP requests. (If the 
CIS has been started and the Customizer has been loaded, the application’s proxy 
could just be set to be the CIS).  
We ran experiments to measure the performance benefits of the Smoothing Cus-
tomizer.  The Web server (http://www.w3.org) is located at MIT, and the client is 
at UC San Diego (thus separated by a distance of roughly 3000 miles). We used a 
test program emulating a video application that retrieves and plays a 2.21 MB file, 
making requests in 100 KB pieces at one-second intervals.  This simulates the 
scenario where at most one second’s worth of video could be buffered at the 
player. 
In the test environment, the client and Customizer each ran on different machines, 
both of which were PCs based on 933 MHz Pentium III processors running 
FreeBSD release 4.62, connected via Ethernet.  Rather than running the client on a 
resource-limited device, we chose a standard PC (and therefore chose to artifi-
cially limit the player’s buffer capacity) both for convenience, and to not introduce 
artifacts in the performance measurements due to a resource-poor client device 
(where it is problematic to reliably make and record accurate measurements with-
out introducing interference), rather than simply the network (and Web server) la-
tencies. 

 

Fig. 3. Comparison of response times with and without the Smoothing Customizer 

We measured response times (time between making a request for a 100 KB piece 
and getting the response) with and without the Smoothing Customizer in place.  
Figure 3 shows a sample run of 20 requests.  The response times without the 
Smoothing Customizer are both significantly higher and more variable than those 



where the Smoothing Customizer is active: average response time was 810 msec 
vs. 70 msec, and jitter was 79 msec vs. 0.65 msec.  The two-order-of-magnitude 
reduction in jitter is especially important, as this is the major determinant for 
buffer size at the client. 

4  Related Work 

There exists a large body of research results verifying the benefits of remote cus-
tomization of Web data using proxies, mobile code, some combination thereof [2, 
7, 9, 27, 29], and on the benefits of multimedia filtering [9, 10, 12, 21, 33]. Our 
distributed architecture allows these methods to be exploited more effectively. 
A number of systems use a single remote proxy for customizing the Web, with 
communication initiated through the browser’s proxy mechanism, including some 
in which the proxy is a personal server.  This includes image and video filtering 
(sometimes called Multimedia gateways), HTTP request modifications, HTML fil-
tering, user interface improvements especially for small screens, remote caching, 
and support for disconnected operation and user-selected background retrieval [1, 
5, 7, 8, 13, 22, 28].  Other systems have made use of the two-proxy (local and 
remote) concept, for such customizations as filtering, prefetching and intelligent 
cache management at the local proxy [22, 23]. In [11, 19] the server either on its 
own, or in cooperation with specialized proxies, works to Customize content for 
clients or to improve the performance of prefetching and caching. In [15] a pair of 
intermediaries is used to transparently provide fault tolerance, security and timeli-
ness in distributed object systems. 
Research that is closest to ours combines the use of proxies or multimedia gate-
ways with mobile code to support dynamic downloading of filters to a remote host 
[16, 25, 34]. There are also customization systems that do not use proxies per se, 
but rather use more general mobile code mechanisms to support remote processing 
at arbitrary hosts, typically at the servers themselves [14, 18, 20, 26, 27, 30, 31, 
32]. 
A related issue is adaptability, where information is provided to the client applica-
tion, typically from the operating system, to help it adapt to changes in resource 
availability and network connectivity [2, 4, 24].    Some of these systems include 
applications using an adaptable interface, including adaptable protocols.   
The Internet Content Adaptation Protocol (ICAP) [17] is a solution developed by 
an industry coalition for distributing Internet content to edge-servers.  ICAP is 
server-centric in that content providers control distribution of functionality. This 
differs from the WSC architecture, where the client controls the deployment of 
Customizers.  Open Pluggable Edge Services (OPES) [3] is an IETF effort to 
standardize the tracing and control of proxies for content adaptation.  Multiple 
edge services can be chained together, and callout servers can be used to offload 
computation.  Their services can be server-centric or client-centric.    Simple Ob-
ject Access Protocol (SOAP) [6] is a simple XML-based protocol for exchange of 
information and RPC for Internet applications. None of the above approaches take 
advantage of mobile code to dynamically deploy a service, nor do they include the 
dynamic downloading of a local component on or near the client.   
Our work differs from that of others in a number of ways.  First, a personal server 
stores Customizers and their configurations, which facilitates Customizer reload-
ing.  We combine the use of both a user-owned personal proxy that provides de-



pendable and trusted resources for the user’s Customizers, with third party Cus-
tomizer servers. Using them together enhances flexibility of the system to benefit 
performance, satisfy security needs of both the user and the Customizer authors, 
and provide a measure of fault tolerance.  Second, we have focused on a customi-
zation system designed specifically for the Web, allowing us to make a number of 
simplifying assumptions regarding the programming model, the user model, and 
the system design and implementation.   We use a very restricted and therefore 
more simplified form of mobile code, rather than providing a generalized mobile 
code solution that, while more powerful, is less practical and is more complex in 
terms of usability and security.  Other unique features of our system include the 
use of a CIS that supports dynamic selection of multiple, simultaneously active, 
Customizers, and the use of CAs running on the CIS to support client-side proc-
essing and adaptability. 

5  Conclusions 

We described the design of the Web Stream Customizer architecture that provides 
the following capabilities: 
• Dynamic placement of customization modules that can process and buffer data 

at intermediate points between a browser client and Web server 
• The ability to adapt to network conditions because of its distributed control 
• Support for user relocation by allowing efficient movement of customization 

modules 
The architecture is tightly integrated with the existing Web model. Reliance on a 
user-owned server, the PCMS, for execution of customization modules as well as 
their storage, increases practicality.  The PCMS also plays an important role in 
providing support for Customizer relocation for execution on third-party servers 
that may be closer to the user. 
As an illustration of the benefits of remote customization, we presented the design 
of a Smoothing Customizer, which acts as a remote buffer for a limited-memory 
video player client.  When accessing video from a distant server, the performance 
benefits of using the Smoothing Customizer were dramatic, including a reduction 
in jitter by two orders of magnitude. 
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