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ABSTRACT

We present a performance analysis of an agent-based matdlew
system we have developed based on “reAgents,” remotelyuexec
ing agents that enhance the performance of client/seagzebin-
ternet applications. ReAgents simplify the use of mobilerag
technology by transparently handling data migration andtime
network communications, and provide a general interfacgifo-
grammers to more easily implement application-specifitcloghis

is made possible through the usebafhaviors i.e., common pat-
terns of actions that exploit the ability to process and comicate
remotely. We model the performance of each of the primary be-
haviors, and provide an experimental evaluation of reAgenfor-
mance.

Categories and Subject Descriptors
D.2.11 [Software]: Software Architectures [Remote Agents]

General Terms
Design, Performance, Experimentation, Reliability

Keywords

remote agents, dynamic deployment, design patterns

1. INTRODUCTION

ReAgents support the remote processing of client/seryaicap
tion requests and responses via dynamically deployed mobde,
which carries out work tailored to the particulars of theitide-
vice. A reAgent acts as an intermediary between client angese
but maintains the client/server model (Fig. 1). As a simpiane-
ple, an application running on a client device with a smatjted
display would benefit from a remote agent operating at or tresar
server that filters the rich server data into a spartan resspon

Our system is designed with the following goals:

1. Provide the programmer a better way to handle the client's
needs and limitations
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Figure 1: Client-ReAgent-Server Model

2. Be transparent to servers (i.e., do not require modi€inati
to servers)

3. Be easy to program and use

To meet these goals, we propose a remote code mechanism that
is more flexible than proxies but less complicated than fgéyeral
mobile agents. We achieve this compromise by adopting a férm
“one-shot” mobile agents, simply calledr@Agent(for “remotely
executing agent”). Unlike a general mobile agent, whichroane
to multiple machines during its computation and retaintisesand
identity, a reAgent moves exactly once: before it beginscexe
tion. The reAgent cannot move after it has begun execution, o
even launch other reAgents (only the user may launch reAyent
These restrictions simplify the requirements of the unyiegl re-
mote code execution mechanisms and reduce the potentialsfor
licious behavior, while still deriving many of the benefifsyemote
execution.

A reAgent is launched to operate at a remote location because
there is an advantage in doing so, such as superior compotting
network resources. This location is known as thAgent host
(Fig. 1). The reAgent then acts as a customized dynamic proxy
for that particular client, and returns the server respéase This
allows for extending the capabilities of the client in a cusized
fashion. By moving its own provided code to a better locattbe
client gains extra power to better deal with its limitati@msl needs.
And, the client can represent itself to the server as a stdrudi@nt
via its reAgent, thereby keeping the server code unchanged.

A novel aspect of our approach is that reAgent code is strictl
derived from a template library dfehaviors Behaviors are use-
ful patterns of processing and communication that are thaltref
restricting and simplifying the form of movement of reAgeniEx-
amples of general behaviors include filters, monitors, eesshand
collators. Once a general behavior is selected for a reAgfeist
thenspecializedor specific application needs via code parameters.

For the reAgent code to migrate to and run on the reAgent host,
some middleware system that supports remote execution lmeust
available. Our reAgent architecture does not specify ite oe+
mote execution mechanism. Instead, we leverage existimg iwo
mobile code by translating the launch procedure into theapp
ate code movement calls for each system. These movemest call
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Figure 2: Operative network environment

are translated at run-time when the agent is launched, wien t
type of middleware on the target reAgent host is specifieddora
figuration file. The underlying mobile code middleware sysis
completely transparent to the programmer, who must onlyernd
stand the simplified reAgent interface. For example, to BrRpnt
with reAgents we used a locally-developed and stand-alaxa-J
based mobile code system [16].

e The server expects the client to communicate with a pre-
defined protocoPs, which we refer to as theerver protocal

e The client knows the above server protoétl.

e The client knows its network limitations and how it devi-
ates from the server’s model of a standard, powerful, well-
connected client.

2.2 Regions

A regionis an encapsulation of part of the environment that in-
corporates the above assumptions into our model. All mashiim
a region (and the code that runs on those machines) possask kn
edge of any deviations from the standard Internet envirarnieor
simplicity, deviations are assumed to be static. In padica wire-
less network is only considered atypical if its operatiomlistin-
guishable from that of a wired network.

In addition, machines outside of a region lack any knowleafge
any environmental deviations that operate within thatmegNote
that unlike a firewall, a region does not preclude the ahititgom-
municate with machines in different regions — it merely egses

Our experience to date with reAgents has been in the context the boundary of environmental awareness.

of Web-based applications [10], and mobile-computing iappl
tions [11]. In this paper, we go beyond these studies and/zmal
the micro-performance of each individual behavior usingiyical
models, and we present a set of experiments that demongteate
macro-performance of ReAgents.

The rest of this paper is organized as follows. Section 2qmss
a model of the network environment which allows us to reason
about the advantages of reAgent location and executiontiocBec
3 analyzes the general behaviors that are the building blo¢k
ReAgents. Section 4 presents experimental results. $eStie-
scribes previous work in this area. Finally, Section 6 pneseur
conclusions.

2. SYSTEM ENVIRONMENT MODEL

In this section, we present a model of a system environment

where an advanced remote code mechanism would be useful.

2.1 Definitions and Assumptions

We define the network environment as a traditional clientéye
environment, with the network conceptually divided intamtaeg-
ments the typical segmerif’ and theatypical segment (Fig. 2).

T consists of physical network link(s) whose levels of perfor
mance and reliability are typically what is observed in tbescof
the Internet, in general.A, which represents the client device’s
connection to the Internet, contains links less predietatbltheir
attributes and possibly significantly different from maekk inT'.

Each network segment is a conceptual unification of its iddiv
ual composite links, and has gross characteristics of paence
and reliability that can be abstracted from the finer-graiclearac-
teristics of its individual links. For example, on a link#g basis,
the reliability of a segment is only as strong as its weakiegsical
link. When there is only one route between the client andeserv
the bandwidth of a segment cannot exceed the least bandwfidth
its physical links. Finally, the latency of a segment is astethe
sum of the latencies of its physical links.

Within this environment, we make the following assumptions

e The server, when communicating with a client, assumestslien
to be generally powerful devices that communicate with the
server through links similar to those in the typical segment
If a client device deviates from this expectation, the seive
not expected to handle it.

Our model defines two regions: the client region and the serve
region. The client region consists of the client device dredatyp-
ical segment, to model the assumption that the client dpeelo
knows its deviations (and possibly, where necessary, hawea-
sure them). Examples of such deviations include:

e Physical limitations of client device (small display, imad
guate memory)

o Atypically low bandwidth in connection to Internet
e Atypically unreliable communications
e Atypically insecure communications

e Excessive latency between client and server

Meanwhile, the server region consists of the server ma¢tjine
and the typical network segments that connect them to thpécaty
segment. This models the server’s lack of knowledge aboyt an
client problems. (For purposes of simplicity and clarityg Wmit
the subsequent discussion to a server region containinggesi
server, but multiple servers are also supported by this jode

U
C S
e
PS Server
Client Server
Region Region

Figure 3: Server view of environment

Code in the server region operates as if the network envieohm
were as depicted in Fig. 3. This view consists of the extaidhe
client region,U—C' (which contains the server regidf), and the
physical network links betweefi and S that make up the client-
server network connection (which is categorized as a typiet
work segment). Thus, server code is only required to asshate t
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there is a client, operating on a machine remote to the sehar
connects and makes requests to the server using the sest@rqir
Ps. It does not know about the atypical network segment at all.

In contrast (Fig. 4), code operating in the client regionrafes
in an environment consisting of the exterior of the serveiae
U—S (which contains the client regiafi). The code developer is
not required to understand either the implementation oftreer
architecture or the details of the typical segment, but tmdyserver
protocol Ps and the point of communication where the server can
communicate with the client usings.

U
C S
[ - - o
Client
Device PS Server
Client Server
Region Region

Figure 4: Client view of environment

2.3 Location of Customizing Logic

Given this model, and the concept of using remote code for cus
tomizing application performance, it is important to decidhere
the customizing logic should be placed. There are threeilgess
areas where such customizing logic is based. They are:

e Within the client region
e Within the server region

e Within the network somewhere in between the client and
server regions

Each of these three regions has been used in previous s@utio
for customizing performance. If the customizing logic isqed
within the network, both client and server will have to deathw
this change in their world view, making it hard to deploy. @|l¢he
overhead of the mechanisms supporting the customizing lisgi
potentially incurred by all applications, regardless oketiter they
use them or not, thus lowering efficiency.

Meanwhile, if the customization logic is based at the sethen
each change in a client causes a change in every server. &his s
lution does not scale well: as the heterogeneity of clienicds
(represented by the addition of different client regiomgyé&ases,
support required in the server universe also increaseacasserver
must add customization logic to handle each new client regio

Thus, we have chosen to base the location of the customizing

logic, as aeAgent, in the client region. The reAgent is originated
by the client and placed on a machine that resides in thedlpic
segment, beyond the atypical segment. Once the reAgeratdsghl
we bound the client region to have the client device at oneagiod
the customizing logic at the other end, so that the atypiegirent

is masked from the server. (Fig. 5)

From the model, we can see that the reAgent, being in thetclien
region, is exposed to the problems of the client region, tat the
server is not. Instead, the server treats the reAgent ascthala
client, as they are both part of the opaque client region.sTthe
server need not change when new client problems arise, promo
ing deployability and scalability. Meanwhile, the clieststill able

ReAgent
m T
@ e e
Client P P Server
Device C S
Client Server
Region Region

Figure 5: Bounding of Client Region

to communicate with the server by providing the reAgent vaith
understanding of the server protode$. Moreover, with the addi-
tion of the reAgent as an intermediary between client andeser
the client can now communicate with the reAgent using a casto
client protocol Po. Such a protocol could be used to ameliorate
communication problems over the atypical segment, or gdeothie
client with run-time control over the reAgent.

3. BEHAVIORS

We developed the definition of behaviors based on their lisefu
ness in the design of reAgents. A behavior is “useful” if it ex
hibits benefits that are derived from a reAgent’s ability e
ate remotely. These benefits come from some combinatioruof, b
not limited to, the following: (1) use of remote computatbme-
sources; (2) avoiding or minimizing the effects of a probdic
portion of the network (high delay, low bandwidth, low rélility,
etc.); (3) ability to act autonomously on behalf of the cliana
customized fashion.

The following sections catalog the useful behaviors we lidee-
tified. For each behavior, we present a description of thavieh
an outline of its base logic, an example of its use, and arysisal
of its performance.

3.1 Filter
Client launch ReAgent Host Server
L
AN
Client
g Protocol =
App+Proxy ReAgent

(Reduced-Size
Response)

Figure 6: The Filter Behavior

Description. The Filter behavior (Fig. 6) is used whenever a
server response needs to be reduced (in size) before rgatigin
client. The reAgent interposes itself between the cliedt sarver,
filters the server responses into a smaller, possibly madtatde
format for the client, and sends this filtered result backéodient.
The CL (customizing logic) is the application-specific aifum
that definedhowto reduce the data.

Base Logic.The reAgent passes the request through to the server,
runs the filtering algorithm on the server response, andsstrel
new response back to the client.
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Application. The Filter behavior is designed for scenarios where
the server data is too large for the client. A common sceriafio
volves browsers on clients with limited capabilities, sashsmall
battery-powered wireless devices (e.g., PDAs). Geneatlifes of
such a device include limited network bandwidth as well a& lo
fidelity rendering of data, so filtering by removing extransmr
unusable data before sending it to the browser would redeice r
quired bandwidth and reduce delay without significantlyacting

the perceived quality of the data.

Analysis. In this analysis and those that follow, we assume that
network latency (i.e., propagation time) and network mgssao-
cessing overhead are negligible (relative to the otherofacive
consider). All overheads that are attributable to the thegent
itself, e.g., its launching time, are encapsulated as desiragiable
).

One way a filter is effective is if it reduces end-to-end setee
client delay. In straight client/server, the delay.() to return a
file of sizeS is the transmission time given by file size divided by
client-server bandwidthR_):

S

BCS
The delay as a result of using reAgents is equal to the the-tran

mission time between the the server and reAgeﬁt—Q plus the
processing time for the filtefRst.r), plus the overhead of using
the reAgent §), plus the transmission time between the reAgent
and the cIient%), whereq is the percentage of original data left
over from the filter:

D.s =

S aS
B»,«S Bcr

To compareD.s and D..s, we calculate thespeedup which
represents the percentage improvement of the reAgent agpro
When the speedup is positive, reAgents are superior; when th
speedup is negative, traditional client/server implermgéons are
superior.

The speedup is derived from the following equation:

Dcr's + Pfilte'r + A +

DCT'S
Dos @)

Plugging in the values ab.,s and D.; into the speedup equa-
tion above, and settin.. equal toB.s (assuming that the band-
width of a set of links is equal to the bandwidth of the slowest
individual link) results in a speedup of

speedup =1 —

(1 — Oé)S/Bcs - (S/B'rs) - Pfilte'r - A
Des
If we express the ratio of the bandwidths as=
speedup > 0 when

speedup =

B
Brs

, then

(l—a—p); > A

Thus, reAgents become more advantageous as

- Pfilte'r

e « decreases (the filter reduces more data)

e p decreases (the bandwidth ratio of the client/reAgent to re-

Agent/server network segments becomes much smaller)

e B.s decreases (the overall bandwidth is small)
e Sincreases (there is more data to filter)
e )\ decreases (overhead of using reAgent decreases)

So if client-reAgent bandwidth drops, or original data Simts
larger, the filtering reAgent becomes more effective.

3.2 Monitor
Client launch ReAgent Host  Server
/\
] RN

Client -

tor Nl -

Protocol @/; >
App+Proxy ReAgent Monitored Obj

(High Delay) (Multiple

Requests)

Figure 7: The Monitor Behavior

Description. The Monitor behavior (Fig. 7) is designed for use
in applications that have a need to frequently examine tie sif
a remote object (on a far-away server) until a certain sttt
served. The calculation of the next monitor attempt, pluesrds
sponse evaluation function, forms the CL.

AreAgent that uses the monitor behavior is placed on a gitecl
to the object that is being monitored, for the purpose of cauy
the time of receiving a critical state change and sendindriyger
action to the server. This is important for applicationd tleguire
a real-time response to sudden changes in environment,asugh
stock ticker or online bidding auction.

Base Logic.The behavior repeatedly calculates the next time to
query the server, queries the server at that time, and thecksh
to see if a trigger state has been reached. Once the triggerist
reached, monitoring is terminated and the response thuyatered
the state change is returned.

Application. A simple example of an application for a Monitor
involves intelligent auto-refresh of a Web browser. Mangem
auto-refresh at fixed intervals. A Monitor can bypass thematic
refresh and refresh at its own customized rate. This can \nad
tageous when the Monitor is sensitive to network conditiand
adjusts the rate depending on the amount of traffic. More impo
tantly, the intelligent auto-refresh only updates therdlighen the
server changes, and will not force a refresh when the datainsm
unchanged, saving bandwidth.

Analysis.To evaluate the monitor, we assume that the monitor
will send a message to the servetimes before the trigger condi-
tion is satisfied.

Under straight client/server, the total delay between isgnd
request to the server and processing its reply is

Tcs =n X Dcs

wheren = the number of queries before the trigger condition is
satisfied.

o Priter decreases (the filtering algorithm processes more quicklyWith a reAgent, the total delay is
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amount of storage allocated to the cache begins to run outy or
special order of the client. Data is retrieved from the cashen
the client request key matches a key within the cache. Whde t
behavior defines these general actions, particulars riegacdche

Ters = Der +nDyrs + A

as the delay between client and reAgent is only paid onceatitiu policy (such as which cache entries to replace first whendlhe
1 gives a reAgent speedup of is full) are supplied as part of the CL.
Der +nDrs + A Application. Caching of frequently accessed Web pages is so
speedup =1 — ~ aD.. beneficial to performance that most major Web browsers stippo

some form of caching. With no intermediate hosts, the setat
Solving for speedup > 0, we find that reAgents are better for IS stored on the client device. While storing the cached data

monitoring when the client device is optimal for minimizing network delaynse
client devices have such small amounts of memory that caehe p

formance is seriously degraded by running locally. Theseure-

(n=1)Der > A poor clients would benefit greatly from moving the cache ftbm

Thus, reAgents become more advantageous as client device to a nearby location with sufficient resources

In such situations, a reAgent with a Cacher type of behaaar ¢

e nincreases (more queries before trigger state is reached)  be created, along with a client-specified cache replacepuiy

) ) and size, and launched to the nearby machine to effectiyslyate
e D., increases (more delay between client and reAgent that 5 cache for the browser.

is avoided)

o )\ decreases (overhead of using reAgent decreases) Analysis. To evaluate the cacher in both scenarios, end-to-end
delays are compared.
Therefore, many queries, or high delay between the cliedt an ~ Under straight client/server, the delay between sendiegjaest
the reAgent, points to using a monitor reAgent to gain a perfo to the server and processing its reply is simg@lys. Under a

mance advantage. caching reAgent, the delay between sending a request tethers
and receiving its reply depends on whether the item reqdésia
3.3 Cacher the cache. A delay between client and reAgent is always iadur
) When the item is not found in the cache, a delay is also indurre
Client launch  ReAgent Host Server between the reAgent and server. This can be expressed as
d Cli \
ient o
Protocol @< (May not oceur) > Ders = Der + pDirs + A
AppPToXy ReAgent wherep is the probability of a cache miss.
(High Delay) The speedup of a reAgent Cacher over client/server is
Figure 8: The Cacher Behavior Der +pDys + X
speedup =1 — S S—

. . . . . d d h
Description. The Cacher behavior (Fig. 8) is used for storing andspeedup > 0 when

recently retrieved server data at a nearby location withettpec-
tation that it will be accessed again, thus improving futpes-

formance. When previously retrieved data is requestechafze (L=p)Drs > A

nearby stored copy is retrieved instead of the distantmalgiThe So caching is better when

cache replacement policy forms the CL. This behavior is@&afig

useful for applications that have frequent yet identicglmsts to e D, increases (the delay from the network segment skipped
remote servers, such as occurs in Web browsing. by the cache is higher)

. . . . . e p decreases (fewer cache misses)
Base Logic.This behavior uses customized logic on the request

input to decide whether or not to pass along the request to the e )\ decreases (overhead of using reAgent decreases)
server. If the request has not been made recently, the tmetggn- .
erates &eythat gets associated with the request, and then uses the 1 hUS, a reAgent cache outperforms client/server when tley de
request to contact the server. When the server respondseltias- between reAgent and server is high enough, or the miss riiw is
ior associates the data in the response to the key of theseane enough to overcome reAgent overhead.
stores both items in a database, i.e., the cache, beforetbngpthe
. .. 3.4 Collator

response data. When a request is made that matches a key in the
cache, the behavior will bypass sending the request to tiverse Lo
and immediately return the associated cache data. DeSCI‘IptIOI’]. The Collator behavior (Fig. 9) transmits the same

The behavior is in charge of inserting, removing, and retrie ~ Message to multiple servers from a remote location, andwatl
ing data contained within the cache. Insertion of data iti® t a wait condition, specified by the client, is satisfied. Aftards, the
cache happens whenever the server sends the behavior agespo responses are sent to an application-specific functiorptieauices
Cached data and its corresponding key are removed wherver t @ result for the client (collating).
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Figure 9: The Collator Behavior

Base Logic.The message is sent once to the reAgent, which
then transmits it multiple times, once for each server. Bfgent
then waits for responses from the servers in an applicatpacific
fashion. For example, the reAgent may only wait for the fiest r
sponse from any server, or for some bounded number of respons
or even wait for responses from the servers within a timeeriog.
After waiting is completed, the server responses are eallat an
application-specific way (as part of the CL), and the resuftant

to the client.

Application. A typical Web application that exhibits this behav-
ior is a comparison agent that queries different serverh thie

for finding the best price of an item already exist on the Whbyt
do not perform correctly if a server is not known or suppotbgd
the query service, or if the user is more concerned about stimee
attribute, such as delivery time or seller reputation, thatservice
does not support.

Analysis.For ease of analysis, the following assumes that the
messages are sent serially, not in parallel.

Under straight client/server, the delay for completinguesis to
n Servers is

Des =n X des
whered.; = the average delay between client and server.
Under a collating reAgent, the time is

Dc'rs - nd'rs + A
whered, s = the average delay between reAgent and server.
Applying the speedup equation (1) gives a speedup of

ndrs + A
Ndcs

and a performance win for reAgents when

speedup =1 —

(n—=1)der > A

whered., = the average delay between client and reAgent.

Thus, for any advantage to be gained,> 1 (confirming the
obvious). For each beyond 1, a collating reAgent reduces delay
by d.., which logically corresponds to traversing the network-seg
ment between the client and the reAgent, per additionakset
this amount is greater than the overhead from using the netAge
the reAgent performs better than client/server.

4. EXPERIMENTS

Previous papers[10, 11] quantified the low overhead aniyutil
of reAgents used for data compression and image filteringeda
upon the Filter behaivor. Here, we describe an experimexivi-
idates the theoretical advantages of the Monitor behavior.

A primitive stock server and client application were depeld.
The server outputs a ticker, showing the fluctuating price stbck,
and is programmed to accept only the first buy order it recgde
run (i.e., only 1 share is available at this listed price).

The Monitor behavior was then used as the basis for a reAgent
that would connect via network sockets to the stock servesatch
stock prices and issue a buy order. The Monitor behavior Wwas c
sen because this application requires multiple commtuinitabe-
tween the reAgent and stock server. The reAgent monitors the
ticker and sends a buy request when the price of a certaik e
to a certain value (both chosen by the user as input argujnaifits
decision-making component is a custom algorithm that atha
CL for the Monitor behavior.

In the following experiments, the performance metric used w
the time it took for the server to receive a “buy” command ratthe
stock hit the target price, essentially a measure of thé fatency
between the decision-maker and the server, plus the CPUalime
loted to the decision-maker.

4.1 Response Time

The first experiment was to evaluate the relative respdnse-t
performance of three network application paradigms :

1. Traditional RPC
2. ReAgent-based computing
3. Service-based customization

To introduce a non-trivial latency, the client machifegjeration
a Sun Ultra 1, was stationed at CMU in Pittsburgh, approxafyat
2500 miles away from the stock server machimesus a Sun Ul-
tra 10, in San Diego. The results, after 10000 iterationsefurh
paradigm, are summarized in the following table:

Table 1: Comparison of Response Time for Various Paradigms

Response Timenfg || 95% Confidence
Paradigm || Min | Max | Mean Interval
Traditional || 71 | 3474 | 79.6 +1.8ms
reAgent 1 14 | 1.161 4+ 0.008 ms
Service 0 11 | 0.051 + 0.005 ms

The confidence intervals show that the averages are statigti
significant. These results say, not surprisingly, that e perfor-
mance occurs if the server can be hard-wired with the actian t
the client requests. While this might be true for simple atiens
like limit-order stock purchases, in practice, not all sgswvill be
able to anticipate every need of the client, such as whengke u
has an unusual stock-trading algorithm to implement.
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Comparing the non-hardwired methods of traditional vs. re- application. In the worst-case scenario with no suppontafgent
Agent, the traditional method suffers severe performarcmlies servers, the reAgent still functioned on a relatively edoating
as well as a highly variable response time. The high variémee with a normal, traditional trader (represented by the stetiy re-

result of intermittent network congestion and timeoutsjclttthe Agent). However, the mobile reAgent was able to use its tgtiii
reAgent, running near the server, can ameliorate. move when closer reAgent hosts were available, allowing iitr-
From this experiment, it can be concluded that a Monitoedas  prove its performance along with its location. The reAgétuves
reAgent application achieves similar, although slightlgrior, per- this improvement to be easily customizable, merely by cheng
formance when compared with a server-customized servide. O its destination (a line of text). As users have differenuisgments
course, the cost of building applications with a similallesf per- — for example, running directly on the server may be signifiga
formance with reAgents is much smaller than requiring alees more expensive, so a grad student’s trading application ondy
to hardwire their services for each user. Attempts to cridexéle give a destination of a cheaper reAgent server — reAgentsvall
applications without reAgents result in highly variablelanferior users to scale the performance effectiveness to a levebppate

performance due to the high-latency communications betwiee with their needs and abilities.
decision-making algorithm and the server.

4.2 Application Performance Comparison 5. RELATED WORK

The idea of enhancing client applications with remote cale i

fedaration s Hove not new, but previous efforts have been divided on how andavhe
K‘ to provide this functionality. Thective networksapproach [23]

bt // argues for putting customizing logic at the network levelhil&/

Lol ¢ \ various active networks [26, 19, 1] are able to effectivelgport a

s | ——— L I Rengent wide variety of client devices, they do so at the expense ploge

- Stk N ability [6].
\//7 Another customization solution lies in the use of proxiekiok
act as intermediaries between client and server. Whilétivadl

proxy applications concentrate on caching and firewall} geime
Figure 10: Stock Traders Setup have focused on actively customizing application behgdgnamic
proxies) [4, 24, 15].

An application-based comparison was performed as a supple- Another approach is to attempt to have servers adapt to duifig)s
ment to the previous experiment. The comparison center¢deon  of each individual client. Server-provided CGI scriptsffis, and
Monitor-based stock trading reAgent described in the prevsec- the group of technologies bundled into the Open Mobile Alta
tion. This reAgent was run in sets of two. In each set, one emAg  (OMA) [17] are two examples of this type of approach, wher th

remains at the client (the stationary reAgent), while theeotre- server programmer is responsible for anticipating commi@nic
Agent (the mobile reAgent) is potentially launched to aatigit problems and catering to them. To be less dependent on terser
host to improve application performance. Each Trader's igo® researchers have developed customizers with more cliéaissp-
wait until the stock hits a pre-determined low price, andhthay it port [28, 22, 3].
before their opponent. A significant area of past research in client-based custtiniz
The experiment was conducted with three sets of reAgents. Th has been based upambile agent§5]. Mobile agents are pieces of
first set has both reAgents begirfederation(the client), to demon-  customizing logic that have a persistent identity, movirguad the
strate the worst case of no supporting reAgent servers. &kteset network to multiple sites [25]. The D’Agents project [8] at&M

has the mobile reAgent movestsus the stock server itself, and ~ Aglets Workbench [13] are prominent examples from induatrgi
results are compared. The final set has the mobile reAgent ioov ~ academia, respectively, of systems that support the &racat
abmema machine omirsuss LAN that acts as a reAgent host. The  mobile agents. A fuller description of these and other irtqoar

last experiment is important because it highlights the aeidle agent systems can be found in [9].

nature of reAgents; one can neither assume that every sartrex Our reAgent approach is a middle-ground solution, based on a

world will support reAgents, nor that servers will always/édhe one-shot remote code mechanism that is more flexible thadgzro

capacity to host reAgents. However, it is reasonable torasghat but less complicated than fully-general mobile agentss Tinbdel

an independent reAgent host will be nearby. is similar to that of remote evaluation [21]. Several adages
The experiment showed that the mobile reAgent beat thestati ~ arise from limiting movement to one hop. By avoiding some of

ary reAgent every time when operating from a closer locatidre the security issues introduced by code that can roam froenait

full results can be seen in Table 2. site, infrastructural support is simplified. Also, with atsbnary

remote agent acting on its behalf, the client gains the bisrfedim
remote execution without adjusting its client/server #eture:

Table 2: Mobile vs. Stationary ReAgent the reAgent acts as a server by taking requests and retureing

Mobile reAgent|| Mobile reAgent] 95% Confidence sponses. Finally, technical problems associated with taiaing
Host Success Rate Interval and updating program state during migration are avoidethowt
hent 508% 1 4% Iosmg much fungtlonallty, aview sgpported by [12]. o

Finally, behavior templates are similar to the idea of “dagat-
Server 100.0% +0.0% terns.” In [27], the authors describe problems facing thesbig-
reAgent host 100.0% + 0.0% ’ ' P 9

ment and deployment of mobile agent (and mobile code) agplic
tions. Consequently, there has been some work attemptieg-to

The 100% success rate in the cases where the reAgent migratedend the idea of design patterns to mobile code [7]. Desitfeipes
closer demonstrated that the mobile reAgent could parleythb- have previously been proposed for use in designing mobiatag
oretical performance benefits of reAgents into a superiexijlfle applications [2, 18, 20].
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6. CONCLUSION

In this paper, we described the behavior-based architectod
performance of reAgents. ReAgents are especially appécab
situations where clients are resource limited in their cotimg
or network access capabilities. A reAgent effectively egtethe
client’s reach into the network, and derives its power byfqren-
ing remote operations that (1) minimize the effects of a (@b
atic network path (2) gain an advantage by operating closséo
or more servers, (3) take advantage of remote resourcesqeng-
putational, memory) that are relatively more powerful thhose
locally available at the client, and (4) act autonomouslybehalf
of the client in a customized fashion.

The use of reAgents allows us to derive benefits of mobiletagen

systems — specifically their support for dynamically-lechtre-

mote execution, limited to one-shot movement — in what we be-

lieve to be an easy-to-program form. Key to this simplicythie
transparent handling of data migration and run-time nétwom-
munications. This is a direct result of the reAgent prograngm
model: reAgents are composed of one or more behaviorsabe.,
stractions for common remote patterns of action, each oflwvtén
be specialized with custom logic that allows reAgents tcellerted
to their applications. We presented four such general bersav—
filtering, caching, monitoring, and collating — and usingtical
models showed the conditions under which performance wml i
prove when compared to the straight client/server model alde
presented empirical results from experiments that prosidgence
of the performance benefits of reAgents.
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