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invisible decisions

Claude Code v2.1.69
Opus 4.6 - Claude Max
~/aithoscope

Hey Claude! Help me port this pipeline from
local CSV storage to BigQuery

Let me first explore the system...

Okay now I have a complete understanding!

Here is my plan. Want me to implement this?

Looks legit, go for it!

query = """

SELECT p.feed id, p.message id, p.text

FROM ~{FILTERS_TABLE}" f

JOIN " {POSTS _TABLE}  p ON p.post pk = f.post pk

WHERE f.filter = ‘logreg
AND f.pass = TRUE

J

AND f.customer_id = {customer_id}

AND NOT EXISTS (

SELECT 1 FROM " {DECISIONS TABLE}  d
WHERE d.post pk = f.post pk

AND d.customer_id

{custonfer—id5}



35%

use or plan to use Al
for development™

51%

professional developers
use it daily

*2025 StackOverflow survey



most common frustration:

solutions that are almost right
but not quite

*2025 StackOverflow survey
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co-active al-assisted programming
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co-active al-assisted programming

observability intent

user is aware of decisions

E —

controllability
user can steer decisions

behavior




co-active al-assisted programming

aporia: decision-oriented
programming with agents
[in progress]

hilde: intentional code generation
via human-in-the-loop decoding
[VL/HCC?25]

leap: validating Al-generated code
with live programming
[CHI24]
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this talk

> leap: validating Al-generated code with live programming
[CHI'24]

hilde: intentional code generation via human-in-the-loop decoding
[VL/HCC'25]

aporia: decision-oriented programming with agents
[INn progress]



LEAP

context: code completion

programmer: validates code
by inspecting behavior /
—

leap: uses live programming to‘\

1) lower the cost of inspection
2) tie behavior to code

demo

| design |

code

benhavior




user study

no-LP

Al suggestions
+

terminal

LP

Al suggestions
+

ive programming

12



research questions

how does live programming affect...

1. over-/under-reliance on Al
2. validation strategies
3. cognitive load



tasks

API-heavy

algorithmic

pandas

clean dataframe and compute stats
using pandas

bigrams

find most frequent bigram in a string

multiple correct suggestions

no fully correct suggestions

14



rql: over-/under-reliance

Bigram Pandas

B Completed, Accurate [l Completed, Inaccurate (Over-reliance)
] Timeout after Validation ] Timeout during Validation (Under-reliance)

6 no-LP vs O LP participants mid-judged correctness of their solution

by lowering the cost of validation,
leap reduces over-/under-reliance on Al

15



rql: over-/under-reliance

‘it was easy to understand the behavior of a code suggestion because
the little boxes on the side allowed for you to preview the results.” (P3)

"it saved me the effort of writing multiple print statements.” (P1)

6 no-LP vs O LP participants mid-judged correctness of their solution

by lowering the cost of validation,
leap reduces over-/under-reliance on Al

16



rq2: validation strategies

Bigram

percentage of time spentin

Suggestion Panel
Pandas

o _-_

25%

[T |

|]7

‘| didn't look too closely in the actual code,
| was just looking at the runtime values on the side.” (P1)

50%

[v]
i e {I} No-LP

leap participants spent less time reading code

75%

17



rq3: cognitive load

p =.039 p=.048 p=.015 p=.0004
7 U=14.5 U=155 u=11 Uu=o0
N | s = .
NASA TLX cognitive load metrics | |
on Pandas
‘°’ + L1 o
1 i | o -
Mental Demand Hurry Performance Effort Frustration
B P8 EJ No-PB

leap significantly reduced cognitive load of Al-assisted
programming on tasks amenable to behavioral validation

18



this talk

leap: validating Al-generated code with live programming
[CHI'24]

hilde: intentional code generation via human-in-the-loop decoding
[VL/HCC'25]

aporia: decision-oriented programming with agents
[INn progress]



HiLDe

context: code completion [z ]
code
behavior

hilde: helps programmers
understand and explore the
space of implementation choices



programming in the good old days

1 import MySQLdb
2 1mport hashlib

. def register(username, password):
| db = MySQLdb.connect(host="localhost", user="root", passwd="password", db="test")

cursor = db.cursor()
hashed_password = hashlib.sha256(password.encode()).hexdigest()

new user
registration

2



2 itmport hashlib

programming in the good old days

® sqlite3

1 import|MySQLdb psycopg2
redis

4 def register(username, password):
5 db = MySQLdb.connect(host="localhost", user="root", passwd="password", db="test")
6 cursor = db.cursor()

: hashed_password = hashlib.sha256(password.encode()).hexdigest()

new user
registration

22



programming in the good old days

0@
1 import MySQLdb user role
2 import hashlib —
3 time stamp
4 def register(username, passwordf:
5 db = MySQLdb.connect(host="10 email "root", passwd="password", db="test")

6 cursor = db.cursor()
' hashed_password = hashlib.sha256(password.encode()).hexdigest()

new user
registration




programming in the good old days

1 import MySQLdb
2 import hashlib

def register(username, password):
db = MySQLdb.connect(host="localhost", user="root", passwd="password", db="test")

6 cursor = db.cursor()

hashed_password = hashlib password.encode( )).hexdigest()

scrypt md5 512 3 256
Z

pbkf2 hmac 384

B W

I\_r'_

new user
registration




programming in the good old days

PR sqlite3
1 import l*1ySQL<:H:J|Z psycopg2 user role
2 import hashlib : ~
3 redis :
time_stamp

username, pas sword [:

4 def register(

5 db = MySQLdb.connect(host="10 email "root", passwd="password", db="test")
6 cursor = db.cursor()
7 hashed_password = hashlib password.encode()).hexdigest()
- new user
scrypt md5 512 3 256 . .
L = registration

pbkf2 hmac 384




Al obscures decision making

1 import MySQLdb
2 tmport hashlib
4 def register(username, password):
5 db = MySQLdb.connect(host="localhost", user="root", passwd="password", db="test")
6 cursor = db.cursor()
: hashed_password = hashlib.sha256(password.encode()).hexdigest()

JXOI"\/?

260



Al obscures decision making

P sqlite3
1 11rnpa:wt||~1y50|_.:1|a|Z psycopg2

user _role

2 import hashlib
3

4 def register(lusername, passwordf:

redis

time_stamp

cursor = db.cursor()

-] Gy Un

db = MySQLdb.connect(host="10

[

email

"root", passwd="password", db="test")

hashed_password = hashlib.shancude( )).hexdigest()

scrypt

md5

512

3 256

Z

pbkf2 hmac

384
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programmers rubber-stamp completions

- 5

1 import MySQLdb

2 tmport hashlib

| def register(username, password):
db = MySQLdb.connect(host="localhost", user="root", passwd="password", db="test")

cursor = db.cursor()
hashed_password = hashlib.sha256(password.encode()).hexdigest()

JXOI"\/?
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programmers rubber-stamp completions

75

1 import MySQLdb
2 import hashlib
3

4 def register(username, password):
db = MySQLdb.connect(host="1localhost", user="root
cursor = db.cursor()

hashed_password = hashlib.sha256(password.encode()).hexdigest()

4 X or J S \055 Of agenCy

password", db="test")

5
6
7

29



real-world impact: security

2024 IEEE Symposium on Security and Privacy (SP)

Poisoned ChatGPT Finds Work for Idle Hands: Exploring Developers’ Coding
Practices with Insecure Suggestions from Poisoned Al Models

Sanghak Oh'*, Kiho Lee'®, Seonhye Park!, Doowon Kim®, Hyoungshick Kim'
! Department af Electrival and Computer Engincering, Sunghyunkwan University, Republic of Korea
*Department of Electrical Engineering and Computer Science, University of Tennessee, USA
! {sanghak, kiho, gkrtjsgp08, hvoung)@shin.edu,  *doowon@utk edu
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2022 |EEE Symposium on Security and Privacy (SP)

Asleep at the Keyboard? Assessing the
Security of GitHub Copilot’s Code Contributions
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MNew York University  New York University  University of Calgary MNew York University New York University
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Brendan Dolan-Gavitt  Ramesh Kami
Department of CSE  Department of ECE

Do Users Write More Insecure Code with Al Assistants?

Neil Perry’

Stanford University

Megha Srivastava’
Stanford University

ABSTRACT

Al code assistants have emerged as powerful tools that can aid in
the software development life-cycle and can improve developer
productivity. Unfortunately, such assistants have also been found
to produce insecure code in lab environments, raising significant

Dan Boneh

Stanford University

Deepak Kumar
Stanford University / UC
San Diego

use them. Such work is important in order understand the practi-
cal security challenges introduced by Al-powered code-assistants
and the ways users prompt the Al systems to inadvertently cause
security mistakes.

In this paper, we examine how developers choose to interact with

32



bringing back human agency with HiLDe

C 2\ Not Secure  west.ucsd.edu:10007/?folder=/home/coder/project 2 £ Incognito (2) Finish update :
£ project 0B 0
@ talkpy X i
<@ talk.py
@ 1 import MySQLdb
2 import hashlib
o
4 def register(username, password):
5 db = MySQLdb.connect(host="1localhost", user="root", passwd="password", db="test") |
z-o 6 cursor = db.cursor()
7 hashed_password = [y
&>
{g} (1) Fetching completion: Getting initial completion...
oMo %o Ln7,Col23 Spaces:4 UTF-8 LF () Python Layout:UsS. (2



http://drive.google.com/file/d/1zkpmiMnYVx5BeESIZMjEANAMyJpB-9jg/view

HilLDe =
Human in the Loop Decoding



decoding (traditionally)

.sha256

def register(username, password):
con = sqlite3.connect('users.dh')
c = con.cursor()
hashed_user_password = hashlih

4?%‘.pbkdf2_hmac

) 29%‘.5crypt
prompt + prior tokens :

next token’s probability distribution

35



human-in-the-loop decoding

&

81% .sha

12%  |.nds

def register(username, password):
con = sqlite3.connect('users.dh')
c = con.cursor()
hashed_user_password = hashlib

.pbkdf2_hmac

human's choice
prompt + prior tokens

next token’s probability distribution

36



identifying key decision points

51% .sha256

42% .scrypt

4% | .pbkdf2_hmac

2%)| .md5

next token’s probability distribution

[1] Vasconcelos et. al, “Generation probabilities are not enough: Uncertainty highlighting in ai code completions,” TOCHI 2024

[2] Wang et. al, “Investigating and Designing for Trust in Al-powered Code Generation Tools, " FAccT 24 °/



uncertainty is not enough

33% my_variable
30% my_var
24% var

12% |[my_varl

next token’s probability distribution

38



uncertainty is not enough

81% .sha256

12% .mdb

4% |.pbkdf2_hmac

2%| .scrypt

next token’s probability distribution

39



token uncertainty + LLM as judge

=

81%

.sha256

12%

4%

@ .scrypt

.md5

.pbkdf2_hmac

X

33% my_variable
30% my_var
24% var

12% |my_varl

40



research questions

1. do users commit fewer security bugs using HiLDe?
2. how does HilLDe affect user’s ability to reach their goals?

41



tasks

Ex. SQL secrets (Python):

‘Given a username and password, hash the password,
generate private ECDSA key, then store the username, password,

and private key in a SQL database.”

42



procedure (n = 18)

Ex. SQL secrets (Python):

‘Given a username and password, hash the password,
generate private ECDSA key, then store the username, password,

and private key in a SQL database.”

B B

43



rql: security

participants committed

significantly fewer
security bugs
using HiLDe (by 30%!)

100 -

80 - 77.8% (7)

60 -

40 |

Participants with Vulnerability (%)

20+

44.4% (4)

Buffer overflow

33.3% (3)

System
1 Baseline
[ HiLDe

11.1% (1)

Seg fault

*task 4 security bugs identified in participant solutions

for baseline (yellow) ¢

44
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rql: security

Participants with Vulnerab
a b3

L)
=

=)

participants committed
significantly fewer
security bugs

using HiLDe (by 30%!)

Participants with Vulnerability (%)
-
a b3 2 =4

hJ
=

=]

1680.6% (9}
System

L%, (B) BA.9% [8) [ Baseline
3 HiLDe
A% 0T
55.6% (5)
22.1% 01
VIS (1)
0.0%: 1)
Insecure hash Bad curve Unsafe library SOL injection

(a) SQL Secrets (T1) Mistakes

System
[ Baseline

=3 HiLDe
T1H% (7}

44.4% [4)

33.3% (3}

11.1% (1]

Buffer overflow

Seq fault

(c) CSV File Write (T3) Mistakes

Participants with Vulnerability (%)

Participants with Vulnerability (%)

—
(=1
=]

o
=]

2

&
(=]

L)
(=1

[ =]

100

2

2

-
=3

L]
=1

(=]

100.0%
Lo System
BO.O% (%) [ Baseline
0 HiLDe
TLE%(T)
B5.6% 151
EE R K]
Symilink Parent Unsafe deserialization

(b) Sandboxed Directory (T2) Mistakes

*security bugs identified in participant solutions
for baseline (yellow) and HiLDe (blue)

System
B8.9% (8} 1 Baseline
=3 HiLDe
TLE% (T
66.7% ()
R T
s AFi]
10.1% {1)
Buffer overflow Seg fault Memory leak
(d) User Input to Struct (T4) Mistakes
45



rql: intentional security repairs

participants intentionally
corrected more security
bugs with HiLDe

Assistant (Strategy)
1 Baseline (Ul) 1 HiLDe (Ul)
FZ2 Baseline (Prompt) EZE HiLDe (Prompt)

L

[
o

Number of Security Repairs

o

12

User Input to Struct (T4)




rql: intentional security repairs

12 1 Assistant (Strategy)
1 Baseline (UI) 1 HiLDe (UI)
EZ3 Baseline (Prompt) EEER HiLDe (Prompt)
10 1

Number of Security Repairs
h

rE

1 1

0
SQL Secrets (T1) Sandboxed Directory (T2) CSV File Write (T3) User Input to Struct (T4}

Task

*instances of intentionally catching and fixing security bugs
an Al generated solution for baseline (yellow) and HiLDe (blue)




rq3: programming goals

with HilLDe, participants were able to achieve their
programming goals more effectively

3-step interaction pattern during intentional security repair:
1. discover Q

2. interpret
3, act @



rq3: case study

1. discover Q
2. interpret (&)

3. act @

int main(int argc, char xargv[]) {
//allocate a new person
Back | > Forward | /Accept (Tab) | X Dismiss (Esc)
person *p = malloc(sizeof(person));
if (p == NULL) {
printf("Error allocating memory\n");
return 1;

}

printf("Enter a name: ");

“I know with C, if you don't know
what you're doing you can create
some insecure stuff. So I'm
assuming the LLM is just like
asking if I want to use some more
safe options.”

' sganf ("%s", p->name);
>status = 0;
intf("Name: %s\nStatus: %d\n", p->name, p->status);

free(p);
return 0;

N:

P18

49



1. discover Q

rq3: case study : ;ncttegret &

Z1 ‘

Alternative Explanation: Replaces scanf with fgets to safely read a string input, preventing buffer
overflows and handling spaces in input. This change improves input safety and robustness.

24 fgets(p->name, 100, stdin); // Uses safer input function

25 char name[100]; // Uses separate input variab

26 gets(p->name) ; // Uses unsafe input functinn

27 fscanf(stdin, "%s", p->name); // Uses fscanf for i /" -

i A | fgets Improves the safety by
29 "Name: %s\nStatus: %d\n", p->name, p->statu| [IMItiNg the number of characters
i AP read and like yeah, buffer

31 ‘ v ; V74

32 B overflows and stuff.

—
&

P18 50




rq3: case study

1. discover Q
2. interpret (&)

3. act @

int main(int argc, char xargv[]) {
//allocate a new person
Back | > Forward | v Accept (Tab) | X Dismiss (Esc)
person xp = malloc(sizeof(person));
if (p == NULL) {

printf("Error allocating memory\n");
return 1;

“Yeah, let's go with this.”

}
printf("Enter a name: ");
{fgets(p->name, 100, stdin);
* p—>status = 0;
printf("Name: %sStatus: %d\n", p->name, p->status);
free(p);
return 0;

P18

57



1. discover &

rq3: case study 2. interpret (g

3. act @

*/

‘THiLDe] wasn't sure of which function to use for user input
and that's an important decision. It did make me aware of,
yeah, we don't want to just accept arbitrary input.”

‘I don't really think about the security of my code. But looking at ————
the options, | was sort of motivated to pick something that

would be more secure.” P11

*<

‘THiL De] helped me better realize my intent instead of
express my intent. It helped me realize my intent because |
wasn't aware of it before.”

52



rq3: case study (baseline)

‘I would say the only potential problem is | think I've heard that
scanft is not secure or something, | don't know, maybe. But |
guess for the purposes of this task, it didn't really matter”

2

53



HiLDe

context: code completion [z ]
code
behavior

hilde: helps programmers
understand and explore the
space of implementation choices



this talk

leap: validating Al-generated code with live programming
[CHI'24]

hilde: intentional code generation via human-in-the-loop decoding
[VL/HCC'25]

> aporia: decision-oriented programming with agents
[INn progress]



aporia

context: programming agents

S
-

aporia: helps programmers
explore the design space

intent

design

code

behavior




SotA: plan-oriented programming
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SotA: plan-oriented programming

programmer

-
-
P

prompt

plan

The goal of this change is...

1. Modify tasks.py...

2. Modify main.py...
Verification: run pytest,
deploy, invoke new endpoint

code

=
S
-

S

agent



SotA: plan-oriented programming

prompt e

X or vV ?

plan

The goal of this change is...
1. Modify tasks.py...

2. Modify main.py...
Verification: run pytest,

[iE%; deploy, invoke new endpoint

programmer agent

\oss Of agency code




our idea: decision-oriented programming

prompt —

decision bank

—
——- decision <
l decision I
decision
programmer agent

code




our idea: decision-oriented programming

programmer

-
-
P

prompt

decision bank

decision

decision

decision

code

decisions are:

1. elicited by agent or
specified by human

2. persistent
easily revocable
4. traceable to code

W



900 &« Q. [Extension Development Host] notcrp D 4 Dg [D Q []

6J fish £ APORIA

% test_app.py 2 test_plan.py U X ¥ % @O -

tests > @ test_plan.py

Recommend papers for desk rejection
based on reasonable criteria

1

O BYW &g O OB

v GOAL

Recommend papers for desk rejection
based on reasonable criteria
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®

> IMPLEMENTATION PROGRESS €§3
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Recommend papers for desk rejection
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+  Should desk rejection recommendations only include SUBMITTED status? x REseT PLan

O B®W &g O OB

hould papers with abstracts below minimum length be [
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+  Should desk rejection recommendations be accessible only to admin users? | x
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fish

Q. [Extension Development Host] notcrp ] [

2

@ test_app.py @ test_plan.py U X

tests > @ test_plan.py

1

> REVIEW @
X fgmastert O Y 257 Launchpad ® 0 A0 Ln9, Col 28 Spaces:4 UTF-8 LF {)} Python _ @ Prettier [

+ Should papers with abstracts below minimum length be @
recommended for desk rejection?

+  Should desk rejection recommendations be accessible only to admin users?

08 @O

APORIA

% %3 (@ - | DECISIONS

v GOAL

Recommend papers for desk rejection
based on reasonable criteria

A

w Desk rejection recommendations should only
include papers in SUBMITTED status.

x|

Add a new decision... m

> IMPLEMENTATION PROGRESS

=l
(&
Q

5%

&
53]
©

®
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w Desk rejection recommendations should only
include papers in SUBMITTED status.

w Papers with abstracts below minimum length
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should be recommended for desk rejection.
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Q [Extension Development Host] notcrp ] [C} VJ
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@ test_app.py @ test_plan.py U X “ DECISIONS

v GoAL
tests > @ test_plan.py

N Recommend papers for desk rejection

based on reasonable criteria

7~

' N\

w Desk rejection recommendations should only
include papers in SUBMITTED status.

w Papers with abstracts below minimum length
should be recommended for desk rejection.

w Desk rejection recommendations should be
accessible only to admin users.

Add a new decision... w m @

> IMPLEMENTATION PROGRESS @3

> REVIEW
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900 &« Q. [Extension Development Host] notcrp C—'r‘ 4 DS [D Q []

6J fish £ APORIA @
P ~
@ test_app.py @ test_plan.py U X ¥ W D - DECISIONS
v GoAL
tests > @ test_plan.py Q
. £ mplcr“cmlpluﬂ | @ regenerate plan | ? regenerate questions e Recommend papers for desk reiection
# test_plan.py based on reasonable criteria g-&
+ Should papers with titles below a minimum length be recommended for desk rejection? x P
+ Should the desk rejection recommendations page render flagged paper details in the HTML response? ' | % RESET PLAN &
+ Should a paper meeting multiple rejection criteria appear exactly once in recommendations? = X @
m YES No DismiIss
+ | Should papers with no attached PDF be recommended for desk rejection? ' x
“ : ©
+ Should "get_desk_rejection_recommendations” return an empty list when given an empty input? = % . . T K ect
4+  Should all flagged papers appear in recommendations when the input contains both flagged and unflagged papers? @ x d e C | S | O n S t u r n @ Papers with abstracts below minimum length
should be recommended for desk rejection
.
; INtO tests
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research questions

1. does A
2. does A
3. does A

NOria
NOria

NOria

nelp programmers articulate intent?
nelp programmers align code with intent?

promote appropriate trust in the code?

63



co-active al-assisted programming

aporia: decision-oriented
programming with agents
[in progress]

hilde: intentional code generation
via human-in-the-loop decoding
[VL/HCC?25]

leap: validating Al-generated code
with live programming
[CHI24]
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thanks to students & collaborators!
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