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Abstract

We initiate a concrete-security treatment of NIZKs. We start with definitions conducive
to such a treatment. We give some basic general results on, and relations between, these
notions. We then look at some NIZK systems in the literature and give concrete (as opposed to
asymptotic) results about whatever properties they possess. We explore some basic applications
of NIZKs, such as digital signatures, to give concrete security reductions. We define dual-
mode proof systems as a way to formalize ideas underlying some NIZKs in the literature. This
concrete security treatment of NIZKs is motivated by emerging applications, where it serves to
help determine, and also reduce, parameters for a given level of security, leading to security-
preserving efficiency gains. These notes were created as part of a course, taught in Winter 2020,
on NIZKs. They represent a work in progress intended as a starting point for a future paper,
not a finished product.
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1 Introduction

Non-interactive zero-knowledge (NIZK) systems are seeing increasing usage and application, mak-
ing efficiency a target. But efficiency decoupled from security becomes nonsensical. The proper
perspective is that we have some desired level of security (for example, 256 bits), for some set
of goals (for example, soundness and zero-knowledge) and then want to minimize cost subject to
staying at this level of security. To perform a design task like this in a rigorous way, we need
quantitative metrics and results for NIZK security. This work initiates a treatment of NIZKs that
provides this.

Zero-knowledge was introduced by [GMRS89]. NIZKs were introduced by [BFM88, BDSMP91].
(The latter paper is the definitive reference, fixing the many bugs in the former.) Many construc-
tions [FLS99, BY96, KP98] and applications [BG90, DDNOO] followed. The treatment here was
asymptotic. Security (for whatever notion) meant that polynomial-time adversaries have a suc-
cess probability that is a negligible function of the security parameter. Such a treatment does not
facilitate determining what setting of parameters provides some desired numeric level of security.

Applications have grown, fueling a search for efficient NIZKs. The Groth-Sahai framework [GS08]
is widely utilized. We are seeing both new protocols and their implementation [GS08, Grol0,
BCTV14, EG14]. Structure-preserving cryptography [AFGT10, AGOT14, Grol5] was developed
to allow these NIZKs to be used for efficient applications.

In these notes, we initiate a concrete security treatment of NIZKs. We return to the basic definitions
and cast them via games and adversary advantage functions. We give quantitative results about
relations between notions. We then cast some existing proof systems in this framework. And we
look at the concrete security of reductions for applications that use NIZKs.

These notes are a work in progress, meant for a class I am teaching at UCSD in Winter 2020. They
are in constant flux. Not only may things be added, but things can change. There will be mistakes,
big and small.

In CSE207, the treatment was concrete. Students entering with only that background may not
know what is an asymptotic treatment. No matter. For you, the current treatment of NIZKs may
seem more natural.

There is some novelty in the definitions given here, as discussed further in Section 4. For example,
we give joint definitions of ZK + soundness/extractability, allow multiple verification/extraction
attempts, and formulate dual-mode NIZKs.

The notes include explicit Exercises. But they also include implicit ones, indicated sometimes
just by the question “why?” somewhere in the text, prompting the reader to do the exercise of
answering the question.

Comments, corrections, feedback, thoughts and suggestions, whether technical, historical or opin-
ionated, are welcome.

2 Asymptotic, concrete and blended security: An example

This section introduces the reader to the asymptotic, concrete and blended settings for crypto-
graphic definitions and proofs via a simple example. We define the OW (one-wayness) and PR
(pseudo-randomness) security of a function, and show that the latter (under some conditions)



implies the former.

2.1 Asymptotic

A function v: N — N is negligible if for every positive polynomial p: N — R there is a A\, € N such
that v(A) < 1/p(A) for all A > \,. “PT” stands for “polynomial time.” By 1* we denote the unary
representation of the integer security parameter A € N.

A generator is a PT deterministic algorithm G that takes 1* and an input X € {0, 1}G'ﬂ(1A) to
return an output G(1*, X) € {0, 1}6'01(1A). Here G.il, G.ol: N — N are PT deterministic functions

determining the input and output lengths. We say that G is OW-secure (OW stands for “One-Way”)
if for every PT adversary I the function

Pr [G(F,X’) =Y X s {0,110y gt X)) X <—$I(1A,Y)]

is negligible. We say that G is PR-secure (PR for “Pseudo-Random”) if for every PT adversary D
the function

i 1

Pr [D(lA,Yb) =b 1 bes{0,1}; X {0, 13510 v,  G(1*, X) ; Yy < {0, 1}G~01(A>] !

is negligible.

Theorem 2.1 Let G be a generator such that the function £(\) = 9Gl(1M)=Guol(1Y) g negligible.
Assume G is PR-secure. Then G is OW-secure.

Proof of Theorem 2.1: Suppose towards a contradiction that G is not OW-secure. Then there
exists a PT adversary I and a positive polynomial p;: N — R such that

1
p1(A) W)

for infinitely many A € N. We show that there exists a PT adversary D and a polynomial pp: N — R
such that

Pr DOYYG) =b ¢ bes {0,1}5 X s {0, 1151005 1 - G2, X) 5 ¥p 45 0,1}V |

Pr [G(l’\,X’) —Y X s {0,151y 61, X); X! <—$I(1A,Y)} >

S 1 N 1

~ 2 pp(N)
for infinitely many A € N. This contradicts the assumption that G is PR-secure, establishing the
Theorem.

Adversary D(1},Y) runs I(11,Y) to get X’. If G(1*, X’) = Y then it outputs 1, else it outputs 0.
If Y = G(X) for X +s{0,1}%1%) then the probability that D outputs 1 is at least the probability
on the left of Equation (1). If Y <s {0, 1}6‘01(1” then the probability that D outputs 1 is at most
2G‘ﬂ(lk)/2G'Ol(1A) because an X’ satisfying Y = G(X) exists with at most this probability. |

2.2 Concrete

A generator is a deterministic algorithm G that takes an input X € {0, l}G'il to return an output
G(X) € {0,1}%°L Here G.il,G.ol € N are the input and output lengths. The ow-advantage of an



Game GZ¥ Game G

INIT(): INIT():

1 X +s{0,1}%" ;Y « G(X) 1 b4+s{0,1} ; X <5 {0,1}%" ; ¥V1 + G(X) ; Yy s {0,116
2 Return Y 2 Return Y

FIN(X'): FIN('):

3 Return (G(X')=Y) 3 Return (V' = b)

Adversary D:
1Y < GZ.INIT // Adversary D calls INIT of its own game

o I™TFN -/ Run adversary T with subroutines below for its oracles

INIT(): // Subroutine defined by D
3 Return Y // Reply to I's INIT query

FIN(X"): // Subroutine defined by D. Here X’ is provided by I.
4 IfG(X') =Y then b’ < 1else b’ < 0
5 GR.FIN(Y) // Adversary D calls FIN of its own game

Figure 1: Top: Games defining OW and PR security for generator G in the concrete security setting. Bottom:
Adversary D for Theorem 2.2.

adversary I is defined by
Adve" (1) = Pr[GE"()]

where game GV is on the top left in Figure 1. The adversary must begin by calling oracle INIT
(to get Y), and conclude by calling oracle FIN with an argument X’ € {0,1}%%. The notation
Pr[Gg"(I)] refers to the probability that FIN returns true in the execution of the game with the
adversary. The pr-advantage of an adversary D is defined by

AdvP (D) = 2Pr[GZ(D)] — 1

where game Ggr is on the top right in Figure 1. The conventions are similar.

Theorem 2.2 Let G be a generator. Given an adversary I we can construct an adversary D (shown
explicitly at the bottom of Figure 1) such that

1

Advg'(I) < Advg (D) + 2G.ol—Gil ° (2)

The running time of D is about the same as that of 1.

Proof of Theorem 2.2: Let b be the challenge bit chosen at random in game G, and ¥’ the
bit queried by D to Grér.FIN. Then (appealing here to Lemma 3.2) we have

Advg(D)=Pr[t/=1|b=1]-Pr[t/=1]b=0]

where the probabilities are in the execution of game G;Gw with adversary D. If b = 1 and I succeeds,



Game Gg*\ Game G¢',

INtT(): INIT():

1 X s {0, 135000 0y« G(IN X) | 1 bées {0,1}5 X 5 {0, 1}510N 1Y)« G(1Y, X) 5 Yo s {0,1}S0107
2 Return (1*,Y) 2 Return (1*,Y3)

FIN(X'): FIN(Y):

3 Return (G(1*,X')=Y) 3 Return (' =b)

Adversary D:

1 (1Y) « G, IntT // Adversary D calls INIT of its own game

o I™NTFN /) Run adversary I with subroutines below for its oracles

INIT(): // Subroutine defined by D
3 Return (1*,Y) // Reply to I’s INIT query

FIN(X'): // Subroutine defined by D. Here X' is provided by I.
4 TGO, X') =Y then b’ < 1 else b’ <+ 0
5 G¢'\.FIN(b') // Adversary D calls FIN of its own game

Figure 2: Top: Games defining OW and PR security for generator G in the blended security setting. Bottom:
Adversary D for Theorem 2.3.

meaning returns an X’ such that G(X’) =Y, then ¥’ equals 1, so we have
Pr(t/=1|b=1]>Advg"(]).
Let R={G(X) : X €{0,1}¢1} C {0,1}%°L If b = 0 then

|R‘ 2G.il

Putting the above together completes the proof. |

2.3 Blended

A generator is a PT deterministic algorithm G that takes 1* and an input X € {0,1}11% to
return an output G(1*, X) € {0,1}5°/1" Here G.il, G.ol: N — N are PT deterministic functions

determining the input and output lengths. The ow-advantage Advg'(+): N — R of an adversary I
is defined by

AdvZi(\) = PrGES (1)

for all A € N, where game Gg") is on the top left in Figure 2. We say that G is OW-secure if for
every PT adversary I the function Advg7(-) is negligible. The pr-advantage Advy(): N—=Rof
an adversary D is defined by

AdvEfD()\) = 2Pr[Ggf/\(D)] -1
for all A € N, where game G¢ , is on the top right in Figure 2. We say that G is PR-secure if for
every PT adversary D the function Adv{ (-) is negligible.
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Theorem 2.3 Let G be a generator. Given an adversary 1 we can construct an adversary D (shown
explicitly at the bottom of Figure 2) such that for all A € N we have

1

The running time of D is about the same as that of 1.

Proof of Theorem 2.3: Let A € N. Let b be the challenge bit chosen at random in game GErA,
and ' the bit queried by D to G{ ,.FIN. Then (appealing here to Lemma 3.2) we have

AdVE () =Pr[¥ =1 ] b=1]=Pr[t'=1] b=0]

where the probabilities are in the execution of game G¢ , with adversary D. If b = 1 and I succeeds,
meaning returns an X’ such that G(1*, X’) = Y, then b equals 1, so we have

Prt/=1]b=1]>Advgi(}).
Let R ={G(X) : X € {0,1}510)} C {0,1}G°10)_ If p = 0 then

R| 9G.il(1*)
2G.ol = 9G.ol(1*) *

Pr(t/=1[b=0] <Pr[Y e R =
Putting the above together completes the proof. |

Note that Theorem 2.1 is a corollary of Theorem 2.3, but not, at least formally, of Theorem 2.2.

2.4 Discussion

Schemes (here, G) have a different syntax in the asymptotic and concrete settings, taking input a
security parameter (in unary) in the former, but not in the latter. In the concrete treatment, the
security parameter does not exist.

Some real-world primitives, like AES or SHA256, do not have a security parameter and would not
fit the asymptotic setting. The concrete setting covers them.

In the asymptotic setting, what it means for a scheme (here G) to be secure (here in the PR or OW
sense) is formally well defined. In the concrete setting, it is not: we define the security metric via
the adversary advantage function, but stop short of formally defining what it means for the scheme
to be “secure” under this metric. When we say G is PR-secure, it is an informal statement, to
be interpreted as Advg (D) is “small” for all adversaries D whose resources are “practical.” This
is generally not a difficulty with simple notions like the ones in this example. But it makes more
difficult the conceptual understanding of more complex notions like ZK which involve a particular
quantification over different objects (adversary, simulator and so on) that, in the concrete setting,
are all just parameters.

The asymptotic setting does not (usually) define any explicit advantage function. This makes
it difficult (but not impossible) to make quantitative statements about the relationships between
these advantages and (in my view) makes it harder than in the concrete setting to write precise
proofs, as can be seen by comparing the proofs of Theorems 2.1 and 2.2. Of course, one could
define advantage functions, and this is exactly what the blended setting does, but historically, and
in canonical treatments [Gol01], this does not seem to be done.



The asymptotic setting does not (usually) use games, instead expressing adversary success proba-
bilities directly. It tends to present adversaries in text rather than in pseudocode.

Theorems are formal statements in both settings. But the ones in the concrete setting explicitly
state relations between adversary advantages and resources, and often even point to an explicit
pseudocode adversary construction as the final determinant of its resource utilization. The running-
time relation, however, tends to be a bit fuzzy for lack of a precise computational model, and we
see statements, like in Theorem 2.2, about one running time being “about the same” as the other.
Subtleties of which to be aware include code-size as an adversary resource and the consequences of
the inherent non-uniformity of the setting [BL13].

Proofs in the asymptotic setting have tended, historically, to proceed by contradiction, with the
template illustrated in the proof of Theorem 2.1, in contrast to proofs in the concrete setting, which
proceed in the direct way illustrated by the proof of Theorem 2.2.

The notions we have considered here are simple. In asymptotic definitions for more complex notions,
one can see many different parameters that must be appropriately quantified relative to something
defined as being negligible. Asymptotic definitions of this type in the literature can be ambiguous,
and even incorrect, as illustrated for example by [BH15]. The blended setting is a good remedy,
forcing one to pin down the advantage function asked to be negligible.

The blended setting tries to be the “best of the two worlds.” It has a security parameter, and does
define adversary advantages, but, rather than numbers, these are now functions, of the security
parameter. What it means for a scheme to be secure is formally well-defined, and identical to the
asymptotic setting. However, theorems are able to state the relations between adversary advantages
and resources as in the concrete setting. Subtleties as mentioned above are largely avoided. (It isn’t
perfect; for example, it does not directly capture AES and SHA256. But there are ways around
this.)

The blended setting would be my choice for treating NIZKs, and what I would use in a paper on
the subject. But for simplicity, these notes use the concrete setting.

3 Preliminaries

NOTATION. If w is a vector then |w] is its length (the number of its coordinates) and w|i] is its i-th
coordinate. Strings are identified with vectors over {0, 1}, so that |Z| denotes the length of a string
Z and Z[i] denotes its i-th bit. By € we denote the empty string or vector. By z||y we denote the
concatenation of strings x,y. If x,y are equal-length strings then x®y denotes their bitwise xor. If
S is a finite set, then |S| denotes it size. We say that a set S is length-closed if, for any = € S it is
the case that {0,1}/*l C S. (This will be a requirement for message spaces.)

If X is a finite set, we let  <—s X denote picking an element of X uniformly at random and assigning
it to . Algorithms may be randomized unless otherwise indicated. If A is an algorithm, we let
Y AOlﬁ"'(xl, ...;w) denote running A on inputs x1, ... and coins w, with oracle access to Oy, .. .,
and assigning the output to y. By y <s A% (x1,...) we denote picking w at random and letting
y « APt (21, ... ;w). We let [A91 (21, ...)] denote the set of all possible outputs of A when run
on inputs x1,... and with oracle access to O1,.... An adversary is an algorithm. Running time
is worst case, which for an algorithm with access to oracles means across all possible replies from
the oracles. We use L (bot) as a special symbol to denote rejection, and it is assumed to not be in

{0,1}*.



GAMES. We use the code-based game-playing framework of BR [BR06]. A game G (see Figure 5 for
examples) starts with an optional INIT procedure, followed by a non-negative number of additional
procedures called oracles, and ends with a FIN procedure. Execution of adversary A with game
G consists of running A with oracle access to the game procedures, with the restrictions that A’s
first call must be to INIT (if present), its last call must be to FIN, and it can call these procedures
at most once. The output of the execution is the output of FIN. By Pr[G(A) = y| we denote the
probability that the execution of game G with adversary A results in this output being y, and write
just Pr[G(A)] when y = true. (Meaning Pr[G(A)] is the probability that the execution of game G
with adversary A results in the output of the execution being the boolean true.)

Note that our adversaries have no output. The role of what in other treatments is the adversary
output is, for us, played by the query to FIN.

Different games may have procedures (oracles) with the same names. If we need to disambiguate,
we may write G.O to refer to oracle O of game G.

In games, integer variables, set variables boolean variables and string variables are assumed initial-
ized, respectively, to 0, the empty set (), the boolean false and L.

The running time of an adversary executing with a game excludes the time taken by game proce-
dures to compute answers to queries.

GAME-PLAYING LEMMAS. A flag is a boolean variable. Recall that any flag is initialized to false. If
game G contains a flag bad then “G(A) sets bad” refers to the event that bad is set to true at some
point in the execution of G with A. (As a clarification, this does not mean that bad is necessarily
true when the game terminates.) We say that games Go, G; are identical-until-bad if bad is a flag
in both games and the games differ only in code following a statement bad < true. The following
is the Fundamental Lemma of Game Playing from [BRO06].

Lemma 3.1 Let Go, Gy be identical-until-bad games, and A an adversary. Then for all b € {0,1}
and all y we have

Pr[Go(A) = y] — Pr[Gi(A) = y] < Pr[Gy(A) sets bad] .
Also
Pr[Go(A) sets bad] = Pr[G1(A) sets bad]
Pr[Go(A) =y N GD] =Pr[G1(A) =y A GD],

where GD denotes the event that bad is never set to true.

Above, for b € {0,1}, event GD in the execution of G with A is the complement of the event
“Gp(A) sets bad”.

A decision problem is one where the adversary’s task is to guess a challenge bit. One can formulate
such a problem either via single game with the advantage defined as twice the probability of guessing
the challenge bit minus one, or via two games, with the advantage defined as the difference in
probabilities that the adversary’s guess is 1, and these two formulations are equivalent. Since this
equivalence is used often and for many problems, we try here to formalize a statement about it.

Let G be a game. We say that it is a decision game if the following hold. There is a boolean
variable b (called the challenge bit) such that G.INIT includes the statement b<s{0,1}. This is
the only code in the game that changes the value of b, so that the game in particular has no other

10



statement assigning a value to b. The input to G.FIN includes a bit b (call the guess bit), and
G.FIN, via a statement “return ()’ = b)” that is the only one in this procedure containing the
“return” instruction, returns the boolean (b = b). This procedure has no statement changing the
value of, or assigning a value to, v/. By G[0] we denote the G with the following modifications.
The variable b set to 0. This means the statement b<—s {0, 1} is removed from INIT, and, for any
reference to variable b in G, game G[0] uses the value 0. Oracle G[0].FIN takes the same inputs
as G.FIN, including b, but replaces the “return (' = b)” statement by “return (b’ = 1),” meaning
returns true iff &’ is the bit 1. Game G[1] is defined correspondingly.

We warn that the above definitions are not entirely rigorous in the absence of a precise programming
language [BR06]. However, we will apply the Lemma below only for explicitly-specified games G
that we write in our definitions and proofs, and in these cases the conditions, and objects referred
to, will be clear enough. But we warn that we are not yet at the stage of being able to formally
and rigorously treat a game as an abstract mathematical object, and recommend caution in trying
to doing this.

The following says that for decision games, the two ways of defining adversary advantage coincide.

Lemma 3.2 Let G be a decision game, and A an adversary.

2Pr[G(A)] — 1 = Pr[G[1](A)] — Pr[G[0](A)] .

Proof of Lemma 3.2: Let b be the challenge bit and o’ the guess bit in G, and consider the
execution of G with A. We have

Pr[t/=1] b=1] =Pr[G[1](A)] (4)
Prt/=1]b=0]=Pr[G[0](A)] . (5)
Given this we have
2Pr[G(A)] —1=2Pr[t) =b] -1
=2-(Pr[t/=1]b=1]-Prfb=1]+Pr[t/=0] b=0]-Prb=0]) -1

:2-<Pr[b’:1 y bzl]-;Jr(l—Pr[b’:l\sz})é)—l

_o. 1 b1l Pt =1 b=0]- 14 1)
=2 <Pr[b_1yb_1] 5~ Pr[t/=1]b=0] 2+2> 1

=Pr[V/=1|b=1]-Pr[t/=1]b=0]
= Pr{G1J(A)] = Pr[G[0](A)] ,
where the last equality uses Equations (4) and (5). |

REDUCTIONS. Proofs give reductions that take a Ge-adversary Ay and specify (construct) a Gi-
adversary A; that runs Ay as a subroutine, itself responding to oracle queries of As. Let INIT,
0O14,...,01,,, FIN denote the oracles of G; and INIT, O24,...,02,,, FIN the oracles of Ga. Then
we may write pseudocode of the form

Adversary A

11



INIT,024,...,024, ,FIN . . .
A, ' 2 / Run Ay with specified subroutines as oracles

INIT // Subroutine simulating Ga.INIT
024(...) J Subroutine simulating G2.02

FIN(...) / Subroutine simulating G2.FIN

Here INIT,024,...,02,,, FIN are subroutines, given in the code of Aj, that are responsible for
simulating the corresponding oracles for Ay in Go, and will invoke A’s oracles to do so. These
subroutines can invoke oracles from Gi, which, to disambiguate, will the given the game name as
prefix, so that for example subroutine INIT can call G1.INIT and subroutine FIN can call G1.FIN.

We adopt the convention that if a simulation is trivial, meaning O2;(x) returns O1;(z), then, in
the superscripts to Ag, we simply write O1; in place of O2;, and do not give code for the simulated
oracle.

Circuits. We formalize circuits following [BHR12]. A circuit C specifies the following. The number
of inputs is C.In. There is only one output. There are C.Gt gates, numbered C.In+1, ..., C.In+C.Gt.
There are C.In+ C.Gt wires, numbered 1,...,C.In+ C.Gt. Wires 1,..., C.In are the input wires, and
wire g € [C.In+1,...,C.In+ C.Gt] is the output wire of gate g. (Every non-input wire is the output
wire of exactly one gate.) Functions C.11, C.12 take a gate G € [C.In + 1..C.In + C.Gt| and return its
first input wire C.11(G) and its second input wire C.12(G), satisfying C.11(G) < C.12(G) < G. Gate
C.In + C.Gt is the output gate and wire C.In + C.Gt is the output wire. There is only one type of
gate, which is a 2-input NAND.

Function Ev evaluates a circuit. It takes a circuit C and a string = € {0,1}%!" giving assignments
to the inputs of the circuit. It returns a vector w such that w(i] is the value of wire 7. In particular,
w|C.In 4+ C.Gt] is the circuit output:

Algorithm Ev(C, x)

Fori=1,...,Cln do w[i] « x[i]
For i = C.In+1,...,C.Gt do wli] + NAND(C.I1(i), C.12(i))
Return w

FUNCTION FAMILIES. A function family F: {0,1}FK x F.D — F.R takes a key K and input X
to return output F(K, X), where F.kl is the key length and F.D is the domain. We require that
F(K,X)= L if X ¢ F.D. We will consider several notions of security for function families.

By FUNC(D, R) we denote the set of all functions f: D — R.

The one-wayness advantage of adversary A against F is defined by Adv"(A) = Pr[GY(A)] where
the game is on the top left in Figure 3. This assumes F.D is finite. It is required that the X’ queried
by the adversary to FIN be in F.D.

We define PRF security for function family F via the game GErf on the top right in Figure 3. The

12



Game G Game GP**

INTT(): IntT():

1 K+s{0,1}""; X +sF.D;V « F(K,X) 1 b+s{0,1}

2 Return (K,Y) 2 If (b= 1) then K <s{0,1}" ; f + F(K,")
Fin(X): 3 Else f +s FUNC(F.D,F.R)

3 Return (F(K,X')=Y) FN(X):

4 Return f(X)

FIN(D):
5 Return (' = b)

Game G

INIT():
1 K +s{0,1}FH

FN(X):
2 S+ SU{X}; Return F(K, X)

FIN(X,T):
3 Return ((F(K,X)=1T) and (X € 5))

Figure 3: Games defining OW and PRF security (top) and UF security (bottom) for function family F.

prf advantage of adversary A is AdvIF)rf(A) = 2Pr[GErf(A)] — 1. It is required that the X queried
by the adversary to FN be in F.D.

We define UF security for function family F via the game G‘Flf on the bottom in Figure 3. The uf
advantage of adversary A is Advi(A) = Pr[GE(A)]. Tt is required that the X queried by the
adversary to FN or submmitted to FIN be in F.D. This captures unforgeability of F as a message
authentication code.

COMMITMENT SCHEMES. A commitment scheme CS specifies a parameter-generation algorithm
CS.P and a deterministic commitment algorithm CS.C such that CS.C(cp,-,-): CS.M(cp) x CS.D(cp)
— {0,1}* for every cp € [CS.P], where CS.M,CS.D, which are part of the scheme specification,
associate to any choice cp of parameters a finite set CS.M(¢p) of messages and a finite set CS.D(cp)
of de-committment keys, respectively. We assume [CS.P] is finite too. The scheme is set up by
generating parameters cp <—s CS.P. Then via ¢ + CS.C(¢p, m,d), one generates a commitment to
message m € CS.M(¢p) with randomly-chosen de-commitment key d <—s CS.D(cp).

The bind advantage of adversary A is Adve@d(A) = Pr[GRIY(A)], where the game is in Figure 4. It
is required that the m’, d’ queried by the adversary to FIN satisfy m’ € CS.M(cp) and d’ € CS.D(cp).
This captures a weak notion of binding where one of the messages is selected at random rather
than by the adversary. We say that CS has perfect binding if Advléisnd(A) = 0 for all adversaries
A. (All means regardless of their running time.)

The hide advantage of adversary A is AdvE®(A) = 2Pr[Ghde(A)] — 1, where the game is in
Figure 4. It is required that the messages mg, m1 queried by the adversary to CMT satisfy mg, my €
CS.M(cp). We say that CS has perfect hiding if AdvEd®(A) = 0 for all adversaries A. (All means
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bind hide
Game G¢¢ Game G¢§

InT(): INIT():

1 ¢p s CS.P; m<+sCS.M(cp) ; d<s CS.D(cp) 1 ep+sCS.P;b«s{0,1}
2 Return (cp, m,d) 2 Return cp

Fin(m/,d'): CMT(mg, m1):

3 Return ((CS.C(ep,m’,d") = CS.C(cp,m,d)) and (m # m')) 3 d<+sCS.D(cp)
4 Return CS.C(cp, ms, d)

FIN(b):
5 Return (' = b)

mode
Game Gp¢s

INIT():
1 w<+s4{0,1}; cp s DCS,.P ; Return cp

FiN(u'):
2 Return (p' = p)

Figure 4: Top: Games defining BIND and HIDE security for commitment scheme CS. Bottom: Game
defining mode-indistinguishability of dual-mode commitment scheme DCS.

regardless of their running time and the number of CMT queries they make.)

If CS is a commitment scheme, cp € [CS.P] and m € CS.M(cp) then it is useful to let
CS.C(ep,m) = {CS.C(cp,m,d) : d € CS.D(cp) }

be the set of all possible commitments of message m relative to ¢p. You may find this definition
useful in Exercise 3.3.

Exercise 3.3 Prove that no commitment scheme has both perfect binding and perfect hiding.

DUAL-MODE COMMITMENT SCHEMES. We introduce these, which are new as far as we know. A
dual-mode commitment scheme DCS, like a commitment scheme, specifies a parameter-generation
algorithm DCS.P and a deterministic commitment algorithm DCS.C. The difference is that DCS.P
takes an input p € {0,1} called the mode. The commitment algorithm maps DCS.C(¢cp,-,-):
DCS.M(¢p) x DCS.D(cp) — {0,1}* for every c¢p € [DCS.P(0)] U [DCS.P(1)]. The scheme is set
up in mode p by generating parameters cp <—s DCS.P(u). Then via ¢ < DCS.C(¢p, m,d), one
generates a commitment to message m € DCS.M(c¢p) with randomly-chosen de-commitment key
d <—sDCS.D(¢p), just like in a commitment scheme.

A dual-mode commitment scheme DCS gives rise to two (standard) commitment schemes that we
call the commitment schemes induced by DCS and denote DCS; and DCSy. Their commitment
algorithms are that of DCS, meaning DCS,,.C = DCS.C for both p € {0,1}. The difference between
the two commitment schemes is in their parameter generation algorithms. Namely DCS,.P is
defined by: ¢p <—s DCS.P(u); Return c¢p. The definitions we have above for commitment schemes
now apply, or can be used for, either DCS; or DCSg.
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The value of dual-mode commitment schemes emerges when the parameters created in the two
modes are indistinguishable. To formalize this, consider game Gg‘gge of Figure 4 associated to
dual-mode commitment scheme DCS, and let the mode advantage of adversary A be defined by

AdvEEEe(A) = 2Pr[GEege(A)] - 1.

Exercise 3.4 Let DCS be a dual-mode commitment scheme and let p € {0,1}. Formulate and
prove results (theorems) saying the following: (1) If DCS is mode-indistinguishable and DCS,, is
binding-secure then DCSi_,, is binding-secure. (2) If DCS is mode-indistinguishable and DCS, is
hiding-secure then DCSy_,, is hiding-secure.

4 NIZK definitions and basic relations

A proof system provides a way for one party (the prover) to prove some “claim” to another party
(the verifier). A claim is defined via a claim statement, which is a string x, and a claim validator
CV, which is an algorithm that, with the help of a witness string w, says whether or not the claim
statement is valid. What we call a claim validator is, in the literature, often called the relation,
the claim statement being the input or theorem.

We start by formalizing claim validators, the associated set of true claims, and the syntax of
proof systems. We formalize security properties of proof systems in three clusters. First is basic
properties: soundness, extractability and ZK. Second is simulation soundness and extractability.
Third is joint notions where a single game asks simultaneously for ZK and either soundness or
extractability.

A few elements here seem new. One is the joint definitions, which facilitate applications, allowing
a few hybrid proof steps to be compressed into one. Another is allowing multiple verification (for
soundness) or extraction (for extractability) queries via an oracle for this purpose. (Conventional
treatments, in this language, correspond to allowing one query.) This does not change the notion
asymptotically, but it changes the concrete security, and allows us to see how constructions differ
with regard to the way adversary advantage grows as a function of the number of queries to these
oracles. We also introduce dual-mode NIZKs as a way to formalize something implicit in the
literature.

These are not the only definitions. The literature considers many more.
4.1 Claim validators and proof systems

CLAIM VALIDATORS. A claim validator is a function CV: {0,1}* x {0,1}* x {0,1}* — {true, false}
that takes parameters pars, a claim statement xz and a candidate witness w to return either true
(saying w is a valid witness establishing the claim) or false (the witness fails to validate the claim).
Common examples arise from the relations underlying NP languages. For example, x could be a
circuit, w an assignment to its variables, and CV returns true iff w satisfies x. (In this example,
pars = ¢.) For pars,z € {0,1}* we let CV(pars,z) = {w : CV(pars,z,w) = true } be the witness
set of x.

A true-claim language is a function TC: {0,1}* — 2{0.1}" " meaning it associates to any pars €
{0,1}* a set TC(pars) C {0,1}*. A claim validator CV gives rise to the true-claim language TrClcy
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defined by TrCley(pars) = {z : CV(pars,z) # () } called the true-claim language associated to CV.
It associates to pars the set of valid (true) claim statements.

In usage of the proof system, the prover and verifier both know pars, x. (This situation may be
arrived at in many ways, including the prover supplying = while pars being trusted parameters.)
The prover is claiming that = € TrClcy(pars), and wants to establish this claim without revealing
a witness w satisfying CV(pars, z, w) = true or, for that matter, anything else.

In the literature, CV often does not take pars as a separate input.

PROOF SYSTEMS. A proof system is the name of the syntax for the primitive that enables the
production and verification of such proofs. Soundness, zero-knowledge and many other things will
be security metrics for this primitive.

Proceeding, a proof system [1 specifies the following algorithms:

e CRS generation. Via crs <—s [1.C, the crs-generation algorithm N.C (takes no inputs and) returns
an output crs called the common reference string.

e Proof generation. Via pf <—s [1.P(crs, x, w) the proof generation algorithm IN.P takes crs, a claim
x and a witness w to produce a proof string. As this indicates the common reference string
plays the role of the parameters.

e Proof wverification. Via d < T.V(crs, x,pf) the proof verification algorithm M.V produces a
decision d € {true,false} indicating whether or not it considers pf valid.

In some treatments, a proof system [1 is defined as being for a claim validator CV. Our syntax
views [T independently of CV. The claim validator shows up in defining attributes of Il below.

COMPLETENESS. We require perfect completeness, although this can be relaxed if necessary. We
say that Il has (perfect) completeness for CV if M.V (crs, z, 1.P(crs, x,w)) = true for all crs € [[1.C],
all z € TrClcy(crs) and all w € CV(crs, z).

4.2 Z7ZK and WI

ZERO KNOWLEDGE. Zero knowledge (ZK) of I for CV asks that there be a simulator that, given a
true statement (meaning, one in TrClcy(crs)) can create for it a proof indistinguishable from one
an honest prover would provide, based, again, on a trapdoor underlying crs. The formalization has
evolved over time. What we formalize is adaptive zero knowledge. A simulator is an object that
specifies algorithms S.C (the simulation CRS-generator) and S.P (the simulation proof-generator).
Consider game G,Z-ECV,S specified in Figure 5. Adversary A can adaptively request proofs by sup-
plying an instance and a valid witness for it. The proof is produced either by the honest prover
using the witness, or by the proof simulator S.P using a trapdoor td. The adversary outputs a
guess b’ as to whether the proofs were real or simulated. Let Advlz-llfCV7S(A) =2 Pr[Glz-llfCVS(A)] —1.

In the asymptotic setting, I1 is said to be zero-knowledge if there exists a polynomial-time simulator
S such that Adv?]}fCV’S(A) = 0 for all A (perfect), AdvﬁlfCV’S(A) is negligible for all A (statistical)
or AdvﬂlfCV,S(A) is negligible for all polynomial-time A (computational). In the concrete setting,
the requirement may be understood as asking that there is an “efficient” simulator S such that
Advznlfcv7S(A) = 0 for all A (perfect), is “small” for all A (statistical) or is “small” for all practical
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Game Gznlfcvﬁ Game le'lv,icv
INIT(): INIT():
1 b<+s{0,1} 1 crs<«sM.C;b+s{0,1}
2 If (b =1) then crs<+sT.C 2 Return crs
El td .C
3 Rse (crs,td) < S Pr(z, wo, w1):
& Return crs 3 If ((CV(crs, x, wo) = false) or (CV(crs, z,w1) = false) )
Pr(z,w): 4 then return L
5 If (not CV(crs, z,w)) then return L 5 pf < M.P(crs, z, ws)
6 If (b =1) then pf < MN.P(crs, z, w) 6 Return pf
Else pf .P
7 Rse p <—f$ S.P(crs, td, x) FIN(b):
& Return p 7 Return (b’ =b)
FIN(b'):
9 Return (V' =)

Game Gt Game Gty s

INIT(): INIT():

1 crs < 1.C ; Return crs 1 (crs,td) <5 S.C ; Return crs

VF(z, pf): Ex(z, pf):

2 If (x € TC(crs)) then return false 2 If (M.V(crs, z, pf) = false) then return false

3 If (M.V(crs, z, pf)) then win < true 3 w <s S.X(crs, td, z, pf)

4 Return M.V(crs, z, pf) 4 If (CV(crs, z, w) = false) then win < true
5 Return CV(crs, z, w)

Fin():

5 Return win FIN():
6 Return win

Figure 5: Top: Games defining zero-knowledge (relative to simulator S) and witness indistinguishability of
proof system [1. Bottom: Games defining soundness and extractability of proof system [1.

A (computational). Again, a more fine-grained classification becomes possible.

WITNESS INDISTINGUISHABILITY. This asks that, knowing x € TrClcy(crs) and knowing two
witnesses wo, w1 € CV(crs, x), it is hard to tell under which of the two a proof has been computed.
Consider game G‘I)‘IV.:CV specified in Figure 5. Let Adv[j'cy(A) = 2Pr| HTCV(A)] -1

ZK 1mvpLIES WI. The following says that ZK implies WI regardless of the running time of the
simulator. (That the latter does not matter is reflected in the running time of A, not depending
on the running time of the algorithms of S.)

Proposition 4.1 [ZK = WI] Let CV be a claim validator, 1 a proof system, and S a simulator.
Let Ayi be an adversary. Then we can construct adversary A, (shown explicitly in Figure 6) such
that

AdVlv'lvicv(Awi) <2 AdVan,cv,s(Azk) .

Adversary A, makes the same number of PF queries as Aw; and its running time is about that of
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Adversary Ax:

1 crs Gf—hcv,s.INIT ;d<+s{0,1} ; Aa’fvlv’PF’F”

INIT():
2 Return crs

Pr(z, wo, w1):
3 If ((CV(crs, z,wo) = false) or (CV(crs, z, w1) = false) ) then return L
4 pf s G|Z-|1’(CV7S.PF(‘T7 wq) ; Return pf

FIN(d'):
5 If (d=d') then b/ < 1 else b < 0
6 Ghcv.s FIN(D)

Figure 6: Adversary for Proposition 4.1.

Awi plus the time for two invocations of CV.

Proof of Proposition 4.1: Let b denote the challenge bit in the execution of A, with game
k

Ghcvs- Then

_l’_

Prit/=1[b=1]= - Adviicy(Awi)

N

N = N

Prit/=1|b=0]=
By Lemma 3.2 we have
Advi'cys(Ax) =Pr [V =1|b=1]-Pr[t/=1]|b=0]

1 wi

Make sure you understand why the different equations are true. We omit the details. |

4.3 Basic soundness and extractability: SND1 and XT1

SND1 SOUNDNESS. Soundness of [ is defined relative to a true-claim language TC which may then
be set to TrClcy for some choice of CV. It asks that it be hard to create a valid proof for z & TC(crs).
Our formalization is via game G*"4! in Figure 5. The adversary gets the common reference string
crs. Then, it can submit to VF a statement x of its choice and a candidate proof pf for it, winning
if z ¢ TC(crs) yet the verification algorithm accepts pf as valid. It may call the oracle multiple
times, as often as it wants. We let Advsl—ﬂ‘%lc(A) = Pr[Gsnn’%lc(A)} be its snd1-advantage.

The usual (asymptotic) definitions consider only one pair x, pf submitted by the adversary, which
in our definition corresponds to limiting attention to adversaries that make a single VF query.
Proposition 4.11 shows, via the simple and expected hybrid argument, that an adversary making
q queries has an advantage at most ¢ times that of an adversary of comparable resources making
just one query. In the asymptotic security mindset, this justifies not considering multiple queries.
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In the concrete security mindset, one goes further, asking, whether, for particular proof systems,
there is a better reduction or result that avoids this factor ¢ degradation. We will see that, for
many proof systems, this is possible.

In the asymptotic setting, one speaks of soundness of 1 being perfect (Advls—?f%lc(A) = 0 for all
A), statistical (Advls—?f%lc(A) is negligible for all A) or computational (Advsnrt(%lc(A) is negligible for
all polynomial-time A). In the concrete setting, perfect soundness is still well-defined. Statistical
would be understood as Advls—?f%lc(A) being “small” for all A, and computational as it being “small”
for all “practical” A. But in the concrete setting, a more fine-grained differentiation of levels of
soundness is possible, in which statistical and computational are ends of a spectrum with much in

between.

XT1 EXTRACTABILITY. The notion of I1 being a proof of knowledge [GMR89, BG93, DP92] for CV
requires that whenever a (potentially cheating) prover, modeled as the adversary, is able to produce
a valid proof, there is an extractor that, based on a trapdoor underlying the common reference
string, can extract the witness from the information available to the adversary. Our formalization is
via game G*'! specified in Figure 5. It is parameterized by an eztractor S, an object that specifies
algorithms S.C (the extraction-CRS generator) and S.X (the extraction witness-generator). Let
Adviieys(A) = Pr[Gity.s(A)] be the xtl-advantage of A.

The asymptotic definition of I being XT1-secure would be that there exists a polynomial time
extractor S such that Adv’ﬁ‘ilcv’s(A) is negligible for all polynomial time adversaries A. In the
concrete setting, the requirement may be understood as asking that there is an “efficient” extractor
S such that Adv’,fﬁlcvs(A) is “small” for all practical adversaries A.

Exercise 4.2 Prove or disprove each of the following: (1) SND1 implies XT1 (2) XT1 implies
SND1 (3) XT1+ZK (where the simulator is the same across the two) implies SND1.

4.4 Simulation soundness and extractability: SND2/3, XT2/3

Simulation soundness [Sah99] asks that soundness hold under the simulated CRS, even when the
soundness adversary can obtain proofs under the simulation trapdoor. SND2, the weaker ver-
sion, restricts the proofs to ones on true statements, while SND3, the stronger version, drops this
restriction.

SND2/3 sounDNESS. This requires that it is hard to create a valid proof for x ¢ TrClcy(pars) even
after seeing simulated proofs on claims of the adversary’s choosing. Our formalization considers
games Gsnlf‘g/’s, Gls-ln’ccl%/,s shown in Figure 7. Here S, again, is a simulator, specifying algorithms S.C
and S.P. Line 2 is included only in Gsnnfgﬂs, so that this game restricts PF to provide proofs only
for valid claims, a restriction dropped in Gsnny‘é%/ys. (The witness input is thus pointless in the latter,
and thus removed.) Game Gf-ﬁ‘é%,ys adds lines 4,6 to exclude winning by providing proofs returned

by PF. We let AdvilE 5(A) = PG 5(A)] and AdviE o(A) = PrGEE o(A)).

Exercise 4.3 Consider a definition of soundness, call it SND4, that is like SND2 except that line 3
is replaced with pf <—s MN.P(crs, x,w). Ezplore the relation of this to SND1, paying attention to the
concrete security.
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snd?2 snd3
Games Gn,cv,Sa Gr|'|,cv,s

INIT():
1 (crs,td) < S.C ; Return crs

Pr(z,@): // Input w only in game G?,rfg\Q/,s

2 If (CV(crs, z,w) = false) then return L/ Game GF,I?S\Q,’S
3 pf < S.P(crs, td, z)

4 Q4 QU(z,ph)} / Game GH&s

5 Return pf

VF(z, pf):

6 If ((z,pf) € Q) then return false / Game Gi'&) s
7 If (x € TrClcv(crs)) then return false

g If (M.V(crs, z, pf)) then win + true

9 Return MN.V(crs, z, pf)

FIN():
10 Return win

xt2 xt3
Games Gr|,cv,5a Grr|7<:v,s

INIT():
1 (crs,td) < S.C ; Return crs

Pr(z,@): // Input w only in game G{'¢y s

2 If (CV(crs, z, w) = false) then return L/ Game G{¢y s
3 pf+sS.P(crs, td, z) ; Q + QU {(z,pf)}

4 Return pf

Ex(z, pf):

5 If ((z, pf) € Q) then return false

6 If (M.V(crs, z, pf) = false) then return false
7 w s S.X(crso, td, x, pf)

g If (CV(crs, z,w) = false) then win < true

9 Return CV(crs, z, w)

FIN():
10 Return win

Figure 7: Games defining SND2 soundness and XT2 extractability of proof system [1.

XT2/3 EXTRACTABILITY. This requires that one be able to extract a witness underling a valid
proof even when the claim was created after seeing simulated proofs. Our formalization considers
games G’ﬁtzcv S G’ﬁt?év s shown in Figure 7. Here S, the simulation extractor, specifies algorithms

S.C, S.P and S.X. We let Adviity s(A) = Pr[Ggy s(A)] and Adviiey s(A) = Pr(Gey s(A)].

Exercise 4.4 Prove or disprove each of the following. (1) SND2+ZK implies SND1 (2) SND1+ZK
implies SND2 (3) XT2+ZK implies XT1 (4) XT1+ZK implies XT2.
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Game Gg

InIT():
1 (crs,td) < S.C ; Return crs

Pr(z,w):
2 If (not CV(crs, z,w)) then return L
3 pf < S.P(crs, td, x) ; Return pf

VF(z, pf):

4 If (z € TrCley(crs)) then return false
5 If (M.V(crs, z, pf)) then win < true
6 Return MN.V(crs, z, pf)

FIN:
7 Return win

Game G;

INIT():
1 crs < [1.C ; Return crs

Pr(z,w):
2 If (not CV(crs, z,w)) then return L
3 pf «sT.P(crs, z,w) ; Return pf

VF(z, pf):

4 If (z € TrCley(crs)) then return false
5 If (M.V(crs, z, pf)) then win < true
6 Return MN.V(crs, z, pf)

FIN:
7 Return win

Adversary A,x:

IniT,PF,VF,FIN
A ,PF,VF,

zk .
1 crs < Gley,s INIT 5 A 35

IniT():
2 Return crs

PF(z,w):
3 If (not CV(crs, z,w)) then return L
4 pf +s Gffcy.s.PF(z, w) ; Return pf

VF(z, pf):

5 If (z € TrClcy(crs)) then return false
6 If (M.V(crs, z,pf)) then win < true
7 Return MN.V(crs, z, pf)

FIn:
8 If (win) then b’ <— O else b’ « 1
9 GHevs FIN®D)

Adversary Agnai:

snd1

IniT,PF,VF,FIN
1 crs < GRifecie, - INIT 5 A

snd?2

INIT():
2 Return crs

PF(z,w):
3 If (not CV(crs, z,w)) then return L
4 pf +sT.P(crs,z,w) ; Return pf

VF(z, pf):
5 Return GF,‘?%}GCV.VF

FIN:
6 Gi'fic, FIN

Figure 8: Games and adversaries for Theorem 4.5.

Does SND1+ZK imply SND2? (The simulator is maintained across the question. So, given a proof
system [1 that is SND1, and is ZK relative to S, we are asking if it is SND2 relative to S.) It is
tempting to think the answer is yes. Intuitively, if soundness is violated in the SND2 game but not
in the SND1 game, it provides a way to distinguish between real and simulated proofs, violating
ZK. The difficulty is that testing whether or not soundness is violated requires testing membership
in the language of true claims, which is in general not doable in polynomial time. (Indeed, it is not
in the case of most interest, where the language is NP-complete.) However a partial implication
is still possible. Theorem 4.5 says that SND1+ZK does imply SND2 when the ZK is perfect, but
Proposition 4.6 gives a counter-example to show that in general, the implication fails.

In Theorem 4.5 below, the running time of the constructed adversary A, depends on the time
to test membership in TrClcy. The advantage of this adversary is thus small only when the zero-
knowledge is of a strong form, like perfect. In contrast, adversary Ag,q; stays efficient, of running
time about that of the given adversary Agnqs.
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Claim validator CV(crs, X, w): Sim CRS generator S.C:

1 (A, B,C) « crs 8 a,b<sZp;c<+ ab

2 Return ( (¢* = A) and (X # B")) 9 A« ¢g* B+ g";C«+¢°

10 crs < (A, B,C) ; Return (crs, )

CRS generator I1.C:
3 a,b<sZy; csZy, Sim proof generator S.P(crs, td, X):

4 A g*;B+g°;C+g° 11 Return e
5 crs < (A, B,C) ; Return crs

Proof generator MN.P(crs, X, w):

6 Return e

Proof verifier M.V (crs, X, pf):

7 Return true

Figure 9: Claim validator, proof system and simulator for Proposition 4.6.

Theorem 4.5 Let CV be a claim validator, T a proof system, and S a simulator. Let Ag,q0 be an
adversary. Then we can construct adversaries Ay, Aqnar (shown explicitly in Figure 8) such that

AdVER s(Amaz) < AdviTici, (Asnal) + Advicy s(Au) -

Suppose Agnaz makes g, queries to its PF oracle and q, queries to its VF oracle. Then adversary
A,k makes g, queries to its PF oracle and its running time is about that of Agna2 plus the time for
q» membership tests in TrCley. Adversary Agq1 makes q, queries to its VF and its running time
is about that of Agna2 plus the time for q, executions of CV and I1.P.

Proof of Theorem 4.5: Considering Figure 8, we have
AdVEE) s(Asnaz) = Pr[Go(Agnaz)]
= Pr[G1(Agaz)] + Pr[Go(Agnaz)] — Pr[G1(Asnaz)] -
To complete the proof we claim that
Pr[G1(Asnaz] < AdviSici, (Asnar)
Pr[Go(Asndz)] — Pr[G1(Agnaz)] < Advicys(Az) -

The details are left as an exercise. |

The following says that SND14+ZK does not in general imply SND2. It assumes that DDH (and
hence CDH) is hard in the group G.

Proposition 4.6 Let G be a group of order p and let g € Gen(G). Let CV be the claim validator,
M the proof system, and S the simulator, of Figure 9.

1. M is ZK for CV relative to S, assuming DDH:
2. M is SND1 for TrClcy, assuming CDH:
3. M is not SND2 for TrCley relative to S:
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zksnd zkxt
Game Grl,cv,s Game GI'I,CV,S

INIT(): INIT():

1 b+s{0,1} 1 b<«s{0,1}

2 If (b =1) then crs<+sT.C 2 If (b=1) then crs<«sI.C

3 Else (crs, td) < S.C 3 Else (crs,td) +sS.C

4 Return crs 4 Return crs

Pr(z, w): Pr(z,w):

5 If (CV(crs, z, w) = false) then return L 5 If (CV(crs, z,w) = false) then return L
6 If (b =1) then pf +s M.P(crs, z, w) 6 If (b=1) then pf < MN.P(crs, z, w)

7 Else pf < S.P(crs, td, ) 7 Else pf < S.P(crs, td, )

8 Return pf 8 Q<+ QU {(z,pf)}

VE(z, pf): 9 Return pf

9 If (z € TrClcy(pars))) then return false Ex(z, pf):
10 If (b = 0) then return false 10 If ((z, pf) € Q) then return false
11 Return MN.V(crs, z, pf) 11 If (M.V(crs, z, pf) = false) then return false
FIN(b'): 12 If (b =1) then return true

13 w s S.X(crs, td, z, pf)

12 Return (V' = b)
14 Return CV(crs, z, w)

FIN(b):
15 Return (V' = b)

Figure 10: Games defining joint ZK + soundness/extractability of proof system [1.

4.5 Joint notions: ZKSND, ZKXT

We give some new definitions where ZK and soundness/extractability are captured in a single
game. This makes proofs of applications easier. Let Advlz—llfSCI{/C{S(A) = 2Pr[G|Z-|k,SéI{/‘{S(A)] — 1 and
Adv,z—llf’étvs(A) = 2Pr[GH%, s(A)] — 1 where the games are in Figure 10.

Exercise 4.7 Prove or disprove each of the following. (1) SND2+ZK implies ZKSND (2) ZKSND
implies SND2+ZK (3) XT2+ZK implies ZKXT (4) ZKXT implies XT2+ZK.

4.6 Dual-mode systems

We are going to experiment with an additional syntax that I call a dual-mode proof system. (It is
new to best of my knowledge, but I'd appreciate a literature check or feedback in that regard.) A
dual-mode proof system DI specifies a proof generation algorithm DI1.P and a proof verification
algorithm DI1.V that are just like those of a proof system in syntax. The difference is the CRS
generator DIN.C, which now takes an input u € {0, 1} called the mode and returns a pair (crs, td)
consisting of a common reference string and a trapdoor.

A dual-mode proof system DI gives rise to two (standard) proof systems that we call the proof
systems induced by DIT and denote 1 and Ny. Their proof generation and verification algorithms
are those of DI, meaning M,.P = DIN.P and 1,.V = DIV, for both u € {0,1}. The difference
between the two proof systems is in their CRS generation algorithms. Namely I1,.C is defined by:
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mode
Game GBfj

InIT():
1 p<s{0,1} ; (crs,td) s DMN.C(x) ; Return crs

FiN(u'):
2 Return (p' = p)

Adversary Amnode:
. mode . IniT,PF,FIN
1 crs <= GpC.INIT ; A,

INniT():
2 Return crs

Pr(z,w):
3 If (not CV(crs, z,w)) then return L
4 pf s DI.P(crs, z, w) ; Return pf

FIN(b):
5 GESICFIN(GY @ )

Figure 11: Top: Game defining mode indistinguishability for a dual-mode proof system DI1. Bottom: Mode-
indistinguishability adversary for Thereom 4.8.

(crs, td) <—s DM.C(u); Return crs. The definitions we have above for proof systems now apply, or
can be used for, either My or M.

The value of dual-mode proof systems emerges when the common reference strings created in the two
modes are indistinguishable. To formalize this, consider game Gg‘ﬁde of Figure 11 associated to dual-
mode proof system DI, and let the mode advantage of adversary A be defined by Advgll‘—’lde (A) =

2Pr[GERde(A)] — 1.

Theorem 4.8 says that if one of the induced proof systems [1, satisfies ZK with respect to some
simulator S, and the modes are indistinguishable, then the other induced proof system I1;_, also
satisfies ZK with respect to the same S. The statement is in the concrete security framework. Given
an adversary A, against the ZK of y_,, the reduction can be viewed as constructing two adver-
saries, one against the ZK of 1, and the other, called A,,qe, against the mode indistinguishability
of DI, but the first construction is trivial, returning A, itself.

Theorem 4.8 Let DI be a dual-mode proof system for claim validator CV, and let Ny, Mg be the
induced proof systems. Let u € {0,1}. Given an adversary A,x, we can construct an adversary
Anode (shown explicitly in Figure 11), such that

AdVanl_“,cv,s(Azk) < Advzni,cv,s(Azk) + AdvER* (Amode) -

Adversary Anode has about the same running time as adversary Ay.
Exercise 4.9 Prove Theorem 4.8.
The literature suggests that a claim analogous to Theorem 4.8 is also true for soundness, meaning

24



if M, is SND1 and DI is mode indistinguishable, then M;_, is also SND1. (In particular such a
claim underlies the claim of GOS [GOS06] that their proof system is perfect zero-knowledge and
computationally sound.) But I don’t see a way to establish such a claim, at least in general and
for the definition of SND1 we are using. The difficulty is that testing whether or not SND1 is
violated involves testing membership in the language of true claims, and this in general (and in
cases of interest) is hard (in asymptotic language, not polynomial time.) Does this indicate a gap
in GOS [GOS06]? Hard to say, since their definition of soundness is somewhat ambiguous.

The definitional issue can be understood by considering two ways to formalize SND1, namely in
the penalty style (call this SND1-P) and the exclusion style (call it SND1-E). These two styles,
and their issues, were first formally considered in [BHK15] in the context of IND-CCA public-key
encryption and KEMs. In the penalty style, which is the one we have used (meaning, SND1-P
is our SND1) the adversary is penalized by the game when it submits a verification query where
the claim is outside the language, the game testing this and not allowing it to win in this case.
In the exclusion style, the adversary is simply prohibited from making queries with claims outside
the language, meaning a claim of SND1-E security refers only to the sub-class of adversaries that
never make such queries. For SND1-E, we should be able to show the transference under mode
indistinguishability, meaning I, is SND1-E and DIl is mode indistinguishable implies I;_, is also
SND1-E. But for SND1-P, the claim seems likely to be false in general.

Exercise 4.10 Dewvelop results analogous to Theorem 4.8 for as many of the other notions as
possible.

We will see later how the dual-mode perspective underlies proof system constructions in the liter-
ature and enables us to both better understand them and to state stronger results about them.

4.7 Relations

The following says that for SNDI1, security against adversaries making one VF query implies it
against adversaries making ¢ queries, up to a factor ¢ increase in advantage. Asymptotically, this
means that SND1 can restrict attention to single-query adversaries. Concretely, in applications
requiring security against many-query adversaries, we can factor in the degradation if starting from
security results about single-query adversaries. More interestingly, it opens the door to tighter
(better) reductions for particular proof systems that do not lose this factor of ¢, allowing efficiency
gains through instantiation with smaller security parameters.

Proposition 4.11 Let TC be a true-claim language and I a proof system. Let A be an adversary
making q queries to its VF oracle. Then we can construct an adversary Ay (shown explicitly in
Figure 12), making only one query to its VF oracle, such that

AdVETC(A) < g- AdviTC(A1) -
The running time of A1 is about that of A.

The proof would appear to be standard. Namely, let A; make a random guess g <s [1..¢], forward
the g-th VF query of A to its own oracle, and answer the other queries on its own. This, however,
runs into a difficulty, namely that that at line 1 of Figure 5, oracle VF tests membership of x
in TC(crs), and A; cannot do this test, since it may not be (and for proof systems of interest,
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Games [Ggl, G4 Game Ga

INIT(): InIT():

1 crs < [1.C ; Return crs 1 crs s [1.C ; Return crs
VF(z, pf): VF(z, pf):

2 i+ i+1;x; < x;pf, < pf; vl < false 2 44+ i+1;x; a;pf, < pf
3 If (N.V(crs, z, pf) and (z & TC(crs) ) ) then 3 Return false

4 win < true ; Fin():

5 Return vf; 4 Return (M.V(crs, z¢, pf,) and (z¢ & TC(crs) ) )

FIN():
6 Return win

Adversary Ajq:

snd1

1 ers < GEgeINIT ; AN VRN

INIT():
2 Return crs

VF(z,w):
344 i+1;x;¢ a;pf, < pf
4 Return false

FIN():

5 g+s[l.q]

6 th‘,“T%VF(xmpfg)
7 GEYe.FIN

Figure 12: Games and adversary for Proposition 4.11.

isn’t) efficiently doable. (In asymptotic language, it is not polynomial time.) The proof below gets
around this before doing the guessing.

Proof of Proposition 4.11: Games Gg, G; of Figure 12 index the adversary’s oracle queries for
future reference. Game Gy includes the boxed code. As a consequence we have
Advidh(A) = Pr(Go(A)]

Games Gg, Gy are identical-until-win. Lemma 3.1 thus implies that they set win with the same
probability. However, win is also what they return, and once win is set to true it is never set back
to false, so the games return true with the same probability, meaning

Pr[Go(A)] = Pr[Gi(A)] .

In game Gy, the line 5 reply to any VF query is false. This is what the game-playing has accom-
plished, namely it has allowed us to move to a game where we can reply to oracle queries in a trivial
way and in particular without needing to test membership in TC.

Assume wlog that A always makes exactly ¢ oracle queries. (Not fewer.) Games Gy of Figure 12
are defined for all £ € [1..q]. The line 3 test in game G is pushed, in these games, to FIN, with an
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Games [Ggl, G4 Game Ga

INIT(): InIT():

1 (crs,td) <5 S.C ; Return crs 1 crs < 1.C ; Return crs

Ex(z, pf): Ex(z, pf):

2 If (M.V(crs, z, pf) = false) then return false 2 If (M.V(crs, z, pf) = false) then return false
3 i+ 1+1;x; a;pf, < pf; vl < true 34+ 1i+1;x; x;pf, < pf
4 w +sS.X(crs, td, z, pf) 4 Return true

5 If (CV(crs, z,w) = false) then FIN():

6 win<true; 5 w s S.X(crs, td, z¢, pf,)

7 Return v 6 Return (CV(crs, z¢, w) = false)
FIN():

8 Return win

Adversary Aq:

1 crs < G’ﬁfév.INIT . AT EXEIN

INIT():
2 Return crs

EX(z,w):

3 If (M.V(crs, z, pf) = false) then return false
4 44 i+1;xz ¢ a;pf, < pf

5 Return true

FiN():

6 g<s[l..q]

7 G’ﬁflv.EX(zg,pfg)

8 Gi'ey.FIN

Figure 13: Games and adversary for Proposition 4.12.

additional twist, namely that it is performed on only one of the queries, namely the ¢-th. Then
q

AdVRTC(AL) = — - ) Pr(Gau(A)]

>

QL= Q=

where the last inequality is by the union bound. |

Proposition 4.12 Let CV be a claim validator and I a proof system. Let A be an adversary
making q queries to its EX oracle. Then we can construct an adversary Ay (shown explicitly in
Figure 13), making only one query to its EX oracle, such that

Adviiey(A) < g- Adviiey(Ar) -
The running time of A1 is about that of A.
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Proof of Proposition 4.12: Games Gg, Gy of Figure 13 index the adversary’s oracle queries for
future reference. Game Gy includes the boxed code. As a consequence we have

Adviiey(A) = Pr[Go(A)] .

Games Gg, Gy are identical-until-win. Lemma 3.1 thus implies that they set win with the same
probability. However, win is also what they return, and once win is set to true it is never set back
to false, so the games return true with the same probability, meaning

Pr[Go(A)] = Pr[Gi(A)] .

In game Gy, the line 5 reply to any VF query is true. This is what the game-playing has accom-
plished, namely it has allowed us to move to a game where we can reply to oracle queries in a
trivial way and in particular without needing to test whether a witness is valid, which an adversary
cannot do since it does not have the witness.

Assume wlog that A always makes exactly ¢ oracle queries. (Not fewer.) Games Gy of Figure 13
are defined for all £ € [1..q]. The line 5 test in game G is pushed, in these games, to FIN, with an
additional twist, namely that it is performed on only one of the queries, namely the ¢-th. Then

q

Advity(Ar) = =) Pr[Gy(A)]

>

Q= Q=

where the last inequality is by the union bound. |

5 Groups and bilinear maps

If G is a group, then its identity element is denoted 1g. If h € G then (h)g = {h' : i € Z} is
the cyclic subgroup of G generated by h. We let ordg(h) = [(h)g| > 1 be the order of h in G,
which is also the smallest positive integer m such that A = 1g. Recall that ordg(h) divides the
order n = |G| of the group for all h € G. We say that g € G is a generator of G if (g)g = G, and
denote by Gen(G) the set of all generators of G. The group G is cyclic if Gen(G) # ). If h € G has
order m, then the discrete logarithm function dlogg ;: G — Z;, U {L}, on input A € G, returns
the unique i € Z,, such that A = ¢* if A € (h)g, and otherwise returns L.

The following is sometimes called the fundamental theorem of cyclic groups.

Proposition 5.1 Let G be any cyclic group of order n. Let g € Gen(G) and let m be any divisor
of n. Then:

1. FEwvery subgroup of G is cyclic.

n/m

2. G has exactly one subgroup of order m, and g generates it.

If m is a divisor of the order of cyclic group G, then we will denote by G,, the unique (cyclic)
subgroup of G of order m.

Exercise 5.2 Prove Proposition 5.1.

28



Game Gé‘g’d Game G‘Gﬂg‘
INiT(): INiT():
1 (n,q,G,T,e) «sGG; b+s{0,1} ; g <3 Gen(G) 1 (n,q,G,T,e) «sGG; b+s{0,1} ; g <3 Gen(G)
2 If (b =1) then h s Gen(G,) else h <s Gen(G) 2 T,Y,2,7,8 45 Ln
3 Return (n,G,T,e), g,h 3 If (b=1) then Z + ¢g"** else Z « g~
FIN(bI): 4 Return (n7G7’H‘7e)’gz7gy7grz’gSy7Z
4 Return (V' = b) FIN(b'):
5 Return (V' = b)

Figure 14: Games defining SUBD (Subgroup Decision) and DLIN (Decision Linear) problems relative to
group generator GG.

Let G, T be cyclic groups, both of the same order n. We refer to T as the target group. The order
n of the groups may be prime or composite. A bilinear map (also called a pairing) is a function
e: G x G — T with the following properties:

(1) Bilinearity: e(A, B1By) = e(A, By)-e(A, Bs) for all A, By, By € G, and e(A1 A2, B) = e(A;, B)-
e(Ag,B) for all A1, A2, B € G.

(2) Non-degeneracy: If g € Gen(G) then e(g, g) € Gen(T).

Proposition 5.3 Let e: G x G — T be a bilinear map, and let n = |G| = |T|. Then
1. e(g7",95%) = e(g1,92)"'"2 for all g1,92 € G and all x1,22 € Z.

2. e(A,B)=e(B,A) forall A,B € G.

3. e(A 1) =e(lg,A) =1t for all A€ G.

4

Let g € G. Define f4: G = T by fy(A) = e(g,A). Then f4 is a group homomorphism, and if
g € Gen(G), it is an isomorphism. Likewise for fo: G — T defined by fy(A) = e(A,g).

Exercise 5.4 Prove Proposition 5.5.

We will rely on the conjectured computational hardness of various problems about groups equipped
with a bilinear map. The historically first of these problems was the Computational Bilinear Diffie
Hellman (CBDH) problem [BF03]. The game picks g <—s Gen(G) and z, vy, z <—s Z,,, where n = |G|,
and gives g, g%, ¢¥, g* to the adversary. To win, the adversary must return e(g, g)*¥*. Its cbdh-
advantage is the probability that it wins.

Of interest to us is a different problem, called the Subgroup Decision (SUBD) problem [BGNO05].
Here, the order n = pq of the (cyclic) groups G, T is a composite number that (like an RSA
modulus) is a product of distinct, odd primes p,q. The game picks g <—s Gen(G) and a challenge
bit b < {0,1}. If b = 1, it lets h <—s Gen(G,) be a generator of the unique order-¢ subgroup of G,
and otherwise it lets h <—s Gen(G) be a generator of the full group G. It gives g, h to the adversary,
asking the latter to provide a guess b’ € {0,1} of the value of b, and the adversary wins if &’ = b.
The subd-advantage of the adversary is 2w — 1, where w is the probability that it wins.

If the adversary is given ¢, it is easy for it to win the above game. (Why?) So in the formalization,
the adversary is not given ¢, meaning not given the factorization of the group order n. This leads
us to ask how exactly the problem is formalized.
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In defining the CBDH problem, we regarded the groups G, T, their order n and the bilinear map
e: GxG — T as fixed. This works for many problems, but not all, and in particular not for SUBD,
because if n = pq is fixed it is not clear in what sense ¢ can be viewed as hidden or unknown to the
adversary. Instead, we draw the groups from some distribution. Doing this is the responsibility of
a group generator GG, and it parameterizes the problem, so that we have SUBD not by itself, but
with respect to GG.

As an analogy, when we define the Discrete Logarithm (DL) problem in a concrete security setting,
we can do so with respect to a fixed (cyclic) group and generator. But when we define the RSA
problem, it is with respect to an RSA generator.

In the literature, we typically see the setup written something like (n,q, G, T,e) <s GG. We will
also use such notation, but it is worth understanding all that it shoves under the rug. The notation
seems to say that the generator returns the groups and bilinear map, but this of course is not
possible, for these objects are too big to be efficiently specified. What GG actually returns is
some short description string 1 which implicitly specifies the groups and map through algorithms,
associated to GG, that allow some set of desired operations to be performed. There is an algorithm
for testing membership in the first group; given n and a description “A” of a group element, it
returns true if A is in the group and false otherwise. The group G is now implicitly defined as the
set of all A such that this algorithm returns true given n and “A.” There is an algorithm to perform
the group operation on this group, taking n and the descriptions “A”, “B” of two group elements
to return the description of the group element AB. There are analogous algorithms for the second
group T. There are algorithms for computing inverses in the groups. There is an algorithm that
defines e by computing it. There may be algorithms for sampling random elements or generators
of these groups. And so on.

If we were to proceed in strict formality, we would make these algorithms explicit and invoke
them in our games, but this would be rather tedious and hard to follow. The compromise is an
informal setup step written (n,q, G, T,e) <—s GG, followed by usage of the groups with the usual
mathematical operations.

Our convention on group generators is that (n,q, G, T,e) <—s GG means the groups are cyclic of
order n, the map e: G x G — T is bilinear and ¢ is a prime dividing n. We may then distinguish a
few special classes of group generators. We say that GG is a prime-order group generator if n = q.
We say it is a 2-prime group generator if ¢ and n/q are distinct, odd primes. This allows us to
capture most generators of interest in a common notation. Most definitions apply to all classes of
generators, but the hardness of the problem may depend on the choice of generator.

With these conventions, the game formalizing the SUBD problem relative to group generator GG
is on the left in Figure 14, and the subd-advantage of adversary A is defined by AdVSGude(A) =
2Pr[GEP4(A)] — 1. In usage, GG will be a 2-prime group generator.

On the right in Figure 14 is a game formalizing the Decision Linear (DLIN) problem [BBSO4]
relative to group generator GG. The dlin-advantage of adversary A is defined by Adv%lé“(A) =
2Pr[G‘éliGn(A)] — 1. Here GG could be either a prime-order group generator or a 2-prime group
generator.
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Algorithm DCS.P(u): Algorithm DCS.C(cp, m, d):

t (n,q,G,T,e)<+s GG 1 (n,G,g,h) < cp
2 g <3 Gen(G) 2 ¢+ gmh?

3 If (uw=1) then h s Gen(Gy) else h <3 Gen(G) 3 Return ¢

4 ¢p < (n,G,g,h) ; Return cp

Figure 15: Algorithms of the dual-mode commitment scheme DCS for Exercise 6.2.

6 Commitment from SUBD

As a warmup, we discuss the BGN method for commitment or encryption [BGNO5]. Suppose
n = pq is a product of distinct, odd primes p, q, and G is a cyclic group of order n. Proposition 5.1
says that G has a unique subgroup of order g that we denote G, and this subgroup is itself cyclic.
For g € Gen(G) and h € Gen(Gy), define Ey: Z, x Z — G by Eg,(m,r) = ¢g"™h". We think of
this function as encrypting message m € Z, under coins r to produce ciphertext ¢ <= Eg j(m,7),
or, alternatively, as committing to m with randomness r to produce commitment ¢, in the style
of Pedersen [Ped92]. For m € Zj, let E;p(m) = {Egp(m,r) : r € Z} be the set of ciphertexts
corresponding to message m.

The encryption is not always uniquely reversible. However, part 1 of Exercise 6.1 says that given
c € Eg(m) for some m € Z,, one can (in principle) uniquely recover m, making the encryption
reversible for messages in Z,. But this decryption operation may not be efficiently computable. It
becomes so if we know that m is drawn from some small set M C Z,. List the elements of M as
my < mg <...<myy, and define:

Algorithm Dy 4 p(c)

Forj=1,...,|M| do
If ((g7™ic)? = 1g ) then return m;.

Then part 2 of Exercise 6.1 says that given input ¢ € E,,(m*) for m* € M C Z,, the above
procedure returns m*.

Exercise 6.1 Let n = pq where p,q are distinct, odd primes. Let G be a cyclic group of order n.
Let g € Gen(G) and let h € Gen(Gy). Let M C Z,. Prove that:

1. Ifmi,mq € Zy are distinct then Egp(m1) NEg p(me) =0
2. Ifm* e M and c € Egp(m*) then Dy gp(c) =m*.

Exercise 6.2 Let { > 1 be an integer and GG a 2-prime group generator such that { < min(q,n/q)
for all (n,q,G,T,e) € [GG]. Let DCS be the dual-mode commitment scheme whose algorithms are
shown in Figure 15, and where we set DCS.M((n,G, g,h)) = Zy and DCS.D((n,G, g,h)) = Zy,. (1)
Prove that DCSy has perfect binding (2) Prove that DCSq has perfect hiding (3) Formulate and prove
a result saying that DCS is mode-indistinguishable assuming SUBD for GG. (4) Draw conclusions
about the hiding security of DCSy and the binding security of DCSy.

31



7 NIZKs from SUBD

In this section we consider the Groth, Ostrovsky and Sahai (GOS) [GOS06] NIZK that is based on
the assumed hardness of the SUBD problem. We cast it as a dual-mode proof system, something
that is implicit but not explicit in [GOS06]. The system makes use of the commitment or encryption
method discussed in Section 6.

In the GOS NIZK, we will encrypt messages m that are either 0 or 1. The system begins with
a protocol to show that a given ciphertext ¢ is an encryption of either 0 or 1, in zero-knowledge,
meaning, in particular, without revealing whether the decryption is 0 or it is 1. We will call this
the Zero-or-One system. We start with an algebraic characterization of the property of encrypting
either 0 or 1. This Lemma does not appear explicitly in [GOS06]; we have extracted it from claims
present in the text and worked out a detailed proof.

Lemma 7.1 Let n = pq where p,q are distinct, odd primes. Let G, T be cyclic groups of order n,
and let e: G x G — T be a bilinear map. Let g € Gen(G) and let h € Gen(Gy). For m € Zj, let
Egn(m)={gmh" : r € Z}. Let c € G. Then the following are equivalent:

1. ce Eg7h(0) U Eg7h(1)
2. {c,ecg7ING, #0
3. e(c,eg ™) =1r.

Proof of Lemma 7.1: Suppose 1 holds. So ¢ = g"™hr" for some m € {0,1} and some r € Z. If
m = 0 then ¢? = g™Ih™ = g™ = 1g, so ¢ € G,. If m = 1 then (cg™!)7 = gmI—9p"1 = gam—1) =
1g, so cg~t € G,4. So 2 holds.

Now assume 2 holds. If, on the one hand, ¢ € G, then Proposition 5.3 implies that e(c,cg™!)? =
e(c?,cg7t) = e(lg,cg™t) = Lr. If, on the other hand, cg™! € G, then e(c,cg™1)? = e(c, (cg™1)9)
=e(c,1g) = It. So 3 holds.

Now assume 3 holds. Since g € Gen(G), there is a k € [0..n — 1] such that ¢ = g¥. Then I =
e(c,cg1)1 = e(g*, g 1)1 = e(g, 9)** D4, Since e(g,g) € Gen(T), it must be that n | k(k — 1)q,
which means p | k(k — 1). Since p is prime, either p | k or p | (k—1). If p | k then n | kg so ¢? =
9" =1g. Ifp|(k—1) thenn | (k—1)gso (cg~')9 = g*~19 = 1g. So 2 holds.

Now assume 2 holds. Suppose ¢ € G;. Then ¢ = h" for some r € [0..¢ — 1], so ¢ = g°h", putting c
in E; 4(0). Now suppose cg~t € G4 Then cg~! = h" for some r € [0..¢ — 1], s0 ¢ = g'h", putting ¢
in Eg,(1). So 1 holds. 1

Assume the prover and verifier know ¢. The prover wants to show that item 1 of Lemma 7.1 is
true. Item 3 suggests that the verifier can simply check that e(c,cg™!)? = 1. But this requires
the verifier to know ¢, and is then not ZK, because given ¢ one can, via the above procedure,
decrypt ¢ € E;,(0) UE, (1) to obtain the underlying message m = E;}L(C) Instead, we consider
the dual-model proof system DM%r! (we call it the Zero-or-One system), and corresponding claim
validator CV'!, that are described via Figure 17.

Theorem 7.2 says that, assuming SUBD, the modes are indistinguishable.
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Adversary Aguba:

1 ((n,G,T,e),g,h) s GEPd IntT
2 BT

INIT:

3 Return ((n,G,T,e), g, h)
FIN(b):

4 GEPAFING)

Figure 16: Adversary for Theorem 7.2.

Theorem 7.2 Let GG be a group generator. Let DM be the associated zero-or-one dual-mode
proof system as per the left of Figure 17. Given an adversary Amode, we can construct an adversary
Agubd (shown explicitly in Figure 16), such that

Advgﬁggrl (Amode) < AdVSGude(Asubd) .

Adversary Agupa has about the same running time as adversary Amode-
Exercise 7.3 Prove Theorem 7.2.

Theorem 7.4 makes a few claims about this system. Recall that a dual-mode proof system D%
induces two, standard proof systems [, [1;. The theorem says that I, has perfect soundness, and
M, has perfect zero knowledge, both relative to cvoort,

Claim validator CV%"'™52 shown on the right in Figure 17, defines the same language as CV°r!,
meaning TrCleyoor1 (crs) = TrCl 00r1-msg (crs) for all crs, the difference being that the witness for
CVY%rl is both message and randomness, while for CV9°"™™s8 it ig only the message. This is not
defined in GOS [GOS06], and we’ll get to it in Theorem 7.5.

Theorem 7.4 Let GG be a group generator. Let DY be the associated zero-or-one dual-mode
proof system, and CV°™! the associated claim validator, as per the left of Figure 17. Let TC =
TrClyoort be the true-claim language for this claim validator. Let T, be the proof systems
induced by DN . Then:

1. T, and Ny satisfy perfect completeness for CVO°r!

2. [Tl satisfies perfect soundness for TC: Advﬁlﬂc(A) =0 for all adversaries A.

3. T satisfies perfect zero knowledge for CVrl relative to the simulator S°™ shown on the right

of Figure 17: Advzl_lk cyoort Soort (A) =0 for all adversaries A.
0 )

Theorem 7.4 states properties of two proof systems, 1, and ;. In usage, of course, one must
make a choice of which of the two proof systems to deploy or use. If we take l1; then we have
perfect completeness and soundness and, by combining Theorems 7.4, 7.2 and 4.8, computational
zero knowledge. A concrete-security statement for the zero knowledge can be obtained from the
stated theorems.

However, the proof system of greater interest to GOS [GOSO06] (as per the title of the paper) is I,
(meaning, mode 0), because it is perfect zero-knowledge. For this system, the paper also claims
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Claim validator CV! (crs, ¢, w): Sim CRS generator S%°*!.C:

1 ((n,G,T,e),g,h) < crs; (m,r) + w 19 (crs, td) <—s DN%.C(0)
2 If (m ¢ {0,1}) then return false 20 Return (crs, td)
3 Return (¢=g¢g™h")

Sim proof generator S°°**.P(crs, td, c):

CRS generator DM .C(u): // € {0,1} 21 ((n,G,T,e),g,h) + c1s ; (g,7) « td
4 (n,q,G, T, e) «s GG 22 pn/q

5 If (w=1) then g <5 Gen(G) ; h <3 Gen(Gy) ; td < g | 23 If (1¢ € {c,c?,cP}) then

6 Else h+sGen(G) ; v<«s$Zy ; g« h” ; td « (g,7) 24 A+c;B+cg?

7 crs < ((n,G,T,e),g,h) ; Return (crs, td) 25 Else A< cg™!; B+ c

26 a<sZ: :b<al

27 pf; « A% ; pfy, « B, pfs < pf]
28 pf < (pf,, pfy, pfs)
29 Return pf

Proof generator DM .P(crs, ¢, w):
5 (.G, T,e),g,h) « crs
9 (m,r) < w

10 s4$Z% st s Tmodn ;u+ ¢g*" A"

11 pf, < h® ; pfy ¢ u™ ; pfy + ¢° Claim validator CVO°"™™8(crs, ¢, m):

12 pf « (pfy, pfy, pf;) ; Return pf 30 ((n,G,T,e),g,h) « crs
31 If (m ¢ {0,1}) then return false

Proof verifier DM .V (crs, ¢, pf):
32 Return (3r €Z : ¢=g™h")

13 ((n,G,T,e),g,h) + crs

14 If (¢ € G or pf ¢ G®) then return false Ext CRS generator E%.C:
15 (pfy, pfy, pfy) < pf 33 (crs, td) <= DM%.C(1)
16 vf1 < (e(c,cg™") = e(pf;,pfy)) 34 Return (crs, td)

17 sz — (e(pflag) = e(hapr) )

18 Return (vf; A vf2) Ext witness generator E%"* X(crs, td, ¢, pf):

35 ((n,G,T,e),g,h)  crs ; g « td
36 If (¢? = 1g) then m < 0 else m « 1
37 Return m

Figure 17: Left: Zero-or-One claim validator CV%°"! and dual-mode proof system DN’"! (three algorithms).
The inputs to the proof generator must satisfy ¢ € G and w € {0, 1} xZ. Right: Simulator S (two algorithms),
a second claim validator CV°"™™™8 and extractor S (two algorithms), for Theorem 7.4.

computational soundness. The paper has, in this regard, no formal claim or proof. They seem to
think it a consequence of the perfect soundness in mode 1 and the mode indistinguishability (our
Theorem 7.2). However, it is not clear soundness transfers under mode indistinguishability, at least
under our SND1 definition, as discussed in Section 4.6. As further discussed there, it does seem to
transfer under a definition of soundness in the exclusion, rather than penalty, style. Which of these
definitions of soundness is used in GOS [GOS06] is not clear to me. The definition they write is
somewhat ambiguous in this regard.

Proof of Theorem 7.4: For 1, let u € {0,1}. Suppose (crs,td) € [DN%".C(x)] and parse the
CRS into its constituents, ((n,G,T,e),g,h) + crs. Suppose ¢, w satisfy CVO!(crs, ¢, w) = true,
meaning ¢ = ¢g"h" where w € {0,1} x Z parses as (m,r) < w. Let s,t,u,pf;, pfy, pfy be as at
lines 10,11 of Figure 17. Then the condition at line 14 is not true, so this line does not return false.
Now, making extensive use of Proposition 5.3, we have

e(pfy, pfy) = e(h®,u"™) = e(h",u®) = e(h",u) = e(h", g*" " 'h") .

Now consider the two choices for m separately. If m = 0 then e(h”,g*™ 'h") = e(h",g 'h") =
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IniT(): // Games Go, G1, Gs PF(c,w): // Game Gy

1 b+s{0,1} 10 (m,r) <~ w ;v ym+r
2 h+sGen(G) ;vy<+sZ; ; g« h" 11 I (vgZ) thenv—~v(m—-1)+r // veEZ,
3 crs < ((n,G,T,e),g,h) ; Return crs 12 a+$7Z) ;84 av

13 t s "modn ; u+ ¢>" A"

FIN(b): // Games Go, G1, G

s . rt ., s
4 Return (V' =1) 14 pfy <= h®;ply <~ u"" s pfy <y

15 pf « (pf,, pf,, pfy) ; Return pf

PF(c,w): // Game Gg Pr(c,w): // Game Ga

5 (m,r) < w

6 s st 16 (;n,r)e*w,vevm+r )

7 te s modn ;s ue g? IR 17 1 (v%Zn)thenvﬁ—v(m—l)—ﬁ—T /] v €L,

s rt s 18 A<—c; B+ cg~

8 Py ¢ M5 pfy ™5 Pl - g If (c ¢ Gen(G)) then A < cg™' ; B A € Gen(G

5 pf < (pfy, pfy, pfy) ; Return pf 19 If (¢ & Gen( ))tlen —cg ;B4 c [/ A€ Gen(G)
20 a<sZy ;b a s+ av
21 t< s 'modn;u<+ ¢® A"

22 pf, < A% ; pf, + B pfy + A"
23 pf < (pf,, pf,, pfs) ; Return pf

Figure 18: Games for proof of part 3 of Theorem 7.4.

e(c,cg™!). Also if m = 1 then e(h", g>"1h") = e(h", gh") = e(gh",h") = e(c,cg!). So in either
case we have e(pfy, pfy) = e(c,cg™!), meaning vf; = true at line 16. Also

e(ha pr) = e(hvgs) = e(h87g) = e(pflag) )

so vy = true at line 17. So line 18 returns true.

For 2, let crs € [[1,.C] be the response to A’s INIT query in game Gls-lndTC of Figure 5, and parse
it as ((n,G,T,e), g,h) « crs. Let ¢,pf be a VF query of A . (The role of z in the game is played
here by c.) Assume ¢ € G and pf € G, for otherwise line 14 of Figure 17 returns false and we are
done, and parse pf as at line 15. Define fo: G — T by f,(A4) = e(A4,g). Assume vf; at line 16 is

true, for otherwise game Gsn“d%c does not set win to true. Then
1

fg(pfq) = fg(pfl)q = e(h’pfg)q = e(hq,pf3) =1r.

Proposition 5.3 says that f, is a group isomorphism, so it must be that pf{ = 1g. Now assume vf,
at line 17 is true, for otherwise game GsndCVOOrl does not set win to true. Then

e(C, Cgil)q = e(pflapr)q = e(pfqapr) = e(]]-@npr) = ]lT .

So condition 3 of Lemma 7.1 is met. The Lemma now says that condition 1 is met as well, which
means ¢ € TrCleyoor1 (crs). So game Grsnd1 will not set win to true.

For 3, consider the games in Figure 18. Assume adversary A makes no trivial queries, so that
any Pr(c, w) query satisfies VO (crs, ¢, w) = true —that is, ¢ = ¢™h" € G where w = (m,r) €

{0, 1} x Z— allowing us to eliminate line 5 of game Grl Cvoort 5 Algorithms IM,.C and SOorl C create

crs the same way, via DMN%*.C(0), so the games do as Well, retaining the trapdoor information g, .
In game Gy, oracle PF computes its replies using DM .P, while in game Gy it does so using
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SOorl P 5o

Ad (A) = Pr[Go(A)] - Pr{Ga(A)]

VZI'IkO,CVOC’rl,S
= (Pr[Go(A)] = Pr[Gi(A)]) + (Pr[Gi(A)] — Pr[Ga(A)]) .

We claim that in Gy, either ym +r € Z} or v(m — 1) +r € Z}, meaning either ged(ym +r,n) =1
or ged(y(m — 1) +r,n) = 1. (Justifying this is left as an exercise.) This means v is always in Z;,
after line 11. So line 12 is equivalent to line 6 with regard to the distribution of s. (Why is it
important for this that v € Z;7) Thus Pr[Go(A)] = Pr[Gi(A)]. To complete the proof we show
that Pr[G1(A)] = Pr[Ga(A)]. This is done by showing that (A%, B®, A%) = (h*,u", ¢°) in game
Ga. We consider two cases. The first is that ¢ € Gen(G), which happens iff ym +r € Z¥. Since
g = h", we have c = ¢"h" = hY™T" = h?. So

A =c*=h" =h°.
We show that B? = u™ by showing that the discrete logarithms of these quantities in base h are

the same. In the following, arithmetic is modulo n, and we use the fact that m(m — 1) = 0, which
is true because m € {0,1}:

dlogGﬁ(Bb) =b- dlog(;”h(cg*l) =s1v- dlogGyh(hV(mfl)”) =tv(y(m—1)+7r)
=(ym-=-1)4+r)(ym+r)t=(ym+~y(m—1)+r)rt = (y(2m — 1) + r)rt
=7rt- dlogGﬁ(hW(Qm_l)”) =7t dlogGﬁ(ng_lhr) = dlogG,h(u”) .
Also
AW = Y = Y — e g

The second case is that ¢ ¢ Gen(G), which happens iff ym + r € Z*. We have cg~! = ¢ A" =
pY(m=D+r — pv Qo

A — (cgfl)a — W — }S .
The other checks are left as an exercise. |

Theorem 7.4 covers the claims made in GOS [GOS06]. We now turn to some further claims that
they don’t make but we think can be established.

Theorem 7.5, below, says 1, has perfect extractability for CVO°rI™™€ the alternative claim validator
shown on the right in Figure 17, showing it is a proof of knowledge of the message underlying a
ciphertext, even if not of the underlying randomness. This shows the value of establishing the proof
of knowledge for a claim validator different from the main one, something that does not seem to
explicitly be in the literature, at least to best of my (limited) knowledge. In particular [GOS06]
has no claim about the “Zero-or-One” system being a proof of knowledge, possibly because it isn’t
for CV%rl. (They do show the proof of knowledge property for their circuit-satisfiability system,
which we will get to in a bit.)

Theorem 7.5 Let GG be a group generator. Let DY be the associated zero-or-one dual-mode
proof system, and CVO°rt, CVOrL™e yhe associated claim validators, as per the left of Figure 17.
Let TC = TrCleyoort = TrCljoor1-msg be the true-claim language common to both claim validators.
Let Ny, N, be the proof systems induced by DN, Then:

1. T, satisfies perfect extractability for CVOorl-mse relative to the extractor E9' shown on the
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Claim validator CV**(crs, C, w): Sim CRS generator S°°.C:
1t ((n,G,T,e),g,h) < crs; (m,r) < w 28 (crs, td) <—s DN*.C(0)
2 w <+ Ev(C,w) 29 Return (crs, td)

3 Return (w[C.In4+ C.Gt] =1)

Sim proof generator S¢.P(crs, td, C):

CRS generator DN*.C(n): // p € {0,1} 30 ((n,G,T,e),g,h) < crs; (g,7) < td

4 (n,q,G, T, e) <3 GG 31 £+ Cln+ C.Gt

5 If (u=1) then g <3 Gen(G) ; h+sGen(Gq) ;td<q | 32 wil]<1;clf]<+g

6 Else h <38 Gen(G) ; y+sZ; ; g+ hY ; td « (q,7) 33 Fori=1,...,/—1do

7 crs +— ((n,G,T,e),g,h) ; Return (crs, td) 38 wli] « 0 ; v[i] «s Z% ; c[i] + g@llprl

35 pli] <5 S%"L P(crs, td, cli])

36 ForG=C.n+1,...,/ do

37 ¢4 ¢[C.11(G)] - ¢[C.I12(G)] - ¢[G)? - g2
38 pll+G] <3S P(crs, td, c)

39 Return (¢, p)

Proof generator DIM.P(crs, C, w):
8 ((n,G,T,e),g,h) <+ crs

9 m <« Ev(C,w) ; £ + C.In+ C.Gt
10 c[l] «—g;r[f] <0

11 Fori=1,...,£—1do

12 pli] s 25 cli] « g™l Ext CRS generator E*.C:
13 pl[i] s DN P(crs, c[i], (m]i], r[i])) 40 (crs, td) <—s DN*.C(1)
14 ForG=C.n+1,...,¢do 41 Return (crs, td)

15 m < NAND( w[C.I1(G)], w[C.12(G)] )
16 ¢+ c[C.I1(G)] - ¢[C.I2(G)] - ¢[G]* - g2
17 r < r[CIL(G)] 4+ r[C.12(G)] + 27[G]
18 p[l+ G] +—s DN P(crs, ¢, (m, 7))
19 Return (e, p)

Ext witness generator E®.X(crs, td, C, (¢, p)):

42 ((n,G,T,e),g,h) < crs

43 Fori=1,...,ClIn do

as  wli] « E%" X(crs, td, c[i], p[i])
45 Return w

Proof verifier DMN*.V(crs, C, (¢, p)):

20 ((n,G,T,e),g,h) < crs; £+ ClIn+ C.Gt
21 wlf] + (el = )

22 Fori=1,...,4—1do

23 v[i] < DN V(ers, c[i], p[i])

24 ForG=C.n+1,...,¢ do

25 ¢4 ¢[C.11(G)] - ¢[C.I12(G)] - ¢[G)? - g2
26 [l +G] + DN .V (crs, ¢, p[G])

27 Return (Vi : v[i] = true)

Figure 19: Left: Circuit satisfiability claim validator CV®® and dual-mode proof system DM (three algo-
rithms). The inputs to the proof generator are a circuit C and an assignment w € {0, 1} to its variables.
Right: Simulator S (two algorithms) and extractor S (two algorithms), for Theorem 7.7.

right of Figure 17: Adv* (A) =0 for all adversaries A.

Oorl-ms
|'|1,CV or mﬁgyEOOrl

Now we turn to the circuit-satisfiability proof system from [GOS06]. It reduces to the zero-or-one
system via the following Lemma.

Lemma 7.6 [GOS06] Let by, by, by € {0,1}. Then
by = NAND(bo, bl) iff bo+bp+2by—2¢€ {0, 1} .

Proof of Lemma 7.6: The table below enumerates all possible values of by, b1, b2 and for each,
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computes both NAND(bg, b1) and by + by + 2by — 2.

[ b [ b1 [ b2 | NAND(bo, by) [ bo + by + 2by — 2
0]0]f0 1 —2
010 1 —1
1lo]o 1 —1
1110 0 0
001 1 0
0111 1 1
101 1 1
111 0 2

The claim of the lemma can be verified from the table. |

Consider a circuit that is a single NAND gate. Its input wires are 1,2 and its output wire is 3.
The prover has an assignment w € {0,1}? to the inputs and wants to create a correct encrypted
version of the gate. The prover will annotate each wire with a ciphertext:

c[l] = g“Man
c[2] = g*Plnr
cf3] = g"nr

where w([3] = NAND(w[1], w[2]) and the prover picks 71,72, r3 <=3 Z,. Using the zero-or-one system,
the prover proves in zero-knowledge that the messages underlying the three ciphertexts are bits.
(Thus, the value of the bits is not revealed.) Let p[l], p[2], p[3] denote these three proofs, each
constructed by running the prover of Figure 17. Now the prover will also prove that the bit
underlying ¢[3] is indeed the NAND of the bits underlying the other two ciphertexts. According to
Lemma 7.6, it needs to show that x = w[l] + w[2] 4+ 2w[3] — 2 € {0,1}. It forms the ciphertext

c= C[l] . 6[2] _0[3]2 . g—2 _ gw[1]+w[2]+2w[3}—2hr1+r2+2r3 _ ga:hr
where r <— r1 +7r2+2r3. Now it uses the zero-or-one system to generate a proof p[4] that ¢ encrypts
either a 0 or a 1. The proof that it outputs is (¢, p).

Again we cast it as a dual-mode proof system. The full system, and the associated claim validator,
are on the left in Figure 19.

Theorem 7.7 Let GG be a group generator. Let DI be the circuit satisfiability dual-mode proof
system, and CV® the associated claim validator, as per the left of Figure 19. Let TC = TrClcyes
be the true-claim language associated to CV. Let M, 1, be the proof systems induced by DI,
Then:

1. Ty and N satisfy perfect completeness for CV®
2. Tl satisfies perfect soundness for TC: Adv,s—lnlﬁc(A) =0 for all adversaries A.

3. T, satisfies perfect zero knowledge for CV® relative to the simulator S shown on the right of
Figure 17: Advznk(wcv(ZS?SCs(A) =0 for all adversaries A.

4. T, satisfies perfect extractability for CV® relative to the extractor E® shown on the right of
Figure 17: Adv)ﬁt;l,chSyEcs(A) =0 for all adversaries A.
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Game Gj% Game G3¥

INIT(): INiT():

1 (sk,vk) < DS.K ; Return vk 1 (sk,vk) <—s DS.K ; Return vk

SIGN(m): SIGN(m):

2 0 <sDS.S(sk, vk,m) ; S+ SU{m} 2 0 «sDS.S(sk,vk,m) ; S < SU{(m,o)}
3 Return o 3 Return o

FIN(m, o): FIN(m, o):

4 vf < DS.V(vk,m,o) 4 vf < DS.V(vk,m, o)

5 Return (vf and (m € S) ) 5 Return (vf and ((m,o0) € 5))

Figure 20: Games defining UF and SUF security of a signature scheme DS.

8 Signatures from NIZKs

We explore different ways to build a signature scheme from a NIZK proof system. Depending on the
strength assumed from the NIZK, we have different constructions that make different assumptions
beyond the NIZK.

8.1 Signature definitions

A (digital) signature scheme DS specifies algorithms for key-generation, signing and verifying, as
follows. Via (sk, vk) <—s DS.K, the signer generates a secret signing key sk and public verification
key vk. Via o <s DS.S(sk, vk, m), the signer generates a signature of a message m € {0,1}*.
Via vf < DS.V(vk,m,o), the verifier deterministically generates a boolean decision as to the
validity of o. Correctness requires that DS.V(vk,m,o) = true for all o € [DS.S(sk, vk, m)], all
(sk,vk) € [DS.K] and all m € {0,1}*.

The security metrics for a signature scheme are unforgeability (UF) [GMRS88] and strong unforge-
ability (SUF). The games are in Figure 20. We let Advik(A) = Pr[GEL(A)] and Advie(A) =
Pr[G3d (A)] be the corresponding advantages of adversary A. The following says that SUF security
implies UF security.

Proposition 8.1 Let DS be a signature scheme and A an adversary. Then

Advi(A) < Advid(A) .
Exercise 8.2 Prove Proposition 8.1.
Exercise 8.3 Show by counter-example that UF does not imply SUF.

8.2 Construction from ZK+XT2

Let F: {0,1}FK x F.D — {0,1}* be a family of functions that we assume is one-way as defined in
Section 3, and let CV be the claim validator of Figure 21. Let 1 be a proof system that satisfies
(completeness and) zkxt for CV. Let DS; be the signature scheme whose algorithms are shown in
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Claim validator CV(crs, (K,Y,m), X'): Adversary Aow:

1 Return (F(K,X')=Y) 1 (crs,td) s S.C; (K,Y) <= GEV.INIT ; vk < (crs,Y)
2 AINIT,SIGN,FIN
ds

Key-generation algorithm DS;.K:

2 K «s{0,1}¥ INI;: . "

5 sksF.D ;Y « F(K, sk) @ heturn v

4 crs<«sM.C; vk < (crs,Y) SIGN(m):

5 Return (sk, vk) 4 o +sS.P(crs, td, (K,Y,m)) ; Return o
Signing algorithm DS;.S(sk, vk, m): FIN(m, 0):

6 (K,Y) « vk 5 X'+ SX(crs, td, (K,Y,m), o)

7 o «+s.P(crs, (K,Y,m), sk) 6 Gg".FIN(X)

8 Return o

Verifying algorithm DS;.V(vk,m,o): Adversary A

9 (K,Y) + vk 1 crs s GREY 5. INIT

10 Return M.V(crs, (K,Y,m), o) 2 K+s{0,1}"" ; sk<sF.D; Y « F(K,sk) ; vk < (crs,Y)

INIT,SIGN, FIN
3 Ay,

INIT:
4 Return vk

SIGN(m):
5 0+ GA& s PR((K,Y,m), sk)
6 S+ SU{(m,o0)}; Return o

FIN(m, 0):

7 vf «+ M.V (crs, (K,Y,m), o)

8 If ((vf = false) or ((m,0) € S)) then GHE 5. FIN(0)
9 ex « GAY s.Ex((K,Y,m),0)

10 If (ex) then b’ + lelse b’ + 0

11 Gy s FIN(Y)

Figure 21: Left: Signature scheme DS;. Right: Adversaries for Theorem 8.4.

Figure 21. Theorem 8.4 says that DS; is SUF secure. This shows that if we have a NIZK that
meets the joint ZKXT notion (which is equivalent to ZK4XT2) then it is easy to build a secure
signature scheme.

The theorem statement, being concrete, does not have language of the form above with regard
to F, Il and what is assumed about them. The one-wayness assumption on F emerges in the term
involving the ow-advantage of Aqy in Equation (6). The ZKXT is captured by assuming a simulator
S, the zkxt-advantage of an adversary A,y relative to it, showing up again in Equation (6), being
viewed as small.

This construction is from [DHLW10, BMT14]. The proofs there used ZK and XT2 separately. Our
proof from ZKXT simplifies the prior ones.

In the Theorem statement, T(A) refers to the running time of an algorithm A.

Theorem 8.4 Let F: {0,1}FX x F.D — {0,1}* be a family of functions and let CV be the claim
validator of Figure 21. Let T be a proof system and S a simulator for it. Let DSy be the signature

40



Game Gg

INIT():

1 K++s{0,1}""; sk«<sF.D ;Y « F(K,sk)
2 crs<sT1.C

3 vk < (crs,Y) ; Return vk

SIGN(m):
4 o «sT.P(crs, (K,Y,m), sk)
5 S+ SuU{(m,o)}; Return o

FIN(m, 0):
6 vi <« M.V(crs, (K,Y,m), o)
7 Return (vf and ((m,0) € 5))

Game Gq

InIT():

1 K+s{0,1}""; sk<«sF.D;Y « F(K,sk)
2 (crs,td) +sS.C

3 vk < (crs,Y) ; Return vk

SIGN(m):
4 o +sS.P(crs, td, (K,Y,m))
5 8+ SU{(m,o0)}; Return o

FIN(m, 0):
6 vi <« M.V(crs, (K,Y,m), o)
7 If ((vf = false) or ((m, o) € S)) then return false

8 X'+ SX(ers, td, (K,Y,m), o)
9 Return (F(K,X')=Y)

Figure 22: Games for proof of Theorem 8.4.

scheme whose algorithms are shown in Figure 21. Let Ags be an adversary making q queries to
its SIGN oracle. Then we can construct adversaries Agy and Akt (shown explicitly in Figure 21)
such that

AdVE! (Ags) < AV (Ag) + AdVAS s (At - (6)

The running time of Aow is that of Ags plus O(q - T(S.P) + T(S.C) + T(S.X)).
of Ajkxt 18 that of Ags plus O(T(F)).

The running time

How does the choice of simulator influence security? The running time of the constructed algorithms
depends on the running time of the simulator algorithms. Thus, the more efficient the simulator,
the more security we have shown for the signature scheme. This tells us that improving simulator
runtime is valuable.

The notation T(A) used for various algorithms A, above, fails to reflect that this time may depend
also on the lengths of the inputs provided to the algorithms. For this reason, amongst others, the
running-time estimates for the constructed adversaries given in the theorem statement should be
viewed as rough indicators only. It is because of this deficiency in the statement that the theorem
points to explicit, pseudocode constructions of the adversaries, which become the final reference
points for the precise running times. One may ask, why not give precise running time estimates in
the theorems? Finding language for this is hard because the inputs to the algorithms are random
variables, and their lengths vary across the executions involved. It would be nice to find language
that allows such statements to be made in simple ways.

Proof of Theorem 8.4: Consider the games of Figure 22. At lines 2,4, game G; switches to
using the simulator. In FiIN, it runs the extractor. We have

j\dVSDusf1 (Ads) = PI[GQ(AdS)]
= Pr[G1(Aqy)] + (Pr[Go(Ads)] — Pr[Gi(Aqy)]) -
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We claim to have designed the Figure 21 adversaries so that
Pr[G1(Ags)] < AdvE”(Ay) (7)
Pr[Go(Ads)] — Pr[Gi(Ag)] < AdVEE s(Asiet) - (8)

Verifying the above two equations would conclude the proof, so let’s do that.

Adversary Aoy answers Agg’s queries as does game Gi. It calls S.X whenever game Gp does.
(Possibly more often because it omits the checks done by the game, but this can only increase its
advantage.) This justifies Equation (7).

Let b denote the challenge bit chosen at random in game Gznk’étv s, and let b’ denote the query of

Akt tO Gﬁjgtv’s.Fm. Then
AdVEE s(Auee) =Pr [0/ =1]b=1]-Pr[t/=1|b=0],
where the probabilities are in the execution of game Gznk’étvs with adversary A, iy;. Now we claim
Pr(Co(Ag)] =Pr [t/ =1 b=1]
Pr[Gi(Ags)] = Pr [b’ =1]b= 0] .

If b =1 then ex = vf = true, which justifies the first. If b = 0 then ex equals CV(crs, (K,Y,m), X'),
so is true iff F(K, X') = Y, which justifies the second. Applying Lemma 3.2, this justifies Equa-
tion (8). 1

8.3 Construction from ZK+SND1

Let F: {0,1}F% x F.D — {0,1}* be a family of functions that we assume is uf-secure as defined in
Section 3. Let CS be a commitment scheme with CS.M = {0, 1}FK meaning keys for F are messages
to which one can commit. We assume CS is perfectly binding and computationally hiding. Let CV
be the claim validator of Figure 23. Let 1 be a proof system that satisfies completeness, SND1 for
TrClcy and ZK for CV. Let DSy be the signature scheme whose algorithms are shown in Figure 23.
Theorem 8.5 says that DSy is UF secure. This shows that if we have a NIZK that meets SND1+ZK
then one can build a secure signature scheme, even if with more work compared to building it from
the stronger ZKXT.

The construction and proof are from [BG90]. We have made some small changes: The assumption
on F is reduced from PRF-security to UF-security and the hiding requirement on CS has been
weakened.

Theorem 8.5 Let F: {0,1}FK x F.D — {0,1}* be a family of functions. Let CS be a perfectly
binding commitment scheme with CS.M = {0,1}FK. Let CV be the claim validator of Figure 25.
Let T be a proof system and S a simulator for it. Let DSy be the signature scheme whose algorithms
are shown in Figure 23. Let Ags be an adversary making q queries to its SIGN oracle. Then we can
construct adversaries Agnd1, Azk, Anide, Aut (shown explicitly in Figures 23 and 24) such that

Advps, (Ads) < AdviSier, (Asnal) + Advicy s(A) + AdvEL (Apiae) + AdviEf(Aye) . (9)
The running time of Ayt is that of Ags plus O(q - T(S.P) + T(S.C) + T(CS.C) + T(CS.P)). The
running time of A,y is that of Ags plus O(T(F)). The running time of ...

42



Claim validator CV/(crs, (¢p, ¢, Y,m), (K, d)):

Adversary As:

1 di + (CS.C(ep, K,d) =c)
2 da + (Y = F(K,m))

1 cp+sCS.P; K +s{0,1}F¥:d«sCS.D
2 ¢+« CS.C(ep, K',d) ; (crs,td) s S.C ; vk < (crs, cp, c)

3 Return (d; and d2) 3 GEfIngT § ADITSIONN

Key-generation algorithm DSs.K: INIT:

4 ¢cp+sCS.P; K +s{0,1}" 4 Return vk

5 d<3$CS.D; ¢+ CS.C(ep, K,d) SIGN(m):

6 crs<s[.C 5 Y + GEL.FN(m) ; pf +s S.P(crs, td, (cp, ¢, Y, m))
7 sk < (K,d) ; vk < (crs, cp, ) 6 Return (Y, pf)

8 Return (sk, vk)

FIN(m, o):

Signing algorithm DS2.S(sk, vk, m): 7 (Y,pf) + o ; GEE.FIN(m,Y)

9 (crs, cp,c) < vk ; (K,d) < sk

10 Y «+ F(K,m)

11 pf s TM.P(crs, (¢p,c, Y, m), (K,d))
12 Return (Y, pf)

Adversary A,x:

1 cp+sCS.P; K+s{0,1}""; d«sCS.D

2 ¢« CS.C(cep, K,d) ; crs s G?,lfCV,S.INIT
Verifying algorithm DS.V(vk,m,o):

3 vk (CI‘S, Cp,c) : ALB;[T,SIGI\',FII\'
13 (crs, ep,c) < vk ; (Y,pf) o

14 Return MN.V(crs, (cp, ¢, Y, m), pf) INIT:
4 Return vk

SIGN(m):
5 Y« F(K7 m) > pf A GIZ'IITCV,S'PF((vacaY:m)v (K7 d))
6 o<« (Y,pf) ; S+ SU{m} ; Return o

FIN(m, o):

7 (Y,pf) <o

g If (m € ) then Gy 5. FIN(0)
9 vf + (F(K,m) =Y

10 If (vf) then b’ + 1 else b’ + 0
11 GHeys FIN(Y)

Figure 23: Left: Signature scheme DSs. Right: Some adversaries for Theorem 8.5.

Proof of Theorem 8.5: Consider the games of Figure 25. Games Gg, G1, Go differ only in one
line, the ones used, respectively, in these games, being lines 7,8,9, which change how the game
decides whether or not the adversary’s forgery attempt should let it win the game. We have

Advig, (Ags) = PriGo(Ags)]
= Pr[G1(Aas)] + (Pr[Go(Ads)] — Pr[Gi(Ads)]) -
We claim to have designed the Figure 24 adversary Agnq1 so that
Pr[Go(Ags)] — Pr[Gi(Ag)] < AdviiTic, (Asuar) -
Next we have

Pr[Gi(Ags)] = Pr{Ga(Aqs)] + (Pr[Gi(Ags)] — Pr{Ga(Aqs)]) -
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Adversary Agnai:

1 ¢p+sCS.P; K+«s{0,1}"";d«sCS.D
2 ¢+ CS.C(cp, K,d) ; crs s Gshr,‘ﬁl—rlocv.INIT
3 vk + (crs, cp,c) ; ALNS]']"S]GN’F]N
INTT:

4 Return vk

SIGN(m):

5 Y « F(K,m)

6 pf <sT.P(crs, (¢cp,c,Y,m), (K,d))
7 Return (Y, pf)

FIN(m,0):

g8 (Y,pf) <o

9 GsI'I]r,l'(lirlclc\/ ‘VF((Cp> ¢, )/7 m)> Pf)

10 G, -FIN

Adversary Anide:

1 cp s GRINIT 5 K, K’ <5 {0,1}FX
2 ¢4 G .CMT(K', K) ; (crs, td) <5 S.C

. INIT,SIGN,FIN
3 vk < (crs, ¢p,c) ;5 Aqgs

INTT:
4 Return vk

SIGN(m):
5 Y < F(K,m) ; pf <5 S.P(crs, td, (¢p, ¢, Y, m))
6 o<« (Y,pf) ; S« SU{m} ; Return o

FIN(m, o):

7 (Y,pf) <o

g If (m € S) then G2 FIN(0)
9 vf + (F(K,m)=Y)

10 If (vf) then b’ + 1 else b’ + 0
11 G FIN(b)

Figure 24: More adversaries for Theorem 8.5.

The assumption that CS is perfectly binding implies that
PI‘[Gl(AdS)] = Pr[GQ(AdS)] .

Next we have

Pr[Ga(Ads)] = Pr[Gs(Ags)] + (Pr[Ga(Ags)] — Pr[Gs(Ads)]) -

We claim to have designed the Figure 23 adversary A, so that
Pr[Ga(Ags)] = Pr[Ga(Ad)] < Adviicys(As) -

Next we have

Pr[Gs(Aas)] = Pr[Ga(Ags)] + (Pr[Gs(Ags)] — Pr[Ga(Ads)]) -

We claim to have designed the Figure 24 adversary Ay;qe so that
PI‘[G3(AdS)] — PI‘[G4<AdS)} S AdVlclisde(Ahide) .

Finally we claim to have designed the Figure 23 adversary Aus so that

Pr[G4(Ag)] < AdviE (Ay) .

We omit the discussions of the adversaries and claims above due to lack of time. They will be

discussed in class. 1

8.4 Construction from ZK+XT1

When we refer to ZK+XT1, we mean that there is a single simulator S specifying S.C,S.P and S.X,

with ZK holding with S.C,S.P, and XT1 holding with S.C,S.X.




Games Gg, G, Go

INnIT():
1 ep+sCS.P; K+s{0,1}"";d«sCS.D; c+ CS.C(cp, K,d)
2 crs «s.C; vk < (crs, ¢p,¢) ; Return vk

SIGN(m):
3 Y « F(K,m) ; pf s M.P(crs, (¢cp,c,Y,m), (K,d))
4 o+ (Y,pf) ; S+ SuU{m} ; Return o

FIN(m, 0):

5 (Y,pf) <o

6 If (m € S) then return false

7 vf + M.V(crs, (ep,c,Y,m),pf) J Game Go

8 vf«+ 3 (K',d") : CS.C(cp,K',d') =cand (F(K',m)=Y) / Game G4
9 vi+ (F(K,m)=Y) J Game G2

10 Return vf

Games Gs, G4

INnIT():

1 ep+sCS.P; K, K +s{0,1}** ; d+sCS.D

2 ¢+ CS.C(ep,K,d) ) Game Gs

3 ¢« CS.C(cp,K',d) /) Game G4

4 (crs,td) <5 S.C; vk < (crs, cp,c) ; Return vk

SIGN(m):
5 Y «+ F(K,m) ; pf +sS.P(crs, td, (cp,c, Y, m))
6 o< (Y,pf) ; S+ SU{m} ; Return o

FIN(m, 0):

7 (Y,pf) « o

8 If (m € S) then return false

9 vf <+ (F(K,m)=Y) ; Return vf

Figure 25: Games for proof of Theorem 8.5.

Exercise 8.6 Consider again the signature scheme DSo of Figure 23. You are to state and prove
a result showing, again, its uf security, with the following changes in the assumptions: relax the as-
sumption on CS from perfect binding to computational, and change the assumption on I from
ZK+SND1 to ZK+XT1. (As usual ZK+XT1 means there is a single simulator S, specifying
S.C,S.P,S.X, across the two.) Other assumptions stay the same: F is uf-secure, CS is compu-
tationally hiding. As a hint, Figure 26 shows games you may use. At some point you should be able
to reuse claims and adversaries from the proof of Theorem 8.5, and you can refer to these rather
than repeat them.
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Games Gg, G, Go

INnIT():

1 ep+sCS.P; K+s{0,1}"";d«sCS.D; c+ CS.C(cp, K,d)
2 crs«sM.C / Game Go

3 (crs,td) +8S.C J Game Gq

4 vk < (crs, ¢p,c) ; Return vk

SIGN(m):
5 Y «+ F(K,m) ; pf s .P(crs, (cp,c,Y,m), (K,d))
6 o+« (Y,pf) ; S+ SU{m} ; Return o

FIN(m, 0):

7 (Y,pf) « o

g If (m € S) then return false

9 vf « M.V(crs, (ep,c,Y,m),pf) J Games Go, G1

10 (K',d') «sS.X(crs, td, (cp,c,Y,m),pf) / Game Ga

11 vf + (CS.C(cp, K',d') =cand (F(K',m)=Y)) / Game G2
12 vf + (F(K,m)=Y) / Game Gs

13 Return vf

Games Gy, Gy

INIT():

1 cp+sCS.P; K, K +s{0,1}** ; d<+sCS.D

2 ¢4 CS.C(ep, K,d) J Game G3

3 ¢+ CS.C(cp,K',d) )/ Game G4

4 (crs,td) +8S.C ; vk < (crs, cp, ¢) ; Return vk

SIGN(m):
5 Y + F(K,m) ; pf +sS.P(crs, td, (cp,c, Y, m))
6 o<« (Y,pf) ; S+ SU{m} ; Return o

FIN(m, 0):

7 (Y,pf) « o

g If (m € S) then return false

9 vf + (F(K,m)=Y) ; Return vf

Figure 26: Games for Exercise 8.6.

9 Asymmetric encryption from NIZKs

We explore different ways to build an IND-CCA asymmetric encryption scheme from an IND-CPA
asymmetric encryption scheme and a NIZK proof system.
9.1 Encryption definitions

An asymmetric (also called public key) encryption scheme AE specifies algorithms for key-generation,
encryption and decryption, as follows. Via (dk, ek) <—s AE.K, the key-generation algorithm returns
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Game Giid
INIT:
1 (dk,ek) < AE.K ; b<s {0,1} ;Return ek

ENc(m):
2 If (b= 1) then ¢ <s AE.E(ek, m) else ¢ +—s AE.E(ek,0™))
3 Q<+ QU{c}; Return ¢

DEc(c):
4 If ¢ € Q then return L
5 m < AE.D(dk, ek, ¢) ; Return m

FIN(b'):
6 Return (V' = b)

Figure 27: Game defining IND security of the public-key encryption scheme AE.

a public encryption key ek and a secret decryption key dk. Via ¢ < AE.E(ek, m;r), the encryption
algorithm takes the encryption key ek, a message m, and randomness r € {0, 1}*E" and returns
a ciphertext ¢, where AE.rl € N is called the randomness length of AE. Thus ¢ «+s AE.E(ek, m)
means we let r<s{0,1}*E" and then let ¢ «+ AE.E(ek,m;r). Via m < AE.D(ek,dk,c), the
decryption algorithm takes the encryption and decryption keys and a ciphertext ¢ to return ei-
ther a message in {0,1}* or the special symbol L indicating failure. Correctness requires that
AE.D(dk, ek, AE.E(ek, m;r)) = m for all (dk, ek) € [AE.K], all m € {0,1}* and all € {0, 1}AE,

We will capture the IND-CPA, IND-CCA1 and IND-CCAZ2 notions of security for AE via the single
game Gd shown in Figure 27. If A is an ind-adversary we let Advig(A) = 2Pr[GRd(A)] — 1 be
its ind-advantage. Now we define different classes (sets) of adversaries:

o A_...o is the set of all ind-adversaries A making at most one ENC query. Security relative to
these is IND-CCA2.

o A .1 C Ao istheset of all A € A, that make their DEC queries prior to their ENC query.

ccal =

(That is, once they have made an ENC query, they do not make any DEC queries.) Security
relative to these is IND-CCAL.
o A CcC A

cpa = Y ‘'ccal

is IND-CPA.

is the set of all A € A, that make zero DEC queries. Security relative to these

9.2 The NY Encryption Scheme

Let AE be an asymmetric encryption scheme. Let CV be the claim validator of Figure 28. Let [l
be a proof system. Associate to AE, 1 the asymmetric encryption scheme AE whose algorithms are
shown in Figure 28.

9.3 IND-CCA1 security of the NY scheme

Theorem 9.1 Let AE be an asymmetric encryption scheme. Let CV be the claim validator of Fig-
ure 28. Let 1 be a proof system that satisfies SND1 and ZK for CV. Let AE be the asymmetric
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Claim validator CV(crs, (eko, ek1, co,c1), (m,r0,71)):

1 do < (co = AE.E(eko, m;70)) ; d1 < (c1 = AE.E(ek1,m;r1)) ; Return (do and d1)

Key-generation algorithm AE.K:

2 (dko, eko) <—s AE.K ; (dki, ek:1) <—s AE.K ; crs <—sT1.C
3 ek + (eko, eki,crs) ; dk + (dko, dk1) ; Return (dk, ek)

Encryption algorithm AE.E((eko, ek1, crs), m):

4 19,71 < {0, 115" ¢o « AE.E(eko, m; 7o) ; c1 <+ AE.E(eky, m;r1)
5 pf <s MN.P(crs, (eko, €k1, co, 1), (M, r0,71)) ; Return (co, c1, pf)
Decryption algorithm AE.D((dko, dk1), (eko, ek, crs), (co, c1, pf)):

6 If M.V(crs, (eko, €k1, co, c1), pf) = false then return L
7 Return m < AE.D(dko, eko, co)

Figure 28: NY encryption scheme.

encryption scheme whose algorithms are shown in Figure 28. Let Acca1 € A.ny be an adversary
making q queries to its DEC oracle. Then we can construct an adversaryAcps € .Acpa, and adver-
saries Ay and Agnq1 (shown explicitly in Figure 31) such that

AdvRS(Acca1) < AdviTici, (Asar) + Adviicy s(Au) + AdVRAE (Acpa) - (10)

The running time of Acpa is that of Accar plus O(q - T(S.P) + T(S.C) + T(CS.C) + T(CS.P)). The
running time of A, is that of Acca1 plus ...

Proof of Theorem 9.1: We assume that, in game GX‘—S of Figure 27, adversary Ac.c,1 never
queries DEC(c) for ¢ € @, so lines 3,4 can be removed. Now consider the games of Figure 29, and
let p; = Pr[G;(Acca1)] for i € [0..4]. Then

Pr[G%(Accal)] = Po
= (po —p1) + (p1 — p2) + (P2 — p3) + (P3 — pa) + s .
Thus
AdVKl—g(Accal) = 2p0 —1
=2(po —p1) +2(p1 — p2) +2(p2 — p3) +2(p3 —pa) + (2ps — 1) .

Game G switches to simulated CRS (line 4 instead of 3) and proofs (line 13 instead of 12), these
being the only changes. We can design a zk-adversary A, ; (so denoted because later we will
design another zk-adversary A,k ) such that

po—p1 < Advicys(Au) -

The design is quite easy. Adversary A,y ; mimics lines 1,2, gets crs from its own INIT oracle, then
continues to create dk as per line 6. It now runs Accai, providing dk in response to the latter’s
INIT query. In answering the (assumed single) ENC query, it mimics the game, except that it calls
its ownn PF oracle in place of lines 12/13 (it has the witness) to get pf. Queries to DEC are easily
answered since it knows dkg. Obtaining b’ from Acca1’s FIN query, its own FIN query is 1 if ' =
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Games Go—Gy

INIT:

1 b+s{0,1}

(dko, eko) s AEK ; (dk, ek1) s AE.K
3 crs«sM.C J Game Go

4 (crs,td) +sS.C / Games G1—Gy

5

6

N

ek +— (eko, ek1, crs)
Return ek

ENc(m):

7 10,1 <8 {0, 15" sy <= m s mg < 0™

8 co + AE.E(eko, mp;7r0) J Games Go—Gs3

9 co + AE.E(eko, mo;10) J Game Gu

10 ¢1 + AE.E(eki,mp;71) J Games Go, G1

11 ¢1 + AE.E(ek1,mo;7m1) J Game Go—Gay

12 pf +s.P(crs, (eko, ek1, co, c1), (m,r0,71)) J Game Gg
13 pf <3 S.P(crs, td, (eko, k1, co,c1)) / Games G1—Gu

14 Return (co, c1, pf)

Dec((co, c1, pf)):

15 If NM.V(crs, (eko, €k1, co, 1), pf) = false then return L
16 m < AE.D(dko, €ko,co) J Games Go—Ge

17 m < AE.D(dk1,eki,c1) J Games Gz, Ga

18 Return m

FIN('):
19 Return (V' =b)

Figure 29: Games for proof of Theorem 9.1.

and 0 otherwise, where b is the bit it itself chose in accordance with line 1.

The only change for game Gs is that line 10 is replaced by line 11, where ¢; is created by encrypting
mg rather than m;,. We design ind-adversary Advid (Aind,1) € Agp, (it is a cpa adversary, meaning
it makes no queries to its own DEC, and is again so denoted because there will be another cpa
adversary below) such that

p1—p2 < Advig(Ajnaa) -

Adversary Aj,q1 gets eky from its INIT oracle, but otherwise follows lines 1-5 of G; to create dk,
and then runs Ac.a1, providing dk in response to the latter’s INIT query. Since it knows dkg, it can
answers DEC queries as per line 16. For the ENC query, it sends my to its own ENC to get back
c1, and itself generates pf as per line 13. Getting b’ from Acca1, it calls its own FIN with 1 if &' = b
and 0 otherwise.

The only change for Ggs is that line 16 is replaced by line 17, so that decryption is performed with
dkj rather than with dko. Bounding ps — p3 is the interesting and harder element of the proof, and
we postpone it. Continuing, the only change for G4 is that line 8 is replaced by line 9, where ¢ is
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Games [Gs), Gg Games G7, Gg

INTT: INnIT:

1 bes{0,1} i (dko, eko) s AEK ; (dky, eky) s AE.K
2 (dko, eko) s AE.K ; (dki1, ek1) <s AE.K 2 (crs,td) «$S.C J Game G~

3 (crs,td) < S.C 3 crs«sM.C / Game Gs

4 ek «+ (eko, ek, crs) 4 ek + (eko, ek, crs)

5 Return ek 5 Return ek

ENc(m): ENc(m):

6 10,71 <5 {0, 1}E" s my < m ; mo « 0™ 6 Return L

7 co < AE.E(eko, ms;70) DEc((co, 1, pf)):

8 c1 < AE.E(ek1,mo;r1) 7 If M.V(crs, (eko, ek1, co, 1), pf) = false
9 pf < S.P(crs, td, (eko, ek1, co, 1)) s then return L

10 Return (co, c1, pf) o m « AE.D(dky, eky, 1)

DECc((co, c1, pf)): 10 m’ < AE.D(dko, eko, co)

11 If M.V(crs, (eko, eky, co, ¢1), pf) = false 11 If (m' # m) then bad < true

12 then return L 12 Return m

13 m(—AE.D(dk1,ek1,C1)
14 m' < AE.D(dko, eko, Co)
15 If (m/ # m) then bad « true ; [m < m’]

16 Return m

FIN(b):
13 Return bad

FIN(b):
17 Return (' = b)

Figure 30: Games for proof of Theorem 9.1.

created by encrypting mg rather than m;. As above, we can design A € A, such that
ps — p1 < AdVAE (Aina2) -

Adversary Aj,q2 gets eko from its INIT oracle, and then proceeds analogously to before. The
simulation of DEC by Aj,q2 is possible because this now uses dk; at line 17, which Aj,4 2 knows.

In G4, both ¢y and ¢; are encryptions of mg, and the bit b is not used, so

1

p4:§.

It remains to bound py — ps. Consider games Gs, Gg in Figure 30. We have
p2 = Pr[Gs(Acca1)]
p3 = Pr[Gg(Acca1)] -
Since these games are identical-until-bad we have
P2 — p3 < Pr[Ge(Accar) sets bad] .

Now consider games G7, Gg in the same Figure. Game G7 returns bad as its output and replies L
to the ENC query. By the assumption that Acca is in A,.,; (this is where we use the assumption!)
all its DEC queries precede its ENC query, so if bad is set then it is set prior to the ENC query,
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Adversary Agnai: Adversary Ak 2:
t (dko, eko) < AE.K ; (dk1, ek1) < AE.K t (dko, eko) < AE.K ; (dk1, ek1) < AE.K
2 Crs <s GE",#OCV.INIT 2 crs <s |Z'|1fcv,s«IN1T
3 ek « (eko, ek1, crs) 3 ek « (eko, eky, crs)
4 Ag\égrl,ENc,DEc,FlN 4 Ailz;l"l,EI\'C,DEC,FIN
INTT: INTT:
5 Return ek 5 Return ek
ENC(m): ENc(m):
6 Return L 6 Return L
DEec((co, c1, pf)): DEc((co, c1, pf)):
7 If N.V(crs, (eko, k1, co, c1), pf) = false 7 If N.V(crs, (eko, k1, co, c1), pf) = false
8 then return L 8 then return L
9 vf + Gi'fae, - VF((eko, ek1, co, 1)) 9 m « AE.D(dki, eki,c1)
10 m<—AE.D(dk1,ek1,cl) 10 m' (—AE.D(dko,eko,Co)
11 Return m 11 If (m' # m) then bad « true
12 Return m
FIN(b):
12 Gsn':ﬁi—rlocv.FIN FIN(b):
13 If bad then Gfcy 5. FIN(0)
14 Else Gfey.s.FIN(1)

Figure 31: More adversaries for Theorem 9.1.

meaning what is returned for the latter does not change the outcome of game G7. Thus we have
Pr[Gg(Acca1) sets bad] = Pr[G7(Acca)]
= Pr[GS(Accal)] + (Pr[G7(Accal)] - Pr[G8(Accal)] ) .

Game Gg has switched the simulated crs at line 3 back to the real crs at line 4. We can now design
sndl-adversary Agnqi such that

Pr[Gg(Accal)] < AdVIS'IH,gI%CICV(Asndl) :
Finally we can design zk-adversary A,k o such that
PT[G7(Acca1)] - PT[GS(Accal)] < AdV|Z'|k7CV75(Azk,2) .

The two zk-adversaries can be combined into one whose advantage is the sum of the original ones,
and similarly for the two ind-adversaries, so that the theorem statement needs to speak of just one
adversary of any particular type.

A full proof should give proper descriptions of all the constructed adversaries and say what is their
runtime, and the number of queries they make to their various oracles, but we are out of time. |

The interesting question here is, why would the above proof not work to show that the scheme is
IND-CCAZ2? The issue comes up only in bounding ps — ps via games G5—Gg. We would like to not
return L as in line 7 of G, Gs, instead responding as per Gg. So, define G% to be like G7 except
that replies to ENC are as in Gg, and define G§ to be like Gg except that replies to ENC are as in
Gg with the further change that N.P is used to generate the proof at line 9 rather than S.P. The

51



snd1 adversary can in fact simulate the ENC replies of game Gg, so we can bound Pr[G§(Acca1)]-
Can we build the zk-adversary A,y o to bound Pr[G7(Agca1)] — Pr[Gg(Acca1)]? At first glance, yes,
because it can use its own PF oracle to compute the proof pf at line 9. But here we have a problem.
Proofs submitted to PF must be of true claims, else the oracle returns 1. But the claim here is a
false one, because cg, c; do not encrypt the same message.

10 Achieving simulation soundness

We want to build a proof system I that is ZK+SND3. It is done from a proof system I satisfying
some other, weaker conditions. The transform, due to Groth [Gro06], uses signature schemes.

A first question is what properties it is useful or appropriate to assume of 1. We start with a
definition. If S is a simulator, we say that 1 and S are same-CRS if 1.C works as follows:

(crs, td) <5 S.C; Return crs .

Thus, the CRSs created by the CRS generators of the proof system and the simulator are the same
(more precisely, identically distributed). We assume that, given a (any) claim validator CV, we can
obtain I1,S such that

(1) M andS are same-CRS
(2) Mis XT1 for CV relative to S
(3) Mis WI for CV.

Why these choices? Because we want to leverage what we have, which is the GOS system of
Theorem 7.7, and can get this from there. We set 1 to the mode 1 proof system [N from that
theorem. The reason this is WI is that Mg is ZK, hence WI, and WI transfers to ;. Of course Iy
is ZK too, but we will not need this.

Now assume we are given a target claim validator CV. Most likely it is for an NP-language. As
auxiliary tools, we have a pair DSy, DSy of signature schemes, the first UF-secure and the second
SUF-secure. To these, we associate a claim validator CV as defined in Figure 32. By the above,
we can assume we have a proof system [N and simulator S such that the three conditions above are
true. We now build proof system M and simulator S such that

(1) Mis ZK for CV relative to S

(2) Mis SND3 for CV relative to S.
The algorithms of T, and those of S, are shown in Figure 32.

The idea can be seen from the definition of CV. Given crs, claim x and candidate witness w, claim
validator CV returns true if one of two things is true: either (1) w is a valid witness for x relative to
the given claim validator CV, or (2) w is a valid signature of message (z, vks) relative to verification
key vki. The corresponding signing key sk; will be the trapdoor for simulator S.

Theorem 10.1 Let I1 be a proof system, and S a simulator, that are same-CRS. Let DSy, DSy be
signature schemes. Let CV be a claim wvalidator. Define claim validator CV, proof system I and
simulator S as per Figure 32. Then:

1. IfNis WI for CV then N is ZK for CV relative to S: Let A, be an adversary making q queries
to its PF oracle. Then we can construct an adversary Ay (shown explicitly in Figure 33) such
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Claim validator CV(crs, (z, vk, vka), w): Sim CRS generator S.C:

1 dy + (CV((crs, vky), =, w) 14 (ski, vk:1) <=5 DS1.K

2 dy + (DS.V(vky, (z, vka), w) 15 (crs, td) <= S.C

3 Return (dl or d2) 16 Return ((CI‘S, Vkl)? (Sklvtd))

CRS generator M.C: Sim proof generator S.P((crs, vk1), (sk1,td), z):
4 (ski, vky) <s DS;.K 17 (ska, vke) <= DS2.K

5 (crs, td) < S.C 18 o1 s DS1.5(sk1, vki, (z, vk2))

6 Return (CI‘S, Vkl) 19 pf ¢ H.P(CI‘S, (ZB, vki, Vk?)v 0—1)

20 02 < DS2.S(Sk2, vk, ($7pf))

Proof generator M.P((crs, vk1),z,w): 21 Return (pf, vks, o2)

7 (ska, vka) < DS2.K

8 pf «s MN.P(crs, (z, vk, vka), w)

9 o9 + DS2.S(ska, vka, (z, pf))
10 Return (pf, vka, 02)

Proof verifier M.V((crs, vk1), x, (pf, vkz, 02)):
11 viy = DS2.V(vks, (z, pf), o2)

12 via « M.V(crs, (x, vki, vka), pf)

13 Return (vf; and vfa)

Figure 32: Proof system I and simulator S for Theorem 10.1.

that

Advieys(Ax) < Adviicy(Awi) - (11)

Adversary Ay makes q queries to its PF oracle and its running time is about that of Ax.
2. If N is XT1 for CV, signature scheme DSy is UF and signature scheme DSq is SUF then Tl
18 SND3 for CV relative to S: Let Agnqs be an adversary making q queries to its PF oracle

and one query to its VF oracle. Then we can construct adversaries Axi1, Ags1, Adse (shown
explicitly in Figure 34) such that

AdvEE 5(Asmas) < Advieys(Axa) + AdvEs (Agst) + ¢ AdvEL (Ag) . (12)

Adversary Ay makes 1 query to its EX oracle. Adversary Ags1 makes q queries to its SIGN

oracle. Adversary Aqs1 makes 1 query to its SIGN oracle. The running time of these adversaries
is about that of Agnas.

Proof of Theorem 10.1: Adversary A, for part 1 is shown in Figure 33. For part 2, consider
the games of Figure 33. They differ only in their FIN procedures. We have

Advsﬁn’cclivs(Asnd?)) - Pr[GO(AsndS)]
< Pr[Gi(Agnas)] + Pr[Ga(Agnas)] + Pr[Gs(Agnas)] -

Adversary Agq is shown in Figure 34. We have

AdvEs, (Adsz) > — - Pr{Gi(Asuas)] -

| =
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Games Go—G3 FiN(): // Game Gg
20 Return win

INIT():
1 (ski, vki) s DS1.K FIN(): // Game G,
2 (crs,td) < S.C 21 Return (win and u1)

3 Return (crs, vki) FINQ): /) Game Go

Pr(z): 22 Return (win and —u; and —us)
4 (ska,vka) s DS2.K

5 o1 < DS1.S(sk, vki, (z, vka))
pf «s M.P(crs, (z, vk1, vk2), 01)
o2 < DS3.S(ska, vka, (z, pf))

Q + QU {(z, (pf, vk, 02))} Adversary Ayi:
S+ SU{(x,vka2)}
10 Return (pf, vk, 02)

FIN(): // Game G3

23 Return (win and —u; and uz)

6
7
8
? 1 (ski, vki) <5 DS1.K ; crs <—s Gjyicy. INIT
2 AIZI\II(IT,PF,FIN
VF(z*, (pf*, vk3,03)):
11 If ((z*, (pf*, vk3,03)) € Q) then return false
12 If (2™ € TrClgy((crs, vk1))) then return false
13 vfy < DS2.V(vks, (z*,pf*), 03) Pr(z,w):
14 viy « M.V(crs, (%, vk, vks), pf*) 4 If CV((crs, vki),z, w) = false then return L
15 If (vf1 and vfy) then win < true 5 wi < w ; (ska, vka) < DS2.K
16 o7 «sS.X(crs, td, (z*, vki, vk3), pf™) 6 wo <3 DS1.S(sk1, vk, (z, vka))

7

8

INIT:
3 Return crs

17 w1 < ((z*,vk3) € S) pf <s ‘ﬁfoV.PF((az, vki, vka), wo, w1)
18 wug < DS.V(vki, (z*, vka), o7)
19 Return (vf; and vf2)

Return pf

FIN(b'):
9 Glley.FIN(D)

Figure 33: Wl-adversary for part 1 of Theorem 10.1, and games for part 2 of same.

Let us try to justify the above. Assume vkj = vka 4, which happens with probability 1/¢ since
(z*,vk3) € S as per lines 17,21 of the games. According to line 21, win is true, so as per line 15,
vy = true. Now the only reason Ags2 could fail to win its game is that (z*, pf*, 03) = (24, pfy, 029).
But if so, (z*, (pf*, vk3, 03)) would be in the set @, contradicting line 11 of the game.

One question above may be why Ag4g returns true in response to the VF query, and why this is ok.
The answer is that it cannot efficiently perform the test at line 12 of the game, so cannot faithfully
simulate the oracle. However, we have assumed only one VF query, and following it, Ag,q3 must
make its mandatory FIN query. What is returned to the VF query thus does not matter; all our
adversary needs is to record the query itself. This will recur in what follows. (In retrospect however
this leads me to think it is best to change the definitions of the SND1,SND2,SND3 games to not
return the result of the language membership test to the adversary, using it instead only in deciding
whether or not to set win. Otherwise, things get tougher when multiple VF queris are allowed, at
least if we want good bounds.)

Adversary Ay is shown in Figure 34. We have
Pr[Ga(Asnas)] < Adviiey s(Axi) -

Let us try to justify the above. Line 22 says win = true, so vfy = true at line 14, meaning the proof
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Adversary Agsa: Adversary Axti:

1 (ski,vki) +sDS1.K ; (crs, td) < S.C 1 (ski, vk1) < DS1.K ; crs s Gi'gy INIT 5 ADIPHVEEN
suf

2 g+<«s[l.q]; vka 4 <3 Gpg, .INIT

3 AINIT,PF,VF,FIN INIT:
snd3 2 Return (crs, vk1)
INIT:
Pr(z):
s, vk
4 Return (Crb7 v 1) 3 (Skg7 ng) +s DSs.K ; 01 <8 DSl.S(Skl, Vkl, (JJ, Vk2))
Pr(z): 4 pf +sT.P(crs, (z, vk1, vks),01)
i+—it+l;z < 5 o2 < DS2.S(ska, vka, (x,pf)) ; Return pf

If (Z 7é g) then (Skg’i, VkQ,i) <3 DSQK

5

6 * * * *

7 o1 <3 DS1.S(sk, vki, (s, vka.:)) V(™ (pf7, vi, 03)):
8

9

6 d* s GX'Ly.Ex((z*, vky, vk3), pf*) ; Return true
pf, <—s MN.P(crs, (zi, vk1, vkai),01) nev (( 1 k), pl)

If (i = g) then o2, + G3Y, .S1GN((24, pf;)) FIN():
10 Else 02, < DSQ.S(SkQJ‘, Vk2,7;7 (1177;, pfl)) 7 G)F(]t,éVFIN()
11 Return pf,

VE(z*, (pf*, vk3,03)): Adversary Agq:

12 Return true AT PEVEFIN

i (crs,td) = S.C ; vk1 < G5, . INtT 5 ALV
FIN():

) INIT:
13 Gp¥ .FIN((z*,pf*), 03)

2 Return (crs, vki)

Pr(z):

3 (ska, vka) <= DS2.K ; o1 <= G, .SIGN((z, vk2))
4 pf «sMN.P(crs, (z, vk, vka), 01)

5 o3 + DS2.S(ska, vka, (z,pf)) ; Return pf

VF(z™, (pf*, vks, 03)):

6 o7 <sS.X(crs, td, (z*, vk1, vk3), pf*) ; Return true

FIN():
7 Gps, FIN((z*, vk3), 03)

Figure 34: More adversaries for Theorem 10.1.

verified correctly. This means we expect line 16 to find a witness under CV. But, due to line 12,
this witness can only be for the second claim in the relation, meaning a signature setting us = true
at line 18. So if uy = false, as line 22 says, adversary Ay wins.

Adversary Agq is shown in Figure 34. We have
Pr[Gs(Agnas)] < Advis, (Agal) -

This seems quite straightforward to justify due to lines 17, 18 of the games. |

The above says that the proof system I of Figure 32 satisfies SND3 for CV relative to the simulator
of the same Figure. Exercise 10.2 below asks you to show that the same proof system also satisfies
XT3 for CV. Below, single-query-XT3 means XT3 only for adversaries making just one EX query.

Exercise 10.2 Let I be aﬂoof system, and S a simulator, that are same-CRS. Let DSl,DSE
be signature schemes. Let CV be a claim validator. Define claim validator CV, proof system [l
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and simulator algorithms S.C,S.P as per Figure 32. You are to extend the simulator S, specifying
algorithm S.X, and then prove the following. If I is XT1 for CV relative to S, signature scheme
DS, is UF and signature scheme DSq is SUF, then I is single-query-XT3 for CV relative to S.

11 Negative results about NIZKs

Particularly with regard to what is coming up next, it is valuable to understand something about
the necessity of certain elements of NIZKs. The particular question we ask here is, is the CRS
necessary? Can we have a NIZK where the CRS is a constant, like always the empty string?

We will show that if the CRS is generated deterministically (it being the empty string is a special
case) then one cannot have both SND1 and ZK. So effectively, interesting NIZKs with a fixed CRS
are not possible.

The actual result statement is somewhat more subtle and involved. We said that one cannot have
both SND1 and ZK, but clearly this is not always the case; it depends on CV. If the latter always
returns false, we can indeed give a proof system for it that satisfies both SND1 and ZK. But trivial
claim validators like this are not very interesting. What the result says is that if claim validator
CV is “non-trivial,” then there is no proof system for it that is both SND1 and ZK.

For this, one needs to define what “trivial” (and this “non-trivial”) means. Roughly, a claim
validator CV is trivial if, given crs, z, it is easy to test whether or not x € TrClcy(crs). A proof
system for such a claim validator is un-interesting because a verifier can test membership of z
in TrClcy(crs) itself, and this provides perfect SND1 and ZK. A proof system is not necessary or
helpful when CV is trivial.

In the classical complexity-theoretic setting, “trivial” would correspond to the language being in the
complexity class BPP. This will not work in our setting. Complexity classes formalize worst-case
decision problems. In cryptography, definitions and interest is in instances that can be efficiently
found. Thus we will start by formalizing what it means for a claim language TC to have a decision
procedure.

Consider an algorithm M that, given crs, z, is trying to decide whether or not x € TC(crs), when
crs is drawn according to some algorithm CG. We want a measure of how well it does. For this
consider game GdTeCC cem of Figure 35. The job of the adversary A executing with it is to pick
challenge x values for M. But this dec-adversary is restricted. We ask that it have zero probability
of setting bad at line 2. This is a condition, or restriction, on the class of allowed adversaries;
ones that do not obey this condition are simply not considered. The restriction says that when A
submits a challenge x to its TEST oracle, it already knows the answer. However, this answer is not
given to M. The latter aims to figure out the answer, and the game returns true if it fails. We let
AdVEE com(A) = PrGYE co m(A)]-

Theorem 11.1 Let CG be a CRS generator that is deterministic. Let 1 be a proof system with
MN.C =CG. LetS be a simulator and CV a claim validator. Let TC = TrClcy. Let algorithm M be
as shown in Figure 35. Let A be a dec-adversary. Then we can construct adversaries Ay, Agnd1
(shown explicitly in Figure 35) such that

AdvEEcem(A) < 2 Adviicy s(As) + AdviTe(Asnar) - (13)

The running times of these adversaries are about the time for the execution of game Ggl’%,CG,M with

A.
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dec
Game GT¢c6m

INIT:
1 crs <% CG ; Return crs

TEST(z,w):

3 d<s M(crs, z) ; Return L

FIN():
4 Return ((z € TC(crs)) #d)

2 If ((x € TC(crs)) and (CV(crs, z, w) = false) ) then bad + true

Decision algorithm M(crs, z):

1 (crsp,td) +S.C

2 pf < S.P(crso, td, z)
3 d « M.V(crso, z, pf)
4 Return d

Adversary Agnai:

1 crs<s GS,{‘%.INIT

2 (crso, td) s S.C
3 AINIT,TEST,FIN

INIT:
4 Return crs

TEST(z, w):

5 pf < S.P(crs, td, x)

6 v <+ G,s—f:-‘%(l;.VF(a:, pf)
7 Return L

FIn():
snd1l
8 Gpyc.FIN

Adversary Agi 1:

1 crs<s G,Z-ffcv’s.INIT
2 AINIT,TEST,FIN

INIT:
3 Return crs

TEST(z, w):
4 pf s Gffey 5. PF(z, w)
5 d <+ M.V(crs, z, pf) ; Return L

FiN():
6 If (d and CV(crs,z,w)) then Gfey 5. FIN(1)
7 Else Gfcy 5. FIN(0)

Adversary A,:
1 i+ {1,2}
2 A

k k N k n
Gﬁ,CV,S AINIT,GF')CVYSAPJ‘ ’Gﬁ,CV,S Fin

zk,i

Adversary Ak o:

1 crsy +— CG; crs ¢—s ﬁlfcv’s.INIT
2 If (crs = crsy) then Gffeys.FIN(1)
3 Else Gffcy 5. FIN(0)

Figure 35: Top left: Decidability game.

To right: Decision algorithm for Theorem 11.1.

Adversaries for theorem. Bottom right: Adversaries called by A .

Bottom left:

The way to read the Theorem is that, SND1 and ZK both holding means the RHS of Equation (13)
is small, so the decision algorithm succeeds, which means CV is trivial.

Proof of Theorem 11.1:

Consider the games of Figure 36. We have

AdVEE cop(A) = Pr{Go(A)] + Pr{Gs(A)] .

We will bound these in turn.

We have

Pr[GHicy s[1(Asx1)] = Pr[Gs(A)] = Pr[Ga(A)]

where the second equality is by the (perfect) completeness of M for CV. Also
Pr{GHcy,s[0](A1)] = Pr[Gi(A)] = Pr[Ga(A)] — Pr[Go(A)] .
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Games Go—G4

INIT:
1 crs < CG ; Return crs

TEST(z, w):
(crso, td) s S.C

N

Game [G5], Gg

INIT:

1 crs < CG ; (ersp,td) s S.C
2 1If (crso # crs) then

3 bad ¢ true;
4

Return crs

3 pfy <8 S.P(crso, td, z) ; do < M.V(crso, z, pfy)

4 pfy «sM.P(crs,z,w) ; di < MN.V(crs, z, pfy) TEST(z, w):

5 Return L 5 pf <sS.P(crs, td, x)

Fin(): 6 d <« MN.V(crs, z, pf)

6 Return ( CV(crs,z,w) and ~dy ) / Game Go 7 Return L

7 Return ( CV(crs,z,w) and dp ) / Game Gy Fin():

8 Return (CV(crs,z,w) and =d1 ) / Game G2 8 Return ( =CV(crs,z,w) and d)
9 Return (CV(crs,z,w) and d1 ) / Game Gs

10 Return CV(crs,z,w) / Game Gy

Figure 36: Games for proof of Theorem 77.

So
Adviieys(As) = PriGRcy s (A1) = PriGH ey s[0](As1)]
= Pr[G4(A)] — (Pr[G4(A)] — Pr[Go(A)])
= Pr[Go(A)] .

Games Gy, Gg are identical-unti-bad so by Lemma 3.1 we have
Pr[Gs(A)] = Pr[Gg(A)] + (Pr{Gs(A)] — Pr[Gs(A)])
< Pr[Gg(A)] 4+ Pr[Ge(A) sets bad] .
Then we have
Pr[Go(A)] < AdViSE(Agnar)
Pr[Gg(A) sets bad] < AdvznlfCV7S(Azk,2) .
Finally, A,k picks i <=s {1,2} and runs A;. |

12 Sigma protocols

A Sigma protocol is a 3-move message-exchange between two parties, one called the prover (for-
malized below as a Sigma prover) and the other called the verifier. It operates as depicted in

Figure 37.

A Sigma prover is an algorithm P* that operates in two stages. Commitment: Via (cmt,st) <—s
P*(crs, X), the first stage takes the common reference string crs and a claim X to return a message
cmt (called the commitment) to be sent to the verifier, and state information st to be retained.
Response: Via rsp < P*(crs, st, w, ch), the second stage takes crs, state information st from stage
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Prover Verifier
Input: crs, X, w Input: crs, X
(cmt, st) <—s X.P(crs, X) _cmt |
ch ¢ s ChS(crs)
rsp < X.P(crs, st, w, ch) rsp d + X.V(crs, X, (cmt, ch,rsp))

Algorithm EXECs p- (crs, X, w):
1 (cmt, st) «s P*(crs, X)

2 ch s X.ChS(crs)

3 rsp < P*(crs, st, w, ch)

4

Return (cmt, ch, rsp)

Figure 37: Operation of a Sigma protocol . The top depicts an interaction between the honest Sigma
prover X.P and the verifier X.V. The algorithm at the bottom returns a transcript of an interaction between
a (not necessarily honest) Sigma prover P* and the verifier X.V.

one, a string w (usually, but not always, the witness) and a challenge ch sent by the verifier, to
deterministically return a message rsp (called the response) to be sent to the verifier.

A Sigma protocol ¥ specifies the following algorithms:

e CRS generation. Via crs <—s X.C, the crs-generation algorithm ¥.C (takes no inputs and) returns
a common reference string crs.

e Sigma prover. X.P is a Sigma prover as above.
e Challenge set. ¥.ChS associates to crs a finite set ¥.ChS(crs) called the challenge space.

e Verification. Via d < X.V(crs, X, (cmt, ch,rsp)), the deterministic verification algorithm ¥.V
produces a decision d € {true,false} indicating whether or not it considers the conversation
transcript (cmt, ch, rsp) valid.

Algorithm EXECsy p- in Figure 37 takes inputs crs, X,w and executes an interaction between
Sigma prover P* and the verifier of ¥. (The Sigma prover P* could be, but need not be, ¥.P, and
w could be, but need not be, in CV(crs, X).) Given crs, X, w, the algorithm returns a transcript
tr = (cmt, ch,rsp) of an interaction between the parties. We say that tr is a X (crs, X )-accepting
transcript if X.V(crs, X, tr) = true. We let

Accs p-(crs, X, w) = Pr[X.V(crs, X, EXECs p-(crs, X, w)) = true] .

This is the probability that ¥.V(crs, X, tr) = true when tr <—s EXECy p«(crs, X, w). This is the
accepting probability of an interaction between P* and the verifier of ¥ on inputs crs, X, w.

We require perfect completeness, although this can be relaxed if necessary. We say that ¥ has
(perfect) completeness for claim validator CV if ¥.V(crs, X, tr) = true for all transcripts tr €
[EXECs 5 p(crs, X, w)], all crs € [X.C], all X € TrClcy(crs) and all w € CV(crs, X). Put another
way, if CV(crs, X, w) = true, then Accy 5 p(crs, X,w) = 1.

DL SicMA PROTOCOL. Our first example is Schnorr’s protocol for proving knowledge of a discrete
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Prover Verifier
Input: (p,G,g), X, w Input: (p,G,g), X

r<sZy; R<g" _R
¢ csZy
a<—r+wc —2.
d <+ (g* = RX°)

Prover X.P((p, G, g), X): Extractor X.X((p, G, g), X, R, c1, c2,a1,a2):
1 7r4$Z,; R—g" 6 c+(c1—c2) b w< (a1 —az)e
2 Return (R,7) 7 Return w
Prover X.P((p, G, g),r,w,c): Simulator X.S((p, G, g), X):
3 a+r+we 8 c<s8Zy;a+sZ,; R g"X ¢
4 Return a 9 Return (R,c,a)
Verifier Z.V((p, G, 9), X, (R, ¢, a)): Claim validator CV((p, G, g), X, w):
5 Return (¢* = RX*) 10 Return ((w € Zp) and (g% = X))

Y.ChS((p,G,9)) =Z,

Figure 38: DL Sigma protocol, pictorial (top) and formal (bottom left) descriptions. Bottom right: Sigma
extractor, simulator and the claim validator.

logarithm [Sch91], shown in Figure 38. The CRS (p, G, g) consists of a (description of a) group G
of prime order p, and a generator g of G. We regard these as fixed, so that ¥.C is the deterministic
algorithm that simply returns this one CRS each time it is invoked. The claim validator is shown
in the Figure. In the protocol, the computation of R is in G, while the computation of a is modulo
D.

SIGMA EXTRACTABILITY. Let ¥ be a Sigma protocol for claim validator CV. We say that a pair
(cmtq, chy, rspy), (cmtg, chy, rspy) of transcripts is X (crs, X )-compatible if the following are true. (1)
Both transcripts are X (crs, X )-accepting. (2) They have the same commitment, meaning cmt; =
cmtg. (3) They have different challenges, meaning ch; # chs.

A Sigma-extractor is an algorithm ¥.X with the property that
Y X(ers, X, cmt, chy, chg, rspy, rspy) € CV(crs, X)

for all crs € [£.C], all X € TrClcy(crs) and all cmt, chy, chg, rspy, rspy such that the pair of tran-
scripts (cmt, chy, rsp;), (cmt, chy, rspy) is X (crs, X)-compatible. That is, suppose X € TrClcy and
suppose (cmty,chy,rsp;) and (cmtg, chy,rspy) are X (crs, X)-accepting transcripts. Suppose they
have the same commitment, meaning cmt; = cmty. Denote this common value by cmt. Suppose
they have different challenges, meaning chy # chs. Then extractor ¥.X, on input crs, X, cmt, chy,
cha, rsp;, rspy, returns a valid witness w for X, meaning CV(crs, X,w) = true. We say that X
satisfies Sigma-extractability if it has a Sigma extractor. In the literature, the property is typically
called special soundness, but we use a different name since it pertains more to extraction.

Figure 38 shows a Sigma-extractor for the DL protocol. Suppose (R, c1,a1), (R, c2,az2) is a pair of
¥ (crs, X )-compatible transcripts. Then ¢; # cg, so at line 6 we have ¢; — ¢ € Z, is non-zero. It
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zk wi
Game Gy Game Gy'cy

INIT(): INIT():

1 b4s{0,1} ; crs<sX.C 1 crs«sX.C;b«s{0,1}

2 Return crs 2 Return crs

Pr(X,w): Pr(X, wo,w1):

3 If (not CV(crs, X, w)) then return L 3 If ((CV(crs, X, wo) = false) or (CV(crs, X, w1) = false) )
4 If (b=1) then tr <s EXECs 5 p(crs, X, w) 4 then return L

5 Else tr <—s X.S(crs, X) 5 tr <—s EXECs 5 p(crs, X, wp)
6 Return tr 6 Return tr

FIN(b'): FIN(b'):

7 Return (b’ =b) 7 Return (V' =b)

Game sz“%lc Algorithm REW s p- (crs, X, w):

(cmt, st) «—s P*(crs, X)

chy <—s X.ChS(crs) ; chy <—s X.ChS(crs)

rsp; s P*(crs, st,w, chi) ; rsp, <= P*(crs, st, w, cha)
vfi < X.V(crs, X, (cmt, chi,rsp,))

vfa < X.V(crs, X, (cmt, cha, rsp,))

Return ( vf; and vfs and (ch; # chg))

INIT():
1 crs < X.C ; Return crs

CMT(X, cmt):

2 If (X € TC(crs)) then return L

3 m<+ m—+1;cmty, < cmt ; Xy, — X
4 chy, s X.ChS(crs) ; Return chy,

D O W N e

VF(i,rsp):

5 vf; < X.V(crs, X;, (cmt,;, ch;, rsp))
6 If vf; then win < true

7 Return vf;

FIN():
8 Return win

Figure 39: Top: Games defining zero-knowledge and witness indistinguishability of Sigma Protocol ¥. Bot-
tom: Game defining soundness of ¥, and algorithm for rewinding execution a Sigma Prover P*.

thus has an inverse in the group Z;, which we denote by c¢. Then w is computed as shown, the
operations being in the field Z,, and returned as the witness.

To see that it works, the assumption that the transcript pair is X (crs, X )-compatible means that
g™ = RX and ¢g*? = RX“, whence g%~ = X~ and thus ¢* = X.

Another way to see it is the following. Let r,z be such that R = ¢" and X = ¢g*. Then, the given
g = RX“ and ¢g*? = RX“ translate to a; = r + zc; and az = r + xca. These equations can be
solved for the unknown x to give = (a1 — as)(c1 — c2) ™!, which is what we returned as w.

ZERO KNOWLEDGE. Zero knowledge (ZK) of X for CV asks that there be a simulator X.S that, given
a true statement (meaning, one in TrClcy(crs)) can create for it a transcript indistinguishable from
one arising from the interaction of the honest prover with the verifier. Unlike for NIZKs, there is no
alternative CRS generation algorithm, and no trapdoor for the CRS involved. Formally, consider
game G?):kcv specified in Figure 39. Adversary A can adaptively request transcripts by supplying an
instance and a valid witness for it. The transcript is produced either by the interaction between the
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honest, witness-equipped prover with the verifier, or by the simulator ¥.S. The adversary outputs a
guess b’ as to whether the transcripts were real or simulated. Let Adv%cv(A) =2 Pr[G%‘,CV(A)] —1.

The requirement for a Sigma protocol is perfect ZK, meaning AdVZZIfCV(A) = 0 for all A, regardless
of their running time. For this definition, we can restrict attention to adversaries making just one
query to their PF oracle.

Figure 38 shows the simulator for the DL Sigma protocol ¥. The fact that AdvzzlfCV(A) = 0 for
all A is not formally proved in the literature. Perhaps it is seen as clear. But it is instructive to

ask how one might give a rigorous proof. The key element is the following. Fix w,c € Z, and let
X =g". Define fyc: Zyp = G by fy.cla) =g = g*X ¢ Then f, is a bijection.

WITNESS INDISTINGUISHABILITY. This asks that, knowing X € TrClcy(crs) and knowing two
witnesses wo,w; € CV(crs,x), it is hard to tell under which of the two a transcript has been
computed. Consider game Gy'c specified in Figure 39. Let Advy cy(A) = 2Pr[Gy, (A)] - 1.

RESET LEMMA. Algorithm REW 7y p- of Figure 39 takes inputs crs, X, w. It then produces two,
related transcripts of the interaction between Sigma Prover P* and the verifier of ¥ on these
inputs, returning true if these transcripts are ¥ (crs, X )-compatible. Let Rews p-«(crs, X, w) be the
probability that REWy p«(crs, X, w) returns true. This is the rewinding probability. The Reset
Lemma of [BP02] relates the rewinding probability to the acceptance probability. We start with
the following special case of Jensen’s inequality.

Lemma 12.1 Let X be a real-valued random variable. Then E [Xz} >E [X]Q.

Proof of Lemma 12.1: Let y = E[X]. The random variable Y = (X — p)? is non-negative, and
hence its expectation is as well. Using linearity of expectation, we thus have

0<E[Y]=E[(X—p)? =E[X* -2 X+ 4]
=E[X*] —2u EX]+ 4’ =E[X*] = 2p-p+p* =B [X*] - p?,
and thus p? < E [X?]. |

The following is the Reset Lemma of [BP02]. Its value stems from the rewinding probability
Rewsy p-(crs, X, w) being also the probability with which the Sigma extractor ¥.X succeeds in
finding a witness w € CV(crs, X). This however does not figure explicitly in the statement.

Lemma 12.2 Let ¥ be a Sigma protocol, P* a Sigma Prover and CV a claim wvalidator. Let

crs € [X.C] and X,w € {0,1}*. Let €acc = Accy p=(crs, X, w) and €ey = Rewsy p«(crs, X, w). Let
N = |X.ChS(crs)|. Then

1
€rew = €ace <€acc - N> (14)
and

1
€ace < N + V €rew - (15)

Proof of Lemma 12.2: Let
X(cmt, st) = Pr[X.V(crs, X, (cmt, ch,rsp)) = true]
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where the probability is over ch <—s X.ChS(crs) and rsp <—s P*(crs, st, w, ch). Regard X as a random
variable over the choice of (cmt,st) <—s P*(crs, X). Then

E [X] = €acc -
Now we have
erew>E{x (x—;ﬂ_E[x? % x]
=E [X?] - % ‘E[X] (16)
>BX? - - BX] (17)

9 1 1
= €acc — N * €acc = €acc | €acc — N .

Equation (16) is by linearity of expectation. Equation (17) is by Lemma 12.1. This establishes
Equation (14).

Letting o = 1/2N, from Equation (14) we have
Erow > €200 — 200€ace = (€ace — )2 — 0
and thus
€ace — @ < VO + Erew
< a+ erew

where the last inequality used the fact that va + b < y/a + /b for any non-negative real-numbers
a,b. This establishes Equation (15). |

SOUNDNESS. To Sigma protocol ¥ and true-claim language TC we associate game G%‘}lc of
Figure 39. It is required that a VF(i,rsp) query of adversary A satisfy 1 < ¢ < m. Let
Advszn%lc(A) = Pr[G4L(A)] be the sndl-advantage of adversary A.

EQDL SiaMA PROTOCOL. Our next example is a protocol for proving equality of discrete loga-
rithms, shown in Figure 40. The CRS (p, G) consists of a (description of a) group G of prime order
p. We regard these as fixed, so that ¥.C is the deterministic algorithm that simply returns this one
CRS each time it is invoked. The claim validator is shown in the Figure.

The following establishes soundness of the EQDL Sigma Protocol ¥. Let P* be an arbitrary prover
and crs = (p, G) a CRS. Let (g1, g2X1, X2) be a claim not in the language, meaning dlogg ,, (X1) #
dlogg ¢, (X3). Let w be an arbitrary string. What is the probability that the interaction between P*
(initialized with crs, (g1, g2 X1, X2),w) and the verifier of ¥ (initialized with crs, X) is accepting?
This is Accs p=(crs, (g1,92X1, X2),w). The Proposition says that this quantity is at most 1/p.
Below, ¢ is a bound on the number of queries to CMT plus the number of queries to VF.

Proposition 12.3 Let L be the EQDL Sigma Protocol of Figure 40. Let A be an adversary making
at most q queries across its CMT and VF oracles. Let N be the minimum value of p across all
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Prover Verifier

Input: (p,G), (g1, 92X1, X2),w Input: (p,G), (91, g2 X1, X2)
r<=sZy; R < g] ; Ra < g5 (R, Ra)

c c s Ly
a<r—+wc a

d = ((gf = R X7) and (95 = RaX5) )

Prover X.P(crs, (g1, 92X1, X2)): Extractor X.X(crs, (g1, 92X1, X2), (R1, R2), c1,c2,a1,a2):
1 (p,G) + crs 11 (p,G) + crs

2 r14sZp; R1 4 g7 ; Ra <+ g5 12 ¢ (a1 —c2) ™' w4 (a1 —az)e

3 Return ((Ri1, R2),7) 13 Return w

Prover X.P(crs,r, w,c): Simulator X.S(crs, (g1, g2 X1, X2)):

4 (p,G) < crs 14 (p,G) < crs

5 a1+ we 15 c45Zp;a<s$Zp; R+ gt X; ; Ry« g5X5 ¢

6 Return a 16 Return ((Ri, R2),c,a)

Verifier X.V(crs, (91, g2 X1, X2), ((R1, R2),¢,a)):| Claim validator CV(crs, (g1, 92X1, X2), w):

7 (p,G) < crs 17 (p,G) <+ crs
8 di < ( (g1 € Gen(G)) and (g2 € Gen(G)) ) 18 If ( (g1 € Gen(G)) or (g2 ¢ Gen(G)) ) then return false
9 dy + ((g7f = R1X7) and (g5 = R2X35)) 19 Return ((w € Z;) and (g7 = X1) and (g5 = X32) )

10 Return (di and d2)

Y.ChS(crs) = Z,

Figure 40: EQDL Sigma protocol, pictorial (top) and formal (bottom left) descriptions. Bottom right: Sigma
extractor, simulator and the claim validator.

crs = (p,G) € [£.C]. Let TC = TrClcy where CV is the claim validator of Figure 40. Then

S q
AdvPTC(A) < N

Proof of Proposition 12.3: We prove this for ¢ = 1. The general case follows by the union
bound.

Let (p,G) < crs. Let (g1,92X1, X2),i,rsp be the VF query. Let wi = dlogg ,, (X1) and we =
dlogg 4,(X2). Let (R, R2) = cmt; be the prior CMT query corresponding to this VF query. Let
r1 = dlogg 4, (R1) and 72 = dlogg ,, (R2). Let

S={ce€Z,:JacZy((97 = RiX]) and (95 = R2X3) )}
={ce€Zy,:3JacZ,((a=r +wic)and (a =1ry+wc))}
={ceZ,:rm+wec=ra+wec}.

Since (g1, g2X1, X2) is assumed to not be in TC(crs), we have wy # wa. So z = w; — wy # 0,
and thus has an inverse y € Z;. Let ¢* = (r2 —r1)y. Then S is the singleton set consisting of c*.
The verifier accepts only if ch; € S, which means if ch; = ¢*, which happens with probability 1/p
because ch; is chosen at random from Z, by CMT. |
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13 NIZKs in the Random Oracle Model

Applying the Fiat-Shamir transform to Sigma protocols results in ROM (Random Oracle Model)
NIZKs. We start with definitions about these following [BR93].

ROM PROOF sYSTEMS. A ROM proof system [T specifies, as before, a CRS generation algorithm
M.C. It also associates to each crs € [[1.C] a set lN.H(crs) of functions. Now [.P(crs,-,-) and
M.V(crs, -, -) get oracle access to a function H € M.H(crs). Games specifying security attributes will
draw H at random from [M.H(crs), so that H is the random oracle.

Completeness is required for all choices of H. Thus we say that N has (perfect) completeness for CV
if M.V (crs, 2z, N.PH(crs, 2, w)) = true for all crs € [N.C], all z € TrClcy(crs) and all w € CV(crs, )
and all H € [[1.H(crs)].

ZK AND WI. Game Glz'lkcvs is shown in Figure 41. Table RT is a global variable in the game
that starts out everywhefe 1 and at any point contains the current content of the random oracle.
The simulator-prover S.P gets RT as input, and can modify its contents, which then get reflected
in further usage of the table across the game. This modification is the step of “programming” the
random oracle. Let Advznlfc\/’S(A) =2 Pr[GIZ-}fCVS(A)] -1

WTI is as usual simpler since no simulator is involved. Game G‘|’-|"icv is shown in Figure 41 and we
let Advitcy(A) = 2Pr[Glicy(A)] - 1.

SND1 AND XT1. Game G{¢ is shown in Figure 41. Let Advi'Tc(A) = Pr[Gige(A)].

Extractability is more troublesome, and it is not clear what definition strikes the best balance
between the properties desired and what can be obtained via Lemma 12.2. T am not sure what is
a good definition. To have one to consider, I have given game G’ﬁt’lc\/’S of Figure 41. It is required
that the adversary playing this game is deterministic. Its coins are represented by p, chosen by the
game and returned to the adversary. This is done so that p can also be provided to the extractor

S.X. Let Adviieys(A) = PrlGitys(A)].

NIZKs FROM SIGMA PROTOCOLS. Let ¥ be a Sigma protocol. We associate to it a ROM proof
system MY called a Sigma NIZK. Its CRS generator, prover and verifier algorithms are shown
in Figure 42. The set of hash functions MX.H(crs) it associates to crs is the set of all functions
H: {0,1}* — X.ChS(crs) whose range is the challenge space associated to crs, so that a random
oracle returns random challenges.

SND1 oF SicMa NIZK. The following says that the Sigma NIZK inherits the soundness of the
Sigma protocol. However the number of oracle queries of the constructed sndl adversary depends
on the number of random-oracle queries of the starting one, and, when one combines the following
with Proposition 12.3, this results in a bound that is linear in the number of random-oracle queries.
Thus, while Equation (18) looks tight, there is actually a significant degradation in concrete security
in making the protocol non-interactive. This does not always seem recognized [DGST18].

Proposition 13.1 Let X be a Sigma protocol, and NE the associated Sigma NIZK as per Figure 42.

Let TC be a true-claim language. Let Any be an adversary making Qvy queries to its VF oracle
and Qro queries to its RO oracle, and let ¢ = Qvr + Qro. Then we can construct an adversary
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zk
Game Gfjcy s

INIT():

1 b4s{0,1} ; H<sM.H(crs)
2 If (b =1) then crs<+sT.C
3 Else (crs, td) < S.C

4 Return crs

Pr(X,w):

5 If (not CV(crs, X, w)) then return L
6 If (b= 1) then pf +s M.PR(crs, X, w)
7 Else pf < S.P(crs, td, RT, X)

8 Return pf

RO(c):
9 If (RT[¢] = L) then RT[c] + H(c)
10 Return RT[c]

FIN(b'):
11 Return (V' = b)

wi
Game Gfycy

INIT():
1 crs«sI.C; b+s{0,1}

2 Return crs

I)F()(,um,luly
If ((CV(crs, X, wo) = false) or (CV(crs, X, w1) = false) )

w

4 then return L

5 pf <5 M.PRO(crs, X, ws)
6 Return pf

RO(c):

7 y + H(c) ; Return y
FIN(V'):

8 Return (' = b)

snd1
Game GR'Te

INIT():
1 crs < [1.C ; Return crs

VF(X, pf):

2 If (X € TC(crs)) then return false
3 vf « M.V (ers, X, pf)

4 If vf then win <« true

5 Return vf

RO(c¢):
6 y < H(c) ; Return y

FIN():
7 Return win

xtl
Game Gp'cy s

INIT():
1 (crs,td) <sS.C; ps{0,1}*" ; st ¢
2 Return crs, p

Ex(X, pf):

3 If (N.V(crs, X, pf) = false) then return false
4 (w, st) s S.X®O (crs, td, st, p, X, pf)

5 v« CV(crs, X, w)

6 If (not vf) then win <« true
7 Return vf

RO(¢):

8 y < H(c) ; Return y

FIN():
9 Return win

Figure 41: Top: Games defining zero-knowledge (relative to simulator S) and witness indistinguishability of
ROM proof system IN. Bottom: Games defining soundness and extractability of ROM proof system [1.

As such that

Adviyhc(Ans) < AdvPTc(Ax) . (18)

Adversary Ay makes at most q queries to its CMT oracle and at most q queries to its VF oracle.
Its running time is about that of Apy.

Proof of Proposition 13.1: The adversary is shown in Figure 43. |
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CRS generator MNX.C: CRS simulator S.C:
1 crs <5 2.C ; Return crs 8 crs+s 2.C

9 td ¢

10 Return (crs, td)

Prover MZ.PH(crs, X, w):

2 (cmt, st) <—s X.P(crs, X)

3 ch « H((X, cmt)) Proof simulator S.P(crs, td, RT, X):
4 rsp < X.P(crs, st, w, ch) 11 (cmt, ch, rsp) <—s X.S(crs, X)

5 Return (cmt, rsp) 12 RT[(X,cmt)] < ch

3 t t
Verifier MZ.VH (crs, X, (cmt, rsp)): 13 Return (cmt, rsp)

6 ch + H((X,cmt))
7 Return X.V(crs, X, (cmt, ch, rsp))

Figure 42: Sigma NIZK. Left: CRS generator, prover and verifier. Right: Simulator.

Adversary Asy:
snd1l
1 crs <s G¥'gc.INIT

IniT, VF,RO,FIN
2 Aps

INIT:
3 Return crs

VF(X, (cmt, rsp)):

4 ch+s RO((crs, X, cmt))

5 If (X, cmt) € B then return false
6 vf + G$"¢.VF(Id[X, cmt], rsp)

RO((X, cmt)):

7 If (RT[(X,cmt)] # L) then return RT[(X, cmt)]
8 ch«s G{¢.CMT(X, cmt)

9 If (ch # 1) then m < m + 1 ; Id[X, cmt] + m
10 Else B +— BU {(X,cmt)} ; ch <—s X.ChS(crs)

11 RT[(X, cmt)] « ch ; Return RT[(X, cmt)]

FIN():
snd1l
12 GY¥'7c.FIN

Figure 43: Adversary for Proposition 13.1.

ZK oF SiGMA NIZK. The simulator S for the Sigma NIZK is shown in Figure 42. The crs is the
real one, and the there is no trapdoor. (Formally it is the empty string.) The proof simulator
runs the Sigma simulator to get a transcript (cmt,ch,rsp). It then programs the random oracle
by setting the value of table RT at entry (crs, X,cmt) to be ch. Recall that RT is a game global
variable, so this assignment is now reflected in further uses of the table in the game. In case the
table already had a value at (crs, X, cmt), the simulator just redefines it. This is an error condition
that will show up in the analysis below.

For the analysis, we define the commitment collision probability ¥.CC of a Sigma protocol ¥. This
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Games Go,

INIT():
1 b+s{0,1}; crs+sX.C

2 Return crs

PF(X,w):

3 If (not CV(crs, X, w)) then return L

4 (cmt, ch, rsp) <—s X.S(crs, X)

5 If (RT[(X,cmt)] # L) then bad < true ; [ch < RT[(X, cmt)] ; rsp < RSP (crs, X, w, cmt, ch))|
6

7

RT[(X, cmt)] < ch

Return (cmt, rsp)
RO((X, cmt)):
g If (RT[(X,cmt)] = L) then RT[(X, cmt)] <—s X.ChS(crs)
9 Return RT[(X, cmt)]

FIN(D):
10 Return (b’ = 1)

Figure 44: Games for proof of Proposition 13.2.

is done in two steps. First, let £.CC(crs, X) be the probability that cmt; = cmty when we execute
(cmty,sty) <—s X.P(crs, X ) ; (cmta, ste) <—s X.P(crs, X) ,

the two executions being independent. Then, let ¥.CC(crs) be the maximum, over all X, of
¥ .CC(crs, X). As examples, ¥.CC(crs) is 1/p for both the DL and the EQDL Sigma protocols,
where p is the prime in crs. Finally let £.CC be the expected value of ¥.CC(crs), taken over
crs s 2.C.

Proposition 13.2 Let X be a Sigma protocol and ML the associated Sigma NIZK as in Figure 42.
Let CV be a claim validator. Let simulator S be as in Figure 42. Let A be an adversary making
Qpr queries to its PF oracle and Qro queries to its RO oracle. Then

AdVanzcv,s(A) < Qpr - (Qro +Qpr —1) - L.CC.

Proof of Proposition 13.2: Let w denote the coins of the first stage of .P. Let C(crs, X, cmt)
be the set of all w such the first component of the pair ¥.P(crs, X;w) is cmt. Then let RSP be the
following algorithm:

Algorithm RSP (crs, X, w, cmt, ch)
w <3 C(crs, X, cmt)

(cmt, st) < X.P(crs, X;w)

rsp < X.P(crs, st, w, ch)

Return rsp
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Consider the games of Figure 44. Then

Advils cys(A) = Pr[Gi(A)] — Pr[Go(A)]
< Pr[Go(A) sets bad|
< Qpr - (Qro +Qpr—1)-X.CC.

This omits a lot of details that need to be filled in. |
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