
Build It, Break It, Fix It



Build It, Break It, Fix It

• Long-running project (publications 2016 - 2022)

• You read a paper analyzing quantitative data from the contest

• Let's also talk about a qualitative study: "Understanding security 
mistakes developers make: Qualitative analysis from Build It, Break It, 
Fix It" (USENIX 2020)



First: Focus on the Paper You Read

• Iterative design and execution of studies allowed them to do a power 
analysis: f2

• (interesting because many studies don't even try)



• What do 
you 
notice?

10:22 J. Parker et al.

Fig. 5. Each team’s ship score, compared to the lines of code in its implementation and organized by language
category and contest. Using C/C++ correlates with a higher ship score.

resulting model, the difference in coefficients between C/C++ and the other language categories
dropped only slightly. This indicates that the majority of improvement in C/C++ ship score comes
from performance.

The number of languages known by a team is not quite statistically significant, but the con-
fidence interval in the model suggests that each programming language known increases ship
scores by between 0 and 12 points. Intuitively, this makes sense, since contestants that know more
languages have more programming experience and have been exposed to different paradigms.

Lines of code is also not statistically significant, but the model hints that each additional line of
code in a team’s submission is associated with a minor drop in ship score. Based on our qualitative
observations (see Section 4), we hypothesize this may relate to more reuse of code from libraries,
which frequently are not counted in a team’s LOC (most libraries were installed directly on the
VM, not in the submission itself). We also found that, as further noted above, submissions that
used libraries with more sophisticated, lower-level interfaces tended to have more code and more
mistakes; i.e., more steps took place in the application (more code) but some steps were missed
or carried out incorrectly (less secure/correct). Figure 5 shows that LOC is (as expected) associ-
ated with the category of language being used. While LOC varied widely within each language
type, dynamic submissions were generally shortest, followed by static submissions and then those
written in C/C++ (which has the largest minimum size).8

5.5 Resilience
Now, we turn to measures of a build-it submission’s quality, starting with resilience. Resilience is
a non-positive score that derives from break-it teams’ bug reports, which are accompanied by test

8Our earlier model for the Secure Log and ATM contests found that lines of code was actually statistically significant. We
discuss this further in Section 5.8.
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• Lines vs. 
score?
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Some Key Definitions

• Integrity: data is not compromised (no improper data modifications)

• Confidentiality: only authorized users see data

• Availability: system responds to requests



Factors
10:24 J. Parker et al.

Table 7. Final Logistic Model Measuring Log-likelihood of the Discovery of a
Security Bug in a Team’s Submission

Factor Coef. Exp(coef) Exp CI p-value
Secure Log — — — —
ATM 4.639 103.415 [18, 594.11] <0.001*
Multiuser DB 3.462 31.892 [7.06, 144.07] <0.001*
C/C++ — — — —
Statically typed −2.422 0.089 [0.02, 0.51] 0.006*
Dynamically typed −0.99 0.372 [0.07, 2.12] 0.266
# Team members −0.35 0.705 [0.5, 1] 0.051
Knowledge of C −1.44 0.237 [0.05, 1.09] 0.064
Lines of code 0.001 1.001 [1, 1] 0.090
Nagelkerke R2 = 0.619.

We attempted to more strongly incentivize all teams to fix (duplicated) bugs by modifying the
prize structure for the Multiuser DB contest. Instead of only giving away prizes to top teams, non-
MOOC participants could still win monetary prizes if they scored outside of third place. Placements
were split into different brackets, and one team from each bracket was randomly selected to receive
a prize. Prizes increased based on bracket position (e.g., the fourth and fifth place bracket winner
received $500, while the sixth and seventh place bracket winner received $375). Our hope was
that builders would submit fixes to bump themselves into a higher bracket, which would have a
larger payout. Unfortunately, it does not appear that fix participation increased for non-MOOC
participants for the Multiuser DB contest. To confirm this, we ran a linear regression model, but
according to the model, incentive structure was not a factor in fix participation. The model did
confirm that teams with a higher score at the end of break-it fixed a greater percentage of the bugs
against them.

Additionally, we randomly sampled 60% of Multiuser DB teams to identify the types of vul-
nerabilities they chose to fix. We manually analyzed each break to determine the underlying vul-
nerability to determine whether the expected fix difficulty impacted team decisions. We did not
observe any clear trend in the vulnerabilities teams chose to fix, with all vulnerability types both
fixed by some teams and not fixed by others. Instead, we found teams most often made a binary
decision, choosing to fix all (38%) or none (38%) of their vulnerabilities. The remaining teams only
slightly strayed from a binary choice by either fixing all but one vulnerability (16%) or only one
vulnerability (8%).

5.6 Presence of Security Bugs
While resilience score is not sufficiently meaningful, a useful alternative is the likelihood that a
build-it submission contains a security-relevant bug; by this, we mean any submission against
which at least one crash, privacy, integrity, or availability defect is demonstrated. In this model,
we used logistic regression over the same set of factors as the ship model.

Table 7 lists the results of this logistic regression; the coefficients represent the change in log
likelihood associated with each factor. Negative coefficients indicate lower likelihood of finding
a security bug. For categorical factors, the exponential of the coefficient (exp(coef)) indicates how
strongly that factor being true affects the likelihood relative to the baseline category.9 For numeric

9In cases (such as the ATM contest) where the rate of security bug discovery is close to 100%, the change in log likelihood
starts to approach infinity, somewhat distorting this coefficient upwards.
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(Negative coefs. indicate lower likelihood of finding bugs)

Model explains 62% of the variance!

Large design space makes ATM 
problem hard

Custom access control is hard



Next Up: Qualitative Study

• Daniel Votipka, Kelsey Fulton, James Parker, Matthew Hou, Michelle 
Mazurek, and Mike Hicks. Understanding Security Mistakes 
Developers Make: Qualitative Analysis from Build It, 
Break It, Fix It

• Source: Dan Votipka's slides (https://www.usenix.org/system/files/
sec20_slides_votipka-understanding.pdf)

https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf
https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf
https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf


"Solved" Vulnerabilities Are Still a Problem
“SOLVED” VULNERABILITIES ARE 
STILL A VERY REAL PROBLEM
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Here we’re looking at the vulnerabilities type change by year based on cwe reporting from NIST. Note that buffer errors still remains in a top 2 spot. information leak/
disclosure, improper access control, and cryptography issues have barely or not at all decreased, and yet they’re supposed to be relatively “solved” issues given current 
libraries and APIs. *Note I’m using the word solved here very loosely. So if we have solutions to this problem, why are we still seeing these vulnerabilities in the real 
world? We can see some of these play out in recent examples.



Goal: Understand the Types, Causes, and 
Pervasiveness of Vulnerabilities

HOW TO MEASURE?
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Ecological validity Control over  
Conditions

Field 
Measurements

Lab 
Studies

Build It, 
Break It, Fix It

How can we measure this.  Well, when deciding a method for this type of study, you’re working along a spectrum with ecological validity at one end and control over 
conditions at the other. 

Source: Dan Votipka (https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf)

https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf


Method

• Open coding on vulnerability data from BIBIFI

• 94 projects, 866 exploits



Classes

Mistake

Vulnerability classes

No implementation Misunderstanding

Intuitive Bad 
Choice Conceptual ErrorUnintuitive
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So from our coding process, we developed these classes. I’m going to explain what each of these mean later.

Source: Dan Votipka (https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf)

https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf


Vulnerability classes

No implementation

Intuitive

• Missed something “Intuitive”
• No encryption 
• No access control
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The first one is all intuitive where a team missed something that would be considered to be completely intuitive and necessary to implement. Examples of this are….

Source: Dan Votipka (https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf)

https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf


Vulnerability classes

No implementation

Intuitive Unintuitive

• Missed something “Intuitive”
• No encryption
• No access control

• Missed something “Unintuitive”
• No MAC
• Side-channel leakage
• No replay prevention
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The last subclass is unintuitive where a team missed implementing something that may not necessarily be obvious or intuitive to implement such as no MAC (integrity 
checks), checking for side-channel leakage, or making sure to prevent a replay attack

Source: Dan Votipka (https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf)

https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf


Vulnerability classes

Misunderstanding

Bad 
Choice

• Made a “Bad Choice”
• Weak algorithms
• Homemade 

encryption
• strcpy
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The first subclass is defined by teams that made a bad choice in their security implementation and it resulted in a vulnerability. One code in this subclass is choosing 
weak algorithms.  


Another is using homemade encryption. An example of a team using homemade encryption is one team xor’d key length chunks of the text with the user provided key to 
make the final ciphertext. Therefore, an attacker could simply extract two key length chunks and xor them to get the key. 


Another category is using functions like strcpy. One team used strcpy and missed a single bounds check. Rather than classifying this as a mistake, we chose bad choice 
because they could have used the bounded copy in the first place. A final code within this category is having a weak access control design.


Weak access control design example == The default delegator’s permissions are checked at use-time, not creation time.

Source: Dan Votipka (https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf)

https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf


Vulnerability classes

Misunderstanding

Bad 
Choice Conceptual Error

• Made a “Conceptual 
Error”
• Fixed value
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The second subclass is defined by teams that made an error in the conceptual way they were thinking. One code within this subclass is using a fixed value.

Source: Dan Votipka (https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf)

https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf
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An example of this code can be seen with this team using a fixed IV value. Turns out that this is…


Actually a stack overflow answer

Source: Dan Votipka (https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf)

StackOverflow answer uses a fixed initialization vector 
(should be randomly generated for each message)

https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf


Vulnerability classes

Misunderstanding

Bad 
Choice Conceptual Error

• Made a “Conceptual 
Error”
• Fixed value
• Lacking sufficient 

randomness
• Disabling protections 

in library
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Other codes within this subclass are lacking sufficient randomness, using security on only a subset of the data instead of all of it, and intentionally disabling protections 
provided by a library. An example of this last code can be seen in….

Source: Dan Votipka (https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf)

https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf


Mistake

Vulnerability classes

• Made a “Mistake”
• Control flow mistake
• Skipped algorithmic step
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The final class is full of codes where teams made coding mistakes. Codes within this class are things like insufficient error checking, control flow mistakes, and teams 
that skipped an algorithmic step. An example of this is this team that skip checked to see if the nonce is the same as a previous nonce on line 10, but they fail to actually 
save any of the previous nonces, so this always returns true…. Meaning they intended to save the nonce to check it but accidentally skipped that step.

Source: Dan Votipka (https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf)

https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf


No implementation Misunderstanding

Intuitive Bad 
Choice Conceptual ErrorUnintuitive
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MistakeNo implementation Misunderstanding

Intuitive Bad 
Choice

PREVALENCE

Conceptual ErrorUnintuitive

50% 56% 21%

16% 45% 21% 44%

Most knew they needed security and picked the right tools, but didn’t know all the security requirements and how to implement them all correctly.

Source: Dan Votipka (https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf)

https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf


RECOMMENDATIONS

Simplify API design

Build in security primitives and focus on common use-cases

Indicate security impact of non-default use in API 
Documentation

Explain the negative effects of turning off certain things

Vulnerability Analysis Tools

More emphasis on design-level conceptual issues
 27

It may be useful to build in basic security primitives to API design. Can we build in the use of a MAC or nonce? Could we possibly add basic primitives like secure 
messaging or secure logs?


Let users know that if they choose to turn off a certain security primitive that it may cause major security vulnerabilities. Make the error messages more clear so we don’t 
have developers googling them and then copying and pasting from Stackoverflow


It’s easy to blame security education in the failure of developers to use security primitives correctly, but as we saw in this competition that definitely isn’t fair. Many of the 
teams in our data had completed a security competition and yet they still failed to implement some things correctly. It could be that the topics presented were not 
emphasized and driven home in a meaningful way. The failure to get this education portion right, a failure of BIBIFI itself, serves as a valuable lesson.


Source: Dan Votipka (https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf)

https://www.usenix.org/system/files/sec20_slides_votipka-understanding.pdf


So, Now What?

• Language matters a lot

• But most vulnerabilities transcend language design!

• What are we to do?



Information Flow Control

• Assumption: there's high-security data and low-security data

• Noninterference: high-security data shouldn't affect low-security outputs

String@public f (String@secret password) {
   // ERROR: can't send secret data to public sink
   return password + "A"
}



Implicit Flows

int@public f (int@secret x) {
   if (x == 0)
      return 0; // ERROR: implicit leak
   else
      return 1;
}



Conclusion

• Languages matter for security!

• But maybe not as much as other factors

• Unless we expand our ideas about what languages can do!


