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Abstract

Current DRAM technologies face critical scaling limitations, signifi-
cantly impacting the expansion of memory bandwidth and capacity
required by modern data-intensive applications. Compute eXpress
Link (CXL) emerges as a promising technology to address these
limitations, enabling efficient cache-coherent memory expansion
through direct connections between processors and CXL memory
devices. Despite its potential, broad adoption of CXL memory in
public cloud computing introduces substantial security challenges.
Trusted Execution Environments (TEEs), such as Intel SGX/TDX
and AMD SEV, provide robust protection for data integrity and con-
fidentiality in cloud environments, complemented by CXL Integrity
and Data Encryption (CXL IDE), which employs XTS encryption
and Galois/Counter Mode (GCM) for secure message transmission.

However, this approach incurs significant performance overhead
due to the latency of XTS encryption on memory-intensive work-
loads. To mitigate this, we propose Adaptive Incremental Offloaded
(Re-)Encryption (AIORE), an adaptive security framework com-
bining Counter (CTR) and XTS encryption. AIORE dynamically
selects encryption schemes based on page access frequency, im-
plements incremental and offloaded re-encryption strategies, and
leverages memory node computation to reduce overheads. Evalu-
ation with Gem5 across diverse benchmarks reveals that AIORE
significantly reduces security overhead by 62.8% on average and
maintains overhead within 3.7% relative to an insecure baseline.
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1 Introduction

Current DRAM technologies are approaching their scaling limits,
presenting substantial challenges in increasing bandwidth and ca-
pacity at a low cost. Compute eXpress Link (CXL) [20] is an open
standard developed by a joint effort of hardware manufacturers and
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cloud computing providers [10, 38, 55–57, 65, 66], aiming to pro-
vide low-latency, cache-coherent interconnects between processors,
memory devices, and accelerators through load/store commands.
A processor can connect directly with CXL memory devices using
CXL links to efficiently expand memory bandwidth and capacity,
offering a promising solution to solve DRAM scaling challenges.

Securing CXL memory and links is crucial for their widespread
adoption in public cloud computing, which is inherently susceptible
to diverse attacks. Public clouds extensively utilize enclaves from
Trusted Execution Environments (TEEs) like Intel SGX/TDX and
AMD SEV to ensure the confidentiality and integrity of user data
with minimal reliance on cloud providers [6–8, 12, 13, 24, 28, 29, 31,
35, 37, 39, 42, 45, 59, 64, 69, 75, 78–80, 83]. However, CXL memory
presents new challenges to existing TEE solutions. First, current
TEEs support only a single server node, whereas CXL memory con-
nects multiple nodes. Second, the CXL link introduces a new attack
surface that existing TEE frameworks do not cover. Integrating se-
curity support for CXL with TEEs already in place for public cloud
computing is essential to address these vulnerabilities effectively.

CXL 2.0 introduces CXL Integrity and Data Encryption (CXL
IDE) [21], integratingwith counterless TEEs (employingXEXTweak-
able Block Cipher with Ciphertext Stealing, XTS), TEE IO [5, 41],
and the TEE Device Interface Security Protocol (TDISP) [58] to
enhance the security of CXL memory. This approach utilizes Ga-
lois/Counter Mode (GCM) [51] to encrypt and authenticate mes-
sages across the CXL link to guarantee confidentiality, integrity,
replay protection, and uniqueness. XTS TEEs on the host CPU
securely provide an XTS encryption key to encrypt data before
transferring them from the host to the CXL memory and to de-
crypt the XTS-encrypted ciphertext upon its return from the CXL
memory to the host CPU. Further details are available in Section 2.5.

Although this solution meets security requirements, its XTS
decryption incurs significant overhead on memory reads, as its en-
cryption process is integral to the critical path of each read. Given
that CXLmemory is commonly utilized for memory-intensive appli-
cations, the XTS TEE and CXL IDE result in substantial overheads
for these applications, which can reach up to 14.9% over the inse-
cure case (See Section 6.1). This substantial overhead may hinder
the widespread adoption of secure CXL memory.

The state-of-the-art XTS TEE and CXL IDE solution ignores
the potential advantages of Counter (CTR) mode encryption. On a
counter cache hit, CTR mode enables parallel computation of the
One-Time Pad (OTP) and fetching of the required ciphertext cache-
line. Upon receiving the ciphertext, a simple XOR operation with
the OTP completes the decryption, resulting in latency comparable
to an insecure scenario. However, on a counter cache miss, CTR
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encryption incurs higher bandwidth usage and latency similar to
or greater than XTS encryption [82].

We observe two inefficiencies in using CTR TEE and CXL IDE.
First, using CTR encryption for all pages reduces counter cache
performance, as some cold pages have limited reuse of their cached
counters, yet these counters pollute the counter cache and reduce
overall CTR TEE performance. Second, using a more compact split
counter increases counter cache hit rates but requires more fre-
quent per-page re-encryption on counter overflows [90], leading to
increased overhead in CXL memory due to the extended link-layer
transmission latency from additional data reads and rewrites.

Based on these observations, we introduce Adaptive Incremental
Offloaded (Re-)Encryption (AIORE) to maximize the advantages of
using CTR TEE for securing CXL memory. AIORE employs three
designs: First, per-page adaptive encryption dynamically selects
between two encryption methods (XTS or CTR) for each page based
on its access frequency to optimize latency, counter cache usage,
and bandwidth. Second, incremental re-encryption integrates with
program-inherent accesses and encryption/decryption processes
to efficiently switch encryption modes or manage per-page re-
encryption due to a split counter overflow, significantly reducing
re-encryption overhead. Third, offloaded re-encryption transfers
incomplete re-encryption tasks to the memory node when a pro-
gram does not access all cachelines within a page over a certain
period, eliminating the overhead on the host and additional data
transfer.

We implement and evaluate our solution using the Gem5 simu-
lator [32], comparing it with 7 baselines across 13 workloads from
SPEC2017, SPEC2006, and graph applications. The results demon-
strate that AIORE reduces security overhead by on average 62.8%
compared to the baselines and incurs only 3.2% and 4.3% overhead
compared to insecure CXL in single-core and multi-core scenarios.

In summary, the contributions of the works include:
• We conduct a systematic analysis of potential solutions for
securing CXL memory from security and performance per-
spectives.

• We introduceAdaptive Incremental Offloaded (Re-)Encryption
(AIORE), which effectively combines CTR and XTS encryp-
tion with memory node computation capabilities to improve
the efficiency of secure CXL memory.

• Our implementation and evaluation of AIORE demonstrate
that it incurs only an average 3.7% overhead relative to inse-
cure CXL, offering an efficient CXL security support.

2 Background

2.1 Compute eXpress Link (CXL)

Building upon PCIe’s physical layer, the CXL standard articulates
three distinct protocols: CXL.io, CXL.cache, and CXL.mem [10, 57,
65, 66, 70]. CXL.io uses protocol features of standard PCIe, such as
transaction-layer packets and data-link-layer packets. PCIe serves
as the industry standard for a high-speed serial interface between
a CPU and I/O devices. Each lane in PCIe 5.0 supports 32 GT/s.
CXL.cache and CXL.mem enable the device to access the CPU’s
memory and the CPU to access the device’s memory, respectively.

The CXL.mem protocol enables the direct connection of memory
devices to the host CPU, improving both memory capacity and
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Figure 1: (a) CXL for memory expansion. (b) 68-byte CXL Flit.

bandwidth [70, 73]. With support from the host CPU and the CXL
controller, this protocol allows for the transparent exposure of CXL
memory as remote NUMA node memory, as shown in Figure 1.
Data in CXL memory can be directly transferred to the host CPU’s
Last-Level Cache (LLC) through regular load/store instructions,
effectively enhancing memory bandwidth and capacity.

CXL multiplexes its three protocols at the PCIe physical layer.
The transfer unit for each protocol is a Flit (Flow-Control Unit).
CXL 1.0, 1.1, and 2.0 specifications define a 68-byte Flit [22, 23, 68].
CXL 3.0 specification introduces additional 256-byte Flits [22]. Each
68-byte Flit comprises a 2-byte protocol-ID, a 64-byte payload, and
a 2-byte CRC (Cyclic Redundancy Check) protecting the payload
(Figure 1 (b)).

2.2 CXL Integrity and Data Encryption

CXL 2.0 introduces Integrity and Data Encryption (IDE)[21], en-
abling secure end-to-end communication between CXL ports and
trusted components. It ensures confidentiality, integrity, unique-
ness, and replay protection at the Flit level using 256-bit AES in
Galois Counter Mode (AES-GCM)[51]. Figure 2(a) illustrates the
detailed computation of ciphertexts and the MAC for a 64-byte
cacheline in Skid mode. AES-GCM employs the IV, counter, and
encryption key to create a One-Time Pad (OTP), which is then
XORed with the plaintext to produce the first 256-bit ciphertext
segment. The counter is incremented or computed using a formula
securely shared between the sender and receiver, and this synchro-
nized counter is subsequently used to encrypt the second segment.
The MAC is generated using a hash subkey derived from the main
encryption key, involving operations such as multiplication in the
Galois Field and XORing with ciphertexts. Since the OTP takes the
synchronized counter as input, it also guarantees message unique-
ness, meaning that transferring the same Flit will produce different
ciphertexts. Furthermore, as the OTP is address-independent, GCM
encryption/decryption latency can be mostly hidden using GCM
OTP precomputation[2, 52, 61].

Unlike previous approaches that generate one GCM MAC per
cacheline [9, 62], CXL IDE improves performance by creating a
single GCM MAC for batches of up to 128 cacheline transfers, re-
ferred to as a MAC epoch. In the Skid mode of CXL IDE, data
is decrypted to plaintext and transmitted to the receiver without
awaiting completion of MAC authentication. Conversely, in Con-
tainment mode, the plaintext becomes usable only after passing the
MAC authentication.
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Figure 2: CXL IDE (a) Skid mode and (b) Containment mode.

2.3 Memory Encryption

Current TEEs, including AMD SEV and Intel TDX, employ AES-
XTS (counterless) memory encryption. Although this encryption
does not require additional metadata, except for data address, iden-
tical addresses containing the same content will yield the same
ciphertext (see Figure 3 (a)).

AES

Plaintext

CTR

Tweak (Address)

AES

𝛼j

AES

Plaintext

Key1

Key2

Address

CiphertextCiphertext

Key
OTP

(b) Counter Mode Encryption(a) Counterless Encryption

Figure 3: (a) Counterless and (b) Counter Mode Encryption.

In traditionalmemory encryption schemes, such as Intel SGX1 [39],
AES-CTR (counter mode) encryption is employed. Each data block
is encrypted and decrypted using an OTP, generated via AES com-
putations that utilize the block’s address and an associated counter
as inputs (Figure 3 (b)). To ensure ciphertext uniqueness, the counter
is incremented with each memory write.

From a performance standpoint, for an LLCmiss, CTR encryption
hides most latency on counter hits, as the OTP computation can
occur concurrently with data retrieval, and the XOR operation
incurs trivial latency. However, in applications with irregular access
patterns, these benefits are negated due to increased counter misses.
Conversely, with XTS encryption, the second AES computation
must await the arrival of the ciphertext. Thus, the latency of this
second computation is unavoidable.

2.4 Split Counter

Split counter schemes [63, 75, 90] utilize a large major counter
alongside a series of minor counters, allowing 64 counters for 64
cachelines in a page to fit into a single 64B cacheline, reducing the
space required for counters. Typically, this includes 7-bit and 3-bit
minor counters, as illustrated in Figure 4. The counter value for AES
encryption is derived by combining the shared major counter with
the private minor counter using the formulaMajor Counter ≪minor
counter bit-width + minor CTR. Upon a minor counter overflow,
the major counter is incremented, requiring the re-encryption of
the associated page using the new major counter. This process

involves reading, decrypting, re-encrypting, and writing back all
cachelines that share this major counter, significantly reducing
system performance. Given their limited bit-width, minor counters
are more frequent to overflow compared to monolithic counters.

minor CTRs
(64 * 7b) 

minor CTRs
(128 * 3b)

Major CTR
(64b)

Major CTR
(64b)

Reserved
(64b)

Split Counter (7bit) Split Counter (3bit)

Cipher Counter = Major CTR  << minor CTR bit-width  + minor CTR 

Figure 4: Different split counter schemes

2.5 Baseline and Threat Model

Baseline: Figure 5 illustrates the state-of-the-art baseline utilizing
a XTS TEE [4, 40] integrated with CXL IDE [21]. The host CPU
employs the XTS TEE to encrypt its local memory using key 1.
Similarly, the CXL module encrypts the CXL memory using key 2.
The key exchange between the host CPU and CXL module, enabled
by TEE IO and TEE TDISP [58], permits the CPU to decrypt cipher-
text encrypted with key 2 directly. All message transfers along the
CXL link are secured with key 3, which involves encryption and
authentication processes executed within the Root Complex of the
CXL/PCIe component.
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Figure 5: The baseline using XTS TEE and CXL IDE

Threat Model: This baseline adopts the threat model of XTS
TEE [4, 40] and CXL IDE [21]. The Trusted Computing Base (TCB)
of this system includes the processor, memory controller, CXL con-
troller, CXL/PCIe component, enclave Virtual Machine (VM), and
processor-reserved memory, while all other hardware (e.g., off-chip
memory) and software (e.g., operating systems and hypervisors)
are considered untrusted. Threat scenarios include full adversary
control over privileged software, aiming to compromise data con-
fidentiality and integrity. Physical access to the system, which
enables data snooping on the CPU–memory bus without the ability
to modify the transmitted data.

For the CXL link, an adversary could intercept, tamper with,
and replay stale data values. Although important, side-channel
attacks [43, 49], CPU bugs [81], and denial-of-service [84] are out
of scope of the threat model.

CXL IDE ensures confidentiality, integrity, uniqueness, and fresh-
ness, whereas XTS TEE provides solely confidentiality. To protect
the CXL link from corruption and replay attacks, a CXL memory
read from the host CPU encrypts the 64-byte payload of a 68-byte
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Figure 6: Critical path of an LLC miss for secure CXL memory in different designs under skid mode.

Table 1: Performance and security comparison with different designs for secure CXL memory

Performance Security

Designs
LLC miss latency

Bandwidth

consumption

Security metadata

updates per write

Counter

overflow overhead

Memory

space

Confidentiality, Integrity,

Replay protection
Uniqueness

XTS TEE and CXL IDE High Zero 0 Zero Zero Yes Yes

CTR TEE and CXL IDE Medium Medium 1 Low Small Yes Yes

Split CTR TEE and CXL IDE Low Low ~ Medium 1 High Small Yes Yes

CTR TEE with an integrity tree Low High Multiple High Large Yes No

AIORE (our work) Low Low 0 or 1 Nearly Zero Small Yes Yes

Flit at the CXL memory module using CXL link key 3 before trans-
mission to the host CPU. Upon receiving, the host CPU decrypts it
with key 3. However, the cacheline remains encrypted with key 2
until the host CPU decrypts it again and stores the plaintext in the
CPU cache in CXL skid mode. In parallel, the MAC is generated
after encryption. Following the transfer of up to 128 messages, the
MAC is sent to the compute node for authentication. A CXL mem-
ory write has a similar process to a read, with the difference in the
encryption process: data is encrypted with key 2 at the compute
node and further encrypted with key 3. The CXL memory module
decrypts only the key 3 encryption and stores the ciphertext still
encrypted with key 2.

3 Motivation

This section presents our analysis of potential improvements and
opportunities for a new solution.

3.1 Analysis of Potential Solutions

A rich set of research has been conducted on improving the perfor-
mance of TEEs [7, 12, 28, 29, 31, 35, 42, 45, 64, 69, 75, 80, 83]. Our
study investigates potential solutions aimed at reducing LLC miss
latency in the XTS TEEs and CXL IDE, focusing on approaches
such as the CounTeR (CTR) TEE and CXL IDE, the split CTR TEE
and CXL IDE, and the CTR TEE with integrity trees.

Figure 6 (a) outlines the critical path operations for an LLC
miss in XTS TEE and CXL IDE. Upon an LLC miss, the compute
node sends a data fetch request to the CXL memory❶. The CXL
memory responds by performing GCM encryption on the XTS-
encrypted ciphertext cacheline using a precomputed GCMOTP and
generating a MAC from the GCM-encrypted ciphertext ❷. When
the Flit carrying the encrypted cacheline reaches the compute node,
GCM decryption occurs using the precomputed OTP, followed by
XTS decryption to restore the plaintext ❸❹. After a MAC epoch,

the MAC is transferred to the compute node for the authentication
of all Flits within this epoch.

Although data is XTS-encrypted in CXL memory, transferring
the XTS-encrypted ciphertext directly violates the threat model of
CXL IDE, which employs the GCM algorithm. This direct transfer
fails to ensure uniqueness, exposing it to non-plaintext attacks.
In addition, GCM encryption and decryption can be performed
effectively by XORing the XTS-encrypted ciphertext with the pre-
computed OTP, incurring negligible overhead.
CTR TEE and CXL IDE: One possible solution is to replace the
counterless TEE with CTR mode TEE. This solution can hide the
CTR decryption latency on counter hits, as some counters are
cached in the compute node. Figure 6 (b) shows critical path opera-
tions of an LLCmiss for CTR TEE and CXL IDE. If the counter of the
requested cacheline is hit in the compute node, the data fetch and
calculation of CTR OTP can be performed in parallel ❶. Afterward,
the compute node first performs GCM decryption with precom-
puted GCM OTP, and then plaintext can be obtained by XORing
CTR-encrypted ciphertext with the precomputed CTR OTP ❸. If
the counter is missing in the compute node, both the requested data
and its counter need to be fetched to perform CTR decryption ❹,
exposing similar latency as the baseline.
Split CTR TEE and CXL IDE: This design leverages split counter
designs [75, 90] to improve hit rates and reduce bandwidth con-
sumption in CTR TEE and CXL IDE. However, it leads to more
frequent counter overflows, requiring the re-encryption of entire
pages and increasing high counter overflow overhead.
CTR TEE with an integrity tree: Another alternative solution
is to utilize CTR TEE with an integrity tree as the replacement
for the entire baseline. CTR mode TEEs equipped with integrity
trees ensure the integrity and replay protection by utilizing per-
cacheline MACs and an integrity tree derived from encryption
counters. This method includes all baseline defenses, except for
message uniqueness. In a CXL environment, transferring ciphertext
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and associated security metadata to the compute node enables
integrity verification and replay attack detection without the need
for GCM encryption and decryption. Provided the integrity tree’s
root is securely transmitted, any modifications to ciphertext or
security metadata become detectable.

Figure 6 (c) illustrates the critical path operations of this solution.
Beyond concealing TEE decryption latency in CTR mode TEEs, this
approach eliminates the need for GCM encryption and decryption.
Verification of the MAC and integrity tree can occur either concur-
rently with or subsequent to plaintext calculation ❸, aligning with
CXL IDE defenses. If any security metadata, such as the counter,
MAC, or integrity tree node, is missing at the compute node, it must
be retrieved from CXL memory.

3.2 Limitations of State-of-the-art Solutions

As analyzed in Section 3.1, CTR encryption can eliminate most secu-
rity overhead with a high counter cache hit rate. We quantitatively
evaluate state-of-the-art counter cache optimizations and hybrid
CTR-XTS encryption. Following prior work, our experiments use
a dedicated counter cache and memory-intensive benchmarks on
Gem5 v24.0.0.1 [32]. All application memory is allocated on CXL
memory. The default cache replacement policy is LRU. Further
details of our evaluation methodology are provided in Section 5.

3.2.1 Prior Work on Optimizing Counter Cache. A practical ap-
proach to improving counter cache hit rates is to use a more com-
pact counter format. However, this increases overhead due to more
frequent minor counter overflows, as all cachelines sharing a major
counter (e.g., 64 cachelines in a 7-bit split counter) must be read, de-
crypted, re-encrypted, and written upon a minor counter overflow.
During this process, access to the affected cachelines is blocked
until re-encryption completes.

Figure 7: Security overhead (a) and memory traffic (b) of four

counter schemes.

We evaluate four counter designs: 3-bit minor counter (3b-Split)
[63], 7-bit minor counter (7b-Split) [90], 64-bit monolithic counter
(64b-Mono), and 3-bit morphable counter (3b-Morph) [63], which
optimizes overflow handling. Figure 7 (a) presents the security over-
head (i.e. performance overhead introduced by security functional-
ities) of these schemes. More compact counters improve counter
cache hit rates; however, they significantly increase overflow over-
head. For instance, 3b-Split has only 5.8% average other security
overhead, but overflows add 4.3%. Figure 7 (b) breaks downmemory
accesses to data, counters, and overflow-related operations. While
3b-Split reduces counter traffic, it introduces substantial (45% over

data access) traffic from handling overflow. The additional traf-
fic reduces available bandwidth and increases contention, further
affecting program performance.
Morphable Counter. The morphable counter [63] is designed for
integrity trees, which are less effective in securing CXL with State-
Of-The-Art (SOTA) TEEs, as state-of-the-art TEEs (e.g., Intel TDX,
AMD SEV) have eliminated integrity trees. It still incurs non-trivial
a 2.4% overflow overhead and 20.3% overflow traffic compared to
the insecure baseline. This is because it relies on two assumptions:
(1) the second and third lowest levels of the integrity tree often
contain zeros, an assumption that is not applicable under SOTA
TEEs; and (2) stream-like access patterns allow grouped counter
updates, which are less common in memory intensive workloads
on CXL.

Figure 8: Security overhead in (a) different counter cache

sizes and (b) counter cache replacement policy.

Larger Cache and Alternative Cache Replacement Policies.

We further evaluate the impact of larger counter cache sizes and
the BRRIP replacement policy on counter cache performance. Fig-
ure 8 (a) shows the security overhead of various counter formats
under different cache sizes, while Figure 8 (b) presents results with
the BRRIP policy. Although both approaches reduce counter cache
miss rates, overflow overhead and associated traffic remain un-
changed, resulting in limited performance gains.

Observation 1. Counter overflow overhead and associated mem-
ory traffic remain key bottlenecks in securing CXL memory.

3.2.2 Prior Work on Hybrid XTS and CTR Encryption. A recent
work, Counter Light [82], proposes adding the 16-byte ECC bus
to support hybrid XTS and CTR encryption for improved TEE
performance. On an LLC write, the memory controller selects XTS
if bandwidth utilization exceeds a threshold and CTR otherwise.
The additional 16-byte ECC stores the counter and encryption mode
for each cacheline. On an LLC miss, both the 64-byte encrypted
data and 16-byte ECC are fetched. If the cacheline uses CTR, the
OTP can be cached or computed in parallel with the data fetch on a
counter cache hit; otherwise, OTP generation occurs after the ECC
arrives.

Counter Light has two main limitations. First, it selects between
CTR and XTS encryption on each LLC writeback based on BW
utilization to reduce write traffic. However, selecting encryption
modes based on access frequency to optimize latency and overall
trafficwould offer greater performance benefits. Second, it sacrifices
compatibility by adding a separate 16-byte ECC bus alongside the
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64-byte data bus, which is incompatible with CXL’s 68-byte Flit
designed for extensibility on future switch-based systems.

To quantify the limitations of selecting encryption modes based
on BW utilization during LLC writebacks, we evaluate Counter
Light without ECC, incorporating a 64KB counter cache with a 7-bit
split counter. Evaluation details are provided in Section 5. In the first
experiment, we vary the BW saturation threshold used to switch
from default CTR mode to the XTS mode. In the second experiment,
we sort pages by access frequency and statically encrypt varying
percentages of the hottest pages with CTR mode, leveraging its
efficiency for frequent accesses, while encrypting the rest with XTS.
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Figure 9 presents the security overhead of Counter Light under
different BW thresholds. Performance remains largely unchanged,
as encryption mode selection is solely based on BW utilization at
each LLC write-back, which does not strategically optimize overall
performance. Figure 10 shows the results when different percent-
ages of hottest pages are statically encrypted with CTR. In most
benchmarks, the best configuration of this approach yields better
performance than the best configuration in the first experiment,
showing 28.2% security overhead reduction.

These results indicate that Counter Light’s BW-based selection
is not strategic, as data is assigned an encryption mode in a non-
optimal manner. This highlights the potential of a dynamic, hotness-
aware encryption mode selection strategy to better leverage the
benefits of hybrid CTR and XTS encryption.

Observation 2. Selecting XTS and CTR encryption based on ac-
cess hotness can better exploit the benefits of hybrid encryption.

4 Adaptive Incremental Offloaded

(Re-)Encryption (AIORE)

4.1 Solution Intuition

Based on the two observations in Section 3, our design includes
two intuitions as follows.

(1) Hotness-aware Adaptive Encryption.Our system dynam-
ically monitors page hotness and initiates re-encryption to
adapt encryption modes: hot pages are converted to CTR-
encrypted to reduce access latency and improve counter
cache hit rates, while cold pages are converted to XTS-
encrypted to shrink the counter cache working set and re-
duce memory traffic from rarely reused counters.

(2) Incremental and Offloaded Re-encryption. Page re-
encryption, triggered by encryption mode transitions or mi-
nor counter overflows, is performed incrementally alongside
regular program accesses and encryption/decryption opera-
tions, incurring no additional overhead. For pages not fully
accessed within a given period, incomplete re-encryption is
offloaded to the CXL memory module, avoiding latency on
the critical path.

With these two designs, our solution is able to fully exploit
performance benefits of hybrid encryption and offloading most of
overflow and encryption transition from the critical path without
adding extra memory buses.

4.2 Overview

To efficiently materialize our solution, we propose Adaptive Incre-
mental Offloaded (Re-)Encryption (AIORE), which includes
three designs:page hotness tracker, incremental re-encryption,
and offloaded re-encryption. The page hotness tracker dynam-
ically monitors LLC misses and writebacks to determine the appro-
priate encryption mode for each page and initiates re-encryptions
when necessary. For page re-encryption initiated by either an en-
cryptionmode transition or aminor counter overflow, re-encryption
operations are finished with program inherent accesses and en-
cryption/decryption processes, enabling incremental re-encryption.
Specifically, when a program reads a cacheline, it is automatically
decrypted using the previous encryption mode and, if applicable,
the old counter value. Upon writing back the cacheline, the new
encryption mode and, if CTR-encrypted, the new counter value
are employed. This approach leverages inherent program mem-
ory accesses for seamless re-encryption, avoiding extra operations.
However, if a program does not access all cachelines within a page
during a certain period, incomplete re-encryption is offloaded to
the CXL memory module to complete without adding latency to
the critical path.

Figure 11 depicts the design overview of AIORE. A Page Hotness
Tracker is introduced to dynamically assess page accesses based on
LLC misses and writebacks, and determine whether a page should
be encrypted using XTS or CTR. To support incremental and of-
floaded re-encryption, an Incremental Re-Encryption Bitmap Cache
(IREBC) is integrated into the compute node’s root complex, while
an Incremental Re-Encryption Bitmap Buffer (IREBB) is added in
the root complex of the CXL memory module, enabling incremental
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Figure 11: Overview of AIORE Design

offloaded page re-encryption. Additionally, the Memory Encryp-
tion Engines (MEEs) inherently support XTS and GCM encryption
in the baseline. We have additionally integrated support for CTR
encryption.

CXLmemory data pages are classified into three categories: CTR-
encrypted, XTS-encrypted, and Re-encrypting. CTR-encrypted and
XTS-encrypted pages are defined by the uniform encryption of all
cachelines within the page using a single encryption mode. Re-
encrypting pages are characterized by a re-encrypting state due
to an encryption mode transition or a counter overflow. The CXL
memory metadata region contains the counters for CTR-encrypted
pages (Counter Pages). In addition, the Incremental Re-Encryption
Bitmap Table (IREBT), which stores the encryption mode metadata
for all pages, also resides in the metadata space.
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Figure 12: Memory Layout and Metadata

4.2.1 Threat Model and Memory Layout. Our design follows the
baseline threat model described in Section 2.5. While it introduces
newmetadata for counters and their mapping to PFNs, we reuse the
dynamic counter mapping proposed by Intel SGX v2 [25], as shown
in Figure 12. Specifically, we reuse a secure page metadata table,
which is a per-enclave structure similar to a page table and records
the mapping from each CTR-encrypted or in-transitioning PFN to
its corresponding counters. Each entry stores the physical address
of the counter for a PFN and is allocated upon the creation of a
CTR-encrypted page and deallocated upon its deletion. Counters
are created and deleted together with the allocation and removal
of CTR-encrypted pages.

The secure page metadata table resides in trusted processor-
reserved memory to prevent unauthorized access, while counters

are stored in CXL memory. Our design provides the same confiden-
tiality guarantees of Intel SGX: obtaining ciphertext and counters
without knowing the secure encryption key does not compromise
data confidentiality. Both the secure page metadata table and the
page table are XTS-encrypted with the per-enclave key to ensure
confidentiality during transfers between the processor and DRAM.

4.2.2 Workflow. The operations of AIORE are illustrated as fol-
lows: Upon an LLC miss, the compute node issues a data read
request to the CXL memory module. The CXL memory module
retrieves the XTS- or CTR-encrypted ciphertext from its DRAM,
packs the ciphertext into a Flit, and then performs AES-GCM en-
cryption and authentication on the Flit. The GCM-encrypted Flit is
then transferred to the compute node. The compute node first de-
crypts the Flit to obtain the XTS- or CTR-encrypted ciphertext, and
then invokes XTS or CTR decryption on the ciphertext to recover
the plaintext, which is then placed in the cache.

For an LLC write-back request, the compute node first encrypts
the dirty cacheline using either XTS or CTR mode, depending on
the encryption state. The resulting ciphertext is then packed into a
Flit, which undergoes a second layer of encryption using the AES-
GCM engine for secure transmission. This GCM-encrypted Flit is
then transferred to the CXL memory module. The CXL memory
module decrypts the Flit using GCM, and the resulting XTS- or
CTR-encrypted ciphertext is stored in device DRAM.

4.3 Incremental Re-Encryption

As AIORE is based on the split counter for improving counter
cache performance, re-encrypting a page due to an encryption
mode transition or a counter overflow involves decrypting and then
re-encrypting all cachelines within it, requiring an additional 64
CXL memory reads and writes. Throughout this transition process,
access to the affected page is blocked, preventing any read or write
operations until the re-encryption is completed.

To reduce the additional read, write, and blocking overhead
associated with a page re-encryption, we introduce an incremental
re-encryption design. This approach leverages the encryption and
decryption processes inherent in program accesses to finish the
re-encryption. Specifically, when a program reads a cacheline, it is
automatically decrypted using the previous encryption mode and, if
applicable, the old counter value. Upon writing back the cacheline,
the new encryption mode and, if CTR-encrypted, the new counter
value are employed. Moreover, in cases of silent eviction from the
cache, AIORE will encrypt the evicted cacheline using the new
mode. Incremental re-encryption significantly reduces the need
for additional reads, writes, and the associated blocking during
re-encryption.

To support this idea, we design an Incremental Re-Encryption
Bitmap Cache (IREBC), which is an LRU cache that records re-
encryption states of pages accessed by the host, including both
re-encrypting and regular ones, and backs on the in-memory Incre-
mental Re-Encryption Bitmap Table (IREBT) for the entry replace-
ment. For re-encrypting pages, IREBC records the re-encryption
states of all cachelines within a page (refer to Figure 13). IREBT
also records the regular pages, allowing the determination of the
cacheline encryption mode in LLC writeback.
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Each IREBC entry has a 36-bit Page Frame Number (PFN), 3-bit
re-encryption state. For those re-encrypting pages, an extra 64-bit
incremental re-encryption bitmap is added, to specify whether the
re-encryption of each cacheline in this page has completed or not.

We adopt a 3-bit minor counter scheme [63] with a slight mod-
ification. Instead of using a single major counter shared across
128 3-bit minor counters, each counter cacheline has two major
counters, each associated with 64 3-bit minor counters. This design
allows two pages linked to the same counter cacheline to re-encrypt
independently. Each counter cache entry holds a 36-bit PFN for the
first page; the first 32 bytes of the cacheline contain counters for
the first page, with the remaining 32 bytes allocated to the second
page.

Additionally, two unused bits in the CXL memory PTE are used
to indicate the encryption states, enabling the skipping of IREBC
searches for LLC misses on regular pages.
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Figure 13: Design andworkflow of incremental re-encryption

4.3.1 Handling XTS- or CTR-encrypted pages. ❶ The core sends
memory requests to the TLB and cache in parallel. Upon an LLC
miss ❸, the page encryption state is retrieved from the TLB result ❷.
Upon a cache writeback, the encryption state is obtained through
IREBC ❹. The PFN of the page to which the write-back cacheline
belongs is used to find the corresponding entry in the IREBC; then,
the page re-encryption state is extracted from the entry. If the entry
is not found in IREBC (i.e., an IREBC miss), a read is performed
to retrieve the missed entry from the Incremental Re-Encryption
Bitmap Table (IREBT). If the page is not re-encrypting, access pro-
ceeds using either XTS or CTR encryption/decryption, as specified
by the encryption mode of the page.

4.3.2 Handling incremental transition between XTS and CTR. If a
page is decided to transition between encryption modes, the IREBC
entry of the page is modified with the corresponding re-encryption
state, and all bitmap values are initialized to 0 to denote an incom-
plete re-encryption. The PTE’s encryption state for this page is
updated to "re-encrypting". When the XTS to CTR transition starts,
an entry that records the major counter and all minor counters is
created with all initial values of 0.

To determine a page’s transition from XTS to CTR or XTS to CTR,
the system checks the re-encryption state of the IREBC entry ❹.

For read accesses, the system also verifies whether the cacheline
has completed its re-encryption ❺. If completed, the cacheline is
decrypted using the new encryption mode; if not, it continues with
the old mode ❻. Write accesses and silent evictions also involve the
check of cacheline re-encryption bitmap ❺. The new encryption
mode is applied for encryption regardless of the completion of the
re-encryption ❽; if incomplete, the system also updates the bitmap
to indicate the completion of the re-encryption ❾. Upon completion
of all re-encryptions for this page, the entry is reserved for LLC
writeback, and the page’s PTE is updated to reflect the new encryp-
tion status, either XTS- or CTR-encrypted. When transitioning to
XTS mode, the corresponding counter cache entry for the previous
CTR mode is deleted upon completion of the transition.

4.3.3 Handling incremental re-encryption of counter overflow. Upon
detecting a minor counter overflow within a page, all cachelines
must be decrypted and re-encrypted with a new counter value.
Building on prior works that reset all minor counters to zero and
increment the major counter to reduce the frequency of overflows,
our approach implements these changes incrementally.

The corresponding entry in the IREBC is modified for the af-
fected page, indicating an incomplete re-encryption with all bitmap
values set to zero. The PTE’s encryption state is updated to "re-
encrypting". In the counter cache, original counter values are used
for incremental re-encryptions to new values.

To determine whether a page is undergoing re-encryption due to
a counter overflow, the system checks its re-encryption state ❹. If a
cacheline has completed its re-encryption, a read access is decrypted
using the counter new value, computed as (𝑚𝑎𝑗𝑜𝑟_𝑐𝑜𝑢𝑛𝑡𝑒𝑟 + 1) ≪
3+𝑚𝑖𝑛𝑜𝑟_𝑐𝑜𝑢𝑛𝑡𝑒𝑟 ❻. During write-back, the cacheline is encrypted
with this counter new value, and the minor counter is incremented
by one ❼. If the cacheline has not completed its re-encryption,
decryption occurs using the old counter value,𝑚𝑎𝑗𝑜𝑟_𝑐𝑜𝑢𝑛𝑡𝑒𝑟 ≪
3+𝑚𝑖𝑛𝑜𝑟_𝑐𝑜𝑢𝑛𝑡𝑒𝑟 ❻. For write-backs or silent evictions, the minor
counter is reset to zero ❼, and encryption is conducted with the
updated value ❽. Subsequently, the corresponding bitmap bit is
marked as completed ❾. Once all bits for the page are marked
as completed, the IREBC entry is removed, the major counter is
incremented by one, and the page’s PTE is updated to reflect its
new status as CTR-encrypted.

In AIORE, CXL memory pages are initially encrypted using
XTS. While there is a potential to dynamically choose or allow
the programmer to specify the initial encryption mode, we do not
explore this optimization due to space limitations.

4.4 Offloaded Re-Encryption

Although leveraging incremental re-encryptions that utilize in-
herent program access and encryption/decryption processes could
significantlymitigate overhead and bandwidth consumption, incom-
plete cacheline access within a certain period may increase IREBC
entries, reducing the benefits of the incremental re-encryption.

To address this, we propose offloading the re-encryption to
the Root Complex at the CXL memory module when a page’s re-
encryption remains unfinished for a certain period. Subsequently,
any remaining unfinished cachelines are processed within the CXL
memory module. This approach effectively hides the latency of the
re-encryption process from the critical path and does not demand
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substantial architectural resources. This is feasible because CXL
memory modules are already equipped with memory encryption
engines capable of performing encryption and decryption tasks.
Moreover, the latency associated with accessing CXL memory from
the CXL memory module is considerably lower than that from the
compute node, further enhancing efficiency.
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Figure 14: Offloaded Re-Encryption at CXL memory module

To support our design, we introduce the Incremental Re-
Encryption Bitmap Buffer (IREBB), which records pages undergoing
offloaded re-encryptions (as shown in Figure 14). Each entry in the
IREBB is similar to the entry in the IREBC, but additionally includes
a 256-bit split counter specific to the page. A difference of the IREBB
is that it operates as a first-come-first-out buffer, which obviates
the need for searching entries.

Figure 14 details the offloaded re-encryption workflow. When
an entry is evicted from the IREBC in the compute node, it is
transferred along with the corresponding counter cacheline to the
IREBB ❶. The XTS and CTR MEEs retrieve entries from the IREBB,
sequentially processing each not re-encrypted cacheline and updat-
ing the IREBB when they are idle ❷. Once all cachelines of a page
are processed, a response containing the PFN is sent back to the
compute node, which then updates the PTE’s encryption state and
the associated counter cache entry ❸. If an access is attempted to a
page currently being processed (i.e., the first entry in the IREBB),
it is temporarily blocked until the update completes ❹. This ac-
cess blocking mechanism simplifies the concurrency design and
marginally impacts performance, as the offloaded pages are those
that are infrequently used.

4.5 Page Hotness Tracker

CTR encryption is suitable for frequently accessed pages, while
XTS encryption is preferable for pages accessed less frequently. To
effectively select encryption modes based on page activities, we
propose monitoring page "hotness" to determine the appropriate
encryption method and initiate transitions between the two modes
as needed. We define a "hot page" as one that receives LLC misses
and write-backs within a specified time frame, suggesting higher
access rates in the near future. It only monitors LLC misses and
write-backs, as decryption only occurs when a cacheline is fetched
from CXL memory, and encryption is applied during write-backs
from the host to the device. Cache hits and silent evictions are not
counted.

When a page is identified as a "hot page," we initiate a transi-
tion to convert it to CTR encryption if it is not CTR-encrypted.
Conversely, when a page is classified as a "cold page," we tran-
sition it to XTS encryption if it is not currently XTS-encrypted.
Considering the overhead of transition re-encryption, we employ a
higher threshold (i.e. hotness threshold) to categorize a page as hot
and a lower threshold (i.e. coldness threshold) to define it as cold,
reducing unnecessary re-encryptions.
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Figure 15: Page hotness tracker at host CPU

To support this idea, we propose a page hotness tracker with
Least Recently Used (LRU) replacement policy. Each entry has a
36-bit PFN and a 5-bit access counter that is initialized to 0 when a
new entry is created (see Figure 15).

The workflow is shown in Figure 15. When an LLC read miss or
write-back occurs, the PFN is extracted, and the access counter for
the corresponding entry in the tracker is incremented in parallel
with processing the access ❶. If a page’s access counter overflows
(i.e., reaches the hotness threshold) and the page is currently XTS-
encrypted, an interrupt is issued to transition the encryption mode
to CTR. This process includes changing the page’s encryption state
to "re-encrypting" and creating entries in the counter cache and the
IREBC with the appropriate re-encryption state ❷. When an entry
is evicted from this cache, the system checks the access counter. If
the counter value is below the threshold for transitioning to XTS
encryption (coldness threshold) and the page is not currently XTS-
encrypted, an interrupt is issued to transition the encryption mode
to XTS ❸.

To make the page hotness tracker adaptive to varying workloads,
the system dynamically adjusts the hotness threshold to maintain
a high counter cache hit rate. It periodically monitors the counter
cache hit rate: if the hit rate exceeds a predefined threshold, the
hotness threshold is slightly reduced to increase the number of
CTR-encrypted pages; if the hit rate falls below the threshold, the
hotness threshold is slightly increased to reduce the number of
CTR-encrypted pages. Although dynamically selecting the hit rate
threshold may further optimize performance, in our evaluation
a fixed threshold (95%) is used. The hot and cold thresholds are
initially set to 16 and 8.

4.6 Area Overhead

AIORE imposes small storage overhead, as detailed in Table 2. On
the host side, the root complex is equipped with an IREBC, a page
hotness detection cache and a 64KB 8-way counter cache, collec-
tively requiring 67496 bytes of on-chip storage. On the device side,
the CXL controller includes an additional 2456 bytes of on-chip
storage for IREBB. In total, the combined added storage for both
the host and device amounts to 69952 bytes. Every two consecu-
tive CTR-encrypted 4KB pages require a 64-byte counter cacheline,
which is only on average 0.78% of the data size.

A host can connect to multiple CXL modules. For the compute
node, the number of entries in the proposed architecture can be
extended to efficiently support our design. We estimate a space
overhead of 66KB per CXL module. An Intel Xeon 6th processor
can connect to up to 8 CXL modules [67], resulting in a maxi-
mum of 528KB overhead. This overhead resides in the CXL/PCIe
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Table 2: Area overhead for each host node per CXL module.

Host Side Entry size (bits) # of entries Size (bytes)

IREBC 102 128 1632
Page Hotness Detection Cache 41 64 328
Counter Cache 512 1024 65536
Device Side Entry size (bits) # of entries Size (bytes)

IREBB 614 32 2456

root complex, allowing simple scaling without modifications to
core/cache for multiple CXL modules. However, prior research on
shared and private caches suggests that it is unnecessary to linearly
increase the number of entries per CXL module to maintain perfor-
mance [27, 44]. Similarly, each CXL memory module can connect
to multiple hosts, adding up to 2.5KB per host. Notably, both host
and device side space overhead are independent of the memory
capacity, as the size of the IREBB can be adjusted accordingly to
match the MEEs throughput. On the host side, higher CXL memory
capacity may lead to more LLC misses, which would increase the
performance improvement of our work over prior works.

4.7 Power Overhead

We use CACTI [77] to estimate the power overhead of AIORE’s
additional security-related on-chip storage and encryption engine
operations. The added storage contributes 60.41 mW of leakage
power, which accounts for an additional 0.83% of the power con-
sumed by the existing on-chip cache.

AIORE has the similar power consumption for supporting en-
cryptions, because existing CXL TEEs are already equipped with
AES-XTS and AES-GCM engines for implementing CXL IDE. Our
design introduces no additional encryption on the host side due
to incremental re-encryption. On the device side, offloaded re-
encryption adds some overhead, but it accounts for only a small
fraction of the total encryption workload (approximately 4.1% in
our experiments).

4.8 Security Analysis

AIORE adopts the baseline’s threat model, introduces no new attack
surfaces, and does not compromise the security properties of the
baseline. All new components are integrated into the trusted com-
puting base of the baseline. AIORE maintains security guarantees
that are equivalent to the baseline.

For confidentiality, data in memory is encrypted using either
XTS or CTR mode encryption, preventing attackers from stealing
sensitive information. When data is transferred through the link,
additional GCM encryption further increases the complexity for
attackers, enhancing transmission security.

Besides, the integrity of transferred data is ensured by the MAC
generated through the GCM authentication algorithm, computing
over all the Flits in a MAC epoch. With GHASH and GMAC, if an
attacker attempts to replay, reorder, add, or delete Flits, the attempt
will fail. Altering any single Flit will result in a MAC mismatch,
effectively preventing malicious modifications.

In addition to data security, metadata security is also protected.
The host transmits additional control messages, including offloaded
re-encryption requests, re-encryption completion notifications, and
metadata Flits such as IREBC entries and counter cachelines. These

Flits use the same encryption and authentication procedures as
data Flits.

AIORE’s adaptive encryption introduces varying access latencies,
which may lead to potential covert or side channels; however, indus-
try TEEs and CXL IDE exclude timing-based channels from their
threat models. Our design follows the same assumptions. There is
no evidence that whether our approach leaks more information
than prior CTR-based designs, as previous work may also reveal
hot addresses and access patterns through counter cache hits.

4.9 Discussion

AIORE can support tiered memory configurations. If local DDR acts
as a cache for CXL memory, the memory controller must encrypt
data during write-back from cache to local memory, as local mem-
ory is vulnerable to potential attacks. As for the flat mode, where
local DDR and CXL memory are treated as a single memory space,
data migration (such as page promotion) also incurs re-encryption
overhead. This is because the encryption mode relies on the mem-
ory address as a tweak, and address changes require re-encryption.
In this case, AIORE’s offloaded re-encryption capability can be
used before data transmission, so that the data does not need to be
re-encrypted by the host memory controller.

5 Evaluation Methodology

Table 3: Simulator parameters

Processor Configuration

CPU 4-core, OOO, x86-64, 4.00 GHz
L1 TLB 64 entries, 4-way, Access latency: 1 cycle
L2 TLB 1536 entries, 12-way, Access latency: 9 cycles
L1 Cache 64 KB, 8-way, 64 B block, Access latency: 2 cycles
L2 Cache 512 KB, 16-way, 64 B block, Access latency: 20 cycles
L3 Cache 8MB, 32-way, 64 B block, Access latency: 30 cycles

Memory Controller and CXL Root Complex Configuration

Memory Channel One channel per 4-core
Counter Cache 64 KB, 8-way, 64 B block
IREBC 128 entries, Access latency: 30 cycles
IREBB 32 entries, Access latency: 30 cycles
Page Hotness Detection Cache 8-way LRU cache, 64 entries
AES Operation 56 cycles
XOR Operation 1 cycles
GCM Authentication 40 cycles

CXL Device Memory DDR5 4400 MHz
tRCD/tCL/tRP/tRAS/tWR = 14/14/14/32/30 ns

CXL Round Trip Latency 70 ns [46]

Simulator: We evaluate our design using Gem5 v24.0.0.1 [32]. Ta-
ble 3 presents the simulation arguments. A dedicated cache is main-
tained for the counter cache. All AES operations, including XTS
en/decryption, CTR and GCM OTP calculation are modeled with
a latency of 56 cycles, as reported in prior work [82]. The XOR
operation with the OTP in GCM and CTR modes takes 1 cycle,
while GCM authentication requires 40 cycles. We modify the host
memory controller to connect to the device CXL controller, which
is implemented as an independent component connected to DDR4
memory. The CXL transmission round-trip latency is set to 70 ns,
as shown in prior research [46].
Workloads: We evaluate our design using workloads with various
memory access patterns, following the approach of prior works [28,
82, 86]. These workloads are drawn from the benchmark suites
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SPEC2017 [19], IBM GraphBIG [54], and SPEC2006 [18]. For each
workload, we manually mark the region of interest (ROI) to begin
just before the main program logic, excluding input reading and
preprocessing. A checkpoint is created at the ROI entry, from which
we fast-forward Gem5 and simulate 5 billion instructions to collect
results.
Schemes:We compare AIORE with seven other schemes:
(1) XTS TEE and CXL IDE (XTS IDE): Enabling transmission secu-

rity with CXL IDE and memory security with AES-XTS mode.
(2) Split CTR TEE and CXL IDE (CTR IDE): Another CXL IDE-based

TEE solution but replace XTS encryption with CTR encryption,
using split counter with 7b minor counter, as it provides the
best performance among other counter schemes (see Figure 7).

(3) Counter Light and CXL IDE (CL IDE): This scheme uses the
Counter Light scheme [82], which supports switching the cache-
line encryption mode between CTR and XTS based on a fixed
memory bandwidth usage threshold. Notably, Counter Light
requires an ECC bus to transfer an additional 16B of MAC, Par-
ity and counter along with the 64B of data in a single memory
access, thereby avoiding an additional memory access for the
counter. An OTP memorization table is used to store OTPs and
eliminate computation on hits.

(4) Counter Light and CXL IDE without ECC Bus (CL IDE w/o
ECC Bus): This scheme removes ECC bus support from CL IDE.
We replace its memorization table with a 64K counter cache
in the read path, avoiding the mandatory second read of the
counter due to the absence of the ECC bus. Both CL schemes
are equipped with split counter with 7b minor counter.

(5) Morphable Counter and CXL IDE (MorphCTR): This scheme
uses 3-bit minor counters to enhance counter cache efficiency
and employs Zero Counter Compression along with Minor
Counter Rebasing techniques tomitigate the overflow frequency
caused by the reduced counter size.

(6) Morphable Counter and CXL IDE with BRRIP Replacement
Policy (MorphCTR w/ BRRIP): This scheme replaces the LRU
policy with the BRRIP replacement policy in MorphCTR.

(7) ShieldCXL: An oblivious security memory scheme based on the
CXL IDE and XTS mode. Obliviousness is supported by encrypt-
ing both payload and Flit metadata, and inserting additional
dummy Flits when the link is idle to hide the traffic differences
between read and write requests.

6 Evaluation

6.1 End-to-end Results

Figure 16 illustrates the normalized execution time of all 13 bench-
marks, along with the average results in single-core and eight-core
settings. In the single-core case, the CTR IDE and XTS TEE solutions
show, on average, 8.3% and 10.5% higher execution times over Inse-
cure CXL, respectively. CTR outperforms XTS in most benchmarks
due to the benefit of counter cache hits. The CL IDE with ECC
bus reduces 35.7% security overhead over CTR IDE, as the counter
arrives simultaneously with the data thanks to the additional ECC
bus. However, its performance is constrained by the hit rate of
the memorization table, which fails to hide OTP latency when a
table miss occurs. Additionally, the memorization table may raise
security concerns as it computes the OTP with separated counter

value and data address [82]. CL IDE without ECC bus shows an 8.3%
overhead, similar to CTR IDE, as few workloads reach the mode
transition threshold. MorphCTR and its BRRIP variant exhibit 8.1%
and 7.9% overhead, respectively. Although they demonstrate bet-
ter counter cache efficiency, their performances are hindered by
overflow overhead. ShieldCXL incurs a 15.2% overhead, as it must
insert dummy Flits to obscure the access patterns of read and write
operations. AIORE outperforms CTR IDE by reducing its 58.6%
security overhead in the single-core scenario, as it avoids counter
cache pollution and eliminates the overhead of re-encryption.
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Figure 16: (a) Single-core and (b) Eight-core end-to-end nor-

malized execution times (normalized to the Insecure CXL)
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Figure 17: Average end-to-end normalized execution times

in 2/4/8 cores (normalized to the Insecure CXL).

In the eight-core scenario, where shared memory bandwidth con-
tention becomes intensive. XTS IDE delivers better performance
for most benchmarks than the single-core scenario, inuring 9.9%
overhead over Insecure CXL, as it completely eliminates the extra
bandwidth consumption associated with retrieving counters. CL
IDE benefits from switching cacheline encryption modes from CTR
to XTS, incurring 9.3% overhead Insecure CXL. Since this switch
occurs at a fixed bandwidth threshold (60%), CL IDE shows similar
results to XTS IDE. CL IDE without ECC bus also benefits from
XTS mode switching, resulting in a 12.9% overhead. In contrast, the
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other three CTR based schemes (CTR IDE, MorphCTR, and Mor-
phCTR with BRRIP) experience up to a 28% slowdown, as counter
and overflow accesses further compete with data accesses for lim-
ited bandwidth. reduces the security overhead by 43.1% and 63.2%
compared to CL IDE and CL IDE without ECC bus, respectively, by
dynamically selecting the encryption mode and fully leveraging the
performance benefits of CTR encryption. Besides, the overhead of
ShieldCXL narrows to 13.5%, as less additional dummy Flits needed
due to the busy link.

Figure 17 presents the average performance results for 1-, 2-, 4-,
and 8-core scenarios. The data exhibits a trend: as the number of
cores increases and bandwidth limitations intensify, XTS IDE grad-
ually outperforms CTR IDE, which requires additional metadata
access. The other two CTR based schemes, MorphCTR and Mor-
phCTR with BRRIP show more significant 10.7% and 9.5% perfor-
mance degradation due to increased memory accesses for handling
overflows. In contrast, both Counter Light schemes and AIORE ben-
efit from encryption mode switching. AIORE demonstrates greater
improvement in the 4-core and 8-core cases, as Counter Light’s
switching is solely based on bandwidth consumption, ignoring the
potential performance gains from accelerating frequently accessed
cachelines. In contrast, AIORE achieves substantial performance
gains through the synergy of per-page adaptive encryption and
its incremental and offloaded re-encryption mechanisms. In com-
parison with all other schemes, AIORE incurs a 3.2–4.3% (3.7% on
average) security overhead from single- to 8-core settings, reducing
the security overhead by 35.3% to 78.3% (62.8% on average).

6.2 Detailed Analysis
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insecure CXL)

Ablation Study: To systematically analyze the source of AIORE’s
performance gains, we gradually disable different functionalities of
AIORE to compare their effects, namely, the page hotness tracker
(HotTracker), the split counter with 3-bit minor counters (3b-Split),
and incremental and offloaded re-encryption (ReEncryptionOpt).
The results are shown in Figure 18. Additionally, to better under-
stand AIORE’s performance advantage over CTR mode, we config-
ure AIORE to initially use CTR mode for all pages instead of XTS
mode, and make sure the stable system state match that of the XTS
case. Page hotness tracking and adaptive encryption approximately
reduces 27.7% security overhead over CTR IDE, demonstrating their
advantages over CTR mode by eliminating the need to maintain
counters for cold pages. Using the 3b split counter rather than the
7b scheme contributes the 15.6% security overhead reduction, due

to a reduced counter cache hit rate caused by the less compact
counter format. Finally, incremental and offloaded re-encryption
contributes the 24.1% security overhead reduction, primarily by
removing overflow handling overhead from the critical path.
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Figure 19: Page partition

Page Partition: Figure 19 illustrates the page partitioning results
from the page hotness detection, revealing application-specific
memory characteristics. For workloads where over 50% of pages are
classified as CTR pages, such as 605.mcf_s, 619.lbm_s, and 433.milc,
AIORE avoids additional metadata overhead by excluding infre-
quently accessed pages from counter maintenance. This approach
increases the likelihood of counter hits for CTR pages and helps
prevent counter cache pollution. For benchmarks characterized by
low memory reuse and consequently lower CTR page ratios, such
as imagick_s, kCore, and astar, AIORE applies XTS to most pages
and avoid metadata access. Besides, AIORE effectively captures fre-
quently accessed pages in their memory footprint and accelerates
their memory access using CTR mode, thereby achieving improved
performance.
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Figure 20: Metadata bandwidth overhead

Metadata Bandwidth: When comparing the bandwidth consump-
tion ofmetadata reads andwritebacks between CTR IDE andAIORE,
the reduction in metadata bandwidth usage varies across different
workloads, as illustrated in Figure 20. On average, AIORE’s meta-
data bandwidth utilization is approximately 20.8% of that in CTR
IDE. This demonstrates AIORE’s ability to capture application run-
time access patterns and reduce bandwidth consumption through
adaptive encryption, incremental and offloaded re-encryption. The
sources of bandwidth savings come from a large portion of pages
being classified as XTS pages, as seen in workloads like degree-
Centr and 638.imagick_s, and also root from reduced re-encryption
overhead, such as 620.omnetpp_s and 462.libquantum.
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Table 4: Sensitivity Study

IREBC size
Normalized

performance

Page Hotness

Detection Cache size

Normalized

performance

64 1.035 32 1.037
128 1.032 64 1.032
256 1.031 128 1.030

Sensitivity Study We conduct a sensitivity study to evaluate how
IREBC and page hotness detection affect AIORE’s performance. As
shown in Table 4, increasing the IREBC size from 64 to 256 entries
slightly reduces overhead from 3.5% to 3.1%. Since re-encryption
is off the critical path, its performance impact remains minimal.
In addition, the result shows that increasing the hotness detection
cache size from 32 to 128 reduces overhead from 3.7% to 3.0%, as it
improves hot page identification by tracking access patterns more
accurately, enabling better mode-switching decisions.

7 Related Work

To implement secure hardware enclaves for TEEs, many prior works
have proposed enhancing processors by integrating memory en-
cryption and integrity engines [1, 11, 14–16, 30, 34, 47, 48, 60, 63,
72, 76, 85]. While these secure engines provide basic encryption
and verification functionality, many designs further support stricter
integrity guarantees, such as freshness, using integrity trees like
the Merkle Tree [74] and its variants [31, 33, 60, 75]. Many research
focus on mitigating the negative impact of overhead from secure
engines, like improving the counter locality [35, 45, 53, 80], hiding
OTP overhead by pre-computation [2, 3, 50, 52, 61, 69, 83], reducing
the counter storage overhead [36, 42, 64], utilizing lightweight en-
cryption algorithm [7, 12]. These works provide parallel solutions
to our design and can be integrated into adaptive encryption to
speed up the CTR mode encryption. Other works pay attention to
reducing the overhead of the integrity tree, including shrinking the
integrity levels [42, 75], allowing sharing or transmission of the
integrity tree to reduce re-encryption overhead [28, 86]. This work
relies on the integrity tree, which has been abandoned in many re-
cent VM-based TEEs and cannot provide the uniqueness guarantee
of transmission as discussed before. Midsummer Night’s Tree [76]
explores metadata locality of hot memory regions to enhance the
persistency performance of integrity trees in secure persistent mem-
ory. Recent studies have explored hardware-based memory safety
mechanisms, which can be integrated with TEEs to enhance overall
system security further [87–89].

In the research of CXL TEE, Toleo [26] is the first work to extend
TEE into the CXL memory system. Toleo scales memory freshness
to tera-scale systems by replacing Merkle trees with trusted smart
memory as an extended TCB. It leverages CXL for secure commu-
nication and ensures safe, fresh version numbers without recursive
integrity checks. ShieldCXL [17] is another work supporting TEE
in the CXL environment. It achieves obliviousness for CXL secure
memory by inserting dummy Flits and encrypting Flit metadata
alongside payload data. However, neither of these works addresses
the inherent limitations of CXL IDE-based TEEs. In a related anal-
ysis, Stark et al. [71] evaluated the current state of CXL memory
safety, highlighting its inflexibility and reliance on coarse-grained

mechanisms. The authors propose adopting capability-based sys-
tems, for fine-grained and dynamic memory isolation to improve
CXL’s security and scalability.

8 Conclusion

In this work, we comprehensively analyze security solutions for
CXL memory, identifying critical performance bottlenecks asso-
ciated with current encryption approaches. To effectively secure
CXLmemory without sacrificing performance, we present Adaptive
Incremental Offloaded (Re-)Encryption (AIORE), a novel adaptive
encryption framework. By intelligently selecting between CTR and
XTS encryption based on access patterns, employing incremen-
tal re-encryption strategies, and offloading re-encryption tasks to
memory nodes, AIORE substantially reduces encryption overhead.
Extensive evaluations demonstrate that AIORE delivers an average
performance overhead as low as 3.7%, ensuring efficient and secure
adoption of CXL memory technologies in public cloud environ-
ments.
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