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Education                                                                                                                                                                          .  
University of California, San Diego 
 PhD Student, Computer Science       Sep 2018—present 

Master of Science, Computer Science        Sep 2018—Dec 2020 
Research topic: Designing Secure Public-Key Encryption for a Quantum World 

University of Minnesota, Twin Cities        Sep 2014—May 2018  
BS in Computer Science, summa cum laude with distinction  
BS in Mathematics, with distinction  
Honors Thesis: “Password-authenticated key exchange protocols with optimized reconciliation.”  

 
Publications                                                                                                                                                                    . 
Tighter Proofs for the SIGMA and TLS 1.3 Key Exchange Protocols. Davis H., Günther F. 
Proceedings of  International Conference on Applied Cryptography and Network Security. (ACNS 2021). 
https://doi.org/10.1007/978-3-030-78375-4_18. 
Separate Your Domains: NIST PQC KEMs, Oracle Cloning and Read-Only Indifferentiability. Bellare M., Davis 
H., Günther F. Proceedings of 39th Annual International Conference on the Theory and Applications of Cryptographic 

Techniques (EUROCRYPT 2020).  https://doi.org/10.1007/978-3-030-45724-2_1. 
Power Dissipation in Fractal AC Circuits. Chen, Joe P., Luke G. Rogers, Loren Anderson, Ulysses Andrews, Antoni 
Brzoska, Aubrey Coffey, Hannah Davis, Lee Fisher, Madeline Hansalik, Stephew Loew, Alexander Teplyaev. Journal of 
Physics A: Mathematical and Theoretical 50.32 (2017): 325205. https://arxiv.org/abs/1605.03890. 
 
Conference Presentations                                                                                                                                                 . 
Tighter, More Realistic Security Proofs for the TLS 1.3 Pre-Shared Key Handshake Protocols. 
Real World Crypto Symposium (upcoming)        April 2022 
Tighter Proofs for the SIGMA and TLS 1.3 Key Exchange Protocols.      
Applied Cryptography and Network Security 2021: https://www.youtube.com/watch?v=jyKMAq61JiU June 2021 
Separate Your Domains…           
Real World Crypto Symposium 2021: https://www.youtube.com/watch?v=X0Y6D5zLI-Y  Jan 2021 
EUROCRYPT 2020: https://www.youtube.com/watch?v=1edNUCnqgl8    May 2020 
Symmetry Groups of Multiple Gerechte Designs        
Pi Mu Epsilon Regional Meeting         Dec 2016 
Power Dissipation in Fractal AC Circuits 
American Mathematical Society Sectional Meeting       March 2016 

 
Research in Progress                                                                                                                                                         . 
The Security of Honeywords for Password-based Authentication.  Joint work with Dr. David Cash & Dr. Ruth Ng.  
Tighter, More Realistic Security Proofs for the TLS 1.3 Pre-Shared Key Handshake Protocols. Collaboration with 
Dr. Felix Günther and Dr. Tibor Jager, currently in submission. To be presented at the International Association for 
Cryptologic Research’s Real World Crypto Symposium in 2022. 
Tighter, Stronger Security Proofs for the TLS 1.3 and Signal Key Exchange Protocols. Joint work with Dr. 
Felix Günther and Dr. Mihir Bellare, currently under construction. 
Filtered Indifferentiability and the Multi-User Security of EdDSA. Joint work with Dr. Mihir Bellare, currently 
under construction. 
 
Experience                                                                                                                                                                        . 
University of California, San Diego, Graduate Student Researcher    Sep 2018—present 
Supervised by Prof. Mihir Bellare 
ETH Zürich, Academic Guest         Jul 2021-Nov 2021 
 Supervised by Dr. Felix Günther 
 -Collaborated with Dr. Felix Günther and Dr. Tibor Jager to study key exchange security for TLS 1.3. 
 -Designed security models and proved improved guarantees for the TLS 1.3 pre-shared key modes. 
 -Developed Python code to generate concrete estimates of security levels for TLS 1.3 at global use scales. 

https://doi.org/10.1007/978-3-030-78375-4_18
https://doi.org/10.1007/978-3-030-45724-2_1
https://arxiv.org/abs/1605.03890
https://www.youtube.com/watch?v=jyKMAq61JiU
https://www.youtube.com/watch?v=X0Y6D5zLI-Y
https://www.youtube.com/watch?v=1edNUCnqgl8
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 -Created and justified complex, modular models of the TLS 1.3 key schedule in the indifferentiability framework.  
 -Communicated research results to the broader research community in a seminar for the Zurich Information 
Security & Privacy Center. 
 
University of Minnesota, Twin Cities, Undergraduate Researcher    Sep 2017—May 2018  

Supervised by Dr. Nick Hopper. 
-Extended existing key-reuse attacks on post-quantum key exchange protocols to cover a wider range of 
reconciliation mechanisms. 
-Performed a literature review of state-of-the-art post-quantum key exchange techniques, particularly Ring 
learning With Errors (RLWE). 
-Proved asymptotic security bounds for a post-quantum password-authenticated key exchange protocol. 

 
National Security Agency, Intern, Director’s Summer Program     May 2017—Aug 2017  

-Designed a high-performance massively-parallel library implementing several advanced number theoretic 
algorithms using the Nvidia CUDA GPU framework.  
-Developed the fastest implementation of a number theoretic algorithm.  
-Briefed the Deputy Director of the National Security Agency on results in support of critical national 
intelligence requirements.  
 

University of Minnesota, Twin Cities, Undergraduate Researcher    Jan 2016—May 2017  
Supervised by Dr. Julie Rana, UMN Math Center for Educational Programs. 
-Analyzed algebro-geometric properties of Latin squares and other combinatorial objects using a variety of 
computer algebra software packages.  

 
University of Connecticut, Research Intern        May 2015—Aug 2015  

Supervised by Dr. Luke Rogers.  
-Studied electrical properties of theoretical infinite circuits based on the Sierpinski gasket. 
-Wrote Java program to calculate resistance and impedance across randomized self-similar circuits. 

 
Awards                                                                                                                                                                            . 
National Science Foundation Graduate Research Fellowship Program, Honorable Mention   2020  
University of Minnesota Undergraduate Research Scholarship        2018 
UMN College of Science and Engineering Dean’s List        2016—2018 
Maximillian Lando Scholar             2016 
Mathematical Association of America North Central Section Competition,  1st place Team     2015 
CodeDay Minneapolis: Best Application.           2015 
UMN College of Liberal Arts Dean’s List            2014—2016  
Bentson Family Scholarship             2014 
University of Minnesota Gold Scholar           2014 
National Merit Scholar            2014 
 
Teaching                                                                                                                                                                          . 
University of California, San Diego, Teaching Assistant  

Courses: 

- Introduction to Computer Security           Spring 2021 

- Introduction to Modern Cryptography               Spring/Fall 2020  

- Introduction to Computer Science and Object-Oriented Programming     Summer 2020  

- Introduction to Discrete Mathematics         Summer 2020  
 

 
University of Minnesota Twin Cities, Lead Teaching Assistant  
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Course: Introduction to Computer Programming (Python)     Jan 2015—May 2018 
- Led hands-on lab sessions and office hours for up to 40 students 
- Designed curricula, exercises, and quizzes to teach introductory programming concepts. 
- Graded homework, tests, and coding projects. 

 
InternalDrive Tech Camp, Instructor 

Course: Coding – Computer Science 101 (Python, Java, C++, BASIC)    May 2018—Aug 2018 
- Developed lesson plans and taught programming skills to beginning and intermediate students. 
- Independently led weeklong intensive courses for groups of 5-20 students between ages 8 and 18. 
- Learned new skills and languages on short notice to cover gaps in staff availability. 

 
Selected Coursework                                                                                                                                                        . 

Graduate: Modern Cryptography; Computer Security; Lattice Algorithms; Scientific Writing; Security, Privacy, & 
US Law; Applied Cryptography; Cyber Security; Computability & Complexity 
Undergraduate: Systems Security; Formal Languages & Automata, Computer Architecture; Operating Systems; 
Program Design & Development;  Machine Learning; Artificial Intelligence 
Mathematics: Advanced Algebra I & II; Complex Analysis; Error Correcting Codes & Finite Fields; Cryptology; 
Computational Algebraic Geometry; Enumerative Combinatorics; Real Analysis; Theory of Probability & Statistics 


