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Data sharing for better UX?

Taken from https://blog.openmined.org/, by 
Kyoko Eng

Sharing your photo with third parties 
is sharing:
• Location embedded in metadata
• Environment, e.g., landmarks
• Activities, habits
• Personality

https://blog.openmined.org/
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Problem Setup
Cloak

ML Model

Query: Is this person smiling?

Model response 
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Loss Function

Cross Entropy Loss:
To minimize Classification Error

Privacy Term: 
To maximize standard deviation of noise 

Lambda is a knob and 
controls the accuracy-

privacy trade-off

Cloak
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Suppression of Non-essential Features
Cloak

Replace with 0

Add high σ noise

Suppress to trained constant values

Possible approaches:
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Qualitative Results
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Figure 1: Cloak’s discovered features for target DNN
classifiers (VGG-16) for black-hair color, eyeglasses,
gender, and smile detection. The colored features are
conducive to the task. The 3 sets of features depicted
for each task correspond to different suppression ratios
(SR). AL denotes the range of accuracy loss imposed by
the suppression.
publicized representation by 85.01% with accuracy loss of
only 1.42%. In addition, we evaluate the protection offered
by Cloak against adversaries that try to infer data properties
from segregated representations on CelebA dataset (Liu
et al., 2015). We show that segregated representations
generated for “smile detection” as the target task effectively
prevent adversaries from inferring information about hair
color and/or eyeglasses. We show that Cloak can provide
these interpretations and protections even in a black-box
setting where we do not have access to the service provider’s
model parameters or architecture. We further show that
Cloak can improve the classifier’s fairness.

2 Cloak’s Optimization Problem
This section formally describes the optimization problem and
presents a computationally tractable method towards solving
it. Letx2Rn be an input, andc✓x andu✓xbe two disjoint
sets of conducive and non-conducive features with respect to
our target classifier (f✓). We construct a noisy representation
xc=x+rwhere r⇠N(µ,⌃) and⌃ is a diagonal covariance
matrix, as we set the elements of the noise to be independent.
This noisy representation helps find the conducive features
and is used to create a final suppressed representation xs that
is sent to the service provider. The goal is to constructxc such
that the mutual information between xc and u is minimized
(for privacy), while the mutual information between xc and
c is maximized (for utility). The is written as the following
soft-constrained optimization problem:

min
xc

I(xc; u)��I(xc; c) (1)

To solve this problem, we bound the terms of our opti-
mization problem of Equation 1, and then take an iterative
approach (Blundell et al., 2015). To this end, we find an
upper bound for I(xc; u) and a lower bound for I(xc; c).

2.1 Upper bound on I(xc;u)

Since u is a subset of x, the following holds:

I(xc; u)I(xc; x)=H(xc)�
1

2
log((2⇡e)n|⌃|) (2)

Where H(xc|x) is the entropy of the added Gaussian noise.
Here |⌃| denotes the determinant of the covariance matrix.
Then by applying Theorem 8.6.5 from (Cover & Thomas,
2012) which gives an upper bound for the entropy, to xc, we
can write:

I(xc; u) 1
2 log((2⇡e)

n |Cov(xc)|
|⌃| ) (3)

Since x and r are independent variables and xc=x+r, we
have |Cov(xc)|= |Cov(x)+⌃|. In addition, since covari-
ance matrices are positive semi-definite, we can get the eigen
decomposition of Cov(x) as Q⇤QT where the diagonal
matrix ⇤ has the eigenvalues. Since ⌃ is already a diagonal
matrix, |Cov(x)+⌃|= |Q(⇤+�2)QT |=

Q
n

i=1(�i+�2
i
).

By substituting this in Equation 3, and simplifying we get
the upper bound for I(xc; u) as the following:

I(xc; u) 1
2 log((2⇡e)

nQn
i=1(1+

�i
�2
i
)) (4)

2.2 Lower bound on I(xc;c)

Theorem 2.1. The lower bound on I(xc;c) is:

H(c)+max
q

Exc,c[logq(c|xc)] (5)

Where q denotes all members of a possible family of

distributions for this conditional probability.

Proof. The lemma and accompanying proof for this theorem
are redacted to save space.
2.3 Loss Function
Now that we have the upper and lower bounds, we can
reduce our problem to the following optimization where we
minimize the upper bound (Equation 4) and maximize the
lower bound (Equation 5):

min
�,q

1
2 log((2⇡e)

nQn
i=1(1+

�i
�2
i
))+�

P
ci,xci

(�logq(ci|xci
)) (6)

We write the expected value in the same equation in the
form of a summation over all possible representations and
conducive features. To make this summation tractable, in
our loss function we replace this part of the formulation
with the empirical cross-entropy loss of the target classifier
over all training examples. We also relax the optimization
further by rewriting the first term. Since minimizing this
term is equivalent to maximizing the standard deviation of
the noise, we change the fraction into a subtraction. Our final
loss function becomes:

L=�log 1
n

Pn
i=0�2

i +�E
r⇠N(µ,�2),x⇠D

h
�

PK
k=1yklog(f✓(x+r))k

i
(7)
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This noisy representation helps find the conducive features
and is used to create a final suppressed representation xs that
is sent to the service provider. The goal is to constructxc such
that the mutual information between xc and u is minimized
(for privacy), while the mutual information between xc and
c is maximized (for utility). The is written as the following
soft-constrained optimization problem:

min
xc
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To solve this problem, we bound the terms of our opti-
mization problem of Equation 1, and then take an iterative
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are redacted to save space.
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Figure 1: Cloak’s discovered features for target DNN
classifiers (VGG-16) for black-hair color, eyeglasses,
gender, and smile detection. The colored features are
conducive to the task. The 3 sets of features depicted
for each task correspond to different suppression ratios
(SR). AL denotes the range of accuracy loss imposed by
the suppression.
publicized representation by 85.01% with accuracy loss of
only 1.42%. In addition, we evaluate the protection offered
by Cloak against adversaries that try to infer data properties
from segregated representations on CelebA dataset (Liu
et al., 2015). We show that segregated representations
generated for “smile detection” as the target task effectively
prevent adversaries from inferring information about hair
color and/or eyeglasses. We show that Cloak can provide
these interpretations and protections even in a black-box
setting where we do not have access to the service provider’s
model parameters or architecture. We further show that
Cloak can improve the classifier’s fairness.

2 Cloak’s Optimization Problem
This section formally describes the optimization problem and
presents a computationally tractable method towards solving
it. Letx2Rn be an input, andc✓x andu✓xbe two disjoint
sets of conducive and non-conducive features with respect to
our target classifier (f✓). We construct a noisy representation
xc=x+rwhere r⇠N(µ,⌃) and⌃ is a diagonal covariance
matrix, as we set the elements of the noise to be independent.
This noisy representation helps find the conducive features
and is used to create a final suppressed representation xs that
is sent to the service provider. The goal is to constructxc such
that the mutual information between xc and u is minimized
(for privacy), while the mutual information between xc and
c is maximized (for utility). The is written as the following
soft-constrained optimization problem:

min
xc

I(xc; u)��I(xc; c) (1)

To solve this problem, we bound the terms of our opti-
mization problem of Equation 1, and then take an iterative
approach (Blundell et al., 2015). To this end, we find an
upper bound for I(xc; u) and a lower bound for I(xc; c).

2.1 Upper bound on I(xc;u)

Since u is a subset of x, the following holds:

I(xc; u)I(xc; x)=H(xc)�
1

2
log((2⇡e)n|⌃|) (2)

Where H(xc|x) is the entropy of the added Gaussian noise.
Here |⌃| denotes the determinant of the covariance matrix.
Then by applying Theorem 8.6.5 from (Cover & Thomas,
2012) which gives an upper bound for the entropy, to xc, we
can write:

I(xc; u) 1
2 log((2⇡e)

n |Cov(xc)|
|⌃| ) (3)

Since x and r are independent variables and xc=x+r, we
have |Cov(xc)|= |Cov(x)+⌃|. In addition, since covari-
ance matrices are positive semi-definite, we can get the eigen
decomposition of Cov(x) as Q⇤QT where the diagonal
matrix ⇤ has the eigenvalues. Since ⌃ is already a diagonal
matrix, |Cov(x)+⌃|= |Q(⇤+�2)QT |=

Q
n

i=1(�i+�2
i
).

By substituting this in Equation 3, and simplifying we get
the upper bound for I(xc; u) as the following:

I(xc; u) 1
2 log((2⇡e)

nQn
i=1(1+

�i
�2
i
)) (4)

2.2 Lower bound on I(xc;c)

Theorem 2.1. The lower bound on I(xc;c) is:

H(c)+max
q

Exc,c[logq(c|xc)] (5)

Where q denotes all members of a possible family of

distributions for this conditional probability.

Proof. The lemma and accompanying proof for this theorem
are redacted to save space.
2.3 Loss Function
Now that we have the upper and lower bounds, we can
reduce our problem to the following optimization where we
minimize the upper bound (Equation 4) and maximize the
lower bound (Equation 5):

min
�,q

1
2 log((2⇡e)

nQn
i=1(1+

�i
�2
i
))+�

P
ci,xci

(�logq(ci|xci
)) (6)

We write the expected value in the same equation in the
form of a summation over all possible representations and
conducive features. To make this summation tractable, in
our loss function we replace this part of the formulation
with the empirical cross-entropy loss of the target classifier
over all training examples. We also relax the optimization
further by rewriting the first term. Since minimizing this
term is equivalent to maximizing the standard deviation of
the noise, we change the fraction into a subtraction. Our final
loss function becomes:

L=�log 1
n

Pn
i=0�2

i +�E
r⇠N(µ,�2),x⇠D

h
�

PK
k=1yklog(f✓(x+r))k

i
(7)

13



Adversary Trying to Infer Information
Cloak

Using Cloaked representations with 95.6% suppression ratio causes the adversaries to almost completely lose their ability 
to infer eyeglasses or hair color and reach to the random classifier accuracy.
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Post-hoc Effects on Fairness
Cloak

Post-hoc Effects on Fairness

As Cloak suppresses more non-conducive features, the fairness metrics improve significantly.
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Summary
Cloak

• Interpretable Privacy
• Improved Fairness

Pros

• Static Obfuscation

Cons
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Input Image

Element-wise 
Addition (⨁)

Utility Model 
(U)

Element-wise 
Multiplication (⨀)

Random Noise 
Tensor 𝓝(𝟎, 𝟏)

Noise Mask Noisy Image

F F

64F 64F

128F 128F

256F 256F

1024F

512 512

Interpretability 
Model (N)

F F

16F 16F

32F 32F

64F

U-Noise: Dynamic Noise Maps
U-Noise

18



U-Noise

Real-world Application: Pancreas Segmentation

19
U-Noise: Learnable Noise Masks for Interpretable Image Segmentation, Koker et al.,  ICIP 2021.
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Memorization and Leakage
Privacy Regularization
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News
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Social Media

Large Language Model 
(GPT-2)
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Motivation: Memorization and Leakage
Privacy Regularization

East Stroudsburg 
Stroudsburg... 

Corp. Name: **** Corp. Seabank Centre
Person’s Name: Peter W**** 
Email:****@****. com 
Phone Number: +****7 5****

Carlini et al. Extracting Training Data from Large Language Models. 2020 Dec 14.

Large Language Model 
(GPT-2)

Prompt
Memorized Text
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Unintended Memorization of Secrets in Personalized 
Models

Motivation: Memorization and Leakage
Privacy Regularization
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User data

Data

On-device

Language Model

Cloud

Text Generation

Text Understanding

Embeddings

Language Model

Language Model
Train Deploy

External 
Adversary

Threat Model
Privacy Regularization
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Proposed Method: Joint Optimization
Privacy Regularization

Our setting can be generalized beyond protecting authorship to other attributes.

In that case, we can modify its encoding by the model to prevent privacy leakage.

If a string can be used to identify its author, leakage of it may lead to a privacy breach.
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Regularization 1: Adversarial Learning
Privacy Regularization

Adversarial Training:

LM Optimization:
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Experimental Results
Privacy Regularization

Exposure Metric

Tab attack

Impact on Different Subgroups

Training Time
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Tab attack
Privacy Regularization

I will meet  Alice at the docks
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Other Threats: Embedding Model Attacks

Threats

Embedding 
Inversion

Attribute 
Inference

Membership 
Inference

𝑥∗ 𝑀𝑜𝑑𝑒𝑙 Φ Φ(𝑥∗)

Response Generation

Question Answering

Text Classification

Φ(𝑥$)

Song C, Raghunathan A. Information Leakage in Embedding Models. arXiv preprint arXiv:2004.00053. 2020 Mar 31.



Mitigation: Private Embedings 

Mitigation

Publik-key

Ciphertext

encrypt

Encryption

futsal

lacrosse

hockey

Hockey

aerojet

appollo

spacewalk

Spacecraft

Perturb word embeddings with noise sampled from an exponential distribution.

Le
ss

 P
riv

ac
y

Feyisetan et al. Privacy-and Utility-Preserving Textual Analysis via Calibrated Multivariate Perturbations. ICDM 2020



Recap and Future Directions

• Privacy of natural language processing in FL
• Fair and private training of neural networks 

Conclusion

Utility

Privacy Interpretability

Future 
Directions
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