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So far …

● We heard about the attack landscape and leakage in language models
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Large Models are Leaky 
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Large Models are Leaky: Data Extraction 
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Large Models are Leaky: Data Extraction 

● Github CoPilot
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So far …

● We heard about the attack landscape and leakage in language models

● We discussed privacy protection methods with formal guarantees:

• Differential Privacy
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Differential Privacy

W/ Alice w/o Alice

A randomized algorithm 𝐴 
satisfies 𝜖 -DP, if for all 
databases 𝐷 and 𝐷′ that differ 
in data pertaining to one user, 
and for every possible output 
value Y:

Pr 𝐴 𝐷 = 𝑌
Pr 𝐴 𝐷! = 𝑌

≤ 𝑒".



So far …

● We heard about the attack landscape and leakage in language models

● We discussed privacy protection methods with formal guarantees:

• Differential Privacy

• Encryption-based methods
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In this talk …

● There are also privacy-enhancing paradigms and execution modes that do not 
necessarily have formal guarantees

● These methods are designed to limit access to raw data, but provide no worst-case 
guarantees:

• Federated Learning

• Split Learning

• Privacy Regularizers
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Federated Learning: Background
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Federated Learning

● Federated learning is a machine learning setting where multiple entities (clients) collaborate 
in solving a machine learning problem, under the coordination of a central server or 
service provider. Each client's raw data is stored locally and not exchanged or transferred; 
instead, focused updates intended for immediate aggregation are used to achieve the learning 
objective.
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Can we keep the data on device?
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Federated Analytics

● Federated histograms over closed sets
● Federated heavy hitters discovery over open sets
● Federated SQL
● Federated computations?
● etc...

15
Kairouz, Peter, et al. "Advances and open problems in federated learning." Foundations and Trends® in Machine Learning 14.1–2 (2021): 1-210.



Federated Optimization: challenges

● Expensive Communication: Can reduce communication in federated optimization by

1. Limiting number of devices involved in communication 

2. Reducing number of communication rounds 

3. Reducing size of messages sent over network 
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Kairouz, Peter, et al. "Advances and open problems in federated learning." Foundations and Trends® in Machine Learning 14.1–2 (2021): 1-210.



Federated Optimization: challenges

● Expensive Communication
● Privacy Concerns

• Local Differential Privacy

• Secure Aggregation
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Kairouz, Peter, et al. "Advances and open problems in federated learning." Foundations and Trends® in Machine Learning 14.1–2 (2021): 1-210.



Federated Optimization: challenges

● Expensive Communication
● Privacy Concerns
● Statistical Heterogeneity

• Unbalanced, non-IID data: Heterogeneous (i.e., non-identically distributed) data and systems 
can bias optimization procedures 

18
Kairouz, Peter, et al. "Advances and open problems in federated learning." Foundations and Trends® in Machine Learning 14.1–2 (2021): 1-210.



Federated Optimization: challenges

● Expensive Communication
● Privacy Concerns
● Statistical Heterogeneity
● System Heterogeneity

• Variable hardware, connectivity: systems heterogeneity (e.g., dropping devices*) can 
exacerbate convergence issues 
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Kairouz, Peter, et al. "Advances and open problems in federated learning." Foundations and Trends® in Machine Learning 14.1–2 (2021): 1-210.



In this talk …

● There are also privacy-enhancing paradigms and execution modes that do not 
necessarily have formal guarantees

● These methods are designed to limit access to raw data, but provide no worst-case 
guarantees:

• Federated Learning

• Split Learning

• Privacy Regularizers

20



Split Learning

21

Previously Trained Noise Distributions

+
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Mireshghallah, Fatemehsadat, et al. "Shredder: Learning noise distributions to protect inference privacy." ASPLOS. 2020.
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necessarily have formal guarantees
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Joint Optimization Insight

We can define different type of secrets, if we want to protect different attributes.

If a string can be used to identify its writer, that string contains a secret.

To remove sensetive information, we first need to find them. To find secrets, we use a proxy.

Privacy Regularization: Joint Privacy-utility Optimization in Text Generation Models, Fatemehsadat Mireshghallah,  Huseyin Inan, Marcello Hasegawa, Victor Rühle, Taylor Berg-Kirkpatrick, Robert Sim, NAACL 2021
 



Regularization 1: Adversarial Learning

Adversarial Training:
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Regularization 2:  Triplet-based Loss
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Regularization 2:  Triplet-based Loss
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Tab attack

I will meet  Alice at the docks



Tab Attack
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Our regularizations are more effective than differential privacy in thwarting the attack. 

Avocado Reddit



Summary and Discussion

● We can enhance privacy by limiting the raw data that is shared with other parties

• Federated Learning

• Split Learning

● We can enhance privacy by defining sensitive attributes and trying to limit their 
memorization

• Regularization
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Thank you!


