
Privacy Conference, September 2020

Privacy-Preserving Natural 
Language Processing

Fatemehsadat Mireshghallah
@Fatemeh

fmireshg@ucsd.edu



Content

ML in Natural Language Processing

Threats and Attacks

Existing Mitigations

Conclusion

NLP Applications



Applications of NLP
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ML in Natural Language Processing: Pipeline
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Threat 1: Embedding Model Attacks

Threats
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Song C, Raghunathan A. Information Leakage in Embedding Models. arXiv preprint arXiv:2004.00053. 2020 Mar 31.



Threat 2: Text-Generation Model Attacks 

Threats

Unintended Memorization of Secrets



Threat 2: Text-Generation Model Attacks 

Threats

“What information about an inserted canary is 
gained by access to the model?” 
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Carlini et al. The secret sharer: Evaluating and testing unintended memorization in neural networks. 
USENIX Security 2019



Preliminary: Differential Privacy

Mitigations

W/ Alice w/o Alice

A randomized algorithm 𝐴
satisfies 𝜖 -DP, if for all
databases 𝐷 and 𝐷′ that
differ in data pertaining to
one user, and for every
possible output value Y:

Pr 𝐴 𝐷 = 𝑌
Pr 𝐴 𝐷& = 𝑌 ≤ 𝑒'.



Preliminary: Geo-indistinguishablity

Mitigation

Pr 𝐴 𝐷 = 𝑌
Pr 𝐴 𝐷& = 𝑌

≤ 𝑒'.)(*,*!).

Geo-
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Mitigation 1: Private Embedings 

Mitigation

Publik-key

Ciphertext

encrypt

Encryption

futsal

lacrosse

hockey

Hockey

aerojet

appollo

spacewalk

Spacecraft

Perturb word embeddings with noise sampled from an exponential distribution.
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Feyisetan et al. Privacy-and Utility-Preserving Textual Analysis via Calibrated Multivariate Perturbations. ICDM 2020



Mitigation 2: Differentially Private RNNs

Mitigation
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McMahan et al. Learning Differentially Private Recurrent Language Models. In ICLR 2018



Other Mitigations …

OLYMPUS: Adversarial Learning

Conclusion: Privacy-preserving for training of language and embedding 
models is under-explored!

Raval et al.  Olympus: sensor privacy through utility aware obfuscation Privacy Enhancing Technologies. 2019
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