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Abstract

We prove that the closest vector problem with preprocessing (CVPP) is NP-hard to ap-
proximate within any factor less than \/5/_3 More specifically, we show that there exists a
reduction from an NP-hard problem to the approximate closest vector problem such that the
lattice depends only on the size of the original problem, and the specific instance is encoded
solely in the target vector. It follows that there are lattices for which the closest vector problem
cannot be approximated within factors v < \/% in polynomial time, no matter how the lattice
is represented, unless NP is equal to P (or NP is contained in P/poly, in case of nonuniform
sequences of lattices). The result easily extends to any £, norm, for p > 1, showing that CVPP
in the £, norm is hard to approximate within any factor v < m As an intermediate step,
we establish analogous results for the nearest codeword problem with preprocessing (NCPP),
proving that for any finite field GF(q), NCPP over GF(q) is NP-hard to approximate within
any factor less than 5/3.

1 Introduction

Lattices are mathematical objects with a wide range of applications in mathematics and computer
science. Lattices have received the attention of mathematicians for more than a century. For
example, Gauss, Hermite and Dirichlet studied lattices (in the equivalent language of quadratic
forms) because of their applications to Diophantine approximation and number theory. In computer
science, lattices have attracted considerable attention after the discovery of the LLL basis reduction
algorithm of Lenstra, Lenstra and Lovész [16]. This algorithm had a deep impact in many areas of
computer science: using the LLL reduction algorithm it was possible to solve integer programming
in a fixed number of variables [17], factor polynomials over the rationals [16], disprove century old
conjectures in mathematics [25], break the Merkle-Hellman cryptosystem [24], check the solvability
by radicals [15], solve low density subset-sum problems [7], heuristically factor integers [27] and
solve many other Diophantine and cryptanalysis problems.

*A preliminary version of this paper appears in the Proceedings of the IEEE Conference on Computational
Complexity - CoCo 2002. May 21-23, Montreal Canada, pp. 44-52. This is the full version of the paper.
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Recently one more reason to study lattices specifically from a computational complexity point
of view has emerged: the design of provably secure cryptographic functions (e.g., collision resistant
hash functions or encryption schemes.) It has long been realized that in cryptography one needs
problems that are hard to solve on the average: it is not enough to know that some keys are hard to
break; when a user chooses his key at random, he wants a reasonable guarantee that his key is secure.
In [1], Ajtai demonstrated that some lattice problems exhibit a surprising average-case/worst-case
connection: if some lattice problem is hard to solve in the worst case, then some other lattice
problem is hard when instances are chosen according to a certain probability distribution. This leads
to the construction of cryptographic functions that are probably hard to break (on the average),
based solely on a worst-case complexity assumption.

An integer lattice is an additive subgroup of Z", and it can be represented by a basis, i.e., a set of
linearly independent vectors such that lattice points can be written as integer linear combinations
of the basis vectors. Throughout the paper, we use row notation for vectors, so that a lattice
basis can be represented as a matrix B, and the lattice generated by B is the set of all vectors
L(B) = {xB|x € Z"}, where xB is the standard vector matrix multiplication operation. The two
most famous and widely studied lattice problems are the shortest vector problem and the closest
vector problem. The shortest vector problem (SVP) is, given an integer lattice (represented by a
basis B) find the shortest nonzero vector in the lattice. The closest vector problem (CVP) is, given
an integer lattice (represented by a basis B) and a target vector t, find the lattice point xB closest
to the target t. Both problems can be defined with respect to any norm, but the Euclidean norm
is the most common. Approximation versions of these problems have also been considered. For
example, in the v approximate version of CVP, one is only required to find a lattice vector within
a factor -y from the optimal, i.e., find an integer vector x such that ||xB — t|| < 7|lyB — t|| for any
(other) integer vector y.

The computational difficulty of lattice problems often depends on the representation of the
lattice (e.g., the choice of the basis). There are representations of lattices for which the best
algorithms known for CVP has almost exponential approximation ratio. As an example of “bad”
lattice representations, Micciancio [20] showed that the Hermite normal form (a normal form for
lattices in which the basis matrix has triangular structure) can be used to obtain lattice bases for
which the closest vector problem is as hard as possible in some precise technical sense, and suggested
using this representation to improve the security and efficiency of lattice based cryptosystems. On
the other hand, every lattice has a basis under which SVP is trivial (e.g., a basis that contains the
shortest lattice vector as one of its columns.) Interestingly, [14, 13] show that every lattice has a
representation (consisting of a sequence of n different bases) under which CVP can be efficiently
approximated within a polynomial factor O(n'-®). (This sequence of bases is perhaps hard to find,
but it always exists.)

Is there a more clever choice of representation under which CVP can be solved exactly? (Recall
that for SVP the answer is yes!) Is there a representation under which CVP can be approximated
arbitrarily well? These are both natural questions. The first of these questions was negatively
answered by Micciancio in [19], extending the results of Bruck, Naor and Lobstein [5, 18]. The
current paper negatively answers the second of these questions. More precisely, we consider the
following variant of CVP, called CVP with preprocessing (CVPP for short). CVPP asks for a
function P (the preprocessing function) and an algorithm D (the decoding algorithm) with the
following properties:

e On input a lattice basis B, P(B) returns a new description L of the lattice £(B) whose size
is polynomially related to the size of B, i.e. there exists a constant ¢ such that size(P(B)) <
size(B)¢ for all bases B.



e Given L = P(B) and a target vector t, D(L,t) computes a lattice point Bx closest to t.

This formulation is inherently nonuniform. A uniform formulation of CVPP is also possible: given
a (uniform) sequence of lattices £(B;) of increasingly big rank 4, function P returns a uniform
sequence of descriptions L;, i.e., a polynomial time algorithm that on input i outputs a description
L; for lattice £(B;) in the sequence. For notational convenience, in this paper we concentrate on
the nonuniform formulation, but all results hold for the uniform case as well. In either case, no
complexity assumption is made on the preprocessing function P (other than the restriction on the
size of the output). One may think of P as a preprocessing algorithm with unlimited computational
resources. Only the running of D is used to measure the complexity of the decoding process, i.e.,
we say that CVPP is solvable in polynomial time if there exists a function P and a polynomial time
algorithm D such that D(P(B),t) solves the CVP instance (B,t). The motivation behind this
terminology is from coding theory: in these applications the lattice £(B) represents an encoding
or encryption function, while the target t is the received message. In this context the closest
vector problem corresponds to the decoding or decryption process. Notice that the lattice £(B)
is usually fixed, and it is known long before transmission occurs. Therefore it makes sense to
consider a variant of the closest vector problem in which the lattice is known in advance and can
be arbitrarily preprocessed, and only the target vector t is specified as part of the input.

Recently, the construction of cryptographic functions with average-case/worst-case connection
has offered one more reason to study CVP with preprocessing. In [1], Ajtai showed that if the
shortest vector problem is hard to approximate (in the worst case) within some polynomial factor
n® (for ¢ > 8), then one way functions exist. In [1] no substantial effort is made in order to get the
smallest possible polynomial n°. Subsequently, Cai and Nerurkar [6] showed that with a refined
analysis and a careful choice of the parameters, the connection factor can be reduced to n*te.
Decreasing the inapproximability factor necessary to prove the security of cryptographic functions
with average-case/worst-case connection is important because SVP gets easier and easier as the
factor increases. So, while it is reasonable to assume that SVP is hard to approximate within small
(say n?) factors, approximating SV P within large polynomial factors (say n'°" or even n!?) might
not be so hard, even if no polynomial time solution is currently known. Recently Micciancio [22]
(see also [23]), showed that the inapproximability factor necessary to construct one way functions
(in fact, collision resistant hash functions) can be reduced (using a construction possibly different
from Ajtai’s) to O(n3?logn), or even to O(n3logn) if an efficient CVP algorithm exists for a
specific sequence of “almost perfect” lattices. It should be noted that the efficient CVP algorithm
for almost perfect lattices is not used in the evaluation of the one way (hash) function of [22]. The
algorithm is only used in the proof of security, so, it is enough to know that a polynomial time
solution exists, and knowledge of the actual algorithm is not strictly necessary. Although such CVP
algorithm for almost perfect lattices might exists, this paper shows that this algorithm cannot be
obtained from general principles: even if these lattices are fixed in advance, no representation is
guaranteed to exist that allows to (approximately) solve CVP in polynomial time. In order to
further reduce the connection factor from O(n3logn) to O(n®logn), an ad-hoc solution to CVP
for the almost perfect lattices is needed.

In this paper we establish that CVPP is hard to approximate within any constant factor less
than 1/5/3 (or, more generally, {/5/3 for the £, norm). The result is proved using the analogous
problem for linear codes as an intermediate step. For any finite field I, a linear code over F is a
linear subspace of F". The nearest codeword problem is, given a matrix W over F (representing
linear code C(W) = {xW|x € F"}) and a target vector t, find the codeword xW closest (in the



Hamming distance!) to the target t. Approximation and preprocessing versions of NCP are defined
analogously. The existence of codes for which no polynomial time decoding procedure exists (under
standard complexity assumptions), was first demonstrated by Bruck and Naor in [5]. In particular,
[5] gives a reduction from an NP-hard problem to NCP such that the code depends only on the size
of the original problem, and the specific instance is encoded solely in the target vector. It follows
that there are codes for which the NCP cannot be solved in polynomial time, no matter how the
code is represented, unless N P is contained in P/poly. Analogous results for lattices and CVP are
presented in [19]. Unfortunately, [5, 19] only prove the hardness of NCPP and CVPP for the exact
version, and [19] points out that the reductions in [5, 19] do not directly yield inapproximability
results. Specifically, [5] and [19] give reductions from Simple Max Cut (SMC) and Exact 3-Cover
(X3C) to NCPP and CVPP. (See [5, 19] or [11] for the definition of SMC and X3C.) The reductions
hold for the exact versions of the problems, but they are not in general gap-preserving. So, even
if SMC and X3C are hard to approximate, it is not clear how to obtain inapproximability results
for NCPP and CVPP. In this paper we present a different reduction from an NP-hard problem to
NCPP and CVPP that yields a gap for the coding and lattice problems.

The rest of the paper is organized as follows. We first prove, in Section 2, that NCPP over
GF(q) is hard to approximate within any factors less than 1+ (2/3)(1 —1/q). Notice that for large
alphabet sizes, this factor approaches 5/3, however for small alphabets, in particular for ¢ = 2,
the inapproximability factor is close to 4/3. Then, in Section 3, we use standard techniques of
concatenating codes [10] to improve the inapproximability factor to 5/3 for any finite field (in
particular, for the binary and ternary alphabets). Finally, in Section 4, we reduce the problem of
approximating NCP over GF(2) (or GF(3)) within factor -y to the problem of approximating CVP
in the £, norm within factor ¢7. The lattice produced by the reduction depends only on the code
of the source problem (i.e., it does not depend on the target vector), therefore establishing the
hardness of CVPP. Section 5 concludes with some remarks about the latest developments about
NCPP and CVPP, the possibility of extending our results to any constant approximation factor,
and other open problems.

2 Inapproximability of NCPP within some constant

In this section we prove that for any prime power ¢, the nearest codeword problem with preprocess-
ing over GF(q) is hard to approximate within any factor less than 1+ (2/3)(1—1/¢). In particular,
the nearest codeword problem with preprocessing over the binary alphabet GF(2) is hard to ap-
proximate within any factor less than 4/3. We start with the slightly simpler proof for the case of
binary fields GF(2) in Subsection 2.1. Then, in Subsection 2.2 we present a more general reduction
that applies to any finite field. In this and the next section, ||x|| denotes the Hamming norm of x,
i.e., the number of nonzero entries in x, and dist(x, W) denotes the Hamming distance between x
and the nearest codeword in W.

2.1 Binary fields

In this section we prove that NCPP over GF(2) is NP-hard to approximate within any factor less
than 4/3. This is a special case of a more general result about arbitrary finite fields proved in the
next subsection, and it is presented here mostly to explain the ideas of the reduction in a slightly
simpler setting. Since the result described in this section can be immediately obtained as a corollary

!The Hamming distance between two vectors is the number of positions in which the two vectors differ.



to Theorem 3 proved in Subsection 2.2, here we will be rather informal and dispense with the most
technical details. The reader is referred to Subsection 2.2 for a formal proof of the result.

We establish the hardness of approximating the nearest codeword problem with preprocessing
over F = GF(2) by reduction from the problem of approximating the number of simultaneously
satisfiable equations in a linear system xA = b. In [12] Hastad shows that this problem is NP-hard
for any approximation factor less than 2, and the result holds even if each equation is restricted to
contain at most three variables. An even more restricted version of this problem is considered by
Berman and Karpinski [4], who show that the problem is NP-hard even if each equation contains
exactly 3 variables, and each variable appears in exactly 3 equations.? This is the starting point

of our reduction. More precisely, we start from the following theorem which can be deduced from
[12, 4].

Theorem 1 LetxA = b be a system of n linear equations over GF(2) where each equation contains
ezactly 3 variables and each variable appears in exactly 3 equations. For any constant € > 0, it
1§ NP-hard to distinguish instances for which the mazimum number of simultaneously satisfiable
equations is at least (1 — €)n, from instances for which this number is at most ((1/2) + €)n.

We want to reduce systems of n linear equations in n variables to instances of the nearest
codeword problem (W, t) where the code W depends only on the number of equations n. Consider
any system of equations xA = b satisfying the conditions in the theorem, and let z1, ..., z, be the
n variable names. Since each variable appears exactly 3 times, we can annotate the variables with
superscripts k = 1,2, 3 such that each xf appears exactly once in the system. Let

X ={zkFi=1,...,n,k=1,2,3}

be the set of annotated variables. Notice that there are at most |X|> = (3n)? possible annotated
(homogeneous) equations containing exactly 3 variables. Moreover, no annotated equation can ap-
pear in the system more than once because different occurrences of the same variable are annotated
with different superscripts. Therefore the set of (homogeneous) equations in an annotated system
can be represented as a subset of X3. Let

M=X3

be the set of triples representing all possible equations. We define three |M| x |X| matrices
Q', Q% Q? with rows indexed by equations m € M and columns indexed by variables xf € X,
and entries _ )
Q! k:{ 0 1f'ul(m?::1:i
msT; 1 otherwise

In other words, for each annotated variable =¥ occurring at position [ in equation m, matrix Q'
contains one of the blocks [0,1,1], [1,0,1] or [1,1,0], selected according to the value of k. What is
important about these three blocks is that the only way to get the all-zero vector is to either add
up all of them, or none. These matrices will be used to make sure that if we assign value b to one
occurrence of a variable, then we must assign b also to all other occurrences of the same variable.

2(Clearly, the equations must be linearly dependent, otherwise the problem can be solved in polynomial time using
Gauss elimination. This is perfectly fine, and does not affect our reduction.



We can now define the code. The generator matrix of the code is given by

_I I Ql —
I I Q?
_ I IQ?
W= I I|I Q'
I I I Q?
i II I Q° |

where I is the |M| x |M| identity matrix, and empty spaces denote zeros. Each row of W can
be indexed with a triple (m,k,a) where a € {0,1} selects the top or bottom half of the matrix,
k =1, 2,3 selects one of the three blocks of rows in each half, and m € M select a row within the
block. The columns are divided into four blocks:

e Columns of the first block are called ordinary coordinates. These are used to count how many
base codewords we are using.

e Columns of the second block are called equation coordinates, as we have one column for each
equation.

e Columns in the third block are called position coordinates, and each column corresponds to
a specific position & = 1, 2,3 within an equation m.

e Columns in the last block are called wvariable coordinates, with each column corresponding to
an annotated variable z¥ and a bit b € {0,1}. These are used to assign boolean values to
variable occurrences.

By repeating the columns multiple times, it is possible to give to each column a different weight.
Ordinary coordinates will have weight 1, equation coordinates weight 2, and all other coordinates a
large weight B, (e.g. B = 5n). For simplicity of notation, we will not explicitly repeat the columns
in the definitions and proofs, but we assume that coordinates are weighed as described above.

This code can be used to represent a system xA = b as follows. Let a be a vector of dimension
| M| with coordinates indexed by equations m € M, and a,, = 1 if and only if m is an equation in
the annotated input system. Similarly, we define a vector b with b,, equal to the constant term of
equation m in the input system (if m is one of the input equations), and b,, = 0 otherwise. The
target vector corresponding to the given system is

t=[0 0 0 0 0 O0|/bja a a|0 0]

with the coordinates corresponding to the blocks in the obvious way, and each coordinate weighted
as in the definition of generating matrix W. Consider a position (m,k) in the system, i.e., an
equation m in A and an index k = 1,2, 3. The position coordinate in the target vector contains a 1,
and there are only two codewords (namely (m, k,0) and (m, k, 1)) containing a 1 in that coordinate.
(See column (m, k) in Figure 1.) Since the position coordinates are given a large weight B, the only
way to get close to the target is to use exactly one of the two codewords (m, k,0) or (m,k,1) and
get equality with the target in that column. Depending on which of the two codewords we use, we
will be adding a 0 or 1 in the column corresponding to coordinate m in the equation block. (See
column (m) in Figure 1.) So, choosing (m,k,0) or (m,k,1) corresponds to assigning value b = 0
or b =1 to the kth variable occurrence in equation m. On the other hand, if m is not at equation
in our system, then the corresponding position coordinate in the target is 0, and we have to use



either both or none of the codewords (m,k,0), (m, k,1). Notice that there is no incentive to use
both, because the potential advantage of matching the target vector in the equation coordinate by,
(remember that equation coordinates have weight 2), is compensated by two ordinary coordinates
becoming nonzero. So, if equation coordinates weight twice as much as ordinary coordinates, we
can assume without loss of generality that the codeword closest to the target does not use basic
codewords (m, k,b) with m not in the input system. (Formally, one can prove that at least one of
the codewords nearest to the target satisfy this condition.) This shows that codewords nearest to
the target correspond to assigning boolean values to the annotated variables. Finally, the reader
can easily verify that the only way to get zero in the variable coordinates is to assign the same value
to each occurrence of the same variable. (We omit the details here as a more general statement
will be formally proved in the next subsection.)

To sum up, there is a close correspondence between variable assignments and codewords nearest
to the target t. The codeword corresponding to assignment ¢ equals the target in all variable and
position coordinates, it equals the target in equation coordinate m if and only if the equation is
satisfied by assignment ¢, and uses exactly 3n of the base codewords from W. Since each base
codeword contributes one to the distance from the target in the corresponding ordinary coordinate,
the distance of the codeword from the target equals 3n + 2(1 — a)n, where « is the fraction of
equations satisfied by assignment ¢, and 2 is the weight of the equation coordinates. So, our
reduction transforms the gap ((1/2 + €)n, (1 — €)n) of the original satisfiability problem into a gap
((4 — 2€)n, (3 + 2¢)n) for the nearest codeword problem. By choosing e sufficiently close to 1, one
can make this gap arbitrarily close to 4/3.

(mk,0)  (mk1) (m) (mk)

| | |
I L I N __(mk,0)
w l l l l
| | | |
| | |
Y A I I N S __(m)k,1)
|
¢ [0 0 [0 1 ] |

Figure 1: Nearest codewords and variable assignments. The diagonal lines represent 1’s.

2.2 Arbitrary finite fields

In Section 3 we we show how the inapproximability factor for NCPP over GF(2) (in fact, any finite
field) can be improved to any constant less than 5/3. The improvement relies on the use of large
extension fields, and requires, as an intermediate step, to prove inapproximability of NCPP for any
finite field GF(2F).

Let ¢ be an arbitrary, but fixed, prime power, and let F = GF(q) be the finite field with ¢ ele-
ments. We prove the hardness of approximating the nearest codeword problem with preprocessing
over F by reduction from the problem of approximating the number of simultaneously satisfiable
equations in a linear system xA = b. Specifically, we use the following result from [12] as the



starting point of our reduction.

Theorem 2 Let xA = b be a system of n linear equations over GF(q) where each equation contains
at most 3 variables. For any constant € > 0, it is NP-hard to distinguish instances for which the
mazimum number of simultaneously satisfiable equations is at least (1 — €)n, from instances for
which this number is at most ((1/q) + €)n.

As a special case, we get the inapproximability of NCPP over GF(2) for factors less than
4/3 already established in the previous subsection. However, this time the reduction is more
complicated. The reason is that we cannot assume that each variable appears exactly 3 times,
because [4] only establishes this result for the binary field GF(2).2 So, we show how to modify the
reduction of Subsection 2.1 to work for the more general system of equations of Theorem 2.

We want to reduce systems of n linear equations where each equation contains at most 3
variables to instances of the nearest codeword problem (W, t) where the code W depends only on
the number of equations n.

In order to describe the reduction we use the following notation. Variables in the system of
linear equations have names of the form z; ; (with i and j positive integers), and that if variable z; ;
occurs in the system, than it appears exactly ¢ times. Notice that since each equation contains at
most 3 variables, and each linear system under consideration consists of exactly n linear equations,
we only need names z; ; with ¢ < 3n and j < 3n/i. We remark that not every variable z; ; is used
in every system, so each variable z; ; can appear either 0 or i times. If variable z; ; is used (i.e.,
it appears 4 times), then the kth appearance (for kK =1,...,7) of z; ; in a linear system is denoted
mf, ;- Let X be the set of all possible annotated variables

X ={af;:i-j<3n, k<i}

and let m: X — X be the permutation over X defined by

m(xi;) = T

A wvariable assignment is a function ¢: X — F that associates to every variable symbol :vf, ; @ field
element ¢(z; ’9 ) We say that an assignment is consistent if and only if ¢ assigns the same value to

all occurrences :c (k =1,...,1) of the same variable z; ;. Equivalently, ¢ is consistent if and only
if ¢(m(z)) = Pz ) for all z € X The size of set X is easily bounded as follows:

3n |3n/i] 3n
|X| = ZZ%-ZL?)n/z Z<Z3n— (3n)> (2)
i=1 j=1

In particular, |X| is polynomial in the input size. Let
M= (Fx X)?

be the set of all triples m = ((a1,%1), (a2, z2), (a3,23)) with o; € F and z; € X. We use pairs
(m,b) € M x F to represent linear equations in three variables

a1z, + asxo + azry = b.

31t is probably the case that reduction in [4] can be generalized to work for any finite field. However, this is not
know at the time of this writing.



Define projection functions ¢; : M — F and v; : M — X (for ¢ = 1,2,3) corresponding to the ith
coefficient and the ith variable of m:

ci((on, 1), (02, 22), (a3, 23)) = o

vi((al, :L‘l), (042, 332), ((13, 333)) = Ij-

Then, any system of linear equations with at most three variables per equation can be represented
as a pair (A, b) where A is a subset of M and b is a function from A to F. Notice that equations with
less than three variables can be regarded as equations with exactly three variables in which some
of the coefficients are 0. Notice also that even if the original system contains repeated equations,
the annotated equations do not repeat because each annotated variable xﬁ ; appears at most once.
So, any linear system from Theorem 2 can be represented as a pair (A, b).

To sum up, the starting point of the reduction is a set A C M of size |A| = n and a function
b: A — T representing system of linear equations

3
{Zci(m)vi(m):b(m) : meA}. (3)

=1
Given a pair (A,b), the set of annotated variables xf, ; that appear in A is denoted
Xa={vi(m):m € A,i € {1,2,3}}. (4)

We remark that not every pair (A4, b) is a valid representation of linear systems. In particular, (A, b)
is a valid representation if and only if |A| =n, |X4| = 3n and 7(X4) = X 4.

We use sets X, M, F to define a universal code W that allows to represent any linear system
with n equations. (Notice that we cannot use set X4 in the definition of W, because X 4 depends
on the specific system of linear equations to be reduced.) First we need to define the following
vector spaces (over F).

e V) is the |M|-dimensional vector space (over F) with canonical basis e,, (for m € M). Here
and below, for any set S and element a € S, e, represents the vector with |S| coordinates
which equals 1 at position a (assuming some standard ordering of the elements of S), and 0
everywhere else.

e Vi3 is the 3| M|-dimensional vector space (over F) with canonical basis e, ; (for m € M and
i €{1,2,3}).

o Virsr is the 3g| M|-dimensional vector space (over F) with canonical basis ey, ;.o (for m € M,
i€{1,2,3} and o € F).

e Vxp is the ¢|X|-dimensional vector space (over F) with canonical basis e, 4 (for z € X and
a € F). We also define auxiliary vectors

Ug,o = €x,0 — €x(z),a € Vxp. (5)
Notice that these vectors are linearly dependent because they add up to 0.

Codewords are obtained concatenating elements from Vissp, Vs, Vs and Vxp. Vectors from
Vav, Vs and Vxp are repeated multiple times so to increase the weight of the corresponding



coordinates. In particular, vectors from Vs are repeated twice, while vectors from Vi3 and Vxp
are repeated B = 5n times. In other words, we consider vectors of the form

w = [W(O),12®w(e),13®w(p),13 ®W(U)] (6)

where w(® ¢ Visr, wie) ¢ Vi, w(®) ¢ Vs, w(v) ¢ Vxr and 1, ® x denotes the concatenation of
k identical copies of vector x. For any such vector, we call w(® the block of ordinary coordinates
(which have unit weight), w(®) the block of equation coordinates (with one coordinate per equa-
tion m € M), w(P) the block of position coordinates (with one coordinate per position within an
equation), and w(®) the block of variable coordinates (with one coordinate per variable assignment
T+ Q).

We can now define the code. For every m € M, i € {1,2,3} and «a € F define codeword

Winia = [€mia, 12 ® (ci(m)a-en), 1 ® eni, 15 ® Wy (m),q] (7)
having
e value 1 in the (m, 4, a)th ordinary coordinate,
e value ac;(m) in the mth coordinate of each equation block,
e value 1 in the (m,i)th coordinate of each position block,

e value 1 in the (v;(m), a)th coordinate and value —1 in the (7(v;(m)), a)th coordinate of each
variable block,

e value 0 in all other positions.

We define W as the linear code over F with block-length 3¢|M| + 2| M| + 3| M|B + ¢|X|B and rate
3q| M| generated by vectors (6):

W= {Z Ymyi,a " Wmyi,a @ T € M, € {1,2,3},(1 €T, Ym,i,a € F} . (8)

Notice that each basis codeword has Hamming weight 3(B +1) = 15n+ 3 and the block of ordinary
coordinates is a systematic information set for the code.
Given a pair (A,b) encoding a linear system, define equation vector

b= bmen 9)

meA
and position vector
a— Z (em71 —+ €m,2 —+ em,g). (10)
meA
The target vector associates to (A,b) is
t=[0,12®b,15 ®a,0]. (11)

Notice that for any vector w of the form (6) the Hamming distance of w from the target equals
lw — ¢l = W] + 2| w(® — b|| + B|w® —a|| + B||w]|. (12)

In the following lemma we prove a lower bound to the distance of target t from the code W
that holds for any linear system (A,b).



Lemma 1 Let code W and target t be as defined in (8) and (11). Then, the distance of target
from code satisfies dist(t,V) > 3n.

Proof: Consider a generic codeword

3
w = E E E Ymyi,a " Wmii,a

meM i=1 a€lF

where Y, ; o are arbitrary field elements. We prove that |[w — t|| > 3n. There are two cases. If
w(P) £ a, then from (12) we get

lw — tl| > B|w® —a|| > B > 3n.

On the other hand, if w(P) = a, then the number of non-zero coefficients y,, ;o # 0 is at least 3n
() _

because a has 3n non-zero entries and for each base codeword wy,; o, the position block w,°; , =
9y

€p,,i has only 1 non-zero entry. So, in order to get w() = > Ym,i,a€m,; = a we need to use at least
3n vectors. Finally, we notice that |[w(?|| equals exactly the number of non-zero coefficients, and
therefore, again using (12),

lw = t]| > [[w)]| > 3n.

O
If the linear system is satisfiable, then the lower bound is tight and dist(t, W) = 3n as shown
below.

Lemma 2 Let ¢: X — [ be a consistent variable assignment and define an associated codeword
3
W= D D Wi ploi(m)- (13)
meA i=1

For any (A,b), if ¢ satisfies a (1 — B) fraction of equations (3), then ||wg — t|| = (26 + 3)n. In
particular, if the linear system associated to (A,b) is satisfiable, then dist(t,WW) = 3n.

Proof: First, extend the assignment ¢ to M in the obvious way:

3

$(m) = Y ci(m) - $(vi(m)). (14)

i=1
We evaluate the four components of ||wy — t|| as given in (12) separately.
1. For the ordinary coordinates we have
(0) &
o
Wi = 2 D Cmiiti(m)
meA i=1

and therefore [w{”|| = 3|4| = 3n.



2. For the equation coordinates we have

S|

meEA

= Z p(m) - em

meA

3
> ci(m) - ¢(Ui(m))) “em
—

1

and therefore ||w§f) — b|| = pn.
3. For the position coordinates we have
3
ISP 9D SIEN
meA i=1
and therefore ||w§)p) —al =0.
4. Finally, for the variable coordinates,
(v) &
v
Wy =D D U eum) = D Vaéa)
meA i=1 z€EX A

From the consistency requirement ¢(m(z)) = ¢(x) and 7(X4) = X4 we get

Z Crp(x) = Z €1,0(z)

TEX 4 $E7T(XA)

= ) er(w)bin(a))

TEX A

= Y er@)e)

TEX A

and using the definition of u; , (5) we get

Do Uag) = D Cagl@)— D Cn(a)b() = O (15)

z€EXA z€EXA z€EXA
This proves that ||wg}) || =0.
Substituting the four terms in the right hand side of (12) we get
|lwy —t|| =3n+28n+0+0= (26 + 3)n.

O
As a corollary, we immediately get an upper bound on the distance of t from the code.

Corollary 1 For any (A,b), the distance of target (11) from code (8) is at most dist(t, W) <
5n —2[n/q] < B.



Proof: The expected number of equations satisfied by a random variable assignment is 1/q. It
follows from an averaging argument that there exists an assignment ¢ that satisfies at least [n/q]
equations. Applying Lemma 2 with 8 = (n — [n/q])/n, we get that there exists a codeword wy
within distance

(264 3)n =5n—2[n/q] <bn =B

from the code. O

From Lemma 1 and Corollary 1, it follows that the distance dist(t, W) is always in the range
[3n,5n). So, we can always write dist(t,WW) = (28 + 3)n for some g € [0,1). Now we prove a
converse of Lemma 2, showing that if the nearest codeword is within distance (28 + 3)n from the
target, then there is a consistent variable assignment that satisfies (at least) a (1 — ) fraction of
the equations.

Lemma 3 For any linear system (A,b), let W and t be the code and target vector as defined in
(8) and (11). If dist(t,W) = (28 + 3)n, then there exists a consistent variable assignment ¢ that
satisfies at least a (1 — B) fraction of equations (3).

Proof: Let w =3 . Ym,iaWm,a be a codeword such that ||w — t|| = dist(t, ). Notice that
it must be w(?) = a and w(*) = 0, because otherwise (12) would give ||w — t|| > B||lw® —a|| +
B|lw®|| > B, contradicting the upper bound dist(t, W) < B from Corollary 1.

Define variable assignment ¢ as follows. For every x € X4, let

:Za Z Ymi,a

a€lF  y;(m)=x

and let ¢(z) = 0 for all z € X \ X4. First of all, we prove that ¢ is consistent, i.e., ¢(z) = ¢(m(z))
for all z € X4. Consider the (7(z), @) coordinate of w(?):

<w(”) , e,,(x),a> = <Z Ymyisa * Woi(m),a eﬂ(w),a>

m,i

= Zym,i,a * \€y;(m),ar © Zym Ba " \Cx(v;(m)),a 7T($U),OL>

= Z{ym’i’a : ’UZ = 7'(' } Z{ymza - )) = 7'('(:17)}

Since w(®) = 0, the last term must be 0, giving equation

Z{ym,i,a : Uz = 7T } Z{ym i, 'Uz = -'I»'} (16)
myi
Multiplying both sides of the equation by « and adding up for all a € F we get
p(z) = ZO‘Z{ym,i,a tvi(m) = m(z)}

= Z Z{ymza Uz —x}
= ¢(7T($))-



This proves that assignment ¢ is consistent. We claim that ¢ satisfies a (1 — ) fraction of the
equations. We know that
lw =t = [[w]| + 2| w(® —a].

The term corresponding to the ordinary coordinates equals

Iw @ = [{(m.,@) : ym,a # O}-

Divide ||w(?|| = w4 + w/; into two components
waA = |{(m,z’,oz) :meAaym,i,a #OH
71){4 = |{(m,z',a) :mgAaym,i,a #OH

Since w(P) = > Ymjia€m,;i = a, and a is 1 at all 3n coordinates (m,i) € A x {1,2,3}, there must
be at least 3n non-zero coefficients y,, ;o with m € A. This proves that wq > 3n. Now consider
the second term w';. We claim that

why > 2{m:m € A,wlS) £ ¢(m)}|. (17)

In particular, we prove that for any m € A such that ng;) # ¢(m), there exist 4,7’ € {1,2,3} and
m' ¢ A such that v;(m) = vy(m') and |{@ : Yy ir.q # 0} > 2. (Notice that the resulting pairs
(m!,4') are all distinct, because each variable v;(m) € X 4 cannot appear in more than one equation
m € A.) So, fix any m € A. From the definition of ¢ we have

$(m) =D _ci(m) Y a P {ymwia:vs(m') =v(m)}. (18)

i<3 m i

The corresponding equation coordinate in w(®) equals

Wi = "ci(m) > oym,ia- (19)

i<3

Therefore, for all m € A such that (18) and (19) differ, there are i < 3 and « € F such that

> Aym i s vi(m') = vi(m)} # Ymiar

m/ i

or, subtracting ¥, ; o from both sides,

Z{ym’,i’,a LU (ml) =7 (m)’ (m7 7’) 7+ (mla ZI)} # 0.

m i

Since variable vy (m') = v;(m) cannot appear in A more than once, and m € A, it must be m' ¢ A.
This proves that there exist m' ¢ A, 4,7 < 3, and « such that vy (m') = vi(m) and yuy o # 0.
We still need to show that Y, s o 7# 0 for some other o/ # a. Look at the position coordinates.
We know that w(® = 0. In particular the (m/,7') coordinate is wg,)’i, = > o Ym' it = 0, which
rearranging the terms gives

Z Ym' i o/ = —Ym! i’ o 7é 0.

a'#a
S0, Ym,it,or 7 0 for some o # a and [{a : Yy 7.0 # 0} > 2. This proves (17).



We use bound (17) to evaluate the distance ||w — t||:

wy + w'y + 2||w® —al|

3n+2{m:m e A, w £ ¢(m)} +2{m : w9 £ b(m)}|

3n+2[{m:m € A, w) # ¢(m) # b(m)}| +2/{m : m € A, w(s) = ¢(m) # b(m)}|
3n+2|{m :m € A, ¢p(m) # b(m)}|.

[w — ]|

v IV IV

Since ||w —t|| = 3n+20n, we get [{m : m € A, #(m) # b(m)}| < Bn, i.e., the fraction of unsatisfied
equations is at most 8. [J
We are ready to prove the first inapproximability result for NCPP.

Theorem 3 For any prime power q, and any v < 1+ (2/3)(1 — 1/q), approzimating the nearest
codeword problem with preprocessing over GF(q) within 7y is NP-hard. In particular, NCPP over
GF(2) is hard to approzimate within any v < 4/3, and NCPP over GF(3) is hard to approzimate
within any v < 13/9.

Proof: The proof is by reduction from approximating the maximum number of simultaneously
satisfiable equations in a linear system, when each equation contains at most three variables. Let
(A,b) be such a system. We want to determine whether we can satisfy at least (1 — €)n equations,
or at most (1/q) + € equations. We build NCP instance (W, t) as in (8) and (11). Notice that the
code W depends only on the number n of equations in the linear system. If the system is 1 — €
satisfiable, then by Lemma 2 there exists a codeword within distance 3n + 2en from the target
and dist(t,W) < 3n + 2¢. On the other hand, if at most a (1/q) + € fraction of the equations is
satisfiable, then by Lemma 3 all codewords must be at least at distance 3n+2(1 — (1/g) — €)n from
the target, and dist(t, W) > 5n — 2((1/q) + €)n. Taking € small enough, one can make the gap

_5-(2/a) =2 2(1=(1/q) =2¢)
3+ 2 3+ 2¢

arbitrarily close to 1+ (2/3)(1 —1/q). O

3 Improving the inapproximability factor

In the previous section we showed that for any finite field GF(q), the nearest codeword problem
with preprocessing over GF'(g) is NP-hard to approximate within any factor less than 1+ (2/3)(1—
1/q). Notice that the inapproximability factor is always less than 5/3 = 1.666.... However, the
inapproximability factor is much smaller for small fields. In particular, for binary and ternary
alphabets GF(2) and GF(3), Theorem 3 only proves that NCPP is hard to approximate within
factors up to 4/3 = 1.333... and 13/9 = 1.444... respectively. The cases GF(2) and GF(3) are
especially important because they can be used to prove the inapproximability of the analogous
problem for integer lattices, so we would like to establish the inapproximability of NCPP over these
fields for the highest possible approximation factor.

In this section we prove the inapproximability of NCPP within any factor v < 5/3, and for
any (fixed) alphabet size. In particular, NCPP over GF(2) is hard to approximate to within any
factor less than 5/3 = 1.666.... The improvement is obtained using a general reduction from the
nearest codeword problem over GF(q?) to the same problem over the smaller alphabet GF(q). The
reduction is pretty standard, and it has been used (more or less explicitly) several times in the
literature. (See, for example, [9].) However, we were not able to find a suitable reference where the



result is conveniently stated in the form needed in this paper. For ease of reference, we state the
result below, and briefly sketch the proof which is based on the standard technique of concatenating
codes [10].

Theorem 4 For any prime power q, and any positive integer d, there is a polynomial time reduction
that on input a NCP instance (W,t) over GF(q%), output a NCP instance (W', t') over GF(q)
such that

dist(t', W') = (¢@ — g% 1) dist(t, W).

Moreover, the new code W' depends only on W, and the target t' depends only on t.

Proof: Let # be the [¢¢, d, ¢®—¢?'] Hadamard code over GF(q), defined as follows. Each codeword
of H corresponds to a vector x € GF(q)?, so the rate of the code is d. The codeword associated to
x is obtained by evaluating all non-zero linear functions f : GF(q)? — GF(q) at x. Since there are
¢ linear functions in d variables (including the zero function), the code has block length ¢¢ — 1.
Notice that any non-zero vector x € GF(q)? is mapped to 0 by exactly a 1/q fraction of the linear
functions f : GF(q)¢ — GF(q) (including the identically zero function). So, the minimum distance
of the code is ¢* — ¢%~', and all non-zero codewords have weight exactly ¢ — ¢?~!. The standard
basis for the Hadamard code # is given by vectors h; = f(e;), fori=1,...,d.

We use Hadamard code to map NCP instance (W, t) over GF(¢?%) to a corresponding instance
(W', t) over the base field GF(q). Let au,...,aq € GF(g%) be a basis for GF(¢?) as a vector space
over GF(q) and let ¢ : GF(q¢%) — # be the (unique) linear function such that ¢(c;) = h; for all
i=1,...,d. The concatenation function ¢H: GF(q%)' — GF(q)l(qd_l) is given by

[Z1, .., m]OH = [¢(1), - - ., d(z1)]-

Function QH is extended to sets of vectors in the usual way XOH = {x0H:x € X}, and concate-
nated code WOH is just the result of applying the concatenation function OH to set W. It is easy
to see that a generating matrix for WO#H can be obtained applying the concatenation function to
the vectors of any generating matrix for W.

We use concatenation to define W = WOH and t' = tQ#H. Clearly, code W' depends only on
the original code W, and target t' depends only on t. Moreover, since every non-zero codeword in
#H has weight exactly ¢? — g%, we have dist(t/,W') = (¢@ — ¢%1)dist(t, W). O

The NP-hardness of NCPP over any finite field for any factor less than 5/3 easily follows from
Theorem 3 and Theorem 4.

Theorem 5 For any prime power q, and any constant v < 5/3, approzimating NCPP over GF(q)
within factor v is NP-hard.

Proof: Fix some prime power g and approximation factor y < 5/3, and let GF (q%) be a sufficiently
large extension field such that 1 + (2/3)(1 — 1/¢%) > . By Theorem 3, NCPP over GF(q%)
is hard to approximate within factor 7. We reduce NCPP over GF(q%) to NCPP over GF(q),
preserving the inapproximability factor. Let (W,t) be an instance of NCPP over GF(¢%). Apply
the transformation from Theorem 4 to NCP instance (W, t) over GF(q%) to obtain a new instance
(W', t") over the base field GF(q) such that

dist(t', W') = (¢% — ¢*~1)dist(t, W).

Notice that the gap between yes and no instances for the new problem (W', t') is also . Moreover,
code W' depends only on the original code W, so an efficient (approximate) decoding procedure
for W can be easily obtained by suitably preprocessing the new code W'. O



4 Inapproximability of CVPP

In this section we use the inapproximability of NCPP within factors v < 5/3 to prove that the
closest vector problem for integer lattices is also hard to approximate in any £, norm. The result
easily follows from the hardness of NCPP, and a general transformation from codes to lattices.
This transformation is also standard, and it has been used several times in the literature before.
For example, it is implicitly used in [8] to establish the inapproximability of NCP within factors
O(nlogI% ™). For future reference, we state the result below.

Theorem 6 There is a polynomial time computable transformation that on input a generator ma-
trix W over GF(q) (for q = 2 or ¢ = 3) outputs an integer lattice basis B such that for any integer
target vector t € Z™,

dist,(t, L(B)) = {/distz(t mod ¢,C(W))

where dist, is the £, distance, and disty is the Hamming distance. Moreover, if v is a lattice
point within £,-distance Y/d from t, then v mod 2 is a codeword within Hamming distance d from
t mod 2.

Proof: Give a code generator matrix W, define lattice basis

B = [ w ] .
ql
It is easy to see that for any integer target vector t, the lattice vector v closest to t satisfies
v; € {ti,t; + 1,t; — 1} for all coordinates i. (Otherwise, one can find an even closer lattice vector
adding a multiple of g.) So, v and t differ in exactly ||v—t||} positions. Since v mod ¢ is a codeword,
the Hamming distance of t from code C(W) is at most dist,(v, £(B))?. On the other hand, for
any codeword c there is a lattice vector ¢ + gr (with r € Z") such that v; € {¢;,t; + 1,¢; — 1} for
all coordinates, and the number of positions in which v and t differ equals the Hamming distance
between (t mod ¢) and C(W). It follows that dist,(v,£(B))? < disty(t,C(W)). O
Theorem 6 can be used to transform NCP instances into CVP instances. Notice that the
transformation is gap-preserving for the ¢; norm, but for any other £, norm it reduces the gap from
v to ¢/. In particular, it reduces approximating NCP within factors v < 5/3 to approximating
CVP in the £; norm within factors 7' < +/5/3. Notice also that for fields other than GF(2)
and GF(3), the above proof does not goes through, and even in the £; it is not clear how reduce
NCP over large fields to CVP. Finally, the transformation from W to B is not a reduction from
the minimum distance problem to the shortest vector problem because lattice B always contains
short vectors of length q. Reducing the minimum distance problem to the shortest vector problem
(even in the exact version) is an important open problem, as it would imply (using [28]) the NP-
hardness of the shortest vector problem, which is currently known to be NP-hard (in the exact [2]
or approximation version [21]) only under randomized reductions.

Theorem 7 For any p > 1, approzimating CVPP in the £, norm within any factor v < {/5/3 is
NP-hard.

Proof: The proof is by reduction from NCPP over GF(2). The reduction is very simple. Assume
there is a preprocessing function P and an efficient decoding algorithm D that solve the CVPP.
We build a preprocessing function P’ and a decoding algorithm D’ for NCPP over GF(2). The
preprocessing function P’, on input a code W, invokes Theorem 4 to transform W into a lattice basis



B. (Notice that if we start from a uniform sequence of codes, then we obtain a uniform sequence
of lattices, because the transformation described in Theorem 6 is computable in polynomial time.)
Then apply preprocessing function P to B. The output P(B) will be used as the preprocessed
description of the original code W. The decoding algorithm D', on input a 0-1 vector t, uses D
and P(B) to compute a lattice vector v closest to t, and output codeword t mod 2. It follows
from Theorem 6 that if v is a g/y-approximate solution to CVP problem (B, t), then t mod 2 is a
~-approximate solution to NCP problem (W,t). Since, by Theorem 5, NCPP over GF(2) is NP-
hard to approximate within any factor less than 5/3, this proves the NP-hardness of approximating
CVPP in the £, norm within any factor less than ¢/5/3. O

As a remark, a similar reduction (with 3I instead of 2I) would also hold if we started from NCP
over GF(3). However, the reduction does not extend to even larger alphabets without decreasing
the approximation factor. So, it is not clear how to prove the inapproximability of CVPP for
factors close to m directly from Theorem 3, without going through the extension field and
concatenating code construction of Theorem 5.

5 Conclusion

We proved that NCPP and CVPP are hard to approximate within some constant factor, reducing
the gap between known hardness results for lattice and coding problems with or without preprocess-
ing. The inapproximability factors achieved are any vy < 5/3 for NCPP over any finite field GF'(q),
and any v < {/5/3 for CVPP in the £, norm. Very recently, the results for NCPP over GF(2)
have been improved by Regev [26] (using techniques from Probabilistically Checkable Proofs) to
any -y < 3, leading also to stronger inapproximability results for CVPP (in the £, norm) within any
v < /3. An interesting question is whether NCPP and CVPP are hard to approximate within any
constant factor, or subpolynomial functions n©(1/108187) [8] ‘matching known results for NCP and
CVP. A common technique to increase the inapproximability factor of lattice and coding problems
in that of using tensor product constructions. For example, [3] shows that approximating NCP
instance (C, t) within factor v can be reduced to approximating NCP instance (C®t,t ®t) within
factor 2, where ® denotes the tensor product operation. (The reader is referred to [3, 9] for the
definition of tensor product.) As a different example, [9] reduces the problem of approximating the
minimum distance of code C within factor v to approximating the minimum distance of C ® C
within factor v2. Using this construction repeatedly, one can boost a constant inapproximability
factor v > 1 to any constant in polynomial time, or subpolynomial factors n©(/1°8°) in quasi poly-
nomial time. Unfortunately, this technique does not apply to NCPP or CVPP because code C® t
cannot be preprocessed without first knowing the target vector t. A similar amplification technique
where the new code (or lattice) C' depends only on the original code C, would immediately give
a hardness result for approximating NCPP and CVPP within any constant approximation factor,
but no such technique is currently known.

Another interesting problem is proving the hardness of the nearest codeword problem when
the distance between the target and the code is small relative to the minimum distance d of the
code. In [9], this problem, called the Relatively Near Codeword problem (RNC), is shown NP-hard
(under randomized reductions) when the target is within distance (1/2 + €)d from the code. The
proof of Dumer, Micciancio and Sudan [9] is by reduction from approximating NCP, and has the
property that the RNC code depends only on the NCP code. Therefore, techniques in [9] could
be used to prove the hardness of RNC with preprocessing. However, the reduction in [9] requires
the inapproximability of NCPP within factors bigger than 2 in order to give interesting results
about RNC with preprocessing (i.e., hardness results in which the distance of the target from the



code is not bigger than the minimum distance of the code). The recent improved inapproximability
results of [26], imply that RNC with preprocessing is NP-hard to approximate within some constant
factor even if the distance of the target from the code is less than the minimum distance of the
code. Further improving the inapproximability of NCPP to any constant factor would imply that
RNC with preprocessing is also NP-hard (again, under randomized reductions [9]) to approximate
within any constant even when the distance of the target from the code is arbitrarily close to half
the minimum distance.
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