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Lattices (good)

Lattices :)

Discrete additive subset of Rn

Great for cryptography
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Lattices (bad)

Lattices :(

“Poset lattices” are also called lattices

Useless for cryptography

. . . until now!
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Definitions

Definition (lattice)

A lattice is a partially ordered set (P,≤) such that every pair of
elements x , y ∈ P has a unique meet (i.e. greatest lower bound)
x ∧ y and join (i.e. least upper bound) x ∨ y .

Definition (ideal)

An ideal of a lattice (P,≤) is a (nonempty) subset I ⊆ P such
that

for all x ∈ I , and for all y ∈ P, if y ≤ x then y ∈ I
(“downward-closed”)

for all x , y ∈ I , (x ∨ y) is also in I (“upper-bounded”)
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Definitions

For an ideal I of a lattice P, and for x ∈ P, we define I ∧ x as
{y ∧ x | y ∈ I}

I ∧ x is also upper-bounded because
(a ∧ x) ∨ (b ∧ x) = (a ∧ b) ∨ x

I ∧ x is also downward-closed because a ≤ b implies
a ∧ x ≤ b ∧ x

so I ∧ x is also an ideal
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Lattice problems

Given ideals G , G ∧ x , it’s hard to recover x

probably, idk

We’ll treat this like discrete log
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Introducing NFALS: A Lattice Ideal Based Cryptosystem

Number Fields Are for LoserS
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NFALS

Our lattice (P,≤) will be {0, 1}N under inclusion

Let G be a fixed, public, non-principal ideal

“Won’t G require infinite space to represent?”

skill issue
get more RAM
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NFALS

Like Diffie-Hellman but with lattice ideals:

Alice picks random a ∈ P and sends sends G ∧ a

Bob picks random b ∈ P and sends sends G ∧ b

Shared secret is (G ∧ a) ∧ b = (G ∧ b) ∧ a

Secure under the well-studied NFALS assumption, which we
introduce in this work
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NFALS: A Cryptosystem Based on Ideals of Lattices

Number Fields Are for LoserS
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