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NFALS: A Cryptosystem Based on
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e Introduced at the Crypto 2025 Rump Session [Shul25]



What is NFALS?

@ Introduced at the Crypto 2025 Rump Session [Shul25]
o Now widely deployed:

ClopenSSH

TLS 1.7

CableGuard VPN

libpotassium

NSecure
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What is NFALS?

@ Introduced at the Crypto 2025 Rump Session [Shul25]
o Now widely deployed:

ClopenSSH

TLS 1.7

CableGuard VPN

libpotassium

NSecure

e Currently being standardized as PL-KEM (Poset Lattice-based
KEM)

o Has caused at least 3 flamewars on pgqc-forum
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No really, what is NFALS?

NFALS is based on ideals of poset lattices:
o Let the lattice P be {0,1}"
@ Let G be a non-principal ideal of P
@ Alice sends G A a for random a € P
@ Bob sends G A b for random b € P
@ Shared secret is (GAa)Ab=(GAb)Aa
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Attack #1

@ Since G A a is infinitely large and requires infinite time to
compute, any finite runtime is polynomial (and in fact
negligible) in the security parameter

Adam Suhl On the (In)security of NFALS



Attack #1

@ Since G A a is infinitely large and requires infinite time to
compute, any finite runtime is polynomial (and in fact
negligible) in the security parameter

@ The universe has large but finite state

Adam Suhl On the (In)security of NFALS



Attack #1

@ Since G A a is infinitely large and requires infinite time to
compute, any finite runtime is polynomial (and in fact
negligible) in the security parameter

@ The universe has large but finite state

@ lterate over all possible universes = key recovery in finite
time

Adam Suhl On the (In)security of NFALS



Attack #1

@ Since G A a is infinitely large and requires infinite time to
compute, any finite runtime is polynomial (and in fact
negligible) in the security parameter

@ The universe has large but finite state

@ lterate over all possible universes = key recovery in finite
time

Devastating in theory, but unsatisfying in practice
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Attack #2

@ Given GAaand GAD
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Attack #2

@ Given GAaand GA Db
e Compute their meet: (GAa)A(GAb)=GANaADb

@ Recovers the shared secret immediately
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Main Takeaways

@ NFALS is completely broken
@ Adma Shul is definitely not me

Thanks!
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