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Last time: Hash functions, HMAC

This time: Authenticated encryption, computational number
theory



Chosen ciphertext security
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Definition

(Enc, Dec) is CCA-secure if V efficient adversaries A,

Pr[A succeeds| < 1/2+¢



Unforgeable encryption game
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Let m = Deck(c). A wins if m # L and m not among encryption
queries.

Definition
A private-key encryption scheme (Enc, Dec) provides unforgeable
encryptions if Pr[A succeeds| = negligible.



Authenticated Encryption

Definition
A private-key encryption scheme (Enc, Dec) provides authenticated
encryption if it is CCA-secure and unforgeable.



Generic constructions of authenticated encryption

We have CPA-secure encryption schemes, and we have unforgeable
MACs.

We would like to combine them together to achieve authenticated
encryption.



Candidate Authenticated Encryption Constructions
MAC-and-encrypt
® Encryption: t <— Macy,(m) ¢ < Enc, (m) output (c,t)
® Decryption: Input c. Compute Decy,(c) = (m)
If Verify, (m,t) =reject then output reject
else output m.

MAC-then-encrypt
® Encryption: t = Macy,(m) ¢ = Encg (ml||t) output c
® Decryption: Input c. Compute Decy,(c) = (m||t)
If Verify, (m,t) =reject then output reject
else output m.

Encrypt-then-MAC
® Encryption: ¢ = Ency (m) t = Macg,(c) output (c,t)
® Decryption: Input (c, t).
If Verify, (c,t)=reject then output reject
else output Decy,(c).



MAC-and-encrypt may not be CPA secure

MAC-and-encrypt
® Encryption: t <— Macy,(m) ¢ < Enc, (m) output (c,t)

® Decryption: Input ¢. Compute Decy_(c) = (m)
If Verify, (m,t) =reject then output reject
else output m.



MAC-and-encrypt may not be CPA secure

MAC-and-encrypt
® Encryption: t <— Macy,(m) ¢ < Enc, (m) output (c,t)

® Decryption: Input ¢. Compute Decy_(c) = (m)
If Verify, (m,t) =reject then output reject
else output m.

Consider Mack(m) = m||Fx(m) for a PRF F.



MAC-and-encrypt may not be CPA secure

MAC-and-encrypt
® Encryption: t <— Macy,(m) ¢ < Enc, (m) output (c,t)

® Decryption: Input ¢. Compute Decy_(c) = (m)
If Verify, (m,t) =reject then output reject
else output m.

Consider Mack(m) = m||Fx(m) for a PRF F.

If Mack(m) is deterministic, will always fail CPA security.



MAC then Encrypt may not be CCA secure

MAC-then-encrypt
® Encryption: t = Mack, (m) ¢ = Encg (ml||t) output c

® Decryption: Input ¢. Compute Decy,(c) = (ml||t)
If Verify, (m,t) = reject then output reject
else output m.



MAC then Encrypt may not be CCA secure

MAC-then-encrypt
® Encryption: t = Mack, (m) ¢ = Encg (ml||t) output c

® Decryption: Input ¢. Compute Decy,(c) = (ml||t)
If Verify, (m,t) = reject then output reject
else output m.

Consider Enc'y(m) = Enc'x(m)||garbage. Even if Enc is
CPA-secure, an attacker can successfully maul ciphertexts.



MAC then Encrypt may not be CCA secure

MAC-then-encrypt
® Encryption: t = Mack, (m) ¢ = Encg (ml||t) output c

® Decryption: Input ¢. Compute Decy,(c) = (ml||t)
If Verify, (m,t) = reject then output reject
else output m.

Consider Enc'y(m) = Enc'x(m)||garbage. Even if Enc is
CPA-secure, an attacker can successfully maul ciphertexts.

This scheme was used in SSLv3 and resulted in the POODLE
padding oracle attack vulnerability, even with a MAC.



Encrypt-then-MAC
® Encryption: ¢ = Ency (m) t = Macg,(c) output (c,t)
® Decryption: Input (c, t).
If Verify, (c,t)=reject then output reject
else output Decy,(c).

Theorem

Encrypt-then-MAC provides authenticated encryption when
instantiated with a CPA-secure encryption scheme and an
unforgeable MAC scheme.



Authenticated encryption schemes in practice

® GCM: Encrypt-then-MAC with CTR mode and GMAC.
Nobody will fault you for choosing AES-GCM in practice,
although there are implementation pitfalls.

e CCM: Mac-then-encrypt with CTR mode and CBC-MAC. This
can be proven secure.

® ChaCha20-Poly1305: Encrypt-then-MAC with ChaCha20
stream cipher and Poly1305 MAC with ChaCha20 as PRF.
Very popular choice for TLS.



Common implementation mistakes

® Using the same key for encryption and MAC

® Only MACing part of the ciphertext. (e.g. omitting the IV or
the data used to derive a deterministic 1V)

e Qutputting some plaintext before verifying integrity



Computational number theory review!



Fundamental theorem of arithmetic

Theorem
Every n € Z n # 0 has unique factorization n = £p*p3 ... p&r
with p; distinct primes and e; positive integers.



Division and remainder

Theorem
a,beZ, b>0, 3 unique q,r e Zst. a=bg+r, 0<r<b.

r=amod b amod b=a—b|7]

Because we're in CS, we also write r = a mod b.
bla < amodb=0
a= bmod N: (a mod N) = (b mod N)

a=bmod N < N |(a—b)



GCDs and Extended Euclidean Algorithm

gcd(a, b) : greatest common divisor d s.t. d|aand d | b

Theorem (Extended Euclidean Algorithm)
a,b € Z (and positive) 3x,y € 7Z s.t. ax + by = gcd(a, b)



Euclidean Algorithm

Input: a,beZ
Output: d = gcd(a, b)

If b=0:
return a
else:

return gcd(b, a mod b)



Extended Euclidean Algorithm

Input: a,beZ
Output: d, x,y with d = gcd(a, b), ax + by = d

If b|a:
return b, 0,1
else:
compute a=gqgb+r
d,x,y = egcd(b, r) (xb + yr =d)
return (d,y,x — yq)

Theorem
The Extended Euclidean Algorithm runs in time O(Ig(a)lg(b)).

Theorem
If c|ab, ged(a,c) =1 = c|b



Addition modulo N

The integers modulo N € Z are closed under addition.
a+b=cmod N < (amod N)+ (b mod N) = (c mod N)

There is an identity element 0 with the property that:

a+0=0+a=amodN VaecZ

Any a € 7Z has an additive inverse which is an integer “—a" such
that

a+(—a)=(—a)+a=0mod N
For example, 3+ (—3) =3+ 2 =0 mod 5.



Multiplication modulo N

Let's do the same thing with multiplication.

The integers modulo N € Z are closed under multiplication.
a-b=cmod N < (amod N)-(bmod N) = (c mod N)

There is an identity element 1 with the property that:

at+l=14+a=amodN VaeZ

We would like to define a “multiplicative inverse” analogously to the
additive inverse we defined on the previous slide. For a € Z, we
would like to find some “multiplicative inverse” element a—! such
that

a-(@l)=1mod N



Multiplicative inverses are not always well defined

For a € Z, we would like to find some “multiplicative inverse”
element a~! such that

a-(@l)=1mod N
However, we can't always do this.
For example:

® Set a =3 and N = 3. Check that there is no integer we can
multiply with a to get 1 modN.

® Seta=3and N=6. a-bis always 0 or 3 mod6.
® Set a =6 and N = 9. Same problem.



Multiplicative modular inverses
Inverse of bmod N: b1 €7, 0< b1 < N, with

b-b"'=1mod N
® Not defined if b not invertible modulo N.
® 0 has no inverse.

Theorem
a invertible modN <= gcd(a, N) =1



Multiplicative modular inverses
Inverse of bmod N: b1 €7, 0< b1 < N, with

b-bl=1mod N

® Not defined if b not invertible modulo N.
® 0 has no inverse.

Theorem
a invertible modN <= gcd(a, N) =1
Proof.
—
ab=1mod N
ab=1+cN

ab—cN=1 = gcd(a,N)=1



Multiplicative modular inverses
Inverse of bmod N: b1 €7, 0< b1 < N, with

b-bl=1mod N

® Not defined if b not invertible modulo N.
® 0 has no inverse.

Theorem
a invertible modN <= gcd(a, N) =1
Proof.
—
ab=1mod N
ab=1+cN

ab—cN=1 = gcd(a,N)=1

<= ax+Ny=1 = x=almodN



Explicitly computing multiplicative modular inverses

Implication of previous slide: Can compute modular inverses using
extended GCD algorithm.



