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Last time: Hash functions

This time: Hash functions, HMAC



Hash functions in practice

MD5: Totally insecure.

SHAL: Totally insecure.

SHA2 (SHA256, SHA512): Secure

SHA3: New hotness standardized by NIST in 2015.



The long saga of MD5

MD5 was a popular hash function using the Merkle-Damgérd
construction.

1991 Rivest publishes MD5

1993 “some weaknesses”

1995 SHAI1 proposed by NIST

2004 Wang et al. collision for MD5 in Crypto rump session
2009 Rogue CA certificate

2010 NIST recommends replacing SHAL

2012 Flame malware exploits MD5 collision in wild against
Microsoft CA

MD5 collisions can be computed in seconds on a laptop.

Chosen-prefix MD5 collisions take minutes on my cluster.
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B'TS RapidSSL attack in 2008

e Collaboration of hackers and academics
led by Alex Sotirov and Marc Stevens

« Demonstrated a practical MDS collision
attack against the RapidSSL CA:

o resulted in arogue SSL certificate authority
trusted by all browsers

o dallows man-in-the-middle afttacks on SSL
 Presented at the CCC in 2008

» Authors worked with CAs to discontfinue all
use of MDJ5 signatures
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"’BI%"‘ RapidSSL collision generation

* About 2 days ona
cluster of 200 PS3s

+ Equivalent to about
$20k on Amazon EC2
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B Flaome propagation

* Flame regqisters itself as a proxy server for
update.microsoft.com and other domains
o WPAD (Web Proxy Auto-Discovery Protocol)
o local network only
* Man-in-the-middle on Windows Update

o SSL spoofing is not needed, Windows Update
falls back to plaintext HTTP

o serves a fake update signed with a Microsoft
code-signing certificate
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Certificate hierarchy

Microsoft Root Certificate
Authority

e

Microsoft Enforced Licensing

Intermediate PCA a

!

ntdll.dll

Microsoft Windows Verification
PCA Q
Microsoft Windows

Microsoft Enforced Licensing

Registration Authority CAR

!

Microsoft LSRA TAR-

MS 21217
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Flame certificate

Colliding certificates

Certificate signed by Microsoft

Serial number, validity

CN=MS

2048-bit RSA key
(271 bytes)

Chosen prefix
(difference)

birthday bits

Serial number, validity

CN=Terminal Services LS

MDS5 signature

4 near collisions blocks
(computed)

Identical bytes
(copied from signed cert)

X509 extensions

MD?5 signature
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The continuing saga of SHA1

SHAL1 is a popular hash function using the Merkle-Damgard
construction.

1993 SHAO published by NIST

1995 NIST adds one instruction to compression function; turns out
to be necessary for collision resistance

2005 Wang, Yao, Yao 2% collision attack

2017 Stevens et al. first collision for SHA1 in 2631 evaluations:
6500 CPU-years 4+ 110 GPU-years

2019 Chosen-prefix collisions in 268 evaluations



SHAttered SHAttered

The first concrete collision attack against SHA-1 The first concrete collision attack against SHA-1
https://shattered.io
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SHA2

The SHA2 hash functions use Merkle-Damgard construction with
Davies-Meyer compression function.

2002 NIST adds SHA256 and SHA512 to SHA family
® SHA224 and SHA384 are truncated versions of these.

® SHA256 uses 512-bit message blocks and 256-bit chaining
variables.

® Recommended for use now.



SHA3

SHA3 uses a new construction, a sponge.
2006 NIST organizes a new hash function competition
® Goal to have a more “diverse” algorithm portfolio
® Intended to be drop-in replacement for SHA2

2012 Keccak algorithm (Bertoni, Daemen, Peeters, Van Aasche)
announced as competition winner

2013 NIST announces decrease to the security parameter for
standard, uproar ensues

® Among other things, algorithm would be less quantum
resistant

2013 NIST walks back change to original security parameter
2015 NIST publishes standard

® Recommended for use now.



Getting MAC construction right is hard

® H(k || m) is not a secure MAC if H uses Merkle-Damgérd
construction: vulnerable to length extension attacks.

® H(m || k) is not a secure MAC if H uses Merkle-Damgérd
construction and H is not collision-resistant.

e HMAC-MDS5 is currently not broken even though MD5 is not
collision resistant.

e SHA2(k || m || k) is an okay MAC, but nobody does this.

® SHA3(k || m) is a secure MAC because SHA3 uses sponge
construction.



Length extension attacks on Merkle-Damgard

Recall the Merkle-Damgard construction:
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Mg = my||pad||len(m)

The final output is equivalent to an intermediate state for
H(m||pad|]...).



Length extension attacks on insecure MAC construction

Historically, people tried to construct MACs from hash functions by
prepending a key:

Input: Bad MAC: (m, H(k||m))
Attack: Forge valid bad MAC: (m||pad||m’, H(k||m||pad||m’))
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In general, we can construct the hash H(m||pad||mpew) for any
Mpeyw from only H(m) even if we don't know m.

Just need to know (or guess) len(m) to compute padding.



Constructing a MAC as H(ml||k) is vulnerable to hash
collision attacks

£ AUTHENTICATION PROTOCOL SHATTERED

New Blast-RADIUS attack breaks 30-

year-old protocol used in networks
everywhere

Ubiquitous RADIUS scheme uses homegrown authentication based on MD5. Yup, you heard right.

Protocol hard-coded insecure MAC: MD5(packet||secret).




HMAC

Constructing a provably secure MAC from a Merkle-Damgard hash
function.

® Gen: Generate k € {0,1}".
® Mac: Input k, m. Output

£ = H((k ® opad]|H{((k ® pad)|m))
ipad = 0x36 opad = 0x5C

® Verify: Input k, message m, tag t. Output 1 if t = Mack(m).



HMAC

Constructing a provably secure MAC from a Merkle-Damgard hash
function.

® Gen: Generate k € {0,1}".
® Mac: Input k, m. Output

t = H((k & opad||H((k & ipad)||m))
ipad = 0x36 opad = 0x5C
® Verify: Input k, message m, tag t. Output 1 if t = Mack(m).
Bellare: HMAC is a PRF if compression function is a PRF.

Suprisingly: HMAC-MD5 not broken, even though MD5 not
collision-resistant.



Why to combine MACs and encryption: chosen ciphertext security..



Chosen ciphertext security

Motivation: What if an attacker can learn information about the
plaintext for a ciphertext?

Real-world example: Padding oracle attacks.



Block cipher encryption padding

Block ciphers operate on a block at a time.
If our plaintext is not a multiple of the block length, we must pad it

somehow.

Historical example: SSLv3 padding. To pad 1 < L < 16 bytes,
append L — 1 arbitrary bytes followed by the byte L.

Historical example: PKCS 7 padding. To pad 1 < L < 16 bytes,
append L bytes of the byte value L.



Sample (vulnerable) encryption padding implementation

® Ency(m) = AES-CBCy(pad(m)).

® Deck(c) :
1. Compute p = AES-CBC-decrypt,(c).
2. Compute m = unpad(p).
3. If padding has wrong format, throw error.
4. Else return m.



Padding oracle attack

1. Attacker has ciphertext ¢ that they wish to decrypt.

2. Attacker modifies ciphertext to obtain ¢’ and sends it to
victim.

3. Victim decrypts ¢’ and returns valid if plaintext has correct
padding; invalid if plaintext padding incorrectly formatted.



Vaudenay CBC padding oracle attack with PKCS 7 padding

Attacker wishes to learn information about ciphertext

c=(IV,a,c,...).

Attacker sends (IV @ 00...00t,¢c1) = Fx(IV @ my ©00...00t) to

decryption padding oracle.

W\
)
IV — Cﬁ?*’@‘ﬁ

C

valid if my ©000...0t =

oracle returns

invalid otherwise

... 1(most likely)
.22
..333

After 256 queries, attacker learns one byte of mj.



Chosen ciphertext security
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(Enc, Dec) is CCA-secure if V efficient adversaries A,

Pr[A succeeds| < 1/2+¢



Example

Consider Ency(m) = (r, Fi(r) & m).
r €r {0,1}", mis one block long.

Is this CCA secure?



Unforgeable encryption game
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Let m = Deck(c). A wins if m # L and m not among encryption
queries.

Definition
A private-key encryption scheme (Enc, Dec) provides unforgeable
encryptions if Pr[A succeeds| = negligible.



Authenticated Encryption

Definition
A private-key encryption scheme (Enc, Dec) provides authenticated
encryption if it is CCA-secure and unforgeable.



Generic constructions of authenticated encryption

We have CPA-secure encryption schemes, and we have unforgeable
MACs.

We would like to combine them together to achieve authenticated
encryption.



Candidate Authenticated Encryption Constructions
MAC-and-encrypt
® Encryption: t <— Macy,(m) ¢ < Enc, (m) output (c,t)
® Decryption: Input c. Compute Decy,(c) = (m)
If Verify, (m,t) =reject then output reject
else output m.

MAC-then-encrypt
® Encryption: t = Macy,(m) ¢ = Encg (ml||t) output c
® Decryption: Input c. Compute Decy,(c) = (m||t)
If Verify, (m,t) =reject then output reject
else output m.

Encrypt-then-MAC
® Encryption: ¢ = Ency (m) t = Macg,(c) output (c,t)
® Decryption: Input (c, t).
If Verify, (c,t)=reject then output reject
else output Decy,(c).



MAC-and-encrypt may not be CPA secure

MAC-and-encrypt
® Encryption: t <— Macy,(m) ¢ < Enc, (m) output (c,t)

® Decryption: Input ¢. Compute Decy_(c) = (m)
If Verify, (m,t) =reject then output reject
else output m.



MAC-and-encrypt may not be CPA secure

MAC-and-encrypt
® Encryption: t <— Macy,(m) ¢ < Enc, (m) output (c,t)

® Decryption: Input ¢. Compute Decy_(c) = (m)
If Verify, (m,t) =reject then output reject
else output m.

Consider Mack(m) = m||Fx(m) for a PRF F.



MAC-and-encrypt may not be CPA secure

MAC-and-encrypt
® Encryption: t <— Macy,(m) ¢ < Enc, (m) output (c,t)

® Decryption: Input ¢. Compute Decy_(c) = (m)
If Verify, (m,t) =reject then output reject
else output m.

Consider Mack(m) = m||Fx(m) for a PRF F.

If Mack(m) is deterministic, will always fail CPA security.



MAC then Encrypt may not be CCA secure

MAC-then-encrypt
® Encryption: t = Mack, (m) ¢ = Encg (ml||t) output c

® Decryption: Input ¢. Compute Decy,(c) = (ml||t)
If Verify, (m,t) = reject then output reject
else output m.



MAC then Encrypt may not be CCA secure

MAC-then-encrypt
® Encryption: t = Mack, (m) ¢ = Encg (ml||t) output c

® Decryption: Input ¢. Compute Decy,(c) = (ml||t)
If Verify, (m,t) = reject then output reject
else output m.

Consider Enc'y(m) = Enc'x(m)||garbage. Even if Enc is
CPA-secure, an attacker can successfully maul ciphertexts.



MAC then Encrypt may not be CCA secure

MAC-then-encrypt
® Encryption: t = Mack, (m) ¢ = Encg (ml||t) output c

® Decryption: Input ¢. Compute Decy,(c) = (ml||t)
If Verify, (m,t) = reject then output reject
else output m.

Consider Enc'y(m) = Enc'x(m)||garbage. Even if Enc is
CPA-secure, an attacker can successfully maul ciphertexts.

This scheme was used in SSLv3 and resulted in the POODLE
padding oracle attack vulnerability, even with a MAC.



Encrypt-then-MAC
® Encryption: ¢ = Ency (m) t = Macg,(c) output (c,t)
® Decryption: Input (c, t).
If Verify, (c,t)=reject then output reject
else output Decy,(c).

Theorem

Encrypt-then-MAC provides authenticated encryption when
instantiated with a CPA-secure encryption scheme and an
unforgeable MAC scheme.



Authenticated encryption schemes in practice

® GCM: Encrypt-then-MAC with CTR mode and GMAC.
Nobody will fault you for choosing AES-GCM in practice,
although there are implementation pitfalls.

e CCM: Mac-then-encrypt with CTR mode and CBC-MAC. This
can be proven secure.

® ChaCha20-Poly1305: Encrypt-then-MAC with ChaCha20
stream cipher and Poly1305 MAC with ChaCha20 as PRF.
Very popular choice for TLS.



