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Last time: Block ciphers and modes of operation

This time: Message integrity codes



Message Malleability and Integrity

Independent of whether messages remain confidential, we want to
ensure that they can’t be modified by a third party in transit.



Exercise

Does encryption protect the integrity of the encrypted message?



Exercise

What kinds of modifications can an attacker make with the
encryption methods/modes of operation we’ve seen?

• OTP
• Stream cipher encryption
• ECB mode
• CTR mode
• CBC mode



Message Authentication Codes

Solution: Add a special tag to ensure integrity of the message.



Cryptographic and non-cryptographic integrity checking

Non-cryptographic protocols also often include integrity cheks:
• Ethernet uses CRC32, a 32-bit checksum
• TCP has a 16-bit checksum

These algorithms protect against random errors, but they are public
and do not include keys so can be forged by a malicious adversary.



Message Authentication Codes

Definition
• Key generation algorithm generates k

• Tag generation: Mack(m) → t

• Tag verification:

Verifyk(m, t) =

{
accept if tag is valid
reject if tag is invalid

• Correctness: Pr[Verifyk(m,Mack(m)) = accept] = 1



MAC Security: Existential MAC forgery

I

l

MZ

Macie
lmz)

Definition
A MAC construction (Mac,Verify) is existentially unforgeable under
a chosen-message attack if the probability that A wins is negligible.



Exercise

Let f (x) be a fixed, public polynomial function.

To compute Mac(m), interpret m as an integer and output f (m).

Is this an existentially unforgeable MAC under a chosen-message
attack?



Exercise

Gen k ∈R {0, . . . , p − 1}d+1.

Set fk(x) = kdx
d + kd−1x

d−1 + · · ·+ k0.

Mac(m): Interpret m as an integer. Output fk(m).

Is this an existentially unforgeable MAC under a chosen-message
attack?



MACs do not solve replay attacks

Let m = “Alice sends $1 to Bob”.

Alice computes Mac(m) = t and sends m, t to her bank.

Bob observes this message and sends it to the bank 1000 times.

Need sequence numbers or timestamps to handle this in practical
protocols.
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Constructing a fixed-length MAC from a PRF

Let F be a PRF. Then we can construct a MAC as follows:
• Key generation: k ∈R {0, 1}n

• Mack(m) = Fk(m)

•

Verifyk(m, t) =

{
accept if Fk(m) = t

reject otherwise



Theorem
The PRF MAC construction is secure.

Proof.
Assume construction not secure, construct PRF distinguisher.

D

1. If F is a truly random function, then
Pr[A succeeds] = 2−n = Pr[D(f ) = 1]

2. If F PRF, Pr[D(Fk) = 1] = d > negligible by assumption.

|Pr[D(Fk) = 1]− Pr[D(f ) = 1]| = d − 2−n > negligible



Exercise

Let F (m) = AES0(m). Is F a secure MAC function?



How to MAC an arbitrary length message?

One idea: m = m1||m2|| . . .mk .

Compute tj = Mack(mi ) for all i , send t1, . . . , tk along with m.
Is this secure?

No: Can reorder blocks, drop blocks...
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CBC-MAC

Can use CBC construction to construct a one-block MAC for
fixed-length multi-block messages.

• k ∈R {0, 1}n
• Input m = m1 . . .mℓ. To compute Mack(m) :

1. t0 = 0n (fixed, non-random value)
2. For i = 1, . . . , ℓ ti = Fk(ti−1 ⊕mi )
3. Output last block tℓ

•

Verifyk(m, t) =

{
accept if Mack(m) = t

reject otherwise

Theorem
If F is a secure PRF, then CBC-MAC is a secure MAC for
fixed-length multi-block messages



CBC-MAC is not secure for variable-length messages

Attacker:
1. Query Mack(x) = T1.
2. Compute m = x ||T1 ⊕ x .
3. Output m,T1.

Can fix by prepending (not appending) length to message.
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Differences between CBC mode for encryption and MACs

• CBC mode encryption uses a randomized IV. This is necessary
for security.

• CBC MAC uses a fixed IV (0). This is necessary for security.
• CBC mode encryption outputs all the intermediate outputs.

This is necessary for decryption.
• CBC MAC outputs only the final block. This is necessary for

security.



Next lecture: chosen ciphertext attacks and authenticated
encryption.

Preview: CBC-MAC is used in practice as part of CCM mode,
which combines CTR mode encryption with CBC-MAC.


