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Last time: Chosen plaintext attacks and pseudorandom functions

This time: Block ciphers



Reminder: Pseudo-random functions (PRFs)

Deterministic algorithm F :
• k ∈ K , x ∈ X , y ∈ Y

• Fk(x) = y

• Should be computationally
indistinguishable from a truly
random function

Truly Random Function

• PRF Fk is a family of functions parameterized by k .
• PRF Fk is efficient to compute if it can be computed in

polynomial time.



Reminder: Distinguishing experiment for PRFs

Definition
Fk is a secure PRF if ∀ efficient D

|Pr[D(Fk) = 1]− Pr[D(random fn) = 1]| negligible



Using a PRF for CPA-secure encryption

• Generate k at random.

• Encryption:
1. Generate r uniformly at random.
2. Enck(m) = (r ,Fk(r)⊕m)

• Decryption:
1. Parse c = (r , s)
2. Deck(c) = Fk(r)⊕ s.

Correctness?

The r here is called an “initialization vector” (IV) or “nonce” in
real-world constructions.



Theorem
The Enck(m) = (r ,Fk(r)⊕m) construction on the previous slide is
CPA-secure.

Proof.
By contradiction. Assume adversary A can win CPA-security game
#1 with non-negligible advantage, construct a PRF distinguisher.



Proof.

Assume A wins CPA game against F with advantage d > negl.
1. If F pseudorandom, Pr[A succeeds] = 1/2 + d

2. If F is a truly random function f : A makes Q oracle queries.
- If nonce rc used in challenge is repeated, A learns value of
f (rc) and succeeds with probability 1.

Pr[rc repeated across oracle queries] ≤ Q/2n

- If rc not used in challenge, no information: Pr[success] = 1/2

Pr[A succeeds] ≤ 1/2 + Q/2n

|Pr[D | Fk ]−Pr[D | f ]| = |1/2+d−(1/2+Q/2n)| = d−Q/2n > negl.



Using stream ciphers in a CPA-secure way

Augment stream cipher with an initialization vector or IV.
• Enck(m) = (IV ,G (k , IV )⊕m)

For this to be secure, G (k, IV ) needs to be pseudorandom when IV
is known.

Insecure if IV is ever reused.

WEP insecurity. WEP is broken in multiple ways: it uses a 24-bit
IV, which repeats with 50% probability after 5,000 packets.



Pseudo-random permutations (PRPs)

Deterministic algorithm F :
• k ∈ K , x ∈ X , y ∈ X

• Fk(x) = y

• F−1
k (y) = x

• Should be computationally
indistinguishable from a truly
random permutation

Truly Random Permutation

• PRP Fk is a family of functions parameterized by k .
• Fk ,F

−1
k are efficient to compute if they can be computed in

polynomial time.



Theorem
A pseudorandom permutation is also a pseudorandom function.



Pseudorandom permutations in practice: Block ciphers

Definition (Block cipher)
• Deterministic cipher (Enc,Dec)
• Message space = ciphertext space = X , key space = K

• Fix k ∈ K , Fk : X → X

• F−1
k exists

• Enck(m) = Fk(m)

• Deck(c) = F−1
k (c)



Using a block cipher for encryption

Obvious idea for one block:
• Enck(m) = Fk(m)

• Deck(c) = F−1
k (c)

Obvious but insecure idea for multiple block:
• Enck(m1||m2|| . . . ||mℓ) = Fk(m1)||Fk(m2)|| . . . ||Fk(mℓ)

• Deck(c1||c2|| . . . ||cℓ) = F−1
k (c1)||F−1

k (c2)|| . . . ||F−1
k (cℓ)

This is called “Electronic Code Book” (ECB) mode.



Exercise

Is ECB mode indistinguishable in the presence of an adversary for
one-block messages?



Exercise

Is ECB mode indistinguishable in the presence of an adversary for
multi-block messages?



Exercise

Is ECB mode CPA-secure for one-block messages?



Exercise

Is ECB mode CPA-secure for multi-block messages?



ECB mode: deterministic encryption

m ECB mode Secure encryption
https://en.wikipedia.org/wiki/Block_cipher_mode_of_operation

https://en.wikipedia.org/wiki/Block_cipher_mode_of_operation


https://xkcd.com/1286/

https://xkcd.com/1286/


https://citizenlab.ca/2020/04/move-fast-roll-your-own-crypto-a-

quick-look-at-the-confidentiality-of-zoom-meetings/

https://citizenlab.ca/2020/04/move-fast-roll-your-own-crypto-a-quick-look-at-the-confidentiality-of-zoom-meetings/
https://citizenlab.ca/2020/04/move-fast-roll-your-own-crypto-a-quick-look-at-the-confidentiality-of-zoom-meetings/


Constructing PRGs from PRFs
Theorem
Let x1, . . . , xℓ be fixed, distinct elements, and F be a PRF.
G (k) = (Fk(x1),Fk(x2), . . . ,Fk(xℓ) is a secure PRG.

Proof.
Assume for contradiction that adversary AG can distinguish this
PRG from random. Can construct a distinguisher AF for the PRF.



Counter Mode

In the previous construction x1, . . . , xℓ just need to be distinct
elements. So just choose r and let x1 = r , x2 = r + 1, . . . .

Then we can use this as a stream cipher to encrypt:

Enck(m) = (r ,Fk(r)⊕m[0],Fk(r + 1)⊕m[1], . . . ,Fk(r + ℓ)⊕m[ℓ])

Deck(c) = (Fk(r)⊕ c[0],Fk(r + 1)⊕ c[1], . . . ,Fk(r + ℓ)⊕ c[ℓ])

This is secure in the presence of an eavesdropper.



Extension: Randomized Counter Mode

If we use a block cipher in counter mode with a randomized
starting value r , this is CPA-secure.

Enck(m) = (r ,Fk(r)⊕m[0],Fk(r + 1)⊕m[1], . . . ,Fk(r + ℓ)⊕m[ℓ])

Deck(c) = (Fk(r)⊕ c[0],Fk(r + 1)⊕ c[1], . . . ,Fk(r + ℓ)⊕ c[ℓ])

The value r is the IV.

This is an ok choice of mode of operation for AES.



Cipher block chaining (CBC) mode

1. IV has same length as block length.
2. ci = Enck(ci−1 ⊕mi )

3. Output (IV , c0, c1, c2, . . . ).
IV should be random.

CBC mode is CPA-secure, but suffers from implementation
vulnerabilities.

This is why people have been moving away from CBC mode.



Block cipher design: substitution-permutation network

Ideal properties:
• “diffusion”: mix inputs with

permutations, xor
• “confusion”: nonlinearity,

S-boxes

One round is insecure: Key recovery from a single known plaintext
pair.



Feistel network
IBM, early 1970s

• Key schedule: Key expanded
deterministically into many
round keys

• Round function: DES round
function f composed of
permutations, xor, and
S-boxes



Data Encryption Standard (DES)

• Cipher design standardized by NIST in 1977
• Designed by IBM with input from NSA
• “We sent the S-boxes off to Washington. They came back and

were all different.” –Alan Konheim, one of the designers
• NSA also pushed to decrease key size from 64 to 56 bits
• Late 1980s: Biham and Shamir rediscover differential

cryptanalysis and discover that changes to S-boxes made DES
resistant to attack

• 1997: DES challenges solved by distributed computation
• 1998: Deep Crack project breaks DES in 56 hours for

$250,000 of special-purpose hardware
• 2007: COPACOBANA can brute force DES in 13 days with

FPGAs
• Now: Still occasionally see 3DES (has 112-bit key strength)



AES (Advanced Encryption System)

• Chosen in 2000 after a
NIST-run competition.

• Rijndael (Joan Daemen,
Vincent Rijmen)

• 128, 192, 256-bit versions
• 10 rounds
• Sub-steps of each round

designed for lookup tables
• Best attack: 2126.1 time


