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Last time: Indistinguishability in the presence of an easvesdropper,
pseudorandom generators

This time: Chosen plaintext attacks and pseudorandom functions



Attack models we've seen so far

Ciphertext-only attack
® Most restrictive attack model
Known plaintext attack

e Historical example: WWII Enigma-encoded messages from
Germans ending in “Heil Hitler”

® Modern example: Observing ciphertext from someone visiting
the main page of Wikipedia over HTTPS.

Both of these are covered by indistinguishability in the presence of
an eavesdropper.



Last time we saw that indistinguishability in the presence of an
eavesdropper didn't guarantee security for multiple messages
encrypted with the same key. We need a new security model.



New attack model

Chosen plaintext attack

® Historical example: British military would place mines in
particular locations hoping Germans would send encrypted
messages about that location.

® Modern example: Attacker-controlled Javascript on a web
page causes victim web client to make a HTTPS connection.



Chosen plaintext attack
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Enc is CPA-secure if V efficient A, Pr[A succeeds] < 1/2 4 ¢ for €
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Another definition of chosen plaintext attack
“Left-right oracle”
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Enc is CPA-secure if
| Pr[A outputs 1 | b = 1] — Pr[A outputs 1 | b = 0]| negligible



Exercise

Is the one-time pad CPA-secure?



Exercise

Is stream cipher encryption CPA-secure?



Theorem
No deterministic cipher can be CPA-secure.



Theorem
No deterministic cipher can be CPA-secure.

Proof.
Adversary sends (mg, m1) as challenge messages, then queries
oracle on myg. O



Theorem
Any private-key encryption scheme that is CPA-secure is also
CPA-secure for multiple encryptions.



Pseudo-random functions (PRFs)

Truly Random Function
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® PRF Fy is a family of functions parameterized by k.
® PRF Fy is efficient to compute if it can be computed in
polynomial time.



Distinguishing experiment for PRFs
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Fy is a secure PRF if V efficient D

| Pr[D(Fx) = 1] — Pr[D(random fn) = 1]|

negligible



Exercise

Let Fx(x) = x+5. Is Fx a PRF?



Exercise

Let Fe(x) = k& x. Is Fx a PRF?



Exercise

Let f : {0,1}!28 — {0,1}1?8 be a truly random function
implemented as a look-up table.

Is f efficient to compute?



Question

Let Fx be a pseudorandom function. Is Fk_1 well defined?



Using a PRF for CPA-secure encryption

® Generate k at random.

® Encryption:

1. Generate r uniformly at random.
2. Ence(m) = (r, Fx(r) & m)

® Decryption:
1. Parse ¢ = (r,s)

2. Deck(c) = Fi(r) @ s.

Correctness?

The r here is called an “initialization vector” (IV) or “nonce” in
real-world constructions.



Theorem
The Ency(m) = (r, Fx(r) & m) construction on the previous slide is
CPA-secure.

Proof.
By contradiction. Assume adversary A can win CPA-security game
#1 with non-negligible advantage, construct a PRF distinguisher.
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Assume A wins CPA game against F with advantage d > negl.

1. If F pseudorandom, Pr[A succeeds] =1/2+ d
2. If F is a truly random function f: A makes @ oracle queries.

- If nonce r. used in challenge is repeated, A learns value of
f(rc) and succeeds with probability 1.

Pr[r. repeated across oracle queries] < Q/2"
- If r. not used in challenge, no information: Pr[success] = 1/2
Pr[A succeeds] < 1/2+ Q/2"

|PD | F]—Pr[D | £]| = |1/2+d—(1/24+Q/2")| = d—Q/2" > neg].



Using stream ciphers in a CPA-secure way

Augment stream cipher with an initialization vector or IV.
® Ence(m) = (IV,G(k,IV) & m)

For this to be secure, G(k, V) needs to be pseudorandom when IV
is known.

Insecure if IV is ever reused.

WEP insecurity. WEP is broken in multiple ways: it uses a 24-bit
IV, which repeats with 50% probability after 5,000 packets.



Pseudo-random permutations (PRPs)

Truly Random Permutation
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* Fr,F 1 are efficient to compute if they can be computed in
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Theorem
A pseudorandom permutation is also a pseudorandom function.



Pseudorandom permutations in practice: Block ciphers

Definition (Block cipher)

® Deterministic cipher (Enc, Dec)

® Message space = ciphertext space = X, key space = K
Fix ke K, Fr : X = X

F;l exists

Enci(m) = Fi(m)

Deck(c) = Fk_l(c)



Using a block cipher for encryption

Obvious idea for one block:
® Ency(m) = Fi(m)
® Deck(c) = F, }(c)

Obvious but insecure idea for multiple block:
* Enci(m||mal|...[lme) = Fi(ma)l[Fi(m2)]| ... |[Fi(my)
* Deci(alca|- .- lee) = F ()P (@)l - [1F ()

This is called “Electronic Code Book” (ECB) mode.



Exercise

Is ECB mode indistinguishable in the presence of an adversary for
one-block messages?



Exercise

Is ECB mode indistinguishable in the presence of an adversary for
multi-block messages?



Exercise

Is ECB mode CPA-secure for one-block messages?



Exercise

Is ECB mode CPA-secure for multi-block messages?



ECB mode: deterministic encryption

m ECB mode Secure encryption
https://en.wikipedia.org/wiki/Block_cipher_mode_of_operation


https://en.wikipedia.org/wiki/Block_cipher_mode_of_operation
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Move Fast & Roll Your Own Crypto
A Quick Look at the Confidentiality of Zoom Meetings

By Bill Marczak and John Scott-Railton April 3,2020

This report examines the encryption that protects meetings in the popular Zoom
teleconference app. We find that Zoom has “rolled their own” encryption scheme, which has
significant weaknesses. In addition, we identify potential areas of concern in Zoom’s
infrastructure, including observing the transmission of meeting encryption keys through
China.

Key Findings

e Zoom documentation claims that the app uses “AES-256" encryption for meetings
where possible. However, we find that in each Zoom meeting, a single AES-128 key is
used in ECB mode by all participants to encrypt and decrypt audio and video. The use
of ECB mode is not recommended because patterns present in the plaintext are
preserved during encryption.

https://citizenlab.ca/2020/04/move-fast-roll-your-own-crypto-a-

quick-look-at-the-confidentiality-of-zoom-meetings/
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