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Last time

• Caesar and substitution ciphers



What does “secure” mean?

• No adversary can compute secret key from ciphertext?
• No adversary can compute plaintext from ciphertext?
• No adversary can determine a character of plaintext?
• No adversary can derive meaningful information from

ciphertext?
• No adversary can compute any function of plaintext from

ciphertext?

Enz(m)
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-> Restricted access ? M
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-> Only authorical people can access?

- Safe against malware ?

-> AIB can't be imprinted?

- Can't decrypt a in a reasonable amount of timevo key ?

-> Attecker can't modify text?

Can't decuce information about plantext from ciphertext
extent information?

anything about contents ofplaintext?

Can't tell that ciphertext patterns?

Have plaintext and ciphertext for oumesage,
can't intercepting aboutoh

cipletexte?
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Shannon perfect secrecy

Informal definition: A ciphertext reveals no information about the
plaintext.

Definition (Perfect Secrecy)
An encryption scheme (Gen,Enc,Dec) is perfectly secret i! for
every m1,m2 → M and every c → C,

Pr[Enck(m1) = c] = Pr[Enck(m2) = c]

I



Exercise: Prove that the substitution cipher is not perfectly secret.

Gen : Choose permutton 1

Ency(m) = k(m.] k(mz] . . . KImel

Deck (c) =k[c ,]k
+[c] ...k[ce]

c = ana
Pr (Enc(mm) =c) = 0

mi =
bbb A

mu= abc Pr(Erc (m ,
) = c) + 0

another counterstan ple?

mi = hello

3
counterexample if allow different lengh messages

me =
hi

c = ab



One-time pad

• Alphabet: ! = {0, 1}

• Message space M = !ω

• Key space K = {0, 1}ω

• Key generation: k →R K

• Encryption: Enck(m) = k ↑m

• Decryption: Deck(m) = c ↑ k

Correctness?

Deck(Enck(m)) = k ↑m ↑ k = m

=El

&

Deck(Enci (m)) = (kom)Nk = m
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The one-time-pad is perfectly secret

Theorem (Shannon)
The one-time pad is perfectly secret.

Proof.
Show for any m1,m2, c , Pr[Enck(m1) = c] = Pr[Enck(m2) = c].

Pr[Enck(mi ) = c] = Pr[mi ↑ k = c]

=
|{k → K|k ↑mi = c}|

|K|

=
1
2ω

Prot: len l

Pick some mi ,
24 22 ?

Pr(Enc ,
(mi) = c) = 4 -(kom= c) ↳e ?

= Pr(k= com)

=
= I
22

= true for all my , mm ,
c
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The one-time-pad is perfectly secret

The one-time pad is mathematically impossible to break if:
• The key is generated uniformly at random
• The key is at least as long as the message
• Only one message is encrypted per key



Exercise: Variable-length one-time pad

• Alphabet: ! = {0, 1}
• Message space M = !ω→L

• Key space K = {0, 1}L

• Key generation: k →R K
• Encryption: Enck(m) Let |m| = ω. Output k[0 . . . ω↓ 1]↑m

• Decryption: Deck(m) Let |c | = ω. Output c ↑ k[0 . . . ω↓ 1].

Is the variable-length one-time pad perfectly secure?

No. Choose m1 = 0, m2 = 00.

No.
Pr(Enc (mil =c) = En

mi = 0 X

mu = 00 Pr(Eac(mul=c) = 0

c = 1
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• Alphabet: ! = {0, 1}
• Message space M = !ω→L

• Key space K = {0, 1}L

• Key generation: k →R K
• Encryption: Enck(m) Let |m| = ω. Output k[0 . . . ω↓ 1]↑m

• Decryption: Deck(m) Let |c | = ω. Output c ↑ k[0 . . . ω↓ 1].

Is the variable-length one-time pad perfectly secure?

No. Choose m1 = 0, m2 = 00.



One-time pad too di"cult to use in practice: Basically only used by
spies.

Numerous usability problems, including reusing one-time pad
material.

Modern example: Russian spies using Cuban “numbers” station, but
there was a bug and dummy “fill” tra"c was missing the number 9!

According to Matt Blaze, this let the FBI tell when messages were
transmitted to the spies.

https://www.mattblaze.org/blog/neinnines/



Practical issues with the one-time pad

1. How to generate large amounts of perfectly uniform
randomness?

2. How to distribute large amounts of key material, as much as
the data you wish to send?



Theorem
No cipher with |K| < |M| can be perfectly secret.

Proof.
Choose m0, k0. Let c0 = Enck0(m0).

Let M(c0) = {m | m = Deck(c0) for some k → K}.

|M(c0) ↔ |K| < M so ↗m1 ↘→ M(c0).

Pr[Enck(m1) = c0] = 0

Pr[Enck(m0) = c0] ↘= 0.

Prost
-

Pick a Ko ,
mo Enciolmo) = to

.

So = Em/ m = Dec ,
(co) for some =13

Is. = (k) IM)

= 7 m, So

Pr(Enc(mi) =c) = 0

M(Enc(mo) =c) + 0
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Towards usable security definitions for modern cryptography

• In the real world, we would like to use reasonable-sized keys
(say, 128 or 256 bits) to encrypt longer messages (say, many
GB).

• We just proved that no scheme that does this achieves
Shannon secrecy.

• We must relax our definition of security: perhaps we don’t
need full information-theoretic/statistical indistinguishability.

• We will model our adversary as a computationally bounded
entity. As long as it is computationally infeasible for the
adversary to break the security of a scheme, we will say that it
is secure.



Concrete computational feasibility

Exercise for the class:

What kind of computation is feasible for modern computers to do?

216 232 264 280 2128 2256

Bitcoin miners are currently doing 1.1 ≃ 1021 ⇐ 270 hashes per
second.

There are ⇐ 60 ≃ 60 ≃ 24 ≃ 365.25 ⇐ 225 seconds in a year.

u
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Asymptotic/theoretical computational feasibility

An e!cient algorithm runs in time that is a polynomial function of
the input size.

How do we measure size?

Bit length of integer n: ⇒lg(n)⇑.

|s| = length of string s in characters.

Bit length of string s: |s| ≃ (bit length of character in s).

|S | = number of elements in set S .

Bit length of a set S : |S | ≃ (bit length of element of S)

x length of binary string representing n



Computational complexity exercises

Algorithm 1:
1. Input set S , integer t.
2. For each s in S :

If s = t, print "success".

Algorithm 2:
1. Input integer ω, integer t.
2. For each s in {0, 1}ω:

If s = t, print "success".

Algorithm 3:
1. Input integer n, integer t.
2. For i from 1 to n::

If i = t, print "success".

complexity : IS
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Computational complexity exercises

Algorithm 1:
1. Input set S , integer t.
2. For each s in S :

If s = t, print "success".

Algorithm 2:
1. Input integer ω, integer t.
2. For each s in {0, 1}ω:

If s = t, print "success".

Algorithm 3:
1. Input integer n, integer t.
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If i = t, print "success".
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running firea



Negligible functions

We will still allow a scheme to be secure even if the adversary can
succeed with some tiny probability.

We’ll model tiny by a negligible function.

Concrete viewpoint: ε < 2↑100.

Asymptotic/theoretical viewpoint: ε(n) negligible if it grows
more slowly than any inverse polynomial function.

⇓ polynomial p() ↗N s.t. ε(n) ↔ 1/p(n) ⇓n ⇔ N

Examples: 2↑n, 2↑
↓
n, n↑ log n

gen
i



Relaxing perfect secrecy

Definition (Perfect secrecy)
(Enc, Dec) a cipher over (K,M, C).

Let k be a random variable uniformly distributed over K.

⇓m0,m1 → M, ⇓c → C:

Pr[Enck(m0) = c] = Pr[Enck(m1) = c]
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Definition (Perfect secrecy)
(Enc, Dec) a cipher over (K,M, C).

Let k be a random variable uniformly distributed over K.

⇓m0,m1 → M, ⇓c → C:

Pr[Enck(m0) = c] = Pr[Enck(m1) = c]

Concrete computational relaxation:
• A scheme is (t, ε)-secure if any adversary running for time at

most t succeeds in breaking the scheme with probability at
most ε.



Relaxing perfect secrecy

Definition (Perfect secrecy)
(Enc, Dec) a cipher over (K,M, C).

Let k be a random variable uniformly distributed over K.

⇓m0,m1 → M, ⇓c → C:

Pr[Enck(m0) = c] = Pr[Enck(m1) = c]

Asymptotic computational relaxation:
• A scheme is secure if any probabilistic polynomial-time

adversary succeeds in breaking the scheme with at most
negligible probability.



Game: Indistinguishability in the presence of eavesdropper

1. Adversary chooses a pair of messages m0, m1 and sends to
challenger.

2. Challenger generates k by running Gen(1n). Challenger
chooses bit b → {0, 1}.

3. Challenger encrypts c ↖ Enck(mb) and sends c to adversary.
4. Adversary outputs bit b↔.
5. Adversary wins if b↔ = b.



Definition: Indistinguishability in presence of eavesdropper

Definition
A private-key encryption scheme (Gen,Enc,Dec) has
indistinguishable encryptions in the presence of an eavesdropper, or
is EAV-secure, if for all probabilistic polynomial time adversaries A,

|Pr[A succeeds] ↔ 1
2
|+ ε(n)

for ε(n) negligible.



Example
Let Enc be such that an adversary A can compute the least
significant bit of m from Enc(m).



Computationally relaxing the one-time pad

Recall one-time pad encryption:

Enck(m) = k ↑m Deck(c) = c ↑ k

Instead of requiring k to be truly random, replace k with some
pseudorandom values generated by an algorithm G from a much
shorter seed s:

Encs(m) = G (s)↑m Decs(c) = c ↑ G (s)



Pseudorandom Generator

Definition (Pseudorandom generator (PRG))
G deterministic, polynomial time algorithm.

G : {0, 1}ω ↙ {0, 1}L

• Expansion: L > ω

• Pseudorandomness: No e"cient algorithm D can distinguish
G (s) from a truly random string r with better than negligible
advantage. (r →R {0, 1}L, s →R {0, 1}ω)

|Pr[D(r) = 1]↓ Pr[D(G (s)) = 1]| < ε



Exercise

Consider a candidate PRG:

G (s):
1. Input n-bit s.
2. Output s1 . . . sn↑1.

Is G a secure PRG?



Exercise

Consider a candidate PRG with n-bit expansion:

G (s):
1. Input n-bit s.
2. Output s||s

Is G a secure PRG?



Motivation: statistical tests

How could you tell if a string was random or not?
Idea: Run some algorithm on the string and check if expected
properties di!er much from expectation.

• Count number of 1s
• Look at numbers of long runs
• Analyze sequences of consecutive digits
• Play 200000 games of craps and look at winning distribution

These are all examples from the “Diehard” tests.



Stream Cipher Encryption

• Gen: k ↖R {0, 1}n

• Enck(m) = G (k)↑m = c

• Deck(c) = c ↑ G (k)

Theorem
If G is a PRG then stream cipher encryption constructed from G is
semantically secure.



Theorem
If G is a PRG then stream cipher encryption constructed from G is
semantically secure.

Proof.
(By reduction.) Show if A can distinguish encryptions, then G is
not a PRG.

• ϑ = random: Pr[D(r) = 1] = 1/2
• ϑ = G (s): Pr[D(G (s)) = 1) = Pr[A succeeds] = 1/2 + ϖ

Then |Pr[D(r) = 1]↓ Pr[D(G (s)) = 1]| = ϖ > negl. by
assumption.



Security issues with one-time pad: “two-time” pad

• Theoretical viewpoint: Try to define security definition for
multiple encryptions.

There are semantically secure encryption schemes that are not
secure under this definition.
(Enck(0n),Enck(0n)) vs. (Enck(0n),Enck(1n))

• Practical viewpoint: c0 = m0 ↑ G (s), c1 = m1 ↑ G (s)

c0 ↑ c1 = m0 ↑m1
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Security issues with one-time pad: malleability

Let c = Enck(m) = m ↑ G (k).

Then Deck(c ↑ d) = (m ↑ G (k))↑ d ↑ G (k) = m ↑ d .



Stream ciphers in practice: RC4

1987 Rivest Cipher 4; trade secret of RSA corporation
1994 Code posted anonymously to cipherpunks mailing list,

sci.crypt newsgroup. Used in SSL/TLS, WEP, WPA,
Kerberos, etc.

2001 Fluhrer, Mantin, Shamir
• Weaknesses in key scheduling algorithm
• Repeated initialization vectors allow break
• 2nd byte of keystream is biased
• Used to crack WEP

2013 AlFardan et al. attack on RC4 in TLS to steal
cookies with 234 ciphertexts.

1. Empirically measure probabilities for each byte.
2. Encrypt fixed unknown plaintext with many keys,

compare to distribution.
3. Return message maximizing probabilities.



On the Security of RC4 in TLS
Nadhem AlFardan, Dan Bernstein, Kenny Paterson, Bertram Poettering, Jacob Schuldt

Royal Holloway, University of London
University of Illinois at Chicago

http://www.isg.rhul.ac.uk/tls/



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 1

Keystream Distribution at
Position 1

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 2

Keystream Distribution at
Position 2

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 3

Keystream Distribution at
Position 3

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 4

Keystream Distribution at
Position 4

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 5

Keystream Distribution at
Position 5

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 6

Keystream Distribution at
Position 6

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 7

Keystream Distribution at
Position 7

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 8

Keystream Distribution at
Position 8

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 9

Keystream Distribution at
Position 9

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 10

Keystream Distribution at
Position 10

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 11

Keystream Distribution at
Position 11

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 12

Keystream Distribution at
Position 12

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 13

Keystream Distribution at
Position 13

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 14

Keystream Distribution at
Position 14

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 15

Keystream Distribution at
Position 15

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



 0.003878

 0.00390625

 0.00395

 0  16  32  48  64  80  96  112  128  144  160  176  192  208  224  240  255

Pr
ob

ab
ili

ty

Byte value [0...255]

Ciphertext distribution at position 16

Keystream Distribution at
Position 16

Pr
ob

ab
ilit

y

0.003906

Byte value

0.003950

0.003878

   



A PRG isn’t quite a pseudorandom number generator

There are multiple properties we want out of a pseudorandom
number generator that aren’t captured by our PRG definition:

• Being able to continuously add entropy to RNG internal state
• Handling nonuniform inputs from the environment without

becoming insecure

Linux’s /dev/random is a software random number generator that
takes entropy from keyboard, mouse, hardware interrupt timings.

Intel’s RdRand instruction implements a PRNG in hardware that
takes input from a hardware random source.


