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Classical Algorithms

Let X be the set of possible computer states; let f : X → X be a
function.

Deterministic:

Computer starts in some
state x ∈ X

Apply f

Computer is now in state
f (x)

Output is f (x) (or maybe
just some bits of it)

Randomized:

Computer starts in some
superposition of states
(state x with probability px)

where 0 ≤ px ≤ 1, andP
x∈X px = 1

Apply f

Now in superposition (state
y with probability
p̂y =

P
x∈X ; f (x)=y px)

Output is y with prob. p̂y
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Randomized vs Quantum Algorithms

Let X be the set of possible computer states; let f : X → X be a
function.

(Classical) Randomized:

Computer starts in some
superposition of states
(state x with probability px)

where 0 ≤ px ≤ 1, andP
x∈X px = 1

Apply f

Now in superposition (state
y with probability
p̂y =

P
x∈X ; f (x)=y px)

Output is y with prob. p̂y

Quantum:

Computer starts in some
superposition of states
(state x with amplitude px)

where px ∈ C andP
x∈X |px |2 = 1

Apply f

Now in superposition (state
y with amplitude
p̂y =

P
x∈X ; f (x)=y px)

Output is y with prob. |p̂y |2

Amplitudes can be negative! Destructive interference!
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So what can you do with this?
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So what can you do with this?
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How worried should we be?

When are cryptographically-relevant quantum computers coming?
Nobody knows!
Experts say cryptgraphically relevant quantum computers are
probably 10 – 20 years away

So why switch to quantum-resistant cryptography now?
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How worried should we be?

When are cryptographically-relevant quantum computers coming?
Nobody knows!
Experts say cryptgraphically relevant quantum computers are
probably 10 – 20 years away (and have been saying this for the
last 30 years)
So why switch to quantum-resistant cryptography now?
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Timeline
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Quick check in

Which happens first, quantum cryptography or
postquantum cryptography?
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NIST Post-Quantum Cryptography Standardization
Process

December 2016: Open call for submissions

November 2017: 82 candidate algorithms

69 first-round submissions

January 2019: 26 second round submissions

July 2020: 7 finalists, 8 alternates

1 KEM selected: CRYSTALS-KYBER (now ML-KEM)

3 signature schemes selected: CRYSTALS-Dilithium (now
ML-DSA), SPHINCS+ (SLH-DSA), Falcon (FN-DSA)

July 2022: Call for additional signature schemes

2023: Draft FIPS standards published (for ML-KEM,
ML-DSA, and SLH-DSA)

August 2024: Final FIPS standards published (for ML-KEM,
ML-DSA, and SLH-DSA)

October 2024: 14 second-round additional signature schemes
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Candidate post-quantum algorithms

Key exchange/key encapsulation/public-key encryption

Lattice-based schemes: NTRU, LWE, Ring-LWE
Code-based schemes: McEliece
Multivariate Quadratic Schemes
Supersingular Isogenies

Digital Signatures

Lattice-based schemes
Multivariate quadratic schemes
Hash-based signatures
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NIST Encryption Recommendation

Crystals-Kyber: ML-KEM (based on Module-LWE)

Supersingular isogeny Diffie-Hellman key exchange (SIDH/SIKE)
taken out in spectacular fashion July 2022.
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LWE assumption
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LWE assumption
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LWE activity 1: Real or random?

Let modulus q = 17, dimension n = 2, and error distribution
χ = Unif({−1, 0, 1}).
Are the following samples all real or all random? If real, can you
find the secret s⃗?
(Recall real means (⃗a, b) where a⃗ is uniformly random, and
b = ⟨⃗a, s⃗⟩+ e (mod q) for (fixed) secret s⃗ and where e ← χ.)

(3, 1), 6 (14, 1), 16
(0, 6), 12 (3, 7), 1
(16, 12), 6 (),
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LWE encryption
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LWE encryption
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LWE encryption
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LWE activity 2: Decrypt this ciphertext

Let ciphertext modulus q = 18, plaintext modulus p = 2 (i.e.
we’re encrypting one bit), and secret vector s⃗ = [1, 2].

Decrypt the ciphertext ((5, 1), 17)

Reminder: LWE ciphertexts look like (⃗a, ⟨⃗a, s⃗⟩+ e + q
pm (mod q))
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Ring-LWE
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NIST Digital Signature Recommendations

Crystals-Dilithium: Module-LWE

Falcon: Variant of NTRU

SPHINCS+: Hash-based signatures

Multivariate quadratic scheme Rainbow taken out in spectacular
fashion January 2022.
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Hash-based signatures
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Hash-based signatures
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