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Last time:

® Public-key and hybrid encryption

This time:
® More public-key encryption
e Attacks on RSA

® Digital signatures



Recall: Hybrid encryption

Let
® (Gen, Encaps, Decaps) be a KEM
® (GenS, EncS, DecS) be a private-key encryption scheme
Then we construct a public-key encryption scheme as follows:
® Gen: Run Gen(1") — (pk, sk).
® Encpi(m):
1. Compute (ce, k) + Encapspk(ln).

2. Compute ¢; <— EncSy(m).
3. Output (ce, Cs)-

® Decy(ce, Cs):
1. Compute k = Decaps,(ce).
2. Output m = DecSk(cs).



Security of KEMs and PKE schemes

We formalize two goals:

e CPA: Indistinguishability under chosen-plaintext attack. Just
like for symmetric encryption, except that adversary needs to
be given the encryption key.

e CCA: Indistinguishability under chosen-ciphertext attack. A
stronger goal in which the adversary has (limited) access to a
decryption oracle.



CPA security for KEMs

1. C runs Gen to obtain (pk, sk) and Encaps to obtain (c, k).
2. ber {0,1}. Let ko = k and k; €g {0,1}".

3. Agets (pk, c, kp).

4. A outputs b’ and wins if b’ = b.

Definition
A KEM is CPA-secure if for all p.p.t A

Pr[A wins] <1/2+¢



Theorem

Hybrid encryption constructed from a CPA-secure KEM and an
EAV-secure private-key encryption scheme is a CPA-secure
public-key encryption scheme.

Intuition: The KEM generates a fresh random symmetric key for
every encryption.



CCA security for KEMs

1. C runs Gen to obtain (pk, sk) and Encaps to obtain (c, k).

2. beg{0,1}. Let ko = k and k; €g {0,1}".

3. A gets (pk, c, kp) and oracle access to Decapsg (). A cannot
query the oracle on c.

4. A outputs b’ and wins if b’ = b.

Definition
A KEM is CCA-secure if for all p.p.t A

Pr[A wins] < 1/2+¢



Theorem

Hybrid encryption constructed from a CCA-secure KEM and a

CCA-secure private-key encryption scheme is a CCA-secure
public-key encryption scheme.



Reminder: Insecure Textbook RSA Encryption
[Rivest Shamir Adleman 1977]
e Key Generation:

1. Generate random primes p, q

N = pq

Choose odd e s.t. ged(e,(p—1)(g—1)) =1
d=etmod(p—1)(g—1)

5. pk=(N,e), sk =(N,d).

® Encryption: ¢ = m® mod N

N

® Decryption: m = c9 mod N

AN

~



RSA is homomorphic under multiplication

If we have a ciphertext ¢ = m*® mod N, can forge encryption of mr
by computing

cr® mod N = m®r® mod N = (mr)® mod N
Implications:

® Positive use: blinding. Can blind ciphertexts before decryption
to try to prevent side-channel attacks, or blind signatures
before signing. (More later.)

® Negative use: Chosen ciphertext attacks.



Exercise: Textbook RSA is not CCA-secure

Textbook RSA as we described it is not CCA-secure: there is no
ciphertext integrity.



Exercise: Textbook RSA is not CCA-secure

Textbook RSA as we described it is not CCA-secure: there is no
ciphertext integrity.

1. Input challenge ciphertext ¢ = m® mod N.
2. Submit ciphertext ¢’ = réc mod N for decryption.
3. Receive message m’ = rm.

4. Original message is m'r~! mod N = m.



RSA Padding Schemes

To protect against RSA malleability, RSA is universally used with a
padding scheme in practice.

Instead of Encpi(m) = m® mod N, we define:
® Encpi(m) = (pad(m))® mod N
® Decg(c):
1. Compute p = c? mod N.

2. If p has correct padding format, return unpad(p).
3. Else return “failure”.



PKCS #1 v. 1.5 padding

PKCS #1 v. 1.5 padding is the most common padding scheme for
RSA in practice.
Encryption:

m = 00 02 [random padding string] 00 [datal
Signatures:

m = 00 01 FF .. FF 00 [datal

To decrypt, implementation checks padding format:
® First two byes correct.
® Padding string contains no null bytes.
® Presence of null byte.

® data is typically symmetric key data.



Decades of RSA padding vulnerabilities

Unfortunately, the padding schemes on the previous slide are:
® Not CCA-secure
® Prone to implementation shortcuts

® |mpossible to move away from because of backwards
compatibility issues.
This has resulted in decades of problems for RSA as an encryption
scheme.

At this point, there is essentially no reason ever to use RSA
encryption. We're teaching it to you because it's easy to
understand, but please use something better.



The factoring problem

Input: N where N = pq and p, g are primes.

Output: p, g
If we can factor we can invert RSA. We do not know whether the

converse is true, meaning whether or not one can invert RSA
without factoring.



Trial division factoring algorithm

fori=2,...,V/N:
if N modi=0:
return i, N /i

This algorithm takes time O(v/N) which is exponential in Ig N.



Trial division factoring algorithm

fori=2,...,V/N:
if N modi=0:
return i, N /i

This algorithm takes time O(v/N) which is exponential in Ig N.

However, this algorithm makes it clear that factoring is not hard for
all integers.



Factoring algorithms

Algorithm Running time

Trial Division O(e0~5'“ N)

Quadratic Sieve (QS) O(ec('n N)Y2(Inin N)! 2)

Number Field Sieve (NFS) | O(el92(nN)">(inln )72y




Factoring and discrete logarithm records
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We estimate that a 1024-bit RSA modulus provides 80 bits of
security, meaning factoring it takes 289 time.

Factorization of a 1024-bit modulus hasn't been done yet in public,
but is within reach of large organizations. Longer moduli, like 2048
bits, have been recommended since around 2010.

Just because factoring some large numbers seems to be hard does
not mean factoring all large numbers is hard.

For example, a random integer has probability 1/2 of having 2 as a
prime factor.

This is why RSA uses moduli N designed to resist known factoring
algorithms.



Choices of encryption exponent

Common choices are e = 3, e = 17 and e = 65,537. Why these?

] e \ bin(e) ‘
3 11
17 10001
65,537 | 10000000000000001

Recall that the modular exponentiation algorithm computing x —

x€ mod N uses c(b) modular multiplications per bit b € {0,1} in

the binary expansion bin(e), where ¢(0) =1 and ¢(1) = 2. So the
fewer the number of 1s in bin(e), the faster is the operation.



The quantum threat

On a quantum computer, Shor's algorithm can compute discrete
logarithms and factor in polynomial time.

Efforts to build quantum computers are underway.

We have new standards for public-key cryptography based on
computational problems like finding short vectors in lattices for
which there are currently no known efficient quantum algorithms.
These are being deployed now, usually in combination with classical
schemes.



Man-in-the-middle attacks against Diffie-Hellman
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An active man-in-the-middle attacker can modify Diffie-Hellman key
exchange messages in transit, and Alice and Bob will never know.



Public Key Idea #3: Digital Signatures

Solving the authentication problem.

a

g

¥

gb

AN

s = Sign(g?, g°)

AN

AuthenticatedEncryption, (m)

~

Verify(s) k = KDF(g?")
k = KDF(g?b)

* Still a toy protocol; not secure.



Digital Signatures

o Key generation: Generate key pair (pk, sk)
® Sign: signg(m)=o0¢
® Verify:

accept if valid

reject otherwise

verify ,, (m, o) = {

Correctness: Pr|verify,,(m,signg(m)) = accept] = 1.



Digital Signatures

o Key generation: Generate key pair (pk, sk)
® Sign: signg(m)=o0¢
® Verify:

accept if valid

verify ,, (m, o) = {

reject otherwise

Correctness: Pr|verify,,(m,signg(m)) = accept] = 1.

Differences between handwritten signatures and cryptographic
signatures:

® Only person with secret key can generate signature.
¢ Anyone with public key can verify signature.

e Cryptographic signature is a function of the signed message.



Signature forgery game
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Definition
A signature scheme is existentially unforgeable under an adaptive
chosen-message attack if for all p.p.t. A,

Pr[A wins] < e



Differences between signatures and MACs

Signatures are publicly verifiable

MAC s are non-binding: either Alice or Bob could have
generated

Signatures are usually non-repudiable

Signatures might allow an adversary to create a new valid pair
(m, ') from (m, o), which isn't allowed for a MAC

Signer may not know what m is



Digital signature applications

Authenticated key exchange

Software signing

Digital certificates and public key infrastructure

Email spam prevention (DKIM)

e Cryptocurrencies



Textbook RSA Signatures

[Rivest Shamir Adleman 1977]

Public Key Private Key
N = pg modulus p,q primes
e verifying exponent d signing exponent

(d = e T mod (p—1)(q— 1)

public key = (N, e)

~

signature = message? mod N

\l

message = signature® mod N‘




Textbook RSA signatures are insecure

Forgery from public key:
1. Choose arbitrary value o.
2. Output (m =0 mod N, o).



Textbook RSA signatures are insecure

Arbitrary forgery for any m:
1. Pick r. Compute m" = r¢m mod N
2. Query signature for m': o/ = (r¢m)? mod N = rm?

3. Output (m,o’r=! mod N).

Signature blinding: Allows signer to sign without seeing message.



"Hash-and-sign” paradigm
® Allows signing of arbitrary length messages.
® Protects against signature forgery

Use a secure signature scheme (sign, verify) and a collision-resistant
hash function H.

e Key generation: Generate key pair (pk, sk)
e Sign": o = signy (H(m))
® Verify':

t if if H(m),
verify' , (m, o) = {accep It ven .)/Pk( (m), o)
reject otherwise

Theorem

If the signature scheme is existentially unforgeable under adaptive
chosen-message attack for fixed-length messages and the hash
function is collision resistant, then this construction is existentially
unforgeable under an adaptive chosen-message attack for
arbitrary-length messages.



Construction on previous page requires the hash function to be a
“full-domain hash”. For RSA, this means we want, e.g., a hash
function H: {0,1}* — Z/NZ for e.g. 2048-bit N.

Needs new hash constructions.

So nobody does this. Instead, everyone uses padding schemes.



PKCS #1 v.1.5 padding for RSA signatures

SHA256 has output length 256, but we would like to use it with
2048-bit RSA keys.

PKCS+#1 v. 1.5 padding is commonly used.

m = 00 01 [FF FF ...FF] 00 [DI] [H(m)]

DI specifies the hash function that was used, and H(m) is the hash
of the message to be signed.



Bleichenbacher RSA signature forgery attack

PKCS#1 v. 1.5 padding:
m = 00 01 [FF FF ...FF] 00 [DI] [H(m)]

Bleichenbacher noticed that implementations that:

1. Use small public exponent e

2. Do not check length of FF FF FF... padding
Would be vulnerable to signature forgery.

Attack: Generate value r such that
r¢ =00 01 FF 00 DI H(m) || garbage over Z.

Padding length is wrong, but verifier doesn't notice.



FIPS PUB 186-3

FEDERAL INFORMATION PROCESSING STANDARDS
PUBLICATION

Digital Signature Standard (DSS)

CATEGORY: COMPUTER SECURITY SUBCATEGORY: CRYPTOGRAPHY




DSA (Digital Signature Algorithm)

Public Key
p prime
q prime, divides (p — 1)
g generator of subgroup of

order g mod p
y = g* modp

Verify
up = H(m)s~ mod q
= rs~ mod g
r g"1y“2 mod p mod g

Private Key

x private key

Sign
Generate random k.
r = g% mod p mod q
s = k7 Y(H(m) + xr) mod q



DSA security

Theorem (Pointcheval, Vaudenay 96)

Breaking DSA is equivalent to computing discrete logs in the
random oracle model.

Prime-field DSA is not used much anymore. RSA historically more
common for SSL/TLS.

Elliptic curve DSA is becoming much more common: used for SSH,
growing in popularity for TLS.



DSA Nonce Vulnerability

Public Key

p prime

g prime, divides (p — 1)

g generator of subgroup of
order g mod p

y =g*modp

Private Key

x private key
Sign
Generate random k.
r = g% mod p mod q
s = k7Y (H(m) + xr) mod q

The nonce k must remain secret, or else the secret key x is

revealed.

x = (sk — H(m))r~* mod q



DSA Repeated Nonce Vulnerability

Public Key Private Key
p prime x private key
q prime, divides (p — 1) Sign

Generate random k.
r = g* mod p mod q
s = k= Y(H(m) + xr) mod q

g generator of subgroup of
order g mod p

y =g*modp

If k is ever reused to sign distinct message hashes H(my), H(my),
it is easy to compute:

k = (H(m1) — H(mo))(s1 — s2) " mod ¢
Then the secret key can be computed as before:

x = (stk — H(m1))r* mod q



DSA Repeated Nonce Vulnerabilities in the Wild

® 1% of SSH DSA host keys compromised by poor RNGs in
2012.

® 2013 Android RNG issue caused Bitcoin thefts due to ECDSA
repeated nonce vulnerability.

® Sony PS3 code signing key computed in 2011 due to fixed
nonce used to sign ECDSA

Countermeasure: Use “deterministic’ nonce generation:
k= H(mllx)
or "hedged” nonce generation:
k = H(ml|x||random)

(As standardized, H is HMAC)



