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Last time:
e Diffie-Hellman, baby step giant step discrete log

This time:

® Public-key encryption: RSA, factoring assumptions, KEMs,
hybrid encryption



Recall: Public-key encryption

A public-key (or asymmetric) encryption scheme (Gen, Enc, Dec)
consists of three algorithms that operate as follows:

® Gen: Generates a pair of keys (pk, sk)

® Enc: Encpe(m) — c: encrypt message m under public key pk
to get a ciphertext c. Algorithm Enc may be randomized.

® Dec: Decg(c) — m decrypt ciphertext ¢ under secret key sk
to get an output m.

Correct Decryption Requirement: Pr[Decg(Encou(m)) = m] =1



Algebraic rings

® A ring is a set closed under two operations: +, X

+ has identity, inverses, associative, commutative

X has identity, associative, commutative, might not have
inverses

Distributive law for 4+, x

Canonical examples to remember:
° 7
® Zn = Z/NZ, the integers modulo N

¢ [[x], the ring of polynomials with coefficients in a field



Algebraic fields

All the properties of a ring, except that x also has inverses.

A field is a set closed under two operations: +, x

+ has identity, inverses, associative, commutative

x has identity, inverses, associative, commutative

Distributive law for 4+, x

Examples to remember:
® (Q the field of rational numbers
® C the field of complex numbers

o [, the field of integers modulo p (also written Z, or GF(p)
sometimes)

® [F(x) the field of rational functions



Euler Totient Function

Recall: Zy = {z € Zy s.t. ged(z,N) =1}
This is an abelian group under x.

¢(N) = |Zy| = order of Z}, (Euler ¢) = totient

* ¢(p)=p-1

* ¢(p*) =pHp—1)

e o(N =TI p") =11 Pfi_l(Pi —-1)
Theorem (Euler)
acZy, a®N) =1 mod N

Proof.

Let G = (a). By Lagrange’s theorem, al®l = 1 and |G| | |Z}.



A Method for Obtaining Digital
Signatures and Public-Key Cryptosystems

R.L. Rivest, A. Shamir, and L. Adleman*



Textbook RSA Encryption
[Rivest Shamir Adleman 1977]
e Key Generation:

1.

N

5.

Generate random primes p, g

N = pq

Choose odd e s.t. ged(e,(p—1)(g—1)) =1
d=etmod(p—1)(g—1)

pk = (N, e), sk = (N, d).

® Encryption: ¢ = m® mod N

® Decryption: m = c9 mod N
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~



RSA Decryption works
® Key Generation:
1. N=pgq
2. d=e1lmod(p—1)(g—1)
3. pk = (N,e), sk = (N,d).
® Encryption: ¢ = m® mod N
® Decryption: m = ¢ mod N
Theorem
RSA Decryption is correct: Decgc(Encpi(m)) = m

Proof.

med _ m1+k(b(N) mod N

Case I: me Zy = m®N) =1mod N
Case 2: m¢ Zy = p|mor gq|m
m=0mod p = m*
ed _ m1+k’(q71)

= mmod p

mod g = m mod g

CRT - mmod N
m



Factoring assumption

Assumption: Given N = pg, hard to compute p, g efficiently.

e Widely assumed to be hard for properly chosen N larger than
2048 bits.

® Equivalent to computing RSA secret key d: compute
¢(N)=(p—1)(q - 1)
and then secret key

d=etmod(p—1)(qg—1)

® Factoring is in NP N coNP so not likely NP-complete.

® Factoring is polynomial time factoring with a quantum
computer.



RSA assumption: eth roots mod N

Input: N, e, y
Output: x st.t x* =y mod N.

® Equivalent to decrypting RSA ciphertext.

® Factoring is easy = RSA is easy to break

® RSA assumption is easy to break N factoring



Exercise

Prove that textbook RSA as we have just described it is not
CPA-secure.



Textbook RSA is insecure

Some variants of RSA have even easier attacks.
Small e attack:
If e=3and m< N3, m= c'/3 over Z.



Textbook RSA is insecure

Some variants of RSA have even easier attacks.
Small e attack:
If e=3and m< N3, m= c'/3 over Z.

Cube roots over Z: polynomial time

Cube roots over Z/NZ: not efficient unless factorization of N is
known



ElGamal public-key encryption

Discrete log-based public-key encryption

Global parameters: A cyclic group G with generator g of prime
order g
® Key Generation: Choose a € Z, and compute u = g7.
Then pk = u and sk = a.

® Encryption: Input public key pk = u. Choose b € Zi.

Compute v = gP. Encpr(m) = (v, uP - m).

® Decryption: Input a ciphertext (v, ), secret key sk = a.
Decsk((v, €)) = e/ve.

This is CPA-secure if discrete log is hard in G, but easy to
implement poorly in practice.



Re-frame public-key encryption: We only ever want to use it to
encrypt symmetric key material.

We can then use a symmetric authenticated encryption algorithm
to encrypt our actual data.

Symmetric encryption is much much faster than slow public key
mathematical operations.

We will rename public key encryption algorithms to “Key
Encapsulation Mechanism (KEM)".



Key Encapsulation Mechanism

A key-encapsulation mechanism (KEM) is a tuple of algorithms
(Gen, Encaps, Decaps) such that:

® Gen outputs a key pair (pk, sk).

® Encaps: (c, k) < Encaps,(1") outputs a ciphertext c and a
key k.

® Decaps: k = Decaps,(c) decapsulates the key k from the
ciphertext c.



Hybrid encryption

Let
® (Gen, Encaps, Decaps) be a KEM
® (GenS, EncS, DecS) be a private-key encryption scheme
Then we construct a public-key encryption scheme as follows:
® Gen: Run Gen(1") — (pk, sk).
® Encpi(m):
1. Compute (ce, k) + Encapspk(ln).

2. Compute ¢; <— EncSy(m).
3. Output (ce, Cs)-

® Decy(ce, Cs):
1. Compute k = Decaps,(ce).
2. Output m = DecSk(cs).



Using RSA as a KEM, concretely

Use a symmetric cipher (EncS, DecS) and a hash function H.

® Key Generation:

1. Generate primes p, q; N = pq

2. Choose odd e s.t. ged(e, p(N)) =1
3. d =e ! mod ¢(N)

4. pk = (N,e), sk=(N,d).

® Encryption: Choose random x, y = x€ mod N; k = H(x);
¢ = EncS,(m), send (y, c)

e Decryption: Input (y, c), compute x = y¢ mod N; k = H(x);
m = DecSk(c¢)



Security of KEMs and PKE schemes

We formalize two goals:

e CPA: Indistinguishability under chosen-plaintext attack. Just
like for symmetric encryption, except that adversary needs to
be given the encryption key.

e CCA: Indistinguishability under chosen-ciphertext attack. A
stronger goal in which the adversary has (limited) access to a
decryption oracle.



CPA security for KEMs

1. C runs Gen to obtain (pk, sk) and Encaps to obtain (c, k).
2. ber {0,1}. Let ko = k and k; €g {0,1}".

3. Agets (pk, c, kp).

4. A outputs b’ and wins if b’ = b.

Definition
A KEM is CPA-secure if for all p.p.t A

Pr[A wins] <1/2+¢



Theorem

Hybrid encryption constructed from a CPA-secure KEM and an
EAV-secure private-key encryption scheme is a CPA-secure
public-key encryption scheme.

Intuition: The KEM generates a fresh random symmetric key for
every encryption.



CCA security for KEMs

1. C runs Gen to obtain (pk, sk) and Encaps to obtain (c, k).

2. beg{0,1}. Let ko = k and k; €g {0,1}".

3. A gets (pk, c, kp) and oracle access to Decapsg (). A cannot
query the oracle on c.

4. A outputs b’ and wins if b’ = b.

Definition
A KEM is CCA-secure if for all p.p.t A

Pr[A wins] < 1/2+¢



Theorem

Hybrid encryption constructed from a CCA-secure KEM and a

CCA-secure private-key encryption scheme is a CCA-secure
public-key encryption scheme.



Reminder: Insecure Textbook RSA Encryption
[Rivest Shamir Adleman 1977]
e Key Generation:

1. Generate random primes p, q

N = pq

Choose odd e s.t. ged(e,(p—1)(g—1)) =1
d=etmod(p—1)(g—1)

5. pk=(N,e), sk =(N,d).

® Encryption: ¢ = m® mod N

N

® Decryption: m = c9 mod N

AN

~



RSA is homomorphic under multiplication

If we have a ciphertext ¢ = m*® mod N, can forge encryption of mr
by computing

cr® mod N = m®r® mod N = (mr)® mod N
Implications:

® Positive use: blinding. Can blind ciphertexts before decryption
to try to prevent side-channel attacks, or blind signatures
before signing. (More later.)

® Negative use: Chosen ciphertext attacks.



Exercise: Textbook RSA is not CCA-secure

Textbook RSA as we described it is not CCA-secure: there is no
ciphertext integrity.



Exercise: Textbook RSA is not CCA-secure

Textbook RSA as we described it is not CCA-secure: there is no
ciphertext integrity.

1. Input challenge ciphertext ¢ = m® mod N.
2. Submit ciphertext ¢’ = réc mod N for decryption.
3. Receive message m’ = rm.

4. Original message is m'r~! mod N = m.



RSA Padding Schemes

To protect against RSA malleability, RSA is universally used with a
padding scheme in practice.

Instead of Encpi(m) = m® mod N, we define:
® Encpi(m) = (pad(m))® mod N
® Decg(c):
1. Compute p = c? mod N.

2. If p has correct padding format, return unpad(p).
3. Else return “failure”.



PKCS #1 v. 1.5 padding

PKCS #1 v. 1.5 padding is the most common padding scheme for
RSA in practice.
Encryption:

m = 00 02 [random padding string] 00 [datal
Signatures:

m = 00 01 FF .. FF 00 [datal

To decrypt, implementation checks padding format:
® First two byes correct.
® Padding string contains no null bytes.
® Presence of null byte.

® data is typically symmetric key data.



Decades of RSA padding vulnerabilities

Unfortunately, the padding schemes on the previous slide are:
® Not CCA-secure
® Prone to implementation shortcuts

® |mpossible to move away from because of backwards
compatibility issues.
This has resulted in decades of problems for RSA as an encryption
scheme.

At this point, there is essentially no reason ever to use RSA
encryption. We're teaching it to you because it's easy to
understand, but please use something better.



The factoring problem

Input: N where N = pq and p, g are primes.

Output: p, g
If we can factor we can invert RSA. We do not know whether the

converse is true, meaning whether or not one can invert RSA
without factoring.



Trial division factoring algorithm

fori=2,...,V/N:
if N modi=0:
return i, N /i

This algorithm takes time O(v/N) which is exponential in Ig N.



Trial division factoring algorithm

fori=2,...,V/N:
if N modi=0:
return i, N /i

This algorithm takes time O(v/N) which is exponential in Ig N.

However, this algorithm makes it clear that factoring is not hard for
all integers.



Factoring algorithms

Algorithm Running time

Trial Division O(e0~5'“ N)

Quadratic Sieve (QS) O(ec('n N)Y2(Inin N)! 2)

Number Field Sieve (NFS) | O(el92(nN)">(inln )72y




Factoring and discrete logarithm records

its digits
898

250
768
640 |- 200
512 150
384

100
256 —e—Factoring

—o— Discrete log Z/pZ |50

128 g Z/p.

1995

2000

l
2005

2010
Year

2015 2020 2025



We estimate that a 1024-bit RSA modulus provides 80 bits of
security, meaning factoring it takes 289 time.

Factorization of a 1024-bit modulus hasn't been done yet in public,
but is within reach of large organizations. Longer moduli, like 2048
bits, have been recommended since around 2010.

Just because factoring some large numbers seems to be hard does
not mean factoring all large numbers is hard.

For example, a random integer has probability 1/2 of having 2 as a
prime factor.

This is why RSA uses moduli N designed to resist known factoring
algorithms.



Choices of encryption exponent

Common choices are e = 3, e = 17 and e = 65,537. Why these?

] e \ bin(e) ‘
3 11
17 10001
65,537 | 10000000000000001

Recall that the modular exponentiation algorithm computing x —

x€ mod N uses c(b) modular multiplications per bit b € {0,1} in

the binary expansion bin(e), where ¢(0) =1 and ¢(1) = 2. So the
fewer the number of 1s in bin(e), the faster is the operation.



The quantum threat

On a quantum computer, Shor's algorithm can compute discrete
logarithms and factor in polynomial time.

Efforts to build quantum computers are underway.

We have initial standards for public-key cryptography based on
computational problems like finding short vectors in lattices for
which there are currently no known efficient quantum algorithms.



