CSE 107 February 27, 2026
Introduction to Modern Cryptography Homework 5

Homework 5

This assignment is due on March 6, 2026 at midnight. You have a budget of four late days (24-hour
periods) over the course of the quarter that you can use to turn assignments in late without penalty and without
needing to ask for an extension. You may use at most two late days per assignment. The starter code can be
found at https://cseweb.ucsd.edu/classes/wi26/csel07-a/pab/psb_submission.py. You will
submit your solutions in a single file modified from ps5_submission.py to Gradescope.

The code and other answers you submit must be entirely your own work. You are encouraged to consult
with other students about strategies for solving the problems, but you must write all your own code yourself.
You may not use Al tools, online solvers, or published solutions for anything in this class. You may consult
the textbook and other textual references on the concepts and documentation on libraries and functions,
provided that you cite them appropriately (e.g. in program comments).

Same N, different ¢

Problem 1 (3 points)

Alice is still writing her end-to-end encrypted messaging app. In class, Alice learned that RSA could be used
for asymmetric encryption, and tried to include it in her encrypted messaging app.

Alice forgot exactly how RSA worked, but she made her best effort at implementing what she remembered.
Her "version" of RSA is given below, as pseudocode. Let P, be the set of /-bit primes. Note that the message
space is Zy;.

Gen: Encpi(m) : Decgy(c) :

P <R Pro24; ¢ <r P1024 e < Piog (e,y) ¢ ¢

N < pq y < m°® mod pk (p,q) < sk

sk < (p,q) return (e,y) d<e'mod(p—1)(g—1)
pk N m + y¢ mod pq

return (pk, sk) return m

These algorithms are also included in ps5_submission.py as the functions RSAlice_Gen, RSAlice_Enc
and RSAlice_Dec respectively.

Using this scheme, she sent a message to Bob. Unfortunately, due to some network glitches, the message
was encrypted and transmitted twice with separate calls to the Enc function but the same public key pk. You
can find sample code showing how the messages were encrypted in the function P1_demo.

You have intercepted both ciphertexts. Your goal is to decrypt the message, and recover a secret token
inside this message.

In ps5_submission.py, fill in the function P1 to print out this token. The token should be a string that
is exactly 64 characters long.

Your ciphertext has been custom-generated to your PID. Get your ciphertext here:
https://cseweb.ucsd.edu/classes/wi26/csel07-a/pab/ciphertexts/.


https://cseweb.ucsd.edu/classes/wi26/cse107-a/pa5/ps5_submission.py
https://cseweb.ucsd.edu/classes/wi26/cse107-a/pa5/ciphertexts/

In order to pass the autograder, your P1 must only return the token string and do nothing else. Please
document how you solved this problem by including your code in the separate (uncalled) function P1_code ()
in your ps5_submission.py submission file, with additional explanatory comments if your process was
partially manual.

Also, note that, since the message space of the asymmmetric algorithm above is Zj,, we convert our
message (which is a string) into an integer using the string_to_int function. Convert it from an integer
back to a string, you can use the int_to_string function which we have imported.

Attacking Textbook RSA

Problem 2 (2 points)

Let Ksa be a RSA generator with security parameter k > 32. Consider the following digital signature scheme
with message space Zy:

Gen: Signg(m) : Verifypk(m,s) :
(Nap7Q>evd)<_‘7{rSH (Nad)<_5k (Nve)%pk

pk < (N,e) s < m? mod N if s mod N = m then
sk < (N,d) return s . return accept
return (pk, sk) else

. return reject

In ps5_submission.py, there is a function named A1l. Your goal is to fill this function in to implement
an adversary in the signature forgery game that makes no queries to the Sign oracle, and wins with probability
1. Note that, since you are not allowed to make queries to the Sign oracle, you are not allowed to call the Sign
function passed in as a parameter to A1. Your adversary should return a tuple (m, s) such that it successfully
verifies under the Verify algorithm, under the public key chosen by the challenger.

Bleichenbacher’s Attack on Low Public Exponents

Problem 3 (5 points)

In this problem, you are given a public key (named in ps5_submission.py as publickey) for RSA signing
(this time, with padding).

You are told that function used for verifying signatures is vulnerable to Daniel Bleichenbacher’s low
public exponent RSA PKCS #1v1.5 signature forgery attack. The function will validate the signature, without
checking the length of the FF bytes, and without checking that the hash is in the least significant bits of the
message. (you can see this flawed verification algorithm inside ps5_submission.py, in the function named
sus_verify).

Your goal is to implement this attack in the function bleichenbacher, in the starter code. Your function
should input a message m to forge, and it should return some s such that (m, s) verifies successfully under the
public key publickey.



