CSE 107 February 20, 2026
Introduction to Modern Cryptography Homework 4

Homework 4

This assignment is due on February 27, 2026 at midnight. You have a budget of four late days
(24-hour periods) over the course of the quarter that you can use to turn assignments in late without
penalty and without needing to ask for an extension. You may use at most two late days per assignment.
The ZIP file athttps://cseweb.ucsd.edu/classes/wi26/csel07-a/pad/pséd_code.zip contains two
files: ps4_submission.py, and ps4_backend.py. You will submit your solutions in a single file modified
from ps4_submission.py to Gradescope.

The code and other answers you submit must be entirely your own work. You are encouraged to consult
with other students about strategies for solving the problems, but you must write all your own code yourself.
You may not use Al tools, online solvers, or published solutions for anything in this class. You may consult
textual references on the concepts and documentation on libraries and functions, provided that you cite them
appropriately (e.g. in program comments).

Warm-up

Problem 1 (1 point): Finish the Diffie-Hellman handshake!

You and Alice are using Diffie-Hellman key exchange to agree on a shared secret key. The prime modulus
p and generator g have already been agreed on. Alice has randomly generated a € Z,,, and has sent you
A =g“ mod p. You have randomly generated your b € Z,,. Now, it is your turn to complete the Diffie-Hellman
key exchange.

In ps4_submission.py, there is a function named P1. It takes in g, p,A,b (as described earlier) as
arguments. Your task is to fill in this function, so it returns a tuple in the form of (B, s), where B is the value
you send to Alice as part of the Diffie-Hellman key exchange, and s is the value of the shared secret.

Attacking Diffie-Hellman

Problem 2 (3 points): Finding discrete logs mod p in O(,/q) time

Recall that, given g, p, and X = g* mod p, the discrete log problem is to recover the value of x. For
appropriately chosen p, it’s believed to be hard, and an efficient way to find discrete logs would let you break
much of modern cryptography.

A brute-force approach for solving the discrete log problem would be to try all possible values of x
until you find one where g = X mod p. This would take O(g) time, where g < p is the order of the group
generated by g mod p.

In Lecture 11, we covered an algorithm called the baby step giant step algorithm that solves discrete log
in O(,/q) time and O(,/q) space. This is much faster than brute force.

In ps4_submission.py, there is a function named P2. It takes three arguments: the generator g, the
modulus p, and the value gx, which is g* mod p for some randomly chosen x € Z,. Your task is to fill out P2
to implement the baby step giant step algorithm. P2 should return a single value x, such that g* mod p = gx.


https://cseweb.ucsd.edu/classes/wi26/cse107-a/pa4/ps4_code.zip

Problem 3 (2 points): Breaking Diffie-Hellman by breaking discrete log

You're the attacker Eve, eavesdropping on Alice and Bob’s communication. Alice and Bob just ran Diffie-
Hellman to agree on a shared secret. Then, using the Diffie-Hellman shared secret to derive a symmetric
encryption key, Alice encrypted a message and sent the ciphertext to Bob. She did so using the encryption
function defined in ps4_submission.py as E.

You have intercepted the following things sent between Alice and Bob:

* g (the generator)

¢ p (the modulus)

A (what Alice sent to Bob in the Diffie-Hellman key exchange)

B (what Bob sent to Alice in the Diffie-Hellman key exchange)

* ¢ (the encrypted message, encrypted using the shared secret using the encryption algorithm E)

Unfortunately for Alice and Bob, the prime p they used in Diffie-Hellman was much too small. Your
goal is to decrypt the ciphertext that Alice sent to Bob, and recover a secret token hidden inside the message.

In ps4_submission.py, fill in the function P3 to return this token. The token should be a string that is
exactly 64 characters long.

The intercepted Diffie-Hellman values + ciphertext have been custom-generated to your PID. Get them
here:
https://cseweb.ucsd.edu/classes/wi26/csel07-a/pad/ciphertexts/.

In order to pass the autograder, your P3 must only return the token string and do nothing else. Please
document how you solved this problem by including your code in the separate (uncalled) function P3_code ()
in your ps4_submission.py submission file. Use comments as necessary to explain your code and process.

p is large enough that brute force will be too slow to run on the autograder, but your O(,/p)-time discrete
log solver from the previous question will be fast enough!

Important note: In ps4_submission.py we have also implemented the decryption function D, which
takes in the shared secret gab, the ciphertext ctxt and returns the decrypted plaintext. Feel free to call this
decryption function in your attack implementation.

Attacking a faulty MAC based on modular exponentiation

Problem 4 (4 points): CCA-security of ElIGamal

In class, we learned about ElGamal, and saw that it is CPA secure. Alice decided to implement the textbook
ElGamal encryption scheme, with the group being a modular exponentiation group. Specifically, she chose
the Second Oakley Group as defined in Section 6.2 of RFC 2409, which defines the p (modulus) and g
(generator) being used. You can find RFC 2409 at the following link: https://www.rfc-editor.org/
rfc/rfc2409.txt. This was historically a very popular group for discrete logarithm-based cryptography.

For completeness, we have included Alice’s implementation of ElGamal in pseudocode below. Note that
the message space is Z,,:


https://cseweb.ucsd.edu/classes/wi26/cse107-a/pa4/ciphertexts/
https://www.rfc-editor.org/rfc/rfc2409.txt
https://www.rfc-editor.org/rfc/rfc2409.txt

Gen : Encpi(m) : Decg(c) :

sk < Z), b<RZ, (B,y) ¢

pk «— ¢ mod p B <+ g’ mod p 7+ B%* mod p

return (pk, sk) y < (pk?-m) mod p m< (y-z~') mod p
return (B,y) return m

We have also implemented the pseudocode version of ElGamal in ps4_submission. py, as the functions
AliceElgamal_Gen, AliceElgamal_Enc, and AliceElgamal_Dec.

While this scheme is indeed IND-CPA secure, it is not IND-CCA secure. In ps4_submission. py, there
is a function named A4. Your task is to fill in A4 to act as the adversary in the CCA indistinguishability game.
You are allowed to make one query to the decryption oracle, and you should win with probability 1.

To send a pair of messages mg and m; to the challenger in the game, use the challenger function
supplied as an argument. challenger inputs two numbers mg and m, as arguments, where mo,m; € Z,, and
returns the ciphertext ¢ generated by the challenger as an element of Z,,. Note that, any message not in Z,,
will be rejected and will result in losing the game immediately.

The public key pk is given to the adversary as the parameter pXk.

To query the decryption oracle, you can call the dec function with the string to be encrypted as its
argument. The function A4 should output an integer 1 or 0 representing the bit returned by the adversary in
the last step of the game.



