CSE 107 February 2, 2026
Introduction to Modern Cryptography Homework 3

Homework 3

This assignment is due on February 9, 2026 at midnight. You will have a budget of four late days
(24-hour periods) over the course of the quarter that you can use to turn assignments in late without
penalty and without needing to ask for an extension. You may use at most two late days per assignment.
The https://cseweb.ucsd.edu/classes/wi26/csel07-a/pa3/ps3_code.zip file contains two files:
ps3_submission.py and ps3_backend.py. You will submit your solutions in a single file modified from
ps3_submission.py to Gradescope.

The code and other answers you submit must be entirely your own work. You are encouraged to consult
with other students about strategies for solving the problems, but you must write all your own code yourself.
You may not use Al tools, online solvers, or published solutions for anything in this class. You may consult
textual references on the concepts and documentation on libraries and functions, provided that you cite them
appropriately (e.g. in program comments).

Before you start: Set pid variable in ps3_submission.py

Before you even start working on this programming assignment, there is one thing you must edit in the starter
code before proceeding. On line 12 of the starter code, there should be a line that initializes the variable pid
and declares its value to be the string "A12345678". Replace the A12345678 with your PID, which should
be a uppercase A followed by eight decimal digits. This pid variable is used in Problem 3.

Fun with CBC-MAC

Continuing from last week, Alice is still writing an end-to-end encrypted messaging app. After a hectic week
of debugging, she’s finally finished with fixing all the bugs in her implementation of AES-CTR. However,
she realized that messages sent in the app were encrypted but unauthenticated, meaning that an active attacker
could easily forge/modify messages sent from one user to the other. In class, Alice learned about MACs,
a type of cryptographic scheme that protects against message forgery. She decided to use the CBC-MAC
scheme, with AES as the internal compression function.

She found the Pycryptodome encryption functions and dealing with string encodings a bit cumbersome,
so she wrote a little function to abstract encrypting a single block message m with key & using the AES block
cipher as AES(k,m). She also wrote a function for decrypting a single block called AES_I(k, ¢) but she then
realized she didn’t need it to implement CTR mode. The Python code for these functions along with some
helper functions can be found in ps2_backend. py. For the purposes of this assignment, you can assume
that these functions are implemented correctly. (But if you find any bugs let us know!)

Problem 1 (3 points)

Alice implemented AES-CBC-MAC herself. The pseudocode for her first attempt is given below. Note that
her implementation only accepts messages that are exactly 128 bits long. In our notation, we use || to denote
string concatenation, ¢ to denote bitwise XOR between two bitstrings of the same length, and L to denote a


https://cseweb.ucsd.edu/classes/wi26/cse107-a/pa3/ps3_code.zip

"reject” return value (e.g. if the message length is not accepted by the MAC scheme). Recall that the AES
block cipher has 128-bit blocks.

Gen : Macy (m) : Verify,(m,t) :
k +g {0,1}128 if m ¢ {0,1}'?® then Parse ¢ as blocks 7o || #;
return k _ return | 11 < AES(k,1y & m)
fo <R {0, 1}128 if t; =t; then
t1 < AES(k,to & m) . return accept
return 7 || 4 else

 return reject

Unfortunately, there is a bug. You can find a Python implementation of the above pseudocode in the
functions AliceMAC1_tag and AliceMAC1_verify, in the file ps3_submission.py.

For this problem, you will prove that this implementation is not secure under existential message forgery.
To do so, fill in the function A1 to act as the adversary in the message authentication game. You are allowed
to make 1 query to the challenger, and you should win with probability 1.

To send a message to the challenger in the game, use the challenger function supplied as an argument.
challenger inputs one string m as an argument and returns the tag ¢ generated by the challenger as a
string. The function A1 should output a tuple of strings (n’, '), where m' is the forged message and ¢’ is the
tag corresponding to the forged message. Note that m’ cannot be equal to any message that the adversary
previously sent to the challenger.

A big MAC with a side of hash browns

Frustrated with the failure of her CBC-MAC implementation, Alice decided to roll her own MAC. In class,
she learned that it was possible to use build a MAC from a hash function. She decided to give it a try.

Problem 2: SHAlicel (3 points)

Alice learned about the Merkle-Damgard construction in class, and decided to use it to make her own
hash function, named SHAlicel. She remembered in class that the Merkle-Damgard construction uses a
fixed-length compression function internally, so she chose to use AES as this compression function. The
pseudocode for the SHAlicel is given below. Note that s, the public parameter for SHAlicel, is a bit string
with bit length 128, i.e. s € {0,1}?8. Also note that pad is the PKCS7 padding function, which takes a
bitstring of any length and pads it so that its bit length is a multiple of 128 (the block size of AES).

SHAlicels(m) :
m' « pad(m)
Parse m’ as blocks my, || --- || m)_,
fo< S
fori=1,...,¢do
L 1 AES(ti_l ,m,'_])
return 7,
There is a Python implementation of this code in the function SHAlicel. Unfortunately, there is a flaw in

SHAlicel. To prove this, you will fill in the function A2 in ps3_submission.py. You will implement A2 to
act as the adversary in the collision-finding game. You should win with probability 1.



The challenger will supply the parameter s, as an argument to the adversary A2. The function A2 should
return a tuple of strings (m,m;), such that m; # my and SHAlicels(m;) = SHAlicel;(m;).

Problem 3: SHAlice2-MAC (4 points)

After reviewing the lecture notes on hash functions, Alice recalled that Nadia had talked about the Davies-
Meyer construction, used for building fixed-length compression functions from block ciphers. She created a
new version of her hash function that used the Davies-Meyer construction with the AES block cipher, and
named it SHAlice2. The pseudocode for SHAlice?2 is given below:

SHAlice2s(m) :

m' < pad(m)

Parse m’ as blocks my || --- || m)
fo< S

fori=1,...,¢do

4+ AES(my_1,ti1) Bty
return 7,

There is a Python implementation of this code in the function SHAlice2, in the file ps3_submission.py.

Satisfied with SHAlice2, she proceeded to build a MAC from her brand new hash function. She
remembered being taught in class that there was some kind of way to turn a hash function into a MAC.
She didn’t remember the exact construction for such a hash-based MAC, but she decided to give it a shot.
The pseudocode for Alice’s hash-based MAC function is given below. Note that pad is the PKCS7 padding
function, which takes a bitstring of any length and pads it so that its bit length is a multiple of 128 (the block
size of AES). Also note that the pid variable in the pseudocode should be set to your PID specifically, as
explained earlier in the prerequisite section above.

Gen : Mac(m) : Verify, (m,t) :

k «g {0,1}128 s < pad(pid) s < pad(pid)

return k return SHAlice2(k || m) 1" + SHAlice2,(k || m)
if ' =t then
~ return accept
else

_ return reject

There is a Python implementation of this code in the functions A1iceMAC2_tag and AliceMAC2_verify.
Unfortunately, this MAC is insecure as well. To prove this, you will fill the function A3 in the file
ps3_submission.py. You will implement A3 to act as the adversary in the message authentication game.
You are allowed to make 1 query to the challenger, and you should win with probability 1.



