
CSE 107 January 12, 2026
Introduction to Modern Cryptography Homework 1

Homework 1
This project is due on January 20, 2026 at midnight. You will have a budget of four late days (24-hour

periods) over the course of the quarter that you can use to turn assignments in late without penalty and without
needing to ask for an extension. You may use at most two late days per assignment. You will submit your
solutions to Gradescope.

The code and other answers you submit must be entirely your own work. You are encouraged to consult
with other students about strategies for solving the problems, but you must write all your own code yourself.
You may not use AI tools, online solvers, or published solutions for anything in this class. You may consult
textual references on the concepts and documentation on libraries and functions, provided that you cite them
appropriately (e.g. in program comments).

Prerequisite: Install the PlayCrypt Environment

For this assignment, you will need to download the PlayCrypt library, which can be found at
https://github.com/UCSDCSE107/playcrypt

Documentation on how to use PlayCrypt, including installation instructions, can be found at
https://ucsdcse107.github.io/playcrypt/quick_start.html.

The “XOR” Cipher

In class, Alice learned about the one-time pad, which is perfectly secret. However, she also learned that
one-time pads need a key as long as the message. Alice was browsing around the internet and stumbled upon
some people talking about an “XOR Cipher” which works as follows:

Gen :
k←R {0,1}64

return k

Enck(m) :
for i = 0,1, . . . , |m|−1 do

c[i]← m[i]⊕ k[i mod |k|]
return c

Deck(c) :
for i = 0,1, . . . , |c|−1 do

m[i]← c[i]⊕ k[i mod |k|]
return m

The Wikipedia entry for “XOR cipher”1 even gives a JavaScript implementation of this algorithm, while
claiming that it is a one-time pad. Cisco routers have also used this algorithm to “encrypt” passwords using
this algorithm, which they call Type 72.

In this assignment, you will show that this XOR cipher fails to meet various definitions of security.

Problem 1: Adversarial indistinguishability (2 points)

First, you will prove that this cipher does not meet the definition of adversarial distinguishability given in
Section 3.2.1 of the textbook. We will repeat it here for completeness:

1https://en.wikipedia.org/wiki/XOR_cipher
2https://community.cisco.com/t5/networking-knowledge-base/understanding-the-differences-between-the-cisco-password-secret/

ta-p/3163238
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The adversarial indistinguishability experiment PrivKeav
A ,Π(n):

1. The adversary A outputs a pair of messages m0,m1 with |m0|= |m1|.

2. A key is generated by running Gen and a uniform bit b ∈ {0,1} is chosen. Ciphertext c← Enck(mb) is
computed and given to A .

3. A outputs a bit b′.

4. A succeeds if b′ = b.

For this problem, you will fill in the function A1 in https://cseweb.ucsd.edu/classes/wi26/
cse107-a/pa1/ps1_submission.py. You will implement A1 to act as the adversary in the game described
above. To send a pair of messages m0 and m1 to the operator (as described in step 1), use the challenger
function supplied as an argument. challenger inputs two strings m0 and m1 arguments and returns the
ciphertext c generated by the game operator as a string. The bit b′ outputted in the last step should be the
value returned by A1, as an integer.

To receive credit for this problem, your adversary should win with probability 1, and should have running
time O(|k|). As usual, our convention is that the running time of an adversary does not include the time taken
by game procedures to compute responses to adversary queries.

Problem 2: Key recovery (2 points)

Alice enthusiastically wrote up a blog post about her results in the previous section, but received a bunch
of comments from anonymous strangers that this was a useless academic exercise that didn’t actually
demonstrate any real vulnerability. So she decided to formalize a security definition that felt more intuitive:
recovering the secret key.

The key recovery experiment RecoverKeav
A ,Π(n):

1. The adversary A chooses one message m.

2. A key is generated by running Gen. Ciphertext c← Enck(m) is computed and given to A .

3. A outputs a guess at the key k′.

4. A succeeds if k′ = k.

In https://cseweb.ucsd.edu/classes/wi26/cse107-a/pa1/ps1_submission.py, there is a func-
tion named A2(challenger). Your task is to fill in the function A2, so that it acts as the adversary in the
game described above. To send a message m to the challenger to encrypt, use the challenger function,
which takes in one string m as an argument and returns the corresponding ciphertext string c. A1 should return
k′ encoded as a Python string.

To receive credit for this problem, your adversary should win with probability 1, and should have running
time O(k), where k is the bit length of the key.
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Problem 3: Plaintext recovery (6 points)

Alice received a comment on her blog from a pseudonymous fan, Bob. It was some base64-encoded string.
When she decoded it, she realized it had been encrypted with the XOR cipher!

Your goal is to decrypt this encrypted message, and recover a secret token inside this message.
In ps1_submission.py, fill in the function P3 to print out this token. The token should be a string that

is exactly 64 characters long.

Your ciphertext has been custom-generated to your PID. Get your ciphertext here:
https://cseweb.ucsd.edu/classes/wi26/cse107-a/pa1/ciphertexts/.

In order to pass the autograder, your P3 must only return the token string and do nothing else. Please
document how you solved this problem by including your code in the separate (uncalled) function P3_code()
in your ps1_submission.py submission file, with additional explanatory comments if your process was
partially manual.
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