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Questions?



What is all of this about?

▪ Research and how it is conducted is rarely (ever?) value neutral

▪ Some potential issues with research methodology or outcomes
– Violate laws
– Causes harm
– Violate norms
– Conflict with strongly held beliefs

▪ Impacts whether research is:
– Pursued (or not) or funded (or not)
– Approved internally (e.g., via IRB)
– Accepted for publication (program committees)
– The subject of public ire/scrutiny or lawsuits



Some historical context in the US
▪ Prior to 1906 no regulations on use of human subjects in research; Pure Food and Drug Act

▪ Nuremberg Code (1948)
– “The voluntary consent of the human subject is absolutely essential”

(no force of law)

▪ Thalidomide (late 1950s)
– 1962 Kefauver Amendments to Food and Drug Act

▪ Tuskegee Syphilis Study (1932-1972)
– Study stopped when became public; President Clinton apologizes in 1997

▪ National Research Act (1974)
– National Commission for the Protection of Human Subjects of Biomedical and Behavioral Research – 

charged with establishing basic ethical principles for human subjects research – Belmont Report (1979)

▪ HHS issues first version of “common rule” in 1981; adopted by most other depts that fund 
research in 1991 (FDA has some similar, but different rules)
– 45 CFR Part 46

▪ Creates institutional obligations on all research that is Federally funded by those 
departments who have formally adopted the common rule (17 Depts; most but not all)



Some historical context in computer science

▪ Circa 2008, the CS measurement/security
community not significantly engaged in 
these questions
– Ethics, IRB, legal review rare
– Routinely sniffing full content on ISP links, etc.

▪ A handful of papers (all security) caused people to notice this: 
– Designing and Conducting Phishing Experiments, 2007
– Shining Light in Dark Places: Understanding the Tor Network, 2008
– Spamalytics, 2008
– Learning More about the Underground Economy: A Case-Study of Keyloggers and 

Dropzones, 2008
– Your Botnet is My Botnet: Analysis of a Botnet Takeover, 2009

Viewpoint article in ACM, June 2010



Speaking of Spamalytics…



Some historical context in computer science

▪ DHS PREDICT effort (data sharing) founders on these issues
– Leads PM to focus on this and ultimately the publication of the Menlo Report, 2012

▪ Rapid transformation of community norms over next 5-10 years
– Expectation of IRB use for human subjects

▪ Countries without IRBs?  Corporate research?

– Expectation of vulnerability disclosure pre-publication and then pre-submission
– Eventual internalization of PC responsibility for ethics assessment beyond IRB
– Expectations of Ethics sections for papers with potentially controversial methodologies

▪ This last USENIX security required an Ethics section from all papers

– Creation of Ethics Review Committees to specialize in such decisions



Potential issues for research acceptability

Legal

Human 
Subjects

Ethics

Upsets 
people



Legal

▪ This should be the easy one – can we agree that we shouldn’t do
research that involves doing illegal things?

▪ Illegal how?  What does it mean to be illegal?



Civil law (i.e., disputes between people and/or corps)

▪ Typically:
– Contracts (violations of an agreement between consenting parties)
– Torts (civil wrongs against people or property) – e.g., negligence, liability, 

interference, etc
– Remedy: payment, return of property, stopping behavior, etc.

▪ But who decides if you broke the law?
– Well, other party sues you and then you go to court… judge or jury decides

▪ So you don’t know ahead of time?  
– Well, many times its very clear, but sometimes its not – that’s why we need courts.



Some ”hypothetical” examples
(re: civil law)

▪ Some companies have sued over web crawlers – is web crawling illegal?
▪ Aside: not under CFAA (Van Buren decision); but other theories still exist

(tortious interference, trespass to chattels, etc. but tricky… what are damages?)
▪ In the US, we generally treat pure crawling as legal, but can get more murky if something you 

do might interferes with normal use of site (see “red lines” paper)

▪ You’re doing research into the security of voting machines and you get a 
“cease and desist” letter form the company.  Is the research illegal then?



Some ”hypothetical” examples
(re: civil law)

▪ You violate the “acceptable use policy” (AUP) of a Web site.  Illegal?
– (e.g., you create fake accounts on a employment site, in violation of their terms, to test 

if otherwise indistinguishable applications get fewer interviews if the applicant 
identifies themselves as being of a racial minority)

▪ You reverse engineer a piece of software and find a vulnerability?
– You publish a paper about the bug without disclosing it to the vendor, they lose 

customers and sue for tortious interference.  Illegal?
– What if there was a “click-wrap” contract that forbade reverse engineering?
– What if you use a pirated copy?



Quick aside: how lawyers talk about this stuff

▪ Good luck getting a lawyer to tell you that something ambiguous is legal or 
illegal.  That’s not what they do.

▪ They will talk about the risk of certain actions and their comfort with the risk

▪ Ranges of things that can impact practical risk for civil litigation:
– You’re an academic pursuing truth and science; no financial benefits?
– Are there clear damages to some party?
– Did you act in good faith to minimize potential risks?
– Did you “borrow trouble” by taking nasty adversarial tone with potential adverse party?
– Did you do due diligence with legal counsel to show that you care about such things?



Ok, civil law seems tricky… what about criminal law?

▪ Criminal law: covers actions deemed to be sufficiently bad that they may take 
away your liberty
– E.g., Fraud, CFAA (hacking), Wiretap, Extortion, Identity Theft, possession of CSAM, etc.

▪ We shouldn’t do measurement studies that break  criminal laws?  Agreed?

▪ Whose laws?
– Laws in country of researcher?  In any country where measurement takes place?  

Does nationality of researcher matter?
– When the West does censorship evasion research are they careful to check that they aren’t 

breaking any laws in Iran, Russia or China (for example?)

▪ Ok, what if we just say that papers published in the US should not do things 
that would violate US criminal law?



Published at FOCI (co-located with PETS) in Washington D.C.



▪ This is true and it is “good law” in the 9th circuit (which includes CA, WA)

▪ Do you think researchers in CA stopped sniffing WiFi? Or passive
wireless monitoring of open networks in general?



▪ Why no change in researcher methodology or publication issues?



Where does that leave us wrt legality?

▪ Actual cases against researchers are incredibly rare (almost all civil)

▪ There are some baseline norms here wrt PCs
– A few things are just out: no CSAM (even computer generated)
– In general, actions that truly could harm a person or service (e.g., DDoS)  get viewed 

through the legal lens (but some grey areas – e.g., Ben Zhou paper on traffic updates)
– Completely unauthorized access (e.g., using stolen password, vulnerability, etc.) is 

usually seen through legal lens
▪ Some exceptions: e.g., GFW paper from before
▪ What about access to criminal infrastructure?   E.g. spamalytics paper?

How would that paper have been seen if we’d infiltrated a commercial p2p network 
and took over 2.5% of its traffic?

▪ Is there a double standard against criminals?

– Practical advice: contact general counsel before doing anything edgy

▪ BTW, will be offering the Cybersec and US Law 291 next quarter



Human Subjects: 
Job of the Institutional Review Board (IRB)

▪ Minimize unnecessary risks to human subjects
– Approve, require modifications in, or disapprove research involving human subjects 

before experimentation takes place
– Safeguards for privacy and for vulnerable populations
– Informed consent (when required)
– Balance potential harms with likely benefits
– Cynical version: ensure institutional compliance to avoid regulatory liability

▪ Particularly key in biomedical research
– Some institutions have separate IRBs for biomed vs other research, but many have 

just one

▪ Institutions can have additional policies, but HHS regulations 
provide a baseline decision framework





Is it human subjects research? 



What are the implications of this definition?

▪ Which is human subjects research?
– You install workplace monitors 

▪ to see when and where employees use space to guide space allocation and capital investment on 
new buildings?

▪ to characterize the different modalities and patterns of use?

– You acquire and published detailed personal information about Russian cybercriminals
▪ As part of a paper at USENIX Security characterizing the tactics of Russian cybercriminals
▪ As part of a newspaper feature series about the rise of Russian cybercriminal gangs

– You do a study where you call tech company representatives, you explain (deceiving them) 
that you want to do a security analysis on one of their products and will they give 
permission?

– You call Amazon tech support workers and ask them how they feel about their jobs?





General rules

▪ Not human subjects research – no limitations placed by IRB

▪ Exempt category – few limitations if compliant

▪ Otherwise
– Document protocol and controls against injury to subjects and argue why

benefits exceed risks
– Prior consent 
– Post-experiment debrief 
– Note waivers possible for these last two

▪ Typically need to show necessity or that harm would arise as a result

▪ IRB can request further controls/modifications



Quick practical discussion

▪ You always want to get IRB review if there is any chance that 
someone might question the ethics of your work

▪ But… being declared either “not human subjects” or “exempt” does 
not mean everyone will agree your work is ethical – just that it didn’t 
qualify for detailed human subjects controls

















Ethics

▪ Ethics is concerns the more general question about what kinds of conduct is 
considered “right” and/or “moral”

▪ Many traditions for deciding this, here are two of the most 
commonly invoked in the West:
– Consequentialism

▪ Focuses on outcomes – what are the consequences, positive and negative, of action

– Deontological ethics
▪ Focuses on whether action adherence to underlying norms/principles/moral duties;

actions are fundamentally right or wrong, independent of outcomes

▪ What approach to use and how to apply it is not clear cut and 
different people have different opinions
– Community norms change over time (sometimes significantly)
– Zmap (next class) is a great example – from unethical to the norm



Aside: my experience

▪ Few people have a single consistent set of ethical principals
– We apply different approaches in different circumstances or in combination
– Our personal ethics are guided by experience and background 

▪ For example
– Much of our work has been guided by consequentialism, but there are lots of actions we 

would not take because we think the action itself is unethical and we undoubtedly have 
different standards of risk for criminal parties vs vulnerable parties

▪ The Kohno trolly problem paper is really about helping people surface what 
they think personally 

▪ Different communities can feel quite differently about the same question
– Note the differences between legal scholars, lawyers, ERB members and tech workers in 

the red lines paper – the potential victims were frequently the most comfortable with the 
research!



Re: Spamalytics



Re: Spamalytics



Taking a step back…

▪ What were the core ethical issues in each of those previous studies
and what might have been inflammatory external factors?

▪ Facebook/Cornell Contagion study
– Compare with previous Facebook/UCSD voting study

▪ Princeton CCPA study
– Compare with UCSD study of F500 companies willingness to allow security review

▪ Hypocrite study
– Compare with studies of embedded phishing training
– Or studies that waste time of criminals

▪ Especially when research is about people, context can be huge factor
– E.g. Geopolitical rivals < Criminals < Big Companies < Famous people < Normal people < 

Vulnerable people



Ethics not about humans
▪ How can there be ethical issues if the research isn’t about people?
– Research not be about people, but may impact people

▪ Some examples:
– Vulnerability disclosure: do you tell vendor before publication?  Do you wait for them to fix 

issue?  What if they can’t or don’t?  What are your obligations to their customers?
– What if your results will have significant legal/financial implications (i.e., you uncover a 

crypto blockchain is not solvent and so as a result there will be a run and investors will lose 
all their money)?

– What if you end up outing a US govt counter-terrorism operation which may cause it to 
show down?

– What if you do measurements that show people how to bypass TSA security 
– What if your actions (e.g., identifying how people evade censorship) will cause censorship 

to be improved/tightened?

▪ How far does one go in predicting the future?  How far is reasonable?









Optics/complaints

▪ People can always be upset… 

▪ Sometimes its for political reasons 
(e.g., disinformation research, climate science, origin of Covid, etc.)

▪ Sometimes its because they feel used/injured/angry 

▪ Sometimes its because they have a unique take (or are misinformed) about 
legality, human subjects or ethics

▪ It is impossible to please all people all the time but if you can reasonably 
anticipate such a reaction (and this takes effort) you should think about 
your values and goals and what tradeoffs you might be willing to make



Questions you want to ask yourself when doing this work

▪ Am I doing anything that I can reasonably anticipate would upset someone?

▪ Can I change how I’m doing it to minimize that?
– Add controls, get consent, anonymize data, don’t call out entity by name, etc.

▪ How big is this risk and is the tradeoff worth it?

▪ If something were to go awry:
– Have I done my due diligence in advance (i.e., will the university back you)

 e.g., received guidance from legal counsel, gotten IRB review, etc
– Who is more sympathetic?  You or the aggrieved party?  Why is that?



Questions?



For next lecture

▪ Zmap
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