
Homework 2

CSE208, Fall 2020. Instructor: Daniele Micciancio

Due: November 20, 2020

1 Matrix LWE

The standard decisional LWE assumption (with error distribution χ) states

that the distribution (A, 〈~s, ~A〉 + ~e) (where ~s ← Zn
q , A ← Zn×w

q and e ← χw)
is pseudorandom, i.e., it is computationally indistibguishable from a uniform

vector in Z(n+1)×w
q .

In this problem you are asked to prove that the following “matrix” gener-
alization of the LWE distribution is also pseudorandom: (A,SA + E) where
A← Zn×w

q , S ← Zh×n
q , and E ← χh×w. Specifically, show that if no adversary

running in time T can solve the LWE decision problem with advantage bet-
ter than ε, then no adversary running in time ≈ T can solve the matrix LWE
decision problem with advantage better than ≈ εh.

2 LWE Public Key Encryption

Let p, q be plaintext and ciphertext moduli with p|q, χ an error distribution with
support |χ| <

√
n, and n a dimension such that the (decisional) LWE problem

in dimension n with error distribution χ and modulus q is hard.
In class we used the LWE problem to define a public key encryption scheme

as follows:

• The key generation algorithm Gen picks uniformly random matrices S ∈
Zh×n
q , A ∈ Zn×w

q and E ∈ χh×w, and outputs secret key S and public key

P = (A,SA+ E) ∈ Z(n+h)×w
q

• The encryption algorithm, on input public key P and a message ~m ∈ Zh
p ,

picks a random vector ~r ∈ {0, 1}w, and outputs the ciphertext ~c = P~r +
(~0, (q/p)~m) ∈ Zn+h

q

• The decryption algorithm, on input secret key S and ciphertext ~c, com-
putes b(p/q)[−S, I]~ce.

In class we informally argued that the scheme is secure under the LWE
assumption for appropriate choice of the parameters, using the Leftover Hash
Lemma. In this problem you are asked to evaluate the required values of the
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parameters. Specifically, determine for what values of the modulus q and dimen-
sion w, the above cryptosystem is both correct and secure.1 Hint: first choose
q large enough to ensure correctness. Then choose w large enough to allow the
application of the leftover hash lemma, achieving a prescribed statistical distance
ε.

You do not need to give a full security proof of the cryptosystem. Just a
high level sketch showing how you intend to use the leftover hash lemma, and
then provide the technical details of its application, including the required value
of w.

3 Anonymous encryption

This problem is more open ended, and its goal is to give you an opportunity to
get some practice coming up with your own cryptographic definitions. In par-
ticular, there is not a single “correct” solution, and a range of possible answers
may be equally satisfactory.

In class we claimed that the Real-or-Random definition of security provides
a form of anonymity. The intuition is that an adversary cannot determine
who is the intended recepient of a ciphertext. Give a formal definition of a
secure “anonymous encryption scheme”, briefly discuss the rationale behind
your definition, and show that an encryption scheme satisfying Real-or-Random
indistinguishability is anonymous according to your definition. You may do this
for either secret key or public key encryption, whatever you find easier.

4 LWE Decryption modulo q

In class, we presented an instance of LWE encryption where plaintext and ci-
phertext moduli are the same p = q = 2k, and message m ∈ Zq is encoded as
the row vector m · [1, 2, 4, . . . , 2k−1]. In particular, the algorithm presented in
class (slides.pdf, page 146) corrects all errors bounded by |χ| < q/4.

Encoding the message m as a column vector m · (1, 2, 4, . . . , 2k−1) has the
advantage of resulting is substantially smaller ciphertexts. Can you adapt the
decryption algorithm to work with this column encoding? Give the pseudocode
of a candidate decryption algorithm, and then either prove it correct, or explain
why it does not work.

1You may consider h as fixed, or even set h = 1.
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