
Homework 1

CSE208, Winter 2023. Instructor: Daniele Micciancio

Due: January 31, 2023

1 Function Composition

In this problem you are asked to provide a counterexample answering the ques-
tion on homomorphic function composition discussed in class. (See page 24 of
the def.pdf slides.)

Let (Gen,Enc,Dec,Eval) be a homomorphic encryption scheme with mes-
sage space M and let f, g : M →M be two functions such that1

Decsk(Evalpk(f,Encpk(x))) = f(x)

Decsk(Evalpk(g,Encpk(x))) = g(x)

for all x ∈M , with probability 1 over the choice of (sk, pk)← Gen(1k) and the
randomness of Enc,Dec and Eval. Show that it is not necessarily the case that
the following experiment Exp(m) succeeds:

1. (sk, pk)← Gen(1k)

2. c← Encpk(m)

3. c′ ← Evalpk(f, c)

4. c′′ ← Evalpk(g, c
′)

5. If Decsk(c
′′) = g(f(m)) then output SUCCEESS, othewise output FAIL.

More specifically, assuming the existence of an IND-CPA secure public key
encryption scheme (Gen′, Enc′, Dec′), show that it is possible to build a (not
necessarily compact) scheme (Gen,Enc,Dec,Eval) such that

• (Gen,Enc,Dec,Eval) is IND-CPA secure

• (Gen,Enc,Dec,Eval) satisfies the correctness properties stated above

• There is a message m such that the experiment Exp(m) fails with proba-
bility 1.

1Note: these are the only correctness properties assumed. The scheme is not required to
satisfy the more general “multi-hop” game-based correctness definition given in class.
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2 Game-based security

In class (see pages 34-36 of def.pdf) we defined a notion of security against
passive attacks involving an adversary with access to three oracles: E encryp-
tion, D decryption and F ′ function evaluation. (In this problem we focus on
security without function privacy, where the evaluation oracle F ′(f, I) takes as
input only one function f .)

Assume FHE = (Gen,Enc,Dec,Eval) is a homomorphic encryption scheme
with message space M = {0, 1} supporting the evaluation of arbitrary boolean
functions, and satisfying the game-based (multi-hop) correctness definition.

Show that FHE is IND-CPA secure if and only if it satisfies game-based
security against passtive attacks, i.e., any adversary A attacking one notion of
security can be transformed into an adversary A′ attacking the other notion,
with “similar” running time and advantage.

You should prove equivalence in both direction. [Hint: one direction is easy.
The other direction may require a hybrid argument with a number of hybrids
that depends on the number of oracle calls made by A.]

3 Function Privacy and Bootstrapping

Let FHE = (Gen,Enc,Dec,Eval) be a secure FHE scheme supporting the
evaluation of arbitrary functions as described in the previous problem. Note that
by assumption FHE is already assumed to be capable of evaluating arbitrary
functions, without the need to use bootstrapping. However, FHE may not
satisfy function privacy.

Show how to use the given FHE scheme and the bootstrapping technique, to
build another scheme FHE′ which also satisfies function privacy. Your solution
should provide a description of the construciton of FHE′ = (Gen′, Enc′, Dec′, Eval′),
a proof that FHE′ is correct, and a proof that FHE′ satisfies security against
passive attacks with function privacy. (See def.pdf pages 34-35.) (You may
use universal circuits/TM or other general computability results without getting
into the details of how they work.)
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