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Abstract

We propose a comprehensive modular framework for enhancing and verifying the
robustness of deep neural networks against norm-bounded adversarial attacks by
leveraging dualized network representations. We provide rigorous mathematical
proof for the derivation of dual problem and provide dual layer formulation for
common network layers such as linear, residual, ReLU and attention layers. We
calculate dual layer upper bounds for various layers in Transformer models such as
Fourier Transformer. Our work include robustly training, verifying, and dualizing
Transformer-based networks for potential commercialization. Finally, as a proof
of concept, we trained a robust classifier on MNIST data set using an automatic
dualization algorithm and compare the robust error rate with the standard classi-
fier. We demonstrated that our methods can reliably decrease the robust error rate
from 100% to 4.16% with minimal loss in prediction accuracy. Our work could
potentially contribute to more secure and robust neural networks, particularly in
the domains of natural language processing and computer vision.
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1 Organization of the Paper

¢ Head Lines:

— Title : A Scalable Framework for Training Provably Robust Large Transformer Mod-
els via Neural Network Duality

— Team Members: See Section[8]
— Tasks Assignment : See Section [§]

¢ Introduction

- Motivation: See section [2.1] for our motivation as to why detecting adversarial input
is important, why training a robust neural network is difficult, and why we present this
general framework for dualizing network in order to calculate robust lower bounds for
neural network.

— Previous Works: See section [2.2] for a detailed discussion of previous work in prov-
able robust neural network training.

— Intended Contributions: See Section2.3|for a list of our contributions.
— Organization of the Paper: See this exact Section|[I}

¢ Statement of the Problem

— Primal Formulation: We formulated our primal problem of finding the worst norm-
bounded adversarial example in section [3.2] We introduced the generalized dual net-
work without assuming the architecture of the network in section 4} and formulated
the generalized primal problem in section[d.1]

— Dual Formulation: We formulated the original Lagrangian dual problem in section[3.4]
and the generalized Lagrangian dual problem in section 4.2

— KKT Condition: We formulated the KKT condition for original problem in section
[3.3] We repeatedly use the stationarity and complementary slackness in Approaches.

* Approaches:

— Quality of Choice: We derived the feasible solution of the original dual problem
through dual network and proposed an algorithm to calculate the dual in section
and section[3.6] For the generalized problem, we similarly derived the formulation of
dual layer for Linear, Residual, ReLU in section[d.3] .4} .5

— Novelty: We derived the novel dualized formulation for attention layer in Transformer
model in Section[5] We proposed a novel encoder-decoder Fourier based Transformer
model in Section [3.3.2] that is more efficient to calculate its dual network in Section
[5.3] Our proof for the modular dual network is also more concise and does not resort
to functional conjugacy in Section

— Runtime Complexity: We proposed the AutoDual algorithm to calculate the general-
ized Lagrangian dual in section[4.6] We also analyzed the time complexity of both the
original algorithm in section [3.6|and the AutoDual algorithm in section 4.6

* Results:

— Results : We first used a toy 2D example to illustrate the idea of robust training, and
then experimented on the MNIST dataset and compared the robust error between the
standard training and the robust training in section [6]

— Conclusion & Future Work: We concluded our paper and pointed out possible future
applications in natural language understanding and generation task in Section

* Reference :

- Key Papers: We discussed key papers in Section [2.2] We added the references in
bibliography Section 8]



2 Introduction

2.1 Motivation

Neural networks are powerful machine learning models that have been widely used in various ap-
plications. However, it is such a black-box dynamic system that is hard to analyze. Sometimes
a small perturbation can cause dramatic effect to the model’s output. As neural networks become
more complex and are applied in more critical domains such as healthcare, finance, and autonomous
system like self-driving vehicles, their robustness has become a crucial issue.

Robustness of a neural network refers to its ability to defense different adversarial attacks. Typically,
for an input =, we would like to verify whether the network can output the correct label on a norm
ball around x (that is, on Be(z) = {x + A : ||A|| < €}). A common approach to train robust
network against adversarial attack is to first find the worst adversarial example within the norm ball,
calculate the loss according to this adversarial example, and then updates weights according to such
robust loss. In this paper, we formulate the problem of finding the worst adversarial example be as
a minimization problem subject to the connection of the neural network. Taking this minimization
problem as our primal problem, we can use Lagrangian dual to lower bound it and thus get a lower
bound for the network’s robustness to the input. Furthermore, the calculation of the robust loss also
involves the Lagrangian dual. Surprisingly, the Lagrangian dual can be conveniently calculated with
a backward pass through the original network. With this technique, we can train neural networks
that are inherently more robust to variations of the input data.

This different approach that we use to improve robustness gain us guarantees to the adversarial
attack. Namely, for points that have positive lower bounds, we can guarantee that they are robust to
any norm bounded attack within €. So we does not have any false negatives in the result. However,
as a drawback, this does slightly increase the test error, meaning that there is greater change that we
predict a wrong label.

Contrary to adversarial training in computer vision which is clearly defined as norm-bounded per-
turbations on the pixel level, adversarial input cannot be so clearly and mathematically defined in
natural language processing. However, the need to deal with adversarial perturbation in deployed
NLP systems, which has already been used in many sectors such as customer service and robotics
assistants, could be even more pressing than that in computer vision systems. With the advent of
large language models such as GPT3, GPT4, and chatGPT, there has been an increasing demand for
reliable, robust and verifiable natural language understanding and generation systems. [7] [[1] [[10]
(171

2.2 Previous Works

Since 2013, studies on properties of neural networks found that neural networks are extremely vul-
nerable towards small perturbations in input data. For computer vision classification tasks, an ad-
versarial input data that is visually indistinguishable from the original input would produce a wrong
label, even on accurate models[|18]]. Since then, research have directed towards defense against these
adversarial attacks.

In one direction, researchers have tried to incorporate adversarial examples as part of the training
of neural networks. [9] introduces Fast Gradient Sign Method (FGSM) to generate adversarial
examples. [15]] introduces Projected Gradient Descent (PGD) which performs gradient descent on
the input image pixels to produce a small perturbed adversarial noise. PGD is considered one of
the most effective benchmark adversarial attacks for training adversarial networks and detecting
adversarial input.

In another line of work, there are also a large amount of studies on finding the exact solutions of the
optimization problem. One of the solvers is Satisfiability Modulo Theories (SMT), which deals with
Satisfiability problem and generalizes the SAT solvers by extending them to handle richer logical
structures [[11] [[12] [8]]. Another is Integer Programming (IP), which deals with linear programming
problems where some variables are constrained to integer domain [14][20][4]]. With the advent of
large deep models, exact solvers suffer from their lack of scalability towards hundreds of millions
of parameters and have diminished in their importance.



Instead of the exact solvers, studies have also been done on applying relaxations towards the opti-
mization problem. [2f] proposed a mixed-integer programming (MIP) approaches for optimization
problems containing trained neural networks. One of the main method would be certified defenses
that provide provable guarantees on the neural networks [24]] [25] [6]], where the authors proposed
to bound the output of a neural network with a convex polytope and proposed to solve a linear pro-
gramming problem for bound estimation. Another method is to compute tractable bounds on the
perturbation[S]]. Specifically, Beta-Crown method uses Bound Propagation which is the state of the
art method for verification [23]]. There is an important distinction between verification of a existing
neural network with pre-trained weights and training a robust optimization objective so that a neural
network can be more robust against future adversarial attack. Our paper falls into the latter category
and builds on previous aforementioned research by providing explicit proofs for these convex opti-
mization approaches and by extending the capability of analyzing deeper and more complex neural
architecture.

2.3 Intended Contributions
Our contributions are:

* We presented a comprehensive framework for calculating the maximum lower bound of
the robust training objective via dualizing deep neural network in a modularized fashion,
incorporating all previous techniques developed in this field, providing each with a concise
mathematical proof using unified notations.

* In our experiments, we implemented efficient algorithms that calculate dual variables
within the dualized network. We analyzed the computational runtime. Empirically, our
methods are more robust against adversarial attacks with minimal degradation in prediction
accuracy and significantly better at detecting adversarial examples in our test benchmark
datasets such as MNIST. Specifically, we improved the standard accuracy of MNIST clas-
sifier from 98.87% to 99.1% and decreases the robust error from 100% to 4.16% which
greatly improved the model robustness against adversarial attacks.

* We formulate the procedure for analytically calculating the dual layer upper bounds for
multi-headed attention layers (as well as residual connection layer, ReLU layer and nor-
malization layer) used in Transformer models in natural language processing and computer
vision. To the best of our knowledge, our work represents the first attempt in robustly
training, verifying and dualizing Transformer styled network, indicating the possibility of
deploying our methods in a large neural language model for commercialization.

* We also propose Transformer-styled models that can be more easily dualized and verified
by replacing the multi-headed attention layers with structured token-mixing layers across
the positional sequence dimension, such as 1D Discrete Fourier Transform, while main-
taining high-performance on par with large Transformer models.

3 Statement of the Problem

In deep learning, the classical optimization objective given a data distribution
(z,y) ~ (p(X),p(Y)) =D, weR" yeRY

is typically formulated as:

where L(fw (z), y) is a scalar valued loss function. fy (x) denotes the model parameterized by W.

In the first half of our paper, we consider the multi-class classification problem where y denotes
the target class index and y € {1,2,...,C}, where C is the total number of classes. L is the
cross-entropy loss, defined as:

exp zy

E:RCX{I,Q,...,C’} — R:=L(z,y) = —log ————
> i1 exp(2i)

y denotes the target class index
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In order to train a robust classifier, we modify the objective in Equation [I]as:

inkE.. .y A), 3
mink, ;) D‘&lﬁtgﬁﬁ(fw(ﬂﬂr )>Y) (3)

where A is a perturbation from original data points in the training dataset that is bounded by max
norm (Though other norm could also apply).

The intuition of this robust training objective is that for each (z, y) in the empirical distribution, we
find the most adversarial point  + A € B.(x) within the open € ball of x such that the Loss £
is maximized (the worst). Trained this way, fy is expected to be empirically robust against norm-
bounded adversarial attack without changing its prediction. However, we cannot provably claim
that fy will predict the entire B (x) as the same label. Later, we will develop a technique to show
for some input data x, our trained classifier fy; can provably predict the same label over its open
neighborhood B, (x).

Equation [3is a standard objective in robust optimization, but the max makes it impossible to train
when fy is a deep neural network. In this paper, we will develop another differentiable objective
Je(x, A) that will upper bound Equation[3] Specifically,

Theorem 1 (Duality Upper Bound).

where 1 is an all-one column vector, e, is a standard basis vector with the y® entry =1. I is the
identity matrix. gy () is the dual network w.r.t to fy (), which is the original network. The concept
of network duality will be introduced in subsequent sections.

Given Theorem|[I] we can relax Equation3into the following objective:
mmi/nE(x,y)NDﬁ(_Je(xaA)7y)a A= QW(leg _I) ®)

This relaxed objective is differentiable and can be solved efficiently via back-propagation. Note,
gw ()’s parameters are tied with fy()’s parameters.

Without formally defining J, we prove Theorem|I]

Proof. TheoremT]
Let fy (z + A) = z for brevity.

”rgﬁwgeﬁ(fw(w +A4),y) = max L(z,y)

Since cross entropy is translation invariant, by Equation we know L(z,y) = L(z — 2,1, y).

[ 21— 2y ]
B} 0
‘gﬁéeﬁ(fw(x‘i‘ A)y) = mZaXE(Z —zly) = max L Zy+1 — Ry )
L 2Cc — 2y |

Note, we let —J(x, A) also be a vector of the same shape. In addition, we make —.J.(z, A) so that
each of its component satisfies the following conditions.

_Je(xaA)iZmaXZi_Zya Z#y (6)
_Je(xaA>y =0 (7)
[ —Je(x, A)1 7 [ max, z1 — 2y | [ 21— 2y ]
0 > 0 — max 0
—Je(z, A)ysr | = |max. zyp1r — 2y | 2 | Zy+1 — 2y
| —Je(z,A)e | | max, zc — 2y | L zc — 2y




We can take the max out because max z; — z, is only maximizing the z; component of the vector
while the z, component’s value do not change the value of the loss £ because of translation in-
variance of cross entropy.

[ —Je(x, A)y 7] [ max, z1 — 2y ]

. c c .
0 0
T, Ay | 1Y) = log(; exp(—Je(x, A);)) > log(D_ exp(max z;—2,) = L( max, zp1 — 2, | 'Y

=1

L —Je(JU,A)C i | max, 2o — 2y |

The above equation proves the Duality upper Bound. Assume for now we know Condition [6] and
hold. (this will become clear once we introduced the formal definition of .J).

Upon careful inspection of Condition [6]

—Je(x,A); > maxz; —zy, (FY
= J(z,A); <minzy — 2z, i#y
where y is the true label and ¢ is any other label. In the terminology of deep learning, we consider
z, and z; to represent the logit (or probability) of a classifier fi () to predict the given input x as
label 7 or label y. Since we are minimizing over z when input z is allowed to perturb by a small

[|Alleo < €, we are essentially finding the most adversarial A such that (x + A) will be predicted
as label 7 instead of label y.

As it turns out, the definition and formulation of .J, is the dual problem of a primal problem, closely
related to min, z, — z; ,which we will introduce in the next section.

Note: starting next section, z; will no longer represent a real value, it will be used as the vector
output of the i layer of a k-layer ReLU-based neural network

3.1 Statement of the Primal and Dual Problem

The primal formulation defines adversarial polytope for neural networks using ReL.U as activation
function and corresponding convex outer bound. The KKT condition as well as dual formulation
is used to optimize the convex outer bound by finding feasible solution of the dual problem using
single modified backward pass. The last part is our main algorithm that uses backward pass variable
to incrementally compute upper and lower activation bounds for all layers by reformulate our dual
problem to a similar neural network.

3.2 Primal Formulation

We define our neural network based on ReLU as follows:
Ziv1 =Wizi +b,Vi=1,..,k—1
zi =max2;,0,Vi=2,....k—1
We also define the adversarial polytope as follows:
Ze(z) ={folz +A) : [[Alloc < €}

Notice that ReLU function is not convex since it is taking maximum, but we can apply a convex
relaxation which results in:

2>0,2> 2% —uz+ (u—1)z < —ul

We donate the convex outer bound with this convex relaxation as Z,(z). This outer bound can be
used to provide provable guarantees on the adversarial robustness by showing any perturbation on



our input would results in a bounded set. Given a sample = with known label y* and alternative
target label %™, we can write optimization problem as follows:
min  (Zg)ys — (Zk)ytars = 'z
* . 3
subjectto 2, € Z.(x)
where ¢ = ey« — eytarg. With the convex relaxation on the ReLU constraint, the optimization
becomes a LP problem. We write it out in formal format with all linear constraints as follows:
T

minimize ¢ £
Zk
subject to Zim1=Wizi+b;, i=1,....k—1,
21 < x+e,
Z1 =2 X — €
5y =0, i=2... k-1 €I, ©)
Zij =%, 1=2,...k—1j€eTI,
2520, i=2,..., k=15 €1,
Zij > %, t=2,...,k—1,j€1,,
(Wi —lij)zij —uijZi; < —uijlij, 1=2,....,k—1,j€I;

3.3 KKT Conditions

3.3.1 Primal feasibility

21— —€<0

—z1+rx—€<0

—2; <0, i=2.. . k-1j€T

Zi5—2,; <0, 1=2,....,k—-1,j€1;

(wij = lij)zij — wijij +uigliy; <0, 1=2,...;k—1j€T
2;=0, i=2,...k—-1,j€I

Zij =% 1=2,....,k—1,j€IS

3.3.2 Dual feasibility

£t >0,
£ >0,
V2<i<k—-1,j€Z,7,;2>0,X;2>0,p;; >0

3.3.3 Stationary

V£(2’ Z7,U7p’ Q7 A7T’ /“L7§+7£_) = O
= V:L(2,2,0,0, ¢, N\, T, 10, E7,67) =0and V. L(Z,2,0,p, ¢, A\, 7, i1, ET,67) =0
See equation [I0]for full form of the gradient.

3.3.4 Complementary slackness

Vi<i<|z|, & (z1—2—€) =0

Vi<i<l|z|, & (-z+a+e)=0

V2<i<k-1,j€T; pij(-2;) =0

V2<i<k-1,j€T; m7ij(%,;—2,;) =0
V2<i<k—-1,j€T;, Nijl(uig—lij)zig — uij2ij +uijli;] =0



3.4 Dual Formulation

We define our dual variables corresponding to constraints as follows:

Ziv1 =Wz +b; = v e RERL =1 k-1

n<z+e=Er c RI*l
—n < —z4+e=¢ eRM

zi;=0=p,;€R, =2 k-1,j€I

zij=%,;=>¢q¢;€ER, i=2..,k-1j€eLt

2 <0=>u; eR, i=2,..,k-1,j€1;

2i—2,;<0=>rn,;eR, i=2.,k-1j€I;

(wij —lij)zij —ijZi; < —uijli; =N €R, i=2,..,k-1,j€I;

Then we can write out the Lagrangian:

£(27Z5v7p7q’ A7T7M)€+7€_) =

k—1
CT,é’k -+ Zvi:,;rl(éi+1 — szl — bl) + £+(Zl — X — 6) -+ 57(—21- +x — 6)
i=1
k—1 k—1 k—1 k—1
+ Y pigrg Y Gz =AY —migmg Y Tag(—g o+ 2ayg)
i=2,j€L; i=2,5€T; i=2,j€L; i=2,j€L;

k—1
> Nigl(uiy = lig)zig — wi i+ wijlig)
i=2,j€L;}

Taking gradient of each variable, we get the following equations:

r 0
aizg+%
0
a f _pz,j (Wz Uz+1)j7 1= 27 7k 17] S Iz
Zi,j 9
A—f—v”, 1=2,.,k—-1,j€1
(’)zi,]
of
5, = li (Wlvig1)y, i=2,..k—1,j €IS
V£(27Z7v?p7q’ A7T7N7£+?§7) - Z’jaf +
D2 Vij— Qijy t=2,..k—1j7€L
af _ T —+ —
A A R aT:
of “
5o = ~Wilviea)y = pag = 7o+ Nig(uig =), i=2k=1j €L,
i
of . ,
I 3%j:WJ+WJ_Ame i=2,.,k-1,j€I

(10)




By solvingVL( 2, z,v,p,q, A\, 7, b, ET,£7) = 0, we get our constraints for the dual problem (all ¢, j
here corresponds to %, j above):

Vi = —C
T
pij = (Wi vit1);
Vi5 = 0

ij = (W vi);

Vig = dig = (Wi vis1);

Wiy =€+ — ¢~
(Wilvisn)j = —pig = 7ig + Xij(uig — lij)
Vij = i i i
Finally we get the dual form:

k—1 k-1
maximize — Z vhbi— @+ )T + (x— )6 + Z M (1)

i=1 i=2
subject to v = —c¢,

(WITUQ) :£+_§_7
’UZ',]':O, 2'22,...,]6—1,.7'61;7 (11)
'Ui#j:(WiT'UiJrl)j, 222,7k—1,j€I7+,
zi,jZO, 1=2,....k—1,5 €1,
(Wilvig1)j = =i — i + Aij(uig —lij), i=2,....k=1,j €T,
Ui7j=—7'i7j+)\i,jui7j, i:2,...,k}—1,j€I¢,
AT, 5,67 >0

3.5 Feasible Solution of the Dual Problem Through Dual Network

For our primal problem ¢’ 2, instead of finding the optimal solution, we find lower bound which

can be used for verification. Specifically, if the lower bound is positive, then we know that no
norm-bounded adversarial perturbation of the input could change our output. The weak duality
theorem states that any feasible solution from the dual problem gives us a lower bound to the primal.
Most importantly, we can reformulate our dual problem to be a neural network that is similar to the
standard back-propagation neural network.

Consider constraints:
T .
(Wi vig1); = —pag = Tig + Aig(uiy —lij), vij=—Tij+ Xijuij, where jeI,

We know that A corresponds to the upper bound of the ReLLU relaxation, and p, 7 corresponds to the
two lower bounds. Either one bound is tight, and the bound point is achieved at optimum. So we
know that either A = 0, or p + 7 = 0.

We define [z] to be max(z,0) and [z]_ to be — min(z,0) (Note that [x] + [x]- = z). The first
constraint can therefore be written as

Aij(uig —lig) = [(Wlvie)ile, g+ 7y = (W vig1);]-

Combining this with the second constraint we get
W

Vi = %[(szrvi"rl)j}'f‘ — a[(Wvig);]-
Uij = bij
where j € 7, and o = ulr is a variable between 0 and 1 representing the weight of 7 over 7 + p.

Similarly, we can replace £t and €~ with [W{f vo] 4 and [W{ v2] _ since each represents the positive
and negative portion of W v,.



Another approach we can use to show this result is complementary slackness. Notice that according
to complementary slackness, we have £t (21 —2 —¢) =0, & (=21 +x+¢€) =0.If 1 # 0, then
21—z —¢e=0,then —z; +x + € # 0,50 £~ = 0. Similarly, £~ # 0 gives &7 = 0, so either one
of them must be zero. Combining with Wi vy = £+ — £, we get the same result.

Next, we can rewrite our dual problem in terms of neural network so that we can easily find its
feasible solution.

Define v = gy(c, ) to be a k layer neural network given by the following equations. Note, we
introduce substitute variable v; to replace WiTvH_l, for ease of notation.

Uk = —C (12)

@i = WZ-T'Ui+17 VZ :k_].,,]. (13)
0 Jjel;
D i eIt

Vi = v 7{“',]- . - j IZ (14)
ot Ol —aigloigl- jeTi

Equation [12] can be thought of as the forward propagation of a neural network since the input is
v, = —c, from vy, we get v_1 = WL vg, which can be thought of as going through a linear layer
parametrized by Wj,_;. Equation [T4]can be though of as a leaky-ReL U activation function. Thus,
the above structure can be represented as a neural network piggybacking the original network from
top to bottom with propagation.

Our dual problem becomes
maximize J(z, go(c, a))
@ 15)
subject to o ; € [0,1],Vi,j
where

k—1 k—1
Je(z,0) = =Y vl ibi — a0y —ellin|ls + > > lijlvigly
=1

i=2 jET;

Notice that our dual network is almost the same of the original network, except that we have an
additional « representing the weight of 7 that we can optimize over. See section [4.5]for a possible
choice of a.

3.6 Computing Activation Bound

We are now left to compute the lower and upper bounds for the pre-ReLU activations, [ and u. Since
Je(z, go(c)) is the dual for our primal problem ¢ 24, J.(x, go(c)) provides a lower bound for T 2.
If we plug in ¢ = I and ¢ = —I (here J becomes a vector and it provides bounds for Zj in an
element-wise manner), we can get:

Je(w,g9(I)) < 2 < —Je(z, 90(—1))

As mentioned in section 2.5 that the structure of gg(c, ) is very similar to the original feed-forward
neural network, we can therefore calculate J using a backward pass.

Specifically, for ¢ = I, the backward pass variables are given by

vy = —-WIDi Wk .. .D,WE, v = Dy (16)
where
0, jeEI
(Di)jj =191 jeTf (17)
Sl ) j S Ii

wi,j—lij

10



wij—lij’

Wi,j

[P35+ —
-1; ;. By setting D; as , we

wij—lij

Proof. Since we fixed «; ; when j € Z;, we have v; —ni—
’ ’ 2,7 1,7
ui,j

Uq,j ~ _ Ui, 5 ~ . A~ _
(0] = G (max(0, By 5) — min(0, 51 1)) =
can represent the transition constraint from 7 ; to v; ; easily through a single matrix multiplication
using D;.
Then we can use induction to prove (16). Assume go(c, o) is a k layer feed-forward neural network,
and setting o« = —4— ¢ =1

Ui, j 2,3
Basecase: vy = —c=—1,0p_1 = W,;‘F_luk = —W,?_l, Vp_1 = Dy_1Dp_1 satisfies |i
Assume lb is satisfied for i = k’,...,k — 1, then Dy = fWkT,Dk/HW,z;H ... Dk_lVVkTil, Vg =
Dy 0y For k' — 1, we have

D1 = Wir_1v = Wi _1 Dy = =Wy 1 D W Dy g a Wik 1 . D W

and
Vi1 = Dy 141

both satisfies for2 < k' <k-—1.
O

Algorithm to compute [ and u is described in (0). The algorithm is doing a forward pass through the
network. The takeaway is that, it computes /; and u,; for the current layer’s output 2; with previously
computed /; and u;(j < i). At iteration 4, it treats the 1% to it" layers as an isolated sub-network,
setting v; = 1, and perform a backward pass as gy (£I) to compute the current lower and upper
bounds. Repeating such iteration all the way to the final layer, we can obtain all the /; and u; and
use them to compute the dual J.. Figure[I|provides a visualization of Algorithm 1 at iteration i.

Algorithm 1 Computing Activation Bounds via Backward Pass

1: procedure (Computing Activation Bounds)

2: // initialization
3: D1 Wir
4: Y1 bj’:
5: lg(‘l‘ 171 +")/176||ﬁl||17:
6: U2 %I’Tﬁl +’}/1+€Hﬁ1‘ 1,:
7 /| - ||1,: for a matrix denotes {3 norm of all columns
8: fori=2tok-1do > Here, i is the index of the layers.
9: form I;,Ij,Ii
10: form D;
11: // initialize new terms
12: Vi1, < (DZ)LWlT
13: y; < bF
14: /I propagate existing terms backward
15: for j=2toi-1do
16: Vi T, VijDiWiT
17: Vi ’ijiWiT
18: end for
19: Y1 ’leZWlT
20: Dy ﬁlDiWiT
21: /I compute bounds
22: Yi =T+
23: liv1 < ¥ — €l + Zézz Zyaﬂ*%ﬂ’ﬂ)lj,ﬂ
24: Uipr i+ et = X5 Yier, (05,0 1)1 i
25: end for
26:  return {l;,u;}¥_,

27: end procedure
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Vp = —¢C

k1 €—compute— W];‘C o ka71

Vg1 (—compute—| D;
I
ﬂ,l <—compute— Wi 1,bi1 \

N

(it iteration: we only consider a sub-network by setting
vi = +I. Given previously computed {l;,u,}};é, we update

v;_1 €$—compute Vi-1, Vi-1,.. ., V1 throught a backward pass described by gw (£I)
and then compute the lower and upper bound for the sub-
V;j_2 €—compute Qletwork’s output Z;. .

- ~
(i-1)"" iteration: we have computed the value of {/;, u,-}};é, V1
i-2
\and {vi}is

W1, b1

v

compute J(z,v)

Figure 1: Visualization of Algorithm 1

4 Generalized Dual Network

In this section, we present a modular formulation of constructing the aforementioned dual network
for dual variables v. For notation simplicity, we use
V5 = {Uia Vit1y- - 7Uj}

to denote a collection of vector (tensor) variables (primal or dual) across different layers. For each
layer, we calculate its dual layer (h, g) where h is a functional upper bound and g is a functional
condition for h. Together, a summation of different hs from different layers form our lower bound
objective J. The collection of different gs form the structure of our dual network.

In this section, we generalize the notion of network layer by incorporating residual connections
(which are the characteristics of successful deep networks since they effectively avoid the gradient
vanishing/exploding problem). To be precise,

fi;(-) := dom(Layer j) C RI%| — dom(Layeri) C RI*| —j <
fi;j takes the value at layer j and maps it into layer 1.

In Section 2 and 3, we only use f(;;1 ) for layer-by-layer forward propagation, but in Section 4 we
can expand to cross layer propagation (e.g. residual connections). Our primal formulation in Section
2 is thus generalized.

4.1 Generalized Primal Problem Formulation

For a k-layer network, where the i layer value is given by:
i—1
=Y fij(z), i=2,...k (18)
j=1

Note, we dispense with the notion of activation function, pre-activation and post-activation. We view
activation as f(; 11 ;) that takes value from layer i (pre-activation) to layer (i+1)™ (post-activation).

12



Given datapoint (z, y), our generalized primal formulation is:

minc’z,; c= eyr — Eytarg (19)
73
i—1
=Y fijlz), i=2..k (20)
j=1
st ||z1 —z|| L e <= 2 € Be(x) 21

For mathematical convenience, we put the last inequality (though convex because norm is convex)
directly into the objective and do not count it as an explicit constraint:

min ¢z, + I, (2)(21); €= €yr — eyrare (22)
21,2k
i
=Y fij(z), i=2...k (23)
j=1

(24
where I () is an indicator function, defined as :

0 ifz € B(z) <= ||z1 —z|]| <e
oo  otherwise

Ip, (2)(21) = {

4.2 Generalized Dual Formulation

We first convert the primal problem into a Lagrangian by introducing dual variables vs.1, vy .

k i1 k i1
L(z1k,v1:6) = ¢ 2 + I, (1) (21) + Z%T(Zi - Z fii(2)) = "2k + Ip oy (21) + Z(”iTzi - ZUinij(Zj))
i—2 =1 i—2 =1

i—

j

kEoi—1
=c zk—l—IB i) 21 —I—Zv Zi — ZZU fij(z) =c zk—l—IB(w 21 —l—Zv Zi — Z Z v; f” zj)
j=1

=2 j=1li=5+1
=c zk++IB (z) (=1 Zv Z; — Z Z v; f” 2j)
j=1li=j+1
k k—1 k
= C 2k + IB (m)(zl) + ’Uk 2k — ZU le Zl) + (UJTZJ‘ - Z vinij(zj))
=2 Jj=2 =741
k k-1 k
="+ I,y (21) +0f 2 — o] 21 + (0] 21 = D 0] fa(21)) + (’UjTZj - Uinij(Zj))
=2 j=2 i=j+1
k—1 k
=clz + Ip (z)(21) + ngk - ”ipzl + Z (U;'-sz - Z U;‘Ffz'j(zj))
j=1 i=j+1
We minimize L(z,v) over z. We first make the observation from (¢” + v])z that ¢, = —c by
stationarity of the gradient w.r.t. zy.
k
T
rquknL(Zl Jey U1k ) > mln (IB ()(21) — vy zl) Zmln (v zj — ;1 v; fz](z]))

We further note that

13



min (IBE(I)(Zl) - v{21> = minlp, ()(21) — v (2147 —1) = min Ip, (z)(21) — vz —of (21 — @)

= —vlz - A v (21 —2) = —v{z — €||v1]|« ;]| - ||« is the dual norm by definition
z1—x||<e

As mentioned in the beginning of this chapter, suppose we know:

k k
H;in (U;“sz - Z Uz'Tfij(zj)) > —hj(vj) <= max ( —v] 2 + Z Uinij(Zj)) < hj(v:x)
i=j+1 i=j+1
k
given v; = Z gji(vi)  where {g,;};; is the dual network
i=j+1

Then we have:

k-1
IzninL(Zl:kaUl:k) > —vlx — e||v1]|s — Z hj(vjx)
1:k

=1

The dual formulation then becomes

k—1
Je(x,v1.1) = max —vlz — e||vy||« — Z hj(vjx)
1:k
j=1

k

subject to: vy, = —c,v; = Z gji(vi)
i=j+1

The parallel structures of the primal and dual network can be visualized in Figure 2] where we
showcases cross-layer connections such as residual connections can be easily represented.

In the next few subsections, we will derive the dual layer for several common neural network layers.
4.3 The Dual Layer for Linear Layer

A linear layer is characterized by

fi1.)(25) = Wjzj + b
max —v] 2 + v 1 fa) () = — ) 2+ vj (Wiz; +b;) = (—v] + v, W;)z + 0]y 1b;
J
=0+ va_Hbj subject to v; = va+1 W;
4.4 The Dual Layer for Residual Linear Layer

Suppose from layer j there is a residual connection to layer ¢ (i.e. z; is copied to z;), and layer j
also has a normal linear connection to layer (j + 1)

max —vf zj + i1 f g (25) H ol 2

= (v] — v]-T + UJ-THWJ-)ZJ- + UJ-THbj

=0+ vaHbj subject to va =] + vaHWj
Note that v; (which is at an upper layer) is directly copied down to layer j, which is a lower layer
through the dual of the residual connection (which is also the identity operator).
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Figure 2:

4.5 The Dual Layer of ReLU Layer

U4

Uz

gual)

Vg

g25(-) Revserse Residual Conmnection

The ReLU layer can be represented as a connection from layer j to layer (5 + 1).

max —v? z; + v ReLU(2;) = max —v? z; + UJTH max(z;,0)

2; J J 2 J

Suppose we know [; < z; < u;. If u; < 0, then max(z;,0) = 0, and so

max —v! z; + ”jT—&-l max(z;,0) = max —v’ z; = 0 subject tov; = 0

J

. ) J
Zj Zj

Otherwise, if I; > 0, then max(z;,0) = z; and we have
rr;zjix vj zj + UJH max(z;,0) = (vj41 — v;)7

Lastly, suppose l;; < 0 < ;.

15
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max ( - vazj + UJ-THReLU(zj)) = Zmax fvaizﬁ + vj11,,ReLU(zj;)
i

Zj Zji
T _ Jivj+1, Jitgi
< max_vjizji+vj+1,i — l-'(zji —l) —ma_xzji(—vji—l— - ) - l”ijrl)i
Zji Uj; — bjq Zji Ug; — L] Uj; — bj4
Wiilss Ui
— JLgt o ; J— Je S
= —“71”1)]4_1)1 SUb_]CCt to Vji = - l”’l}]_t,_lﬂ
u]z Uy ujl U7

4.6 The AutoDual Algorithm

Bound computation defined in Algorithm 1 has two main weakness. First, it assumes the network is
fully connected with ReLU followed by each affine transformation, and it’s not able to handle other
non-linearity like max-pooling, normalization, etc. Second, it assumes the network is connected
sequentially and only depends on the previous layer, and it cannot handle residual/skip connections.
To generalize the bound computation and robust training in [24]], instead of explicitly specifying
the linear and ReLU layers, [25] proposed a new representation of general network architecture by
treating it as an arbitrary sequence of k functions defined as below.

With dual layers, we can generalize the bound computation algorithm in[0|to general networks with
residual/skip connections. Specifically, if the operators g;; of the dual layers are all affine operators
gij(vj) = Az;’Uj for some affine operator A;;, we can compute pre-function bounds {/;,u;}¥_, and
dual layer {hi}f;f through a single pass of the network layer by layer.

Algorithm 2 AutoDual algorithm
1: procedure (AutoDual)

2: // initialization
3: vy 1
4: lg 2 —¢€
5: Uy < T + €
6: fori=2,3,...,kdo > Here, i is the index of the layers.
7: // initialize new dual layer
8: form A;; and h; from f;;,1; and u; forall j > ¢
9: v 1 > At the current loop, we only consider 1 to i th layers
10: // updates dual variables
11: forj=i-1,i-2,...1 do
12: Vj < Z;:j+1 Aijp
13: end for
14: /I compute bounds
15: liy1 < 2Tv — €], + 23:1 hj(vj.i)
16: uipr < alvr + el = Y5 by (—v)

17: end for
18: return {ll, Ui}éc:Q, {Aij}; {hl}
19: end procedure

We notice that both Algorithm 1 and AutoDual are not computationally efficient. They first com-
pute a forward pass through the network on I, resulting in k outer iterations. Second, whenever it
encounters an activation layer, it needs to compute the bounds for that layer. In this case, assume
the activation layer is at index i, it then treats the 1% to 7*" layers as an isolated sub-network, updat-
ing the vs and computing the lower and upper bounds for the pre-activation values through another
pass from the 1% layer to (i — 1) layer. The two algorithms both compute vs explicitly using the
procedure described as above, while computing vs requires matrix multiplication which results in
O(|2i[?) (|2i| is the number of hidden units in layer 7). Thus, the total time complexity of algorithm

1is O(k Zf:_; |zi—1]|2:]?) = (’)(k2|5|3). For AutoDl_Jag, since each layer not only depends on the
previous layer but also the layers before, it takes O(k|z|”) when we update each v, so the total time
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complexity of AutoDual would be O(k? \;:|3) However, the residual/skip connections are relatively
rare in the network, so many of the A;;s would be 0. In such case, the time complexity of AutoDual
would not be too much worse than Algorithm 1.

5 The Dual Network for Transformer Models

Last but not least, we derive the dual layer for the self-attention layers in the Transformer architec-
ture, which has been the predominant approach in modern natural language processing and computer
vision tasks [21]]. We first give a mathematical formulation for the attention layer [21]], which is ar-
guably one of the most important building blocks in the Transformer model.

5.1 Self-Attention in Encoder

For the encoder in Transformer model, the methodology for self attention is:

Assume now we have batch size = 1, the inputis [z1 22 --- 5], where x; is a sub-word (token)
id at ith position in sentence and n is the number of sub-words in sentence. After we input through
embedding layer, each x; is embedded by size E such that #; € RF. We pack together all the

—

T
2
embedding of input into a matrix Q, K, and V, where @ = | . | € R"*¥ and Q = K = V. Then
28
1 <x1,x > < Ty, Th > e < Ty, Iy >
- N . < 25,21 > < Xp, x> -0 < Lo,y >
QK" = | . | [z1 23 Ty = € R™*™
Ty, < Tp, X1 > < Ty, To > o0 < Xy Ty >
We perform softmax on each row of QK T where
P(< 21,21 >) P(<@,23>) - P(<ay,4;, >)
. P(< 43),21 >) P(<@h,45>) -+ P(< 23,2, >)
Softmax (QK") = . ) c RXn
P(< 2y, 21 >) P(<ap,23>) - P(<ap, 2, >)

where 2?21 P(< &j,2; >) = 1forithrow, 1 <i < n.

> P(< 7,75 >)7;
Softmax (QKT)V = : € R"*F

Z;‘L:I P(< x_;la'f.; >)Z‘_3

The softmax function is defined for the i row as:
exp(< x;, T >)
22:1 exp(< i, Tp >)

P(< Ti, Tj >) = (25)

A simplified version (ignoring multiple weight projection matrices W, Wy, W,,, W,,) of the afore-
mentioned self-attention layer can be represented as a value matrix X from the i layer to the 5 4 1™
layer.

Z = fir1.4(X) = Softmax(X XT)X (26)

5.2 The Dual Layer for Attention Layer

Note, since the input is no longer a vector but a matrix, our dual variables V;, V, will correspondingly
be changed to matrices of the appropriate shape. The dot product will be changed to the trace
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operator for matrices dot product. We use subscript 1 and 2 to avoid introducing too many lettered
subscripts.

max f(X) = max — Tr(VF X) + Tr(Vy! Softmax(X X)) X)

In order to maximize over X, we resort to taking the matrix gradient.

af _ 9 Tr(VyF Softmax (X X T) X)

=— 27
ox -~ Tt X @7)
0 Tr(Vy Softmax(X XT) X
8Xij
oTr(V,LU) oU
=-Vi+ {Tr((ng2)<9Xij )}ij ;U = Softmax(XX7)X (29)
OSoftmax(X XT) 0X
= -V +{Tr (VQT e X+ VQTSOftmax(XXT)aTij }ij (30)
OSoftmax (X XT) 0X
= -V +{Tr (VQT X, X|+Tr VQTSOftmaX(XXT)WU Yy (31
0X
Tr (V4 Softmax(X X ™) ) (32)
8Xij
Va,
Va, P(< 71,71 >) P(< 1,75 >) P(< 21,2, >)7 [0 0O 0
) P(< a3),21 >) P(< 23,25 >) P(< 25,2, >)| |0 0 0
=Tr : . . .o
V : .. . . ]-ij 0
_21' P(< @5,21 >) P(<dy,25>) - P(<ap,2,>)] [0 0 0
(33)
P(< X1,Z; >)
=< Va,, > the dot product between the j column of V5 and the ¢ column of the Softmax matrix
P(< Tn, Tj >)
(34)
exp(ztx;)
—exp(af zp)wy; St 3 1#£ k1 #£1
(Z;;lexp(wpr))
", exp(zlax
exp(elz) exp(a] @) ay; e o) i # k=1
8Softmax(XXT)kl 8( >p=1 exp(wga:p)) -1 exp(z{zy)
= " exp(alay)(z;—Tp;
aXij axij eXp(xgxl)szl p(z) 2p) (z1; 217]) i= k,’L #l
(g omteto)
n zi; exp(al @p)—S"_, zp; exp(zl @
exp(xiT:ci) p=1 2Tij p(z; zp) szl p; p(z; zp) i=k=1
(promtoton)

(35)

Plugging Equations into Equation we can calculate % for any data matrix. Note, in the
middle of the network, X will naturally become Z; € R*E,

5.3 The Dual Layer for Structured Layer

Since traditional attention layers prevent an efficient computation of their dual layers, we propose
to use other structured or sparsely parameterized transformation across the positional sequence di-

18



mension, which are empirically good substitute [[13[][26]][[16]] for large transformer models in several
NLP tasks including the GLUE[22], LRA[19] and machine translation WMT]3|] benchmarks.

We introduce one of the several promising unparametrized token-mixing techniques: the Discrete
Fourier Transform based encoder for Transformer model in sentiment analysis, other natural lan-
guage understanding tasks, and machine translation [21].

5.3.1 Fourier Transform

The Fourier Transform converts a function into a form that describes the frequencies present in the
original function. The discrete Fourier transform (DFT) as a transformation matrix at N-point is
experessed as X = Wx where x is the original input and W is the DFT matrix. The transformation
matrix Wy for sentence DFT in encoder, W, for DFT in decoder, and W, for embedding DFT are

1 1 1 1
1 1 w w? whV-1
Wy = ——
VN : :
1 WN-1 20v-1) W(N=D)(N-1)
1 1 1 1
1 1 w w? wM—1
Wy = — . . .
VM : : :
1 WwM-1 21 W M—1)(M-1)
1 1 1 1
1 |1 w w? wB-1
We="7% . : : :
1 w1 2E-1) .. (E-1(E-D)
where w = e~27/N is a primitive Nth root of unity satisfied that z” = 1 for number z. Thus,

the w is independent of the actual value of z, it only depend on the length of x and the position in
sequence.

5.3.2 Fourier Transformer

Assume now we have batch size = 1, we have input sequence as [£1 z2 --- xn] where z; is a
sub-word (token) id at ith position in sentence and n is the number of sub-words in sentence. We
perform the Fast Fourier Transform (FFT) and matrix multiplication on Encoder part. After we input
z0
21
through embedding layer, we have embedded input as X = . € RVXE We perform DFT

ZCnil
on both dimension of embedded input by multiplying W and Wx on left and right sides of X.

11 1 1 a1 1 1
) 1 2 WN-1 7 1 w2 WE-1
VNE |: : : . : : : :
1 wN-1 20v=1) . N=DN=D | g7 | |1 WE-l 2B W E-1)(E-1)

After the DFT, the embedded input is transformed to

N-1
{(Z WNM%)WEJ‘T}
ij

k=0

at ith row and jth column in the embedded input.
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5.3.3 The Dual Layer for Fourier Transformer

The Fourier Transformation of the data matrix X can be represented as fo1(X) = Wy XWpg as-
suming the transform layer happens at the first and the second layers.

max(—Tr(V{" X) + Tr(; Wy X W)

OTr(WeVEWNX)
0X
Vx =0<=V; = W{VoWg;  * means transpose of complex conjugate

Vx=-V+

= -V + WRVLWg

6 Experiment Results

6.1 2D example

We repeated the 2D experiment in [24]]. Consider a robust binary classifier on a 2D input space with
randomly generated spread out data points. We used a 2-100-100-100-100-2 fully connected net-
work to train the classifier, used standard training strategy and robust training strategy and compared
their performance.

Figure 3: Visualization of 2D classifier with standard training and robust training, (Left: Standard
training, Right: Robust training)

Figure [3] showcases the classification outcome of 40 two-dimensional scattered points. While both
standard and robust training accurately classify all 40 points in the plane, the standard training
classifier (left) exhibits lower robustness than the robust training classifier (right). Specifically, many
of the points in the left figure (marked in red circles) exhibit incorrect classification within their
ball with e = 0.04. Such points are vulnerable to attacks via adversarial examples.

In contrast, the right figure demonstrates that the robust training classifier accurately classifies all
the points within their [, ball, providing guaranteed robustness against [, adversarial attacks with
€ = 0.04. While robust training may slightly decrease accuracy in more complex examples, it
significantly enhances each input’s robustness against adversarial attacks.

6.2 MNIST

We trained a robust classifier on MNIST data set and compared the error and the loss with the
standard classifier. Specifically, the classifiers have the same architecture. We first pass the image
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to two Convolutional layers with 16 and 32 channels respectively. The two convolutional layers
are followed by ReL.U activation but without max-pooling layer. Then we passed the output into
two fully connected layers with 100 and 10 hidden units each followed by a ReLU and Softmax
activation respectively.

We set 1-norm-bound ¢ to 0.08, batch size 50, learning rate 0.001, and run 50 epochs to train both the
robust classifier and standard classifier and compared their performance. For the robust classifier, it
reached a test robust error rate 4.16% and standard error rate 0.9%.

Figure [4] (left) shows the Error curve for standard classifier. As we can see, although the standard
error rate is decreasing, the robust error rate remains to be 1, indicating that all the input can be
attacked by adversarial examples. Figure [4] (right) shows the loss curve for standard training, the
robust loss increases as epochs grows, meaning that the standard training will not improve the ro-
bustness of the classifier.

Conversely, in Figure [5] (left), we find that in the first ~ 5 epochs, although the standard test error
is low, the robust error rate is close to 1, indicating that we’ve made correct classification to inputs
but almost all of them can be attacked using adversarial examples. As we trained more epochs using
robust training, the robust error decreases and finally reached 4.16%, meaning that after the robust
training, 95.84% of the testing input is provably defensive to adversarial attack with norm-bound
e = 0.08.

Error Curve Loss Curve
10°
il
w
w
o S
2 — 2 10 -
= —— Robust Error - Standard Training 3] —— Robust Loss - Standard Training
-1
Le' 10 — Standard Error - Standard Training = — Standard Loss - Standard Training
i}
w o
0
=} 107
o
\/\/NV\/\—/‘V o M
102

0 10 0 0 a0 50 0 10 0 0 P 50
Epochs Epochs

Figure 4: Test Error Rate and Test Loss Curve for Standard Classifier
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Figure 5: Test Error Rate and Test Loss Curve for Robust Classifier

7 Conclusion and Future Work

The importance of having provable guarantees for deployed large scale neural networks goes with-
out reiterating. Therefore, in our work, we consider the pursuit of a scalable and provable robust
training and verification procedure fundamental for a seamless integration of Al technologies into
society. Though the performance of our proposed provable model does not represent the state of
the art in specialized downstream tasks, we provide a provable method to detect any norm-bounded
adversarial attack and we provide provable guarantees to the result that we generated (i.e. our pre-
diction will not change in a small open neighborhood of the input data) with the trade-off of getting
slightly diminished accuracy on the prediction.

The importance of this work lies in its modular approach to calculate a robust training objective (or
detect the worst case error) via dualizing the original network layer by layer. This general framework
allows future work to focus on optimizing the per layer upper bound.

As an example, we consider the task of provable robust natural language models where we first
showed the formulation of a dualized attention and then demonstrated the benefits of structured
transformation in lieu of attention for a Fourier Transformer. A possible line of future work is to
build upon our formulations for dualized Transformer and Fourier Transformer for real-world natural
language processing tasks such as classification and generation. In addition to creating efficient and
scalable algorithms to calculate bounds or calculate differentiable robust objective, we need also a
clear and actionable formulation of the perturbation method for NLP problems.

8 Team Contribution

* Jianyou (Andre) Wang worked on the primal and dual formulation of the original problem
with Weili Cao and Yongce Li, as well as the primal and dual formulation for the gener-
alized dual network. He proposed to incorporate new methods for reliably verifying the
transformer models. He also worked with Weili Cao and Yongce Li on deriving primal
and dual problems, deriving bound propagation algorithms, and running experiments. He
discussed literature review for perturbation problems in NLP with Yue Yang.

* Weili Cao worked on formulation and mathematical proof of the primal and dual problem,
proving correctness of the algorithms and computing complexity together with Andre Wang
and Yongce Li. He also did literature review and wrote previous work accordingly. He also
analyzed the results from the experiment with Yongce Li.
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* Yongce Li worked on the primal, dual, and KKT condition formulation of the original prob-
lem together with Jianyou (Andre) Wang and Weili Cao. He also analyzed the correctness
and the time complexity of the original algorithm and AutoDual algorithm, and created 2D
examples and ran experiments on MNIST data set.

* Yang Yue worked on literature review, making charts, and latex typing. He also proposed
questions to the theoretical work to to address potential concern.
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