FIVE

Cybercrime

UNITED STATES V. ROMAN SELEZNEV

EVERY WEEK, IT SEEMS, A NEW WARNING goes out to consumers: a
major corporation or financial institution has been hacked, and your data may
have been exposed. These breaches can reveal sensitive information, including
names, Social Security numbers, passwords, credit card and account num-
bers—data valuable to an underground network that packages it for sale to a
criminal end user. In an online marketplace where buyers and sellers operate
anonymously, it is often a challenge to pin an online breach to a real-life indi-
vidual. Combating, investigating, and prosecuting these types of crimes can
be further complicated if the perpetrators are outside the United States.

This chapter examines the case of United States v. Roman Seleznev, one of
the largest cybercrime prosecutions. The case involves the hacking of point-
of-sale systems used by small businesses to take credit card payments, the
packaging and reselling of that credit card information, and a worldwide
hunt for the perpetrator. It’s also a rare success story of a large-scale cyber-
criminal being brought to the United States to stand trial. As you read this
chapter, think about the international cooperation that was necessary to
investigate and prosecute this case, and at what points the lack of cooperation
with other jurisdictions hindered the case. Another interesting aspect of this
case is attribution: how prosecutors prove that a certain individual is the
person who is responsible for anonymous online activities.

THE CRIME

Investigators in the Pacific Northwest got their first introduction to this glo-
bal cybercrime investigation through a report from a Schlotsky’s Deli in
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damage to a protected computer and another count of wire fraud, both relat-
ing to an alleged computer intrusion at the same pizzeria.

SENTENCING

Seleznev returned to court for sentencing on April 21, 2017. As often happens,
the two parties had very different views of how a proper sentence should be
determined. Depending on who was talking about him, Roman Seleznev was
either the privileged son of a member of the Russian parliament or a young man
who was abandoned by his father, lost his mother at a young age, and grew up
poor and alone (Carter, 2016; Personal Statement by Roman Seleznev, 2017).

Seleznev’s attorney painted him as a man who had made terrible choices
in the past, but who wanted now to cooperate with law enforcement and was
onabetter path (Transcript, Sentencing Hearing, 2017). Seleznev submitted
a handwritten letter to the judge that explained his history and attempted to
correct the impression that he’d benefited from his father’s political connec-
tions. In fact, he said, nothing could be further from the truth. Seleznev said
his father abandoned his family, leaving him and his mother with little to live
on (Defendant’s Sentencing Memorandum, 2017). He acknowledged his
criminal activity, but said it was the only option he thought he had to support
himself as a young man without resources or education. He also asked the
judge to consider his ongoing health issues from the bombing, including
severe seizures that required medication.

The government’s sentencing memorandum took a different view of
Seleznev. He had lived large and owned two properties in Bali, Indonesia,
and spent his time jetting between Bali and Vladivostok, Russia. He stayed
in luxury hotels, and spent $20,000 at the resort in the Maldives prior to his
arrest. The government estimated that through a single payment service,
Liberty Reserve, he took in $17 million between 2010 and 2013. Liberty
Reserve was seized by the government in 2014 in connection with a separate
criminal investigation, and Seleznev’s account was found in the company’s
records (see chapter 7, “Money Laundering”). But prosecutors did not know
how much Seleznev had profited from the scheme, because he used Bitcoin,
WebMoney, and other payment systems that ensure anonymity.

The first step in determining a sentence in federal court is to calculate an
advisory sentencing range under the United States Sentencing Guidelines
(USSG). The guidelines seck to quantify all aspects of the crime and the
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