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Annoucements 
●  First assignment available 

•  HTTP Server: due Feb 3, 2015 
•  Groups of 2 – you can use Piazza to find teammates 
•  Posted after class today 

●  First homework available 
•  Available on course webpage: 

•  http://www.cs.ucsd.edu/~gmporter/classes/wi15/cse124 

•  Due Jan 27, 2015 before the start of class 
•  Graded on a completion/effort basis 

●  Lecture slides will be posted after each class 



Annoucements 
●  “Github policy”: 

•  During this quarter, you may not post your code, projects, 
assignments, etc,. in any public venue, which includes public 
GitHub repositories 

•  You may (and are encouraged!) to use a private GitHub repo 
•  You can get a free private GitHub repo as a student (details are 

on the course web page) 
•  http://education.github.com 
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Announcements 

●  Academic honesty: 
•  Do not consult the web for solutions to the project 
•  You may incorporate code snippets from the three 

recommended texts on the webpage, as long as you 
appropriately cite your sources as comments in your 
program 

●  If you’re unclear about any of this, please ask us!  We’re 
here to help... 



Review: network performance 



Small group exercise (2-3 students) 

●  Network performance task: 
•  Calculate time to transfer 1.75MB file 
•  Assuming RTT of 95ms, packet size of 1 KB 
•  Assume initial 2xRTT “handshake” 

1.  Bandwidth is 10 Mbps, data packets sent continuously 
2.  Bandwidth is 10 Mbps, must wait ‘RTT’ between packets 
3.  Bandwidth is infinite, up to 20 packets sent per RTT 
4.  Bandwidth is infinite, but first RTT we can send one 

packet, 2nd RTT we can send 2 packets, 3rd RTT we can 
send 4 packets, etc... 



Internetworking 



An example network 

●  To decide how to forward a packet, a switch consults 
a forwarding table (sometimes called a routing table) 

  

Switching and Forwarding 



Switching and Forwarding 

Destination  Port 
------------------------------------- 
A    3 
B    0 
C    3 
D    3 
E    2 
F    1 
G    0 
H    0 
 
Forwarding Table for 

Switch 2 



Switching and Forwarding 

●  A host can send a packet anywhere at any time 
●  When a host sends a packet, it has no way of 

knowing if the network is capable of delivering it or if 
the destination host is even up and running 

●  Each packet is forwarded independently of previous 
packets that might have been sent to the same 
destination. 
•  Thus two successive packets from host A to host B 

may follow completely different paths 
●  A switch or link failure might not have any serious 

effect on communication if it is possible to find an 
alternate route 



Bridges and LAN Switches 

●  Simplest Strategy for Bridges 
•  Accept LAN frames on their inputs and forward them out to all other 

outputs 
•  Used by early bridges (sometimes called a ‘hub’) 

●  Learning Bridges 
•  Observe that there is no need to forward all the frames that a 

bridge receives  
 



●  Consider the following figure 
•  When a frame from host A that is addressed to host B arrives on 

port 1, there is no need for the bridge to forward the frame out over 
port 2 (each side of the bridge is a ‘collision domain’). 

•  This is the key to Ethernet scalability 

•  How does a bridge come to learn on which port the various hosts 
reside? 

 

Bridges and LAN Switches 



Bridges and LAN Switches 

●  Solution 
•  Download a table into the bridge 

•  Who does the download? 
•  Human 

–  Too much work for maintenance 

•  Software-defined networking 
–  New research area, will discuss later in the quarter 
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Bridges and LAN Switches 

●  Can the bridge learn this information by itself? 
•  Yes 

●  How 
•  Each bridge inspects the source address in all the frames it 

receives 
•  Record the information at the bridge and build the table 
•  When a bridge first boots, this table is empty 
•  Entries are added over time 
•  A timeout is associated with each entry 
•  The bridge discards the entry after a specified period of time 

•  To protect against the situation in which a host is moved from one 
network to another 

●  If the bridge receives a frame that is addressed to host not 
currently in the table 
•  Forward the frame out on all other ports 
 



Bridges and LAN Switches 
●  Strategy works fine if the extended LAN does not have a loop in 

it 
●  Why? 

•  Frames potentially loop through the extended LAN forever 

•  Bridges B1, B4, and B6 form a loop 
 



Spanning Tree Algorithm 

●  Think of the extended LAN as being represented by a graph that 
possibly has loops (cycles) 

●  A spanning tree is a sub-graph of this graph that 
covers all the vertices but contains no cycles 
•  Spanning tree keeps all the vertices of the original graph but 

throws out some of the edges 
 
 
 
 
 
 
Example of (a) a cyclic graph; (b) a corresponding spanning 

tree. 



Spanning Tree Algorithm 

●  Developed by Radia Perlman at Digital 
•  A protocol used by a set of bridges to agree upon a 

spanning tree for a particular extended LAN 
•  IEEE 802.1 specification for LAN bridges is based on 

this algorithm 

•  Each bridge decides the ports over which it is and is 
not willing to forward frames 

•  In a sense, it is by removing ports from the topology that 
the extended LAN is reduced to an acyclic tree 

•  It is even possible that an entire bridge will not participate 
in forwarding frames 

 
 
 
 
 
 



Spanning Tree Algorithm 

●  Algorithm selects ports as follows: 
•  Each bridge has a unique identifier 

•  B1, B2, B3,…and so on. 

•  Elect the bridge with the smallest id as the root of the 
spanning tree 

•  The root bridge always forwards frames out over all of its 
ports 

•  Each bridge computes the shortest path to the root and 
notes which of its ports is on this path 

•  This port is selected as the bridge’s preferred path to the root 

•  Finally, all the bridges connected to a given LAN elect a 
single designated bridge that will be responsible for 
forwarding frames toward the root bridge 

 
 
 
 
 
 



Spanning Tree Algorithm 

●  Each LAN’s designated bridge is the one that is closest to the 
root 

●  If two or more bridges are equally close to the root, 
•  Then select bridge with the smallest id 

●  Each bridge is connected to more than one LAN 
•  So it participates in the election of a designated bridge for each 

LAN it is connected to. 
•  Each bridge decides if it is the designated bridge relative to each of 

its ports 
•  The bridge forwards frames over those ports for which it is the 

designated bridge 
 
 
 
 
 
 



Spanning Tree Algorithm 

●  B1 is the root bridge 
●  B3 and B5 are connected to LAN A, but B5 is the designated 

bridge 
●  B5 and B7 are connected to LAN B, but B5 is the designated 

bridge 
 
 
 
 
 
 



Spanning Tree Algorithm 

●  Initially each bridge thinks it is the root, so it sends a 
configuration message on each of its ports identifying itself as 
the root and giving a distance to the root of 0 

●  Upon receiving a configuration message over a particular port, 
the bridge checks to see if the new message is better than the 
current best configuration message recorded for that port 

●  The new configuration is better than the currently recorded 
information if 
•  It identifies a root with a smaller id or 
•  It identifies a root with an equal id but with a shorter distance or 
•  The root id and distance are equal, but the sending bridge has a 

smaller id 
 
 
 
 
 
 



Spanning Tree Algorithm 

●  If the new message is better than the currently recorded one, 
•  The bridge discards the old information and saves the new 

information 
•  It first adds 1 to the distance-to-root field 

●  When a bridge receives a configuration message indicating that 
it is not the root bridge (that is, a message from a bridge with 
smaller id) 
•  The bridge stops generating configuration messages on its own 
•  Only forwards configuration messages from other bridges after 1 

adding to the distance field 
 
 
 
 
 
 



Spanning Tree Algorithm 

●  When a bridge receives a configuration message that indicates 
it is not the designated bridge for that port  
=> a message from a bridge that is closer to the root or equally far 

from the root but with a smaller id 
•  The bridge stops sending configuration messages over that port 

●  When the system stabilizes,  
•  Only the root bridge is still generating configuration messages. 
•  Other bridges are forwarding these messages only over ports for 

which they are the designated bridge  
 
 
 
 
 
 



Spanning Tree Algorithm 

●  Consider the situation when the power had just been restored to 
the building housing the following network 

●  All bridges would start off by claiming to be the root   
 
 
 
 
 
 



Spanning Tree Algorithm 

●  Denote a configuration message from node X in which it claims to 
be distance d from the root node Y as (Y, d, X) 

●  Consider the activity at node B3   
 
 
 
 
 
 



Spanning Tree Algorithm 

●  B3 receives (B2, 0, B2) 
●  Since 2 < 3, B3 accepts B2 as root 
●  B3 adds 1 to the distance advertised 

by B2 and sends (B2, 1, B3) to B5 
●  Meanwhile B2 accepts B1 as root 

because it has the lower id and it 
sends (B1, 1, B2) toward B3 

●  B5 accepts B1 as root and sends (B1, 
1, B5) to B3 

●  B3 accepts B1 as root and it notes 
that both B2 and B5 are closer to the 
root than it is. 

•  Thus B3 stops forwarding messages 
on both its interfaces 

•  This leaves B3 with both ports not 
selected   

 
 
 
 
 
 



Internetworking 



Internetworking 
●  What is internetwork 

•  An arbitrary collection of networks interconnected to provide 
some sort of host-host to packet delivery service 

 
 
 
 
 
 
 
 
 
 
 
A simple internetwork where H represents hosts and R represents 

routers 
 



Internetworking 
●  What is IP 

•  IP stands for Internet Protocol 
•  Key tool used today to build scalable, heterogeneous 

internetworks 
•  It runs on all the nodes in a collection of networks and 

defines the infrastructure that allows these nodes and 
networks to function as a single logical internetwork 

 
 
 
 
 
 
 
A simple internetwork showing the protocol layers 
 
 
 
 
 



Layering in Network Design 

●  Computer System design is often about defining the right 
set of abstractions 
•  What services do apps require from the bare hardware? 

Don’t force each app to re-implement the same functionality 

•  Operating systems are all about abstractions 
What set of services do you put on top of the hardware? 

•  Network links hand a frame to the operating system? 
•  But what abstraction does the application desire? 
•  Do all applications need the same abstraction? 
•  Q: What abstractions do intermediate hosts (routers) in the 

network need? 



IP Service Model 

●  Packet Delivery Model 
•  Connectionless model for data delivery 
•  Best-effort delivery (unreliable service) 

•  packets are lost 

•  packets are delivered out of order 
•  duplicate copies of a packet are delivered 

•  packets can be delayed for a long time 

●  Global Addressing Scheme 
•  Provides a way to identify all hosts in the network 
 
 
 
 
 
 
 
 
 
 
 



Protocols 
●  Protocol: agreement between two parties as to how 

information is to be transmitted 
•  More valuable with more users 
•  How to introduce new protocols if everyone must agree? 

●  Network protocols typically implemented in software 
•  Adds overhead to communication 
•  Network bandwidth versus Application throughput 
•  Small matter of code to deploy new protocol 

●  Examples 
•  Internet Protocol (IP): global packet transmission/addressing 
•  Transmission Control Protocol (TCP): reliable byte stream 



IPv4 Packet Format 

•  Version (4): currently 4 
•  Hlen (4): number of 32-bit words 

in header 
•  TOS (8): type of service (not 

widely used) 
•  Length (16): number of bytes in 

this datagram 
•  Ident (16): used by fragmentation 
•  Flags/Offset (16): used by 

fragmentation 
•  TTL (8): number of hops this 

datagram has traveled 
•  Protocol (8): demux key (TCP=6, 

UDP=17) 
•  Checksum (16): of the header 

only 
•  DestAddr & SrcAddr (32) 
 
 
 
 
 
 
 
 
 
 
 



IPv6 Packet Header 
Version TrafficClass FlowLabel 

PayloadLen NextHeader HopLimit 

SourceAddr 

DestinationAddr 



Layering in Network Design 

●  Encapsulate each layer in lower-layer format 
●  Ethernet’s view of the world 

●  IP View 

●  TCP View 

Header Payload 

Header Payload 

Header Payload 

Eth Payload IP TCP HTTP 

Reality 


