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November 18, 2004 Relies on Recognition
Systems Biometric HandReaders for Transportation Worker
Identity Credential

October 27, 2004 Prestigious
Selects Recognition Systems Biometric HandReader to Secure
Campus

September 14, 2004 IR Recognition Systems HandReaders
Verify Transportation Security Administration Employee
Identities at

August 31, 2004 Uses Recognition Systems
Biometric HandReaders to Secure Control Tower

August 17, 2004 With IR Recognition Systems HandReader,
Verifies Driver Identities

April 29, 2004 Swears Off Buddy
Punching With IR Recognition Systems HandReaders
April 13, 2004 IR Recognition Systems HandReaders Secure
Assets for
March 23, 2004

Biometrically Processes Over 300,000 Offender
Reports per Year with IR Recognition Systems HandReaders
March 2, 2004 Selects IR Recognition
Systems Handreaders to Lend a Hand Securing Their Bases
February 24, 2004 Sends Buddy
Punching Packing with IR Recognition Systems Biometric
HandReaders

Anthropologists suggest that humankind survived and evolved due to our large
brains and opposing thumbs

Versatile human hand allows us to grasp, throw, and make tools
Today, the human hand has another use, a media to verify identity

A U.S. patent was issued to Robert P. Miller in 1971 for a device that measures
hand characteristics and records unique features for comparison and ID
verification; highly mechanical device sold under the name Identimation

Sidlausks received patent for an electronic device in 1988 and established RSI in
1986.




Hand Geometry Based Verification

.

Finger length, width, thickness, curvatures & relative locations of these
features can distinguish people and confirm identity

+ Scanners record no surface details, ignoring fingerprints, lines, scars and
color

Only the silhouette of the hand is recorded

Orthographic scanning—two distinct images, one from the top and one from
the side

Prototype System Layout

e

Enrollment

consecutive times

Pins on the platen position the enrollee’s fingers to assure accurate image
capture

System “averages” the three templates and stores a single template

Template is stored as 9 bytes; small enough to be stored in the magnetic
stripe of a card; smart card can also receive updated template after
verification

To verify, user inputs his PIN number and places his hand on the platen

Why Hand Geometry?

Inexpensive acquisition
procedure

¢ Only simple shape/geometric
features are used

e Robust to environmental
changes

¢ Has demonstrated excellent
performance in verification tasks

http:/fwww.airportnet.org.

Hand Image Acquisition
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Operational Issues

Different platen heights: enrolling at one height and verifying a

another can cause ough diff e in handshape to reject e user

« If enrollment is done while standing (sitting) then verification should
also be done standing (sitting)

* Provide user feedback for correct placement of hand

« Practical systems should “learn” minor hand shape changes and
continually update templates as users are verified by the system; refereed
to as template averaging

« Systems have worked reliably for children above the age of 8 depending
on the size of their hands; children of some ethnic groups are smaller in
stature!




Privacy Issues

Template cannot be “reverse engineered” to identify users. Consequently, hand
geometry based authentication protects privacy of the users better than other
biometrics, say, fingerprints

Verification Accuracy
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Sandia Labs evaluation results (1991) for ID3D System for authenticating identity based on
hand geometry. EER = 0.1% based on 2-try false reject rate. One-try FAR is 0.2%

Feature Extraction

from the leftmost pixel. :

+ The window is moved to it’s right one pixel
ata time.

+ Compute the following parameters for each
window position ¥;:

« Compute P, and P, as
follows:

Feature Extraction

Measurement axes

Feature Values

Matching

14 2
e Matching score: Euclidean distance z(xf-yf)

Euclidean distance




System Performance
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Hand Shape Alignment
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Jain, Duta, "Deformable matching of hand shapes for verification”, ICIP 1999.

Alignment-based Verification

Same hand

Alignment

and shape

—> Threshold T ?
distance

computation Different hand|

Visualizing Feature Vectors from 16
Different Hands using Chernoff Faces

Feature Attribute
> value along
axis:
F1 Area of face
1 5 9 13 F2 Shape of face
F3 Length of nose
=S F4 Location of
mouth
F5 Curve of smile
2 6 10 14 F6 Width of mouth
. F7 Location of eyes
& B 7R
@ S| F8 Separation of
= eyes
F9 Angle of eyes
3 7 " 15 F10 Shape of eyes
F11 Width of eyes
@@ F12 Location and
— width of pupil
F13 Location of
1 8 12 16 eyebrow
F14 Angle of
eyebrow

Alighment-based Verification

compute the shape of the hand

e Finger extraction and alignment - the five pairs of
corresponding fingers are aligned separately with respect to
the rigid transformations group

e Pairwise distance computation - each alignment in Step 3
produces a set of point correspondences. The Mean Alignment
Error (MAE) between the two hand shapes is defined as the
average distance between the corresponding points

o Verification - the pair of hand shapes are said to belong to the
same hand if their MAE is smaller than a threshold T

System Performance

Shape distance False accept rate
« Based on 353 images of 53 persons
= Genuine distribution: 3021 pairs, Imposter distribution: 2809 pairs

« By learning a shape template for each user, the system performance is 96.5%
GAR at 1.5% FAR




» Hand geometry is not unique to an individual; hence application in large-scale
identification is limited

« Information not invariant over the lifespan of an individual, especially during
childhood

* An individual’s jewelry or limitations in dexterity (e.g., arthritis) may pose
challenges in extracting correct features

* Physical size of a hand geometry-based system is large; cannot be used in
applications like laptop computers

Access Control Terminal
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The challenge caused by
lighting variability

Same Person
or
Different People
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Same Person
or
Different People
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Same Person
or
Different People
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lllumination & Image Set

Lack of illumination invariants
[Chen, Jacobs, Belhumeur 98]
Set of images of Lambertian surface w/o shadowing is
3-D linear subspace
[Moses 93], [Nayar, Murase 96], [Shashua 97]
Empirical evidence that set of images of object is well-
approximated by a low-dimensional linear subspace
[Hallinan 94], [Epstein, Hallinan, Yuille 95]
lllumination cones
— [Belhumeur, Kriegman 98]
Spherical harmonics lighting & images
— [Basri, Jacobs 01], [Ramamoorthi, Hanrahan 01]
Analytic PCA of image over lighting
— [Ramamoorthi 02]
Acquiring linear subspaces for face recognition under
variable lighting

[Lee, Ho, Kriegman 05] <UCSD | Computer Science

Jacobs | and Engineering

The Space of Images

X

e Consider an n-pixel image to be a point in an n-
dimensional space, x € R".
Each pixel value is a coordinate of x.
Many results will apply to linear transformations of
image space (e.g. filtered images)
Other image representations (e.g. Cayley-Klein
spaces, See Koenderink's “pixel f#@king paper”)
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Some Background Issues

1. What is the image space?
2. What is lighting?
3. What is reflectance?

<UCSD | Computer Science
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Lighting

Generally, arbitrary lighting can be viewed as
a non-negative function on a 4-D space.
Typically make limiting

_*_ assumptions

e Distant lighting (non-
* negative function on
sphere)
M“% ¢ Point light sources
(delta function)
- X

« Diffuse lighting

* (constant function)
“@UCSD | Computer Science
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BRDF

Distribution Function
PO, Pin: Bouts Pout)

Bi-directional Reflectance *

« Ratio of incident iradiance
to emitted radiance

* Function of
— Incoming light direction: .
e\'n ’ ‘I)'m (ﬁoutvq)out) -

— Outgoing light direction:
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P (:0,.0,:6,-0,., )=

The lllumination Invariance Question

Let I(O,L) be the image of object O under lighting L.

Does there exist a recognition function ¢(1,,1,) of

two images /; and /, such that

VO, L, L, Cdo,L), I(O, L,) =0
and
30, 0, L, L, C(1(O;,L), (O, Ly)+0
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