
� �������	� 
 �
����� ��� ��� � ����� 
 ��� � � �!����"
�#� $ % ���#& ��� '

( �)"*��'+� , �-��'/. �
0 �

13254768259):;2=<?>A@CBED=FGFIH



����������� 	�

� � 

� ��
 ����������������� ����� ����������� �

 ! �"�#��$�%&�'��(�$)�+* ���,� �-���.

�,��	/� ���)�'
�	0�1��$'
2�43
576�8:9<;>=?8/@ A B:;DCE=GF�;GH B/IJHLKMINHPOPQR8�QRA =GOS6�;?;DT UVHXWY@�W[Z0\7]_^ Z
`�]a^ b

 c �,�"�-�����-$���*�3ed/HPF�6�Kf6�CE=>8�@ QRBgCNCEKf6�h O�i#QjKNA B:;DCE=GF�;GH
KkHPOPHL=DlmHLKMILWnU#iVKoHPp/B0HL8�OL=qHrISZ�CE=?A H_Is;qQ�CtIub

 v �X��

� w 

�2�-��
2�o37d/F�6�OPHx;qHylmHL;zIni{6�KN6�F�6-K|CSZ/ItHL8:9
} HL;qQS~ �NT/p/B<=qIkCe;>=?A =DCSZ<IE6�A F�;GHx6�C�A =>9 } =�CSZ

 � �+�,	m�,�-

�"$'�<�1��$V

�n37dmC�6�CJH�lX6-Kf=>6 } ;GHrI7=?8 KoHPOPHL=DlmHLK
6�8:9 ItHL8:90HLK46�KoH��-HPF0C�=>8 IkT<8�O�9�HrItF�=DCJH�HLK�KoQRKMI�6�8<9
C�=?A =?8/@ B:80OPHLK|C�6�=?8jC�T =>8 CE=?A =>8�@�WnUVOL;qQgOy�
I�T�8�Oy�:KoQR8<=z��6�CE=qQR8�buW

 �.�
�����X	�

�"����	g��$V

�n3e�NHPF�HS6�CJHLKMILZ0\x� dm~e=�CJOy��HrILZ
d/QR80HyCe�n=>8�@jISZ

�



� �1�-� ��$���� � ���"���������X�

ERROR
DETECTION

ERROR
RECOVERY

FRAMING FRAMING

ERROR
DETECTION

MEDIA ACCESS

MULTIPLEXING

Point−to−point
Links (2 nodes)

Broadcast Links
  (>= 2 nodes)

(e.g., HDLC, Frame Relay) (e.g., Ethernet, Token Ring)

(OPTIONAL)

Bits Bits

�



� $�� � �k�"��	g��$V

�,� 
�� � �1�-� ��$)� �

` =DlmH_i'B:80OyCE=GQR8/I��

 `�Kf6�A =>8�@�� } KoHS6��g=?8/@ B�F 6 IkC�KoHS6�A Q�i } =DCtI�=>8jCJQ B:8<=�CtI
OS6�;>;qHL9 iVKf6�A HrINItQ C��:6�C ~4H OS6�8 H	�/CEKf6 =?8/i QRK�A 6�CE=qQR8 ;?=>�-H
9�HrIkC�=?8�6�C�=qQR8 6�9:9<KoHrItItHrI�6�8<9 Oy��HPOy�RIsB:A I CJQ iVKf6�A HrILW
U �NHPp/B<=>KoHL9�WDb

 
 K�KoQRKN90HyCsHPOyCE=qQR8���B0Is=>8�@ H	��C�Kf6 KoHL9:B<8:9�6-8jC } =�CtI OS6�;?;qHL9
O �0HPOy�RIsB:A I CJQ 90HyCJHPOyCN~e��HyCE�0HLK
����� } =�C7=?8 CE��H�iVKf6�A H
~�6.I�KoHPOPHL=�lmHL9 =?8�OPQjKfKoHPOyCE;DTmW U �NHPp/B<=>KoHL9�byW

 ^ HL9<=[6 ��OPOPHrIfI��+A B:;DC�=qF�;qHaItHL8:90HLKMISW�� HPHL9 CEKt6�h O
OPQR8jCEKoQR;�CJQ 9�HPOL=?9�H ~e�0Q IJHL8<90I�80H	�/CSW4U �NHPp/B:=?KoHL9 i QRK
} KoQm6�90OS6�I�C�;>=?8:�jIubuW

 ^ B<;�CE=qF�;qH	��=?8/@����_;?;GQS~e=?8/@ A B:;DC�=qF�;qHxOL;?=GHL8XCJINCJQ B0ItH
]_6�C�6 ��=?8:��W"� HPHL9 IJQjA H_=>8�i#Q =>8 i'Kf6�A Ha��HS6�90HLK&CJQ
=>90HL8jCE=zi T OL;?=GHL8XC�W4U���F0CE=GQj8�6�;[b

 
 K�KoQRKn�NHPOPQSlmHLK�T����_Q } HyTmQR8<9 HLKfKoQRK��������! "�$#&%'� 6�8:9
Cu6-�-HxKoHPOPQSlmHLK�T 6�OyCE=qQR8 } T KoHyCEKt6-80IsA =�C�CE=?8/@ ~e��HL8
iVKf6�A HrI 6�KoHx;qQ�IkC�QRK OPQRK�KfB0F0CJHL9 WNU(� F0CE=qQR8�6�;[b

)



� �2� ��
 � ��
 ���X�-
 � �-��	/
 ������� �1� ��� 	m� ��
 %��

 v �����u��
��y���,� � ��*2�,� ���2� ��� HPHL9 HL8:9���CJQ�� HL8:9 QRK
C�Kf6�8/IJF1QRK�C HLK�KoQRK KkHPOPQSlRHLK|T 6-8jTg~ 6PTmW
	46�8�� CNCEK�B0IkC�6
IJHLK�=qHrI Q-i ��Q�F
� } T�����QXF ItOy��HLA HrI } HPOS6�B0ItH �

� 	NKt6.IE�0HrI�6�8:9 Q�C��0HLKN;qQ�IfIJHrI�6�C�=?8jCJHLKfA HL9:=>6�CJHx80Q/9�HrILW
� \�Kf6�8/IJF1QRK�C�A B/I�C ~NQRK�� QSlmHLK } Q�CE� KoHL;>=>6 } ;GH 6-8:9
B:8:KoHL;?=[6 } ;qH ;>=?8:�jISW

 \���B0I��0QXF
� } T��|�0QXF =zI QR8:;DT 6 F1HLK|i#QjKfA 6�8�OPH
QXF0CE=?A =z��6�C�=qQR8�W

� 
 �/CEKf6 OPQ�I�C U)6�Oy� A HrIfI�6.@jHrISZ } B���HLK�=?8/@�b 80Q�CN~NQRK�CE�
=�C4~e�0HL8 HLK�KkQjKNKf6�CJHx=zI�;qQS~ W

� � QjK|CE� =DC UVp/B<=GOy�-HLK4KoHPOPQSlmHLK�TmZ�;qHrIfIN~�6.I�CJHL9
KkHrItQRB<KkOPHrI�b,~e�0HL8 HLK�KkQjK Kf6�CJH�=qI��<=z@ ��W

�



� ��� ��$ �r�-���)$�� �&$)��$'�P�

 \���H_F�KoQ } 6 } =?;>=DC|T Q-i 6 KoHPOPHL=�l�=>8�@ ] 6�C�6 ��=>8<� F�6�IfIE=?8/@
B�F 6�8 =?8�OPQRK�KoHPOyCni'Kf6�A H7CJQ CE�0HaOL;?=GHL8XC7;[6PTRHLK IE�0QRB:;?9 } H
lmHLK�TmZglmHLK�T IEA 6-;>;#W

� � 8:90HyCsHPOyCJHL9 HLK�KoQRK IE6PT QR80OPHx=?8 ��� TmHS6�KMISW
� � HPHL90I CJQ } HaItQ IsA 6�;?; } HPOS6�B0ItHeC�Kf6�8/IJF1QRK�C
F�KoQ�CJQgOPQR;zI�9�Q 80Q�C�=?80Is=qIkC�QR8 HL8<9���CsQ � HL8<9
O �0HPOy�RIsB:A ILZ�6 l<=qQR;>6�CE=GQj8 Q-i HL8<9���CsQ � HL8<9 6�K|@ B:A HL8XC�W

 \���H_F�KoQ } 6 } =?;>=DC|T Q-i 6 KoHPOPHL=�l�=>8�@ ] 6�C�6 ��=>8<� 9<KoQXF:F�=>8�@
iVKf6�A HrI IJHL8XC } T CE��H ItHL8:9�HLK&Is��QRB<;>9 } H_IsA 6�;?; UVQR8�OPHx6
9�6PT�b�CJQ 6-;>;qQS~ @RQ Q/9 F1HLKMi QRK�A 6�80OPHXW

�



� �2� � �X��� $)�+*

 � =�CE�0QRB�Cni'Kf6�A =?8/@�Z�CE��H } =DC IkCEKkHS6-A =qI�KoHrItHLK�lmHL9 i#QjK
QR8�H IJHL8<9�HLKN6�8:9 QR80HaOL;?=qHL8jC�F1HLK ItHL8:9�HLK W�� HPHL9 iVKf6�A HrI
CsQ 6�9<9 A B:;DCE=GF�;GH	�:=>8�@ =>8�i#QjKfA 6�CE=GQR8 ;?=>��H 9�HrIkCE=>8:6�CE=GQR8
6�9:9<KkHrIfItHrI�6�8:9 90HrI�CE=?8�6�CE=qQR8 OL;>=qHL8jCe8:6�A HrILW

 `�Kf6�A HrINQ ��HLK46 IEA 6-;>;#Z:A 6�8�6�@RHS6 } ;qH�B:8:=DCni QRK HLK�KoQRK
KkHPOPQSlRHLK|T 6-8:9 HLK�KoQRKN90HyCsHPOyCE=qQR8 W �_9:9 Oy��HPOy�jIEB<A I CJQ
iVKf6�A HrI i#QjK HLK�KkQjKN9�HyCJHPOyCE=qQR8 6�8:9 ItHPp/B0HL8�OPH�8�B:A } HLKMI
HyCsOXW i#QjK HLK�KkQjK KoHPOPQSlmHLK�TmW

�



� 
�� � �X��� $)�+*

 � �{��*
� ����� � $'� � ����� ��*�3 � ItHaItF�HPOL=>6�; } =DC
F�6�C�CJHLK�80InQRK���6.@jI CJQ 9�HL;?=>A =�C U�=#W HXW>Z�A 6�K�� } QRB<8:9:6�K�=GHrI�b
iVKf6�A HrILW�� HPHL9 � #(�
	 ����
 ���xCJQ ��HL8�OPQ�9�H�� CE��H�B0ItHLK
9�6�C�6 8�Q�C CJQ OPQj8jC�6�=>8 CE�0H���6.@jILW4UVHXW @�W[Z�5e] � 	nb

 � �-� ��� � ���1*
� ���,� w �,� �X� 	g����� w 

�"�
�/3 � ItH
�16�@jI CJQ =>8<9:=qOS6�CJH_CE��H I�C�6�K�C4Q-i 9�6�C�6 6�8<9 6 } =�CnOPQRB:8XC
CsQ =?8:9<=GOS6�CJHxHL8<9 Q-i
i'Kf6�A HXW�� =�C4I�CEBgh 8/@ 8�Q�C�8�HPHL90HL9
} B�C�;GHrIfI�KoQ } B/I�CSWNU{HXW @�W[Z<]a] 	n^ �"b

 � �-� ��� � �,� v ��� � ����* � �-��%"%"�)$V��� �2�
� �
�+��$�	0��� � �������03 � ItH_ItF�HPOL=>6�;�F��jT�IE=qOS6�;�;>6PTmHLK
I�T�A } QR;zI CJQ 9�HL;?=>A =�C i'Kf6�A HrILW

�



� ����� $���* � ����$V*
� � � � � �&�{��� ���j$)�+*

Stuffer

Add Flags

Frame

No flags in frame

to Phy

Frame

from Phy

Remove Flags

Destuffer

 d�B } ;[6PTRHLKf=?8/@ =zI76 @jQgQ/9 90HrIE=�@ 8 CJHPO �<8:=qp/B0H ~e=DC��<=>8
;[6PTmHLKMI76�I ~NHL;>;��

 � ��6�C���6�F<F�HL8/I�=zi =?8�F�B�C79:6�C�6 OPQR8jC�6�=?80I �����X�X�X� �0W��Vi
KkHPOPHL=DlmHLK @jHyCJI��X�X�X�X� ���

�



w 

���-��	g� � $#� � ��� � �+*

S S S S FLAG

Case 1 Case 2 Case 3
false flag ? false flag ? false flag ?

 w � ��� � 3 
 6�IkTmZ0QRK"~4He~NQRB:;?9 ��6PlRHx6-9:9�HL9 6 IkCEB���HL9
} =DC

 w � ��� � 3�d CEB�� 6.i CsHLK � i#QR;?;qQS~4HL9 } T � � �YI�9�Q HrI�8�Q�C
~4QjKf� �

 w � ��� � 3�` ;>6.@ � ��� ��� ��� �0� 6-8:9 IkCEB�� 6 �x6.i CJHLK �
6.i CJHLK �0� ��� ���a90QgHrI�80Q�CN~NQRK�� �

�



� �����k�,� � �j$)��	<${%&�'���

 
 6�Oy� ;>6PTmHLK QRK IEB } ;>6PTmHLK H	��6�OyCtI�=DCJI F1HL8�6-;�C�T���HXW @�W[Z
OL;GQ O � KoHPOPQSlmHLK�T OPQ/9<=>8�@�Z0iVKf6�A =?8/@ } =�CtILW

 \���H_HL8:9���CJQ�� HL8:9 6�K|@ B<A HL8jCSW
 � QS~NHLK ��6PTmHLKMI Is��QjB:;?9 8�Q�Cn9�HPF1HL8:9 i#QjK OPQRK�KoHPOyCE8�HrIfINQj8
6�ItIsB:A F0CE=GQj80I�6 } QRBgC��:=�@ �0HLK4;[6PTRHLKoILW

 �_;>; ;>6PTmHLKMI���6PlmH�ItQRA H OPQRA A QR8 F�KkQ } ;qHLA I CJQ IJQj;�lmH �
HXWY@�W>Z/I�T�8�Oy�:KoQR8<=z��6�CE=qQR8 Z�A B:;DCE=GF�;GH	�:=>8�@�W

 \���H } HrIkC F�Kf=?8�OL=qF�;qHrIn~e=>;?;���IE�0QRB:;?9 } H�l�=GQR;>6�CJHL9 i#QRK
F�Kf6.@ A 6�C�=qO�KkHS6.IJQR8/ISW

 � 6PTmHLK�=>8�@ 6-8:9 d�B } ;>6PTmHLK�=>8�@ 6-KkHx6 @RQgQ�9 ~ 6PT CsQ
B:8:90HLKMI�C�6�8<9 6�8:9 90HrIE=�@ 8 8�Hy~ F�KoQ�CJQ OPQR;qILW

���


